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Preface

Introducing This Guide

This guide describes how to manage a TCP/IP network and the TCPware components. It isfor
system managers and administrators.

What You Need to Know Beforehand
Before using TCPware, you should be familiar with:

* The TCPwarefor OpenVMS products, components, features, and capabilities (seethe User’s
Guide for more information)

* Computer networksin genera

¢ Compag Computer Corporation’s OpenVMS operating system and file system

How This Guide Is Organized

This guide has the following contents:

* Part |, Managing Hosts — Includes chapters on the Domain Name Services, and the Dynan

Host Configuration Protocol (DHCP) and BOOTP servers.

¢ Part I, Managing Networks — Includes chapters on network interfaces (Ethernet, FDDI,
POP3, and so on), Cluster Alias Failover, the Simple Network Management Protocol
(SNMP), and X.25 networks.

¢ Part |1, Managing Routing — Includes a chapter on the routing protocols (primarily GateD)

* Part IV, Managing Time Services — Includes chapters on the Network Time Protocol (NTP)
and TIMED protocol.

¢ Part V, Managing Applications — Includes chapters on managing the FTP-OpenVMS Client

and Server, NFS-OpenVMS Client and Server, Print Services, Berkeley R Command

services, the mail services (SMTP-OpenVMS and IMAP), and TELNET-OpenVMS Serve
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e Part VI, Managing Security — Includes chapters on general TCPware security, Access
Restrictions, Packet Filtering, Token Authentication, Kerberos server and applications, and
the IP Security Option (IPSO).

¢ Part VII, Managing Additional Support — Includes chapters on PATHWORKS support,
tunneling DECnet over IP, X Display Manager (XDM), and DECwindows support.

* Part VIII, Network Testing Tools — Includes a chapter on the network testing tools, such as
DISCARD, FINGER, NETCU DEBUG, NSLOOKUP, PING, QUOTED, TCPDUMP, and
TRACEROUTE.

* Appendixes, including NFS-to-OpenV MS filename mapping rules, and Data Network
| dentification Codes for X.25 networks.

* Index to thisguide.

Online Help
You can use help at the DCL prompt to find the following:

* Topical help — Access TCPware help topics only as follows:
$ HELP TCPWARE [t opic]

The topic entry is optional. You can also enter topics and subtopics at the following prompt
and its subprompts:

TCPWARE Subt opi ¢c?

Online help is also available from within certain TCPware components: FTP-OpenVMS
Client and Server, Network Control Utility (NETCU), TELNET-OpenVMS Client,
NSLOOKUP, and TRACEROUTE. Use the HELP command from within each component.

Example: NETCU> HELP [t opic]

* Error messages help — Access help for TCPware error messages only as follows:
$ HELP TCPWARE MESSAGES

If the error message is included in the MESSAGES help, it identifies the TCPware
component and provides a meaning and user action. Seestheuct i ons under
MESSAGES.

Obtaining Customer Support

You can use the following customer support services for information and help about TCPware and
other Process Software products if you subscribe to our Product Support Services. (If you bought
TCPware products through an authorized TCPware reseller, contact your reseller for technical
support.) Contact Technical Support directly using the following methods:

* Electronic Mail

E-mail relays your question to us quickly and allows us to respond, as soon as we have
information for you. Send e-mail to support @r ocess. com Be sureto include your:
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— Name

— Telephone number

— Company name

— Process Software product name and version number
— Operating system name and version number

Describe the problem in as much detail as possible. You should receive an immediate
automated response telling you that your call was logged.

* Telephone

If calling within the continental United States or Canada, call Process Software Corporation
Technical Support toll-free at 1-800-394-8700. If calling from outside the continental United
States or Canada, dial 1-508-628-5074. Provide your name, company name, and tel ephone
number. If no oneis available to take your call immediately, atechnical support
representative will return your call as soon as possible.

* FAX

Sending a FAX to 508-879-0042 is another way to log atechnical support call. Be sure the
FAX includes all the information listed under "Electronic Mail" plus your FAX number as
reference. Describe the problem in as much detail as possible. A diagram of your network is
often very useful.

* World Wide Web

Thereisavariety of useful technical information available on our World Wide Web home
page, ht t p: / / www. process. com(select Cust oner Support).

* Internet Newsgroup

You can also access the VM Snet newsgroup, vimenet . net wor ks. t cp-i p. t cpwar e.
Process Software's Engineering and Technical Support professionals monitor and respond to
this open forum newsgroup on atimely basis.

Licensing Information

TCPware for OpenVMS includes a software license that entitles you to install and use it on one
machine. Please read and understand the Software License Agreement before installing the product.
If you want to use TCPware on more than one machine, you need to purchase additional licenses.
Contact Process Software or your distributor for details.

Maintenance Services

Process Software offers a variety of software maintenance and support services. Contact us or your
distributor for details about these services.
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Reader’'s Comments Page

TCPware guides may include Reader's Comments as their last page. If you find an error in this
guide or have any other comments about it, please let us know. Return a completed copy of the
Reader's Comments page, or send e-mail tot echpubs@r ocess. com

Please make your comments specific, including page references whenever possible. We would
appreciate your comments about our documentation.

Documentation Set
The documentation set for TCPware for OpenVMS consists of the following:

XXiV

Release Notes for the current version of TCPware for OpenVMS — For all users, system
managers, and application programmers. The Release Notes are available online on your
TCPware for OpenVM S media and are accessible before or after software installation.
Installation & Configuration Guide — For system managers and those installing the
software. The guide provides installation and configuration instructions for the TCPware for
OpenVMS products.

User's Guide-For all users. This guide includes an introduction to TCPware for OpenVMS
products as well as areference for the user functions arranged alphabetically by product,

utility, or service.

Management Guide — For system managers. This guide contains information on functions
not normally available to the general network end user. It also includes implementation notes
and troubleshooting information.

Network Control Utility (NETCU) Command Reference — For users and system managers.
This reference covers all the commands available with the Network Control Utility
(NETCU) and contains troubleshooting information.

Programmer’s Guide — For network application programmers. This guide gives application
programmers information on the callable interfaces between TCPware for OpenVMS and
application programs.

Installation Quick Reference Card

Network Control Utility (NETCU) Quick Reference Card

Onlinehelp —

— Topical help, usinglELP TCPWARE [t opi c]
— Error messages help, usiHgLP TCPWARE MESSAGES
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Conventions Used

Convention

Meaning

host

Any computer system on the network. The local host is your computer.
A remote host is any other computer.

monospaced type

System output or user input. User input is in bol d t ype.

Example: I's this configuration correct? YES

Monospaced type also indicates user input where the case of the entry
should be preserved.

italic type Variable value in commands and examples. For example, username
indicates that you must substitute your actual username. Italic text also
identifies documentation references.

[directory] Directory name in an OpenVMS file specification. Include the brackets

in the specification.

[optional-text]

(Italicized text and square brackets) Enclosed information is optional.
Do not include the brackets when entering the information.

Example: START/IP |ine address [info]

This command indicates that the info parameter is optional.

{value | value}

Denotes that you should use only one of the given values. Do not
include the braces or vertical bars when entering the value.

Note!

Information that follows is particularly noteworthy.

CAUTION!

Information that follows is critical in preventing a system interruption or
security breach.

[key]

Press the specified key on your keyboard.

Press the control key and the other specified key simultaneously.
Press the Return or Enter key on your keyboard.
— Pointer to further reading or a cross-reference.
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Chapter 1

Domain Name Services

Introduction

This chapter describes TCPware’'s Domain Names Services and how it relates to the Domain Name
System (DNS). Specific sections describe:

¢ Thedifferent types of DNS servers, the DNS client, and what they do.
* The syntax, specia commands, and fields used in each type of database record.
* TCP/IP cluster load balancing.

Domain Name Services allows local hosts to obtain information about other hosts by accessing a
distributed DNS database. This database supplies Internet addresses and hostnames throughout the
network. Any upper-layer protocol, such as FTP or SMTP, can use DNS when it needs host
information.

Domain Name Services al so provides the services for cluster load balancing.

Domain Name System (DNS) Concepts

For afull description of the concepts behind the Domain Name System (DNS) that forms the basis
of the Domain Name Services, see DNS Defined: A Practical Guide to TCP/IP Domain Name
System and Services. DNS Defined is one of the volumesin Process Software Corporation’s useful
TCP/IP Reference Library.

DNS Client

A DNSclient (also called aresolver) communicates with a DNS server to resolve a host name and
internet address. The client does not maintain a database. The client only sends queries and
provides the received answers to applications.

You can configure your local host to support a DNS client when you run the TCPware
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configuration. The host can support a DNS client only, or both a client and name server.

The configuration procedure (CNFNET) prompts you to specify the internet addresses of up to
three name servers the client can query. The client reads thisinformation from two logicals you set
through CNFNET:

¢ TCPWARE_DOMAINNAME
¢ TCPWARE_NAMESERVERS

The client also allows you to set up to six domainsin a search list, as well as the minimum number
of dotsto recognize in ahost name to makeit fully qualified. The client reads thisinformation from
two logicals you set through CNFNET:

e TCPWARE_DOMAINLIST
¢ TCPWARE_RES OPTIONS" ndots: ndots"

See the Installation & Configuration Guide, Chapter 4, Configuring the TCP/IP Services, the
Configure the DNS Resolver section.

When an application needs to resolve a host name or internet address, the client queries the first
name server the TCPWARE_NAMESERVERS logical defines. The client continues to query the
other name serverson itslist until it receives an answer or thelist is exhausted. The amount of time
varies for what is needed to send a query and receive a response.

The TCPware resolver queries domain names in the following sequence:

1 | Theresolver queriesthe fully qualified domain name if the domain name contains ndots
number of dots (see the TCPWARE_RES _OPTIONS logical syntax); the default is 1.

2 | If thefirst step fails or the domain name contains less than ndots, the resolver queries
name.default-domain or the list established by the TCPWARE_DOMAINLIST logical.

3 | If the second step fails, the resolver queries for name only.

You can restart the resolver process (TCPware DNS) if it goes down (or the NETCU STOP/DNS
command was used) by specifying @ CPWARE: STARTUP_RESOLVER DETACH on the command
line.

Domain Name Server
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To set up a domain name server on your local host, perform these steps:

1 | Determine whether the names on the local host will be authoritative for a zone or will be
just a caching server.
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2 | Runthe CNFNET configuration procedure described in the Installation & Configuration
Guide, Chapter 4. When you set up aserver and (there is no existing NAMED.CONF file),
CNFNET converts the existing TCPWARE_NAMED_ROOT:NAMED.BOOT fileto a
TCPWARE_NAMED_ROOT:NAMED.CONFfile. If thereisno NAMED.BOOT file,
CNFNET creates a default NAMED.CONF file set up as a caching server.

3 | If thehost isto be authoritative, add zone statements in the NAMED.CONF file (see Zone)
for each zone.

4 | Gather the information you need for the database files so that the server can resolve
queries. The information is in the Resource Records section of this chapter.

5 | Enter theinformation in the database files using atext editor. (See Database Files.)

Starting and Stopping

The name server starts up when you execute the STARTNET.COM procedure and shuts down with
the SHUTNET.COM procedure.

1 | Log in asthe system manager.

2 | Stop the name server process: $ @ CPWARE: SHUTNET DNS

3 | Start the name server process. $ @ CPWARE: STARTNET DNS

When you start the name server, it creates alog file, TCPWARE:NAMESERVER.LOG. Thisfile
contains information about any problems uncovered when loading the database or during name
server operation.

If the name server is already active and you edited the database files, you can restart the name
server or you can reload it using the NETCU RELOAD NAMED command. See Chapter 2 of the
Network Control Utility (NETCU) Command Reference.

You can investigate this file after updating the database or if the name server exitsimmediately
after startup. Syntax errors in the database files are the most common source of errors. If thereisan
error in one of the database files, Domain Name Services records the error type and relevant
databasefilein thelog file.

Database Files can help you find the cause of these errors.

The TCPWARE_NAMED_ROOT:NAMED.CONF File

The main DNS configuration file, from which the name server getsitsinitial data, is
TCPWARE_NAMED_ROOT:NAMED.CONF. The equivalent of thisfilein UNIX-based BIND
implementations is /etc/named.conf. Use thisfile to add information about your site when setting
up amaster DNS server. An example configuration file follows.

/*
** Sanple Configuration File for DNS server
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*/

options {

directory "TCPWARE_ROOT: [ TCPWARE. NAMVED] " ;
/1 forward only;

forwarders { 128.0.1.1; 128.0.2.10; };

}s

zone "flowers.cont' in {
type master;
file "donmai n-nane-service.iris";

b

zone "0.128.in-addr.arpa" in {
type naster;
file "domai n-nanme-service.iris-net";

b

zone "cc.flowers.com' in {
type sl ave;
masters { 128.0.1.1; };
file "domai n- name-service. cc";

}s

zone "1.0.128.in-addr.arpa" in {
type sl ave;
masters { 128.0.1.1; };
file "domai n-name-service. cc-net";

b

zone "0.0.127.in-addr.arpa" in {
type master;
file "donmai n-nane-service.local";

I
zone "." in {

type hint;

file "donmi n- nane-servi ce. cache";
I

The following sections describe the zone, options, and logging sections.

Zone
A zoneisthat part of a name server that contains compl ete information about the domain name
space. You specify azoneisthe following way:

zone “<domain name>" [<class>] {
type <type>;
b

1-4



Domain Name Services

Table 1-1 defines the NAMED.CONF zonefields.

Table1-1 NAMED.CONF ZoneFields

Field

Description

<class>

The class to which this zone applies. If the classis not
specified, the type IN is used by default. The syntax is
[ (in|hs|hesiod | chaos)],

* in(default)--Used for objects connected to the
Internet. Thisisthe only supported type.

¢ hsor hesiod--Confined mostly to MIT.
hsisthe abbreviation for hesiod.

¢ chaos--An historic network. Not used today.

“<domain name>"

The name of the domain for which this zone is
authoritative.

file "<filename>";

Specifies the name of the file.

masters { ip_addr; [ip_addr; ... ]};

Specifies the IP addresses from where the server is
transfer the zone data. This statement is meaningful g
for slave or stub zones.

to
nly

type (master | slave | stub | hint);

See Table 1-3 for a description of these zones.

Table1-2 Optional Zone Satements

Satement

Description

allow-query { <address_match_list> }; | Overrides the respective statement in the global
allow-transfer { <address_match_list> }; options section for this zone. See Table 1-5.

allow-update { <address_match_list> } Specifies the addresses of hosts that are allo

modify the zone with dynamic updates. Defaults
none.

wed

also-notify {ip_addr; [ip_addr; ... 1 }; Lists the servers to send zone change notificat

to as well as to the slave servers specified via th
NS records for the zone.

ons

D

check-names (warn | fail | ignore);

Overrides the default name checking specifie
the global options section. See tieck-names
statement in Table 1-4 for more details.

din
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Table1-2 Optional Zone Satements (Continued)

Satement Description

notify (yes| no); Specifiesif zone change notifications should be
sent to the slave serversfor the zone. This overrides
the notify statement in the global options section.
See the notify statement in Table 1-4 for more

details.
Table1-3 Zone Types
Type Description
hint Specifiesthat datain the DOMAIN-NAME-SERVICE.CACHE file, whichisin

standard resource record format, should be placed in the bootstrap cache. The
hint zone definition is used to specify locations of root domain servers. An up-
to-datelist of root name serversis automatically obtained and stored in memory
without replacing the cachefile.

master Specifies data for the zone and the domain. The first master zone definition
states that the file DOMAIN-NAME-SERVICE.IRIS contains authoritative data
for the FLOWERS.COM zone, in standard resource record format.

The second master zone definition states that the file DOMAIN-NAME-
SERVICE.IRIS-NET contains authoritative data for the domain 0.128.IN-
ARPA.ARPA, which isused in trandating addresses in network 128.0.0.0 to
host names.

Be sure each zone master file begins with an SOA (Start Of Authority) resource
record for the zone, as shown in the DNS Zone Information Files section.
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Table1-3 Zone Types (Continued)
Type Description
slave Specifies the zones for which this DNS server acts as a secondary hame server.

After thisname server receives a“zonetransfer," it becomes authoritative for the
specified zone.

Thefirst slave zone definition specifies that all authoritative data under
CC.FLOWERS.COM isto be transferred from the name server at 128.0.1.1.

Thefile statement in this section is the file name in which to back up the
transferred zone. When it boots, the name server |oads the zone from this backup
file, if it exists, providing a complete copy even if the master DNS server is
unreachable. Thisfileisupdated whenever anew copy of the domain is received
by automatic zone transfer from one of the master servers. The file statement is
optional, but recommended to speed up server startup and eliminates needless
bandwidth.

The second slave zone definition states that the address-to-hostname mapping
for the subnet 128.0.1.0 should be obtained from the same list of master servers
as the previous zone.

stub

Works like a lave zone, except it transfers only the nameserver records for the
master zone rather than the full zone information.

Options

The options statement sets up global options to be used by NAMED. Use this statement only once
in aconfiguration file. If it is used more than once, the first occurrence determines what optionsto
use, and awarning is generated. If no options statement is present, an options block is used setting
each option to its default value.

You specify optionsin the following way:

options {

<options statenents>

b

Table 1-4 defines the NAMED.CONF options.

Table1-4 NAMED.CONF Options

Option

Description

allow-query { address match list}; See the Address_match_list section.

Specifies the addresses of hosts that are allowed to
query the server for information. It defaultsto all.

1-7



PART V Managing Applications

1-8

Table1-4 NAMED.CONF Options (Continued)

Option

Description

allow-transfer { address match list };

See the Address_match_list section.

Specifies the addresses of hosts that are allowed to
perform zone transfers from the server. It defaults to
al.

check-names (master | slave | response)
(warn | fail | ignore);

The server checks names in three areas:

* Master zonefiles.
¢ Slave zonefiles.
* Responsesto queries the server hasinitiated.

The server assumes the following defaults:

options {
check-nanmes master fail;
check- nanes sl ave warn;
check- nanes response ignore;

* ignore--No checking is done.

* warn--Namesare checked against their expected client
contexts. Invalid names are logged, but processing
continues normally.

¢ fail--Names are checked against their expected client
contexts. Invalid names are logged, and the offending
dataisrejected.

If check-names response fail has been specified, and
answering the client's question requires sending 4
invalid name to the client, the server sends a
REFUSED response code to the client.

directory "<path>";

Causes the server to change its default directory
the specified directory. This can be important for t
correct processing of $INCLUDE files in primary
zone files, or file statements in zone definitions.

he

fake-iquery (yes | no);

ifes, the server responds to the obsolete IQUER
query type. The default i®.

—<
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Table1-4 NAMED.CONF Options (Continued)

Option

Description

fetch-glue (yes|no);

If yes (default), the server queries for the resource
recordsit needs to compl ete the additional section of
aresponse.

To prevent the server’s cache from growing, use
fetch-glue no; in combination withrecursion no;.

forward (only | first);

This statement is meaningful only if there is a
forwarders statement.

Whenfirst (default) is used, the server queries the,
forwarders first before consulting the root domain
servers.

Whenonly is used, the server queries fbewvarders
only. If theforwarders fail to find an answer, the
server does not query the root domain servers.

options {
forward only;
forwarders
{ 192.1.1.98; 192.1.1.99;};

forwarders { ip_addr; [ip_addr; ... ] };

Specifies the addresses of site-wide servers tha
accept recursive queries from other servers. If the
DNS server configuration file specifies one or mo
forwarders, the server sends all queries for data n
in the cache to thiorwarders.

Central name servers designated to handle forwa
requests can then develop a cache of answers to
external queries. The central cache reduces the

number of requests sent to root name servers ang
improves DNS performance.

1-9
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Table1-4 NAMED.CONF Options (Continued)

Option

Description

listen-on [port ip_port]
{ address match list };

See the Address_match_list section.

Specifies what port on what interface to listen on.
The default is: listen-on port 53{ any };

Example:

options {
/1 listen on port 53 for
/'l external interfaces.
listen-on { 192.42.95.0;};
/1 listen on port 43 for
/1 internal interfaces
listen-on port 43
{ 127.0.0.1; 10.0.0.0; };
3

notify (yes|no);

If yes (default), the server notifies slave serversif
there are any changes to a domain for which the
server is master. The server determines the slave
servers by the nameserver records contained in the
zones datafile.

For more information, see the also-notify statement
in Table 1-4.

recursion (yes|no);

If yes (default), the server attemptsto do all the work
required to answer a query that has requested
recursion. Turning this off resultsin the server
responding to the client with referrals.

To prevent the server’s cache from growing, use
recursion no; in combination witHetch-glue no; .
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Table1-4 NAMED.CONF Options (Continued)

Option Description

topology { address match_list; } Specifies the servers network topology in order to
determine what server to query when recursively
following areferral. Each element is given arating
based on the position in the list, based on descending
preference.

Addresses that match up with listed networks are
queried first, followed by addresses that match up
with unlisted networks, followed by addresses that
match up with negated networks.

Example:

topol ogy { !10.10/16; 10/8; 127.0.0/ 24;
b

Addressesin 10.*.*.* will be preferred most of all,
with the exception of 10.10.* .* addresses. Addresses
in the 127.0.0.* will be preferred next. All other
addresses will be preferred over any 10.10.* .*
addresses.

Address_match_list
The following can be address match lists:
* an|P address (in dotted-decimal notation)
* an|P address match list
* an|P prefix (in /- notation)
* anaddress match list defined with the acl statement
The following ACLs are predefined:
[ J any
* none

* |ocahost
* |ocanets

Placethe ! character in front of elements you want to negate.

When an IP address or prefix is compared to an address match list, the list is examined and the first
match (regardless of its negated state) is used. The interpretation of a match depends on the
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conditions defined in the following table.

When alistisbeing used... | A non-negated match... | A negated match...

as an access control list allows access. denies access.

You can use the listen-on clause to
define local addresses not normally
used to accept nameserver
connections.

with the topology clause returns a distance based A negated match is assigned the
onitsposition on thelist; | maximum distance from the server.
the closer the match to the
start of the list, theshorter | Note! |If there is no match, the
the distance between it address gets a distance
and the server. that is further than any
non-negated list element,
and closer than any
negated element.

Since the address match list uses a first-match algorithm, care must be taken when using negation.
In general, if an element is a subset of another element, the subset should be present in the list
before the broader element.

For example, 10.0.0/24; 110.0.0.1 will never negate to the 10.0.0.1 address because a 10.0.0.1
address will match with the 10.0.0/24 element and not traverse any farther. So the 10.0.0.1 address
will be accepted in the match list.

Using 110.0.0.1; 10.0.0/24 will elicit the desired effect. The 10.0.0.1 will be matched against the
first, negated, element. All other 10.0.0.* addresses will pass by the 10.0.0.1 element and be
matched against the 10.0.0/24 subnet element.

Logging

1-12

The logging section configures awide variety of logging options for the nameserver. Its channel
phrase associates output methods, format options and severity levels with a name that can be used
with the category phrase to select how various classes of messages are logged. The basic logging
syntax is as follows:

l'ogging {

channel <channel _nane> {
file <pathname>;
severity <type>;
print-category <yes_or_no>;
print-severity <yes_or_no>;
print-time <yes_or_no>;

}

category <category_nane> {
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<channel _name>; [ channel _nane; ...]

I

Only one logging section is used to define as many channels and categories as you want. If there
are multiple logging sections in a configuration, the first one defined determines the logging, and
warnings are issued for the others. If there is no logging section, the default logging configuration

will be:
l'oggi ng {
category default { default_syslog; default_debug; };
category panic { default_syslog; default_stderr; };
category packet { default_debug; };
category eventlib { default_debug; };
H

The following is an example:

channel xfers {

file “TCPWARE:XFERS.LOG";
severity info;

print-severity yes;

print-time yes;

category xfer-in {
xfers;

Table 1-5 describes the logging options.

Table1-5 Logging Options

Options Description
channel Specifies where the logging data goes: to syslog, to afile, to stderr, or to null.
category Specifies what dataislogged. You can send a category to one channel or to
many channels. These are the valid categories:
default update notify panic packet
config ncache cname load maintenance
parser xfer-in security eventlib statistics
queries xfer-out 0s insist db
lame-servers

file

Specifies the path name of the file you want the message to go to.

syslog daemon | Specifies that the message goes to syslog (opcom) instead of to afile.

severity Specifies the severity level for this channel. The severity choices are critical,

error, warning, notice, info, debug [level], and dynamic.

1-13
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Table1-5 Logging Options (Continued)

Options Description

print-category | Specifiesthe category, severity level, and time stamp of the messages.
print-severity | Thedefault is NO for each item.
print-time

Caching Data in Memory

Ed

The TCPware NAMED process caches a certain amount of DNS datain memory. By default, it
limits the maximum time-to-live (TTL) on aresource record placed in memory cache to one week.
If the TTL is set to more than aweek, it only cachesit for aweek. This value may be too high for
some systems with heavily used name servers and limited memaory.

When NAMED starts up, it checks the SY STEM EXECUTIVE logical table for the
TCPWARE_NAMED_MAX_CACHE_TTL logica value and sets the maximum cache time (in
seconds) to be that value. You can use this logical to override the default one week (604800
seconds) to a maximum cache time more appropriate for your system. For example:

$ DEFI NE/ SYSTEM EXEC TCPWARE_NAMED NMAX_CACHE_TTL 86400

Thislogical is read the next time the server starts. If you do not want to wait for the server to start,
you can make the change to the running server by using the NETCU SET NAMED MAX_TTL
<ttl> command. See Chapter 2 of the Network Control Utility (NETCU) Command Reference. Any
data now written to the cache remains there for 86400 seconds (one day).

iting Database Files

The CNFNET configuration procedure creates templates of the database files. Some of the
templates are only examples of the database records necessary for configuration. You must enter
information specific to your configuration for the server to function properly. The type of server
you configure determines which database file you need to edit.

Note! If you edit the database files, stop and restart the Domain Name Services software so that the

1-14

name server can update its database. See Starting and Stopping.




Domain Name Services

Special Characters
The characters listed in Table 1-6 have special usesin the database files.

Table1-6 Special Characters

Thecharacter... | Isused...

char To quote a single character, char, that otherwise has special meaning.
For example, use to place adollar sign in the text.

O To group data that exceeds a line boundary. The SOA record requires
parentheses. See the Start of Authority (SOA) resource record.

To start acomment. TCPware ignores the remaining charactersin the line.

* Asawildcard. For example, the domain name *.FLOWER.COM refers to
any host within the FLOWER.COM domain.

Use aperiod (.) to end adomain name. If the domain name does not end with a period, Domain
Name Services appends the current domain nametoit. The NAMED.CONF file defines the current
domain name, or you can use the $or i gi n command to redefine it.

Special Commands
You can use two special commands in database files:

* Sorigin
* $include

These commands are described on the following pages.
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$origin
Indicatesthat al the records following the command belong to a different domain than the previous

records. The name server has authority over all recordslisted. This command gives you a shorthand
way of expressing the domain name of the host.

Format
$origin domain-name

Parameter
domain-name

Domain name to which the records belong.

Example

This example defines the DAISY.FLOWER.COM, IRIS.FLOWER.COM,
SPARROW.BIRD.COM, DOVE.BIRD.COM, MAPLE.TREE.COM, and ACORN.TREE.COM

domains.

:the default domain is fl ower.com
dai sy in a 192.168.62. 1
iris in a 192. 168. 62. 2
$origin bird.com

sparrow in a 192.168.95.1
dove in a 192.168.95.3
$origin tree.com

mapl e in a 192.168.74. 1
acorn in a 192.168.74. 2
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$include

Includes an external filein a DNS database file. Useful for organizing different types of
information into separate files.

Format
Sincludefile [origin]

Parameter
file
File you want to include in the database.
origin

(Optional) Origin of the include file (seethe $or i gi n command on the previous page).

Examples
1 Thiscommand includesthe file TCPWARE:MAILLIST.TXT in the databasefile.
$ include tcpware_naned_root:maillist.txt

2 These commands include the file TCPWARE:BIRD.TXT in a series of definitions, using the
BIRD.COM domain as origin (see the $or i gi n command) for the include file.

$ origin flower.com

dai sy

iris

$ include tcpware_naned_root:bird.txt bird.com
rose

If the BIRD.TXT file includes records for SPARROW and DOVE, the extended version of the
above definition would be:

dai sy. fl ower. com
iris.flower.com
sparrow. bird. com
dove. bird. com
rose. fl ower.com

Note that the include file origin definition is for the include file only and does not affect the
"external" origin.
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Resource Records

All database files contain entries called resource records. TCPware for OpenVM S supports the
resource record types listed in Table 1-5 under the type record field.

This section provides the following information for each DNS resource record:
* Purpose
* Format
* Field definitions
¢ Example of usage

Thefields that are common to most resource records are: owner, ttl, class, and type. The remaining
data fields are different for each record type. This section documents these data fields under the
appropriate record type.

All resource records are case insensitive. However, TCPware preserves the case you enter.

Format
owner ttl class type data

Fields
owner

Domain name of the owner of the record.

The domain name can be absolute or relative. An absolute domain name lists all the labels of the
name and ends with a period. For example, DAl SY. FLOAER. COM is an absolute domain name. A
relative domain name does not end with a period. DNS assumes it belongs to the current domain.
For example, DAI SY is arelative domain namein the FLOWER.COM domain.

Acceptable characters are A through Z (upper or lower case), 0 through 9, and dash (-). The period
() isalabel separator.

The values listed in Table 1-7 have special meaning in the name field.

Table1-7 Special Valuesfor name

Value Description

(al blank) | The resource record applies to the last explicitly stated domain name

Indicates the root (or top level) domain

@ Indicates thisis the current domain name

ttl
Time-to-live (TTL).
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Thisisthe length of time (in seconds) the record is valid after a requestor host receivesit from a
primary server. For example, a TTL of 86400 equals 24 hours.

You can specify in the time-to-live field in the following ways:
Note! Each of these is equivalent to one week.

* 604800

e Iw

e 7d

e 168h

* 10080m

* or any combination

For example: si gna 2h46mi0s IN A 192.1.1.97
Loadsthe TTL as: ttl = 10000 (2 hours 46 mins 40 secs)

If you leave thisfield blank, DNS usesthe TTL designated in the SOA (start of authority) record
minimum field. The minimum field value is the "default" TTL.

All resource records that have the same values in the name, class, and type fields should a so have
thesamevauein thettl field.

class
Address class (should be I Nfor "internet").
type

Resource record type, as listed in Table 1-8 and described more fully on the following pages.

Table1-8 ResourceRecord Types

Type Description Type Description

A Address MX Mail exchanger
ASFDB AFS database NS Name server

CNAME | Canonica name PTR Pointer

HINFO Host information RP Responsible person
ISDN ISDN information RT Route through binding
MB Mailbox SOA Start of authority

MG Mail group TXT Descriptive text
MINFO Mail information WKS Well known services
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Table1-8 Resource Record Types

1-20

Type Description Type Description
MR Mailbox rename X25 X.25 information
data

Data specific to each entry.

Thisfield varies with each type of resource record.
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A

Address record, or internet address of a host. The name server uses this record when it responds to
aquery for an internet address.

Usethisrecord in any of the database files.

Format
owner ttl class A address

Fields
A

The type, which must be A.
address

Internet address of the host specified in the name field.

Example
This example includes two A records for local hosts DAISY and LILAC.

; hame ttl cl ass type addr ess
dai sy I'N A 192.168.95.3
lilac 99999999 I'N A 192.168.95. 4
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AFSDB

AFS Database (AFSDB) record. The AFSDB record was added as of RFC 1183 for experimental
purposes. AFS (which stands for the Andrew File System designed at Carnegie-Mellon University
in Pennsylvania) is anetwork file system like the Network File System (NFS). The AFS database
(AFSDB) is an authenticated name server for AFS filesystems.

The AFSDB record finds the location of the AFS name server.

Usethisrecord in any of the database files.

Format

owner ttl class AFSDB subtype host

Fields

AFSDB

The type, which must be AFSDB.

subtype

Either 1, for an AFS cell database server, or 2, for a DCE-authenticated name server.

host

Domain name that specifies a host that has a server for the cell named by the resource record's
owner.

Example
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This example isan AFSDB record for host DAISY.

; owner ttl cl ass type subt ype host
dai sy I'N AFSDB 1 dai sy. fl ower.com
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CNAME

Canonical Name (CNAME) record, or official name of the host. You can include a nickname, or if
you rename the host, use the nickname field to give the old domain name.

Note! Do not use the nickname in any other resource records.

Format
nickname ttl class CNAME canonical-name

Fields
nickname

Nickname or alias for the host. If you rename the host, thisis the old domain name.
CNAME

The type, which must be CNAVE.

canonical-name

Official domain name for the host. This can be an absolute or relative name. If you rename the host,
thisis the new domain name.

Example

This example includes two CNAME records. These records define SPRING as a nickname for host
LILAC.FLOWER.COM and SUMMER as a nickname for host DAISY.FLOWER.COM. Because
no period (.) follows the nicknames, DNS assumes they are in the current domain.

; ni cknane ttl cl ass type canoni cal - nane
spring I'N CNAME lilac.flower.com
sunmer I'N CNAME  dai sy. fl ower.com
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HINFO

Host Information (HINFO) record, or hardware type and operating system of a host. DNS uses this
information to answer queries.

Each host in a domain can have just one HINFO record.

Format
owner ttl class HINFO hardware opsys

The hardware and opsys fields require a space between them. If you need to use a space within
either field, enclose the field within quotation marks (" ).

Fields
HINFO

The type, which must be Hl NFO.

hardware

Type of CPU. Seethe latest Assighed Numbers RFC for alist of standard hardware types.
opsys

Host operating system.

Example

This exampleincludes two records for hosts IRIS and LILAC in the current domain, and givestheir
hardware type and operating system. Some field entries include quotation marks because they

contains space characters.
; owner ttl cl ass type har dwar e opsys
iris I'N H NFO "Al phaStation 8400" VNVS
lilac I'N HI NFO " VAXSt ation 4000" "VMs V7. 0"

1-24



ISDN Domain Name Services

ISDN

Integrated Service Compagq Network (ISDN) record, or telephone number of a host.

Format
owner ttl class ISDN ISDN-address [sa]

Fields
|SDN

The type, which must be | SDN.

| SDN-address

Decimal ISDN number and direct dial-in (DDI), if necessary, of the owner field.
sa

Optional sub-addressin hex digits.

Example
This example gives the ISDN addresses for the specified hosts.
; owner ttl cl ass type | SDN- addr ess
Rel ay. Pri me. COM I'N | SDN 150862028003217
sh. Pri me. COM I'N | SDN 150862028003217

sa

04
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MB

Mailbox (MB) record, or Internet mailbox that is the subdomain of adomain. Thisrecord isusually
no longer used.

Format
owner ttl class MB mailbox

Fields
MB

The type, which must be MVB.
mailbox

Subdomain name of the host with the specified mailbox.

Example
This example gives the mailbox record for host TULIP.
; owner ttl cl ass type mai | box
tulip I'N VB mai | box. tulip.flower.com
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MG

Mailbox Group (MG) record, or Internet mailbox group (mailing list) that is the subdomain of a
domain. Thisrecord is usually no longer used.

Format
owner ttl class MG mail-group

Fields
MG

The type, which must be MG
mail-group

Subdomain name of the mailbox belonging to the mail group specified by the domain name.

Example
This exampl e gives the mailbox group record for host TULIP.
; owner ttl cl ass type mai | - group
tulip I'N MG mai | box. tulip.flower.com
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MINFO

Mail Information (MINFO) record, or Internet mailbox that is responsible for the mailbox or
mailing list or that receives error messages related to the mailbox or mailing list.

Format
owner ttl class MINFO resp-mbox error-mbox

Fields
MINFO

The type, which must be M NFO.

resp-mbox

Domain hame mailbox responsible for the mailbox or mailing list.
error-mbox

Domain name mailbox that receives error messages for the mailbox or mailing list specified by the
owner of the MINFO record.

Example
This example gives the mail information record for host TULIP.
;owner ttl class type responsi bl e errors
tulip I'N MNFO nmamiler.tulip.flower.comerr.tulip.flower.com
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MR

Mailbox Rename (MR) record that renames an internet mailbox that is the subdomain of adomain.
Thisrecord is usually no longer used.

Format
owner ttl class MR new-mailbox

Fields
MR

The type, which must be MR.
new-mailbox

New name of the domain name of the host with the specified mailbox.

Example
This exampl e gives the mailbox rename record for host TULIP.
; owner ttl cl ass type mai | box
tulip I'N MR newbox. tulip.fl ower.com
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MX

Mail Exchanger (MX) record, or a host that can accept mail for another host. A host can have
multiple MX records. Each record receives a preference value.

When amailer tries to deliver mail to a host:

1 | Itreadsall MX records defined for the destination host and sorts them by preference value.

2 | Ittriesto deliver the mail to the host specified on the record with the highest preference.
The record with the lowest value (beginning at 0) has the highest preference.

3 | If thefirst attempt fails, it tries the host specified on the record with the next highest
preference value.

4 | It keepstrying until it deliversthe mail, or until it tries the host specified on the record with
the lowest preference.

If you assign the same preference value to multiple M X records for a host, the mailer tries the
equally-preferenced records in random order.

See Chapter , Managing Mail Services, the Mail Exchanger Records section for MX records used
with the SMTP mail facility.

Format
system ttl class MX preference gateway

Fields
system

Domain name of the host the gateway host accepts. The host might not be connected directly to the
network. Using wildcards in domain namesis strongly discouraged if the hosts are Internet-
connected (see section 2.7 of RFC 1912 for details).

M X
The type, which must be MX.
preference

Delivery order when a host has multiple MX records. The lower the number (starting at 0), the
higher the preference.

gateway

Name of the host accepting mail for the host specified in the system field.

Example

This example gives three MX records for host TULIP (in the current domain). The mailer tries to
deliver the mail to host TULIPFLOWER.COM first, because that record has the lowest
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preference-value. If the attempt fails, it tries host IRIS.FLOWER.COM and then
LILAC.FLOWER.COM.

; system ttl cl ass type preference gat eway

tulip I'N MX 10 tulip.flower.com
tulip I'N MX 15 iris.flower.com
tulip I'N MX 20 lilac.flower.com
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NS

Name Server (NS) record that lists the domain name of a host that provides domain name services,
and the name of the domain being served. Therefore, the specified host is an authoritative name
server for the specified domain.

You can enter NS records in any databasefile.

Format
owner ttl class NS server

Fields
NS

The type, which must be NS.
server

Domain name of the host that serves the domain.

Example

This example gives the syntax of three NS records. DAISY.FLOWER.COM and
IRIS.FLOWER.COM are both servers for the FLOWER.COM domain. The owner field is blank
for IRISFLOWER.COM, indicating it serves the domain specified in the previous record. The
owner field for NS.NASA.GOV server contains only adot (.), indicating NS.NASA.GOV isaroot
server. IRISFLOWER.COM takesitstime-to-live (TTL) value from the min field of the SOA
record. The TTL for NS.NASA.GOV is 99999999 seconds (approximately three years).

; owner ttl cl ass type server
flower.com I'N NS dai sy. fl ower.com
I'N NS iris.flower.com
99999999 IN NS ns. nasa. gov.
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PTR

Domain Name Pointer (PTR) record that allows special names to point to another location in the
domain. The most common use of PTR recordsis for reverse mapping: Domain Name Services
finds a host domain name when given an internet address. The IN-ADDR.ARPA domain maintains
reverse mapping information.

PTR recordsin the IN-ADDR.ARPA domain contain a host name that consists of the internet
address specified in reverse order, combined with the IN-ADDR.ARPA domain name. This name
points to the domain name of the host with that internet address.

Enter PTR recordsin the NAMED.REV, NAMED.HOSTS, or NAMED.LOCAL files.

Format
rev-addr ttl class PTR realname

Fields
rev-addr

Combination reverse internet address and domain name IN-ADDR.ARPA. Each rev-addr should
be unique to the zone.

PTR
The type, which must be PTR.
realname

Full domain name of the host. If the host is not in the current domain, this name must end in a
period (.). Do not use a nickname.

Example

This example gives PTR records for two hosts. The internet addresses are in the current domain,
95.168.192.IN-ADDR.ARPA.

; rev-addr ttl cl ass type r eal name

$origin 95.168.192.in-addr. arpa

2 I'N PTR dai sy. fl ower.com
4 I'N PTR lilac.flower.com
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RP

Responsible Person (RP) record for the name of the person responsible for ahost or domain. You
can specify multiple responsible persons for adomain name, but make sure that the ttl for the
records are the same.

Format
owner ttl class RP mailbox txt-domain

Fields
RP

The type, which must be RP.

mailbox

Domain name of the mailbox for the responsible person.
txt-domain

Domain name where TXT records exist.

Example
This example gives RP records for two hosts.
; owner ttl class type nmailbox t xt - domai n
f 1 owner 6666 I N RP honcho. fl ower.com daisy. fl ower.com
6666 RP kahuna. fl ower.com iris.flower.com
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RT

Route Through (RT) record that provides aroute-through binding for hosts that do not have a direct
WAN address. Use this record in much the same way as the M X resource record.

Format
owner ttl class RT preference interm-host

Fields
RT

The type, which must be RT.

preference

Preference of the route, in a 16-bit integer. The smaller the number, the more preferred the route.
interm-host

Name of the intermediate host domain that serves as an intermediary in reaching the host specified
by owner. The DNS resource records associated with interm-host must include at least one A, X25,
or |SDN record.

Example

This exampl e shows the route-through for two hosts. When a host looks up DNS recordsto try to
route a datagram, it first looks for RT records for the destination host, which point to hosts with
address records (A, X25, or ISDN) compatible with the WAN available to the host. If the host itself
isinthe set of RT records, it discards any RTs with preferences higher or equal to its own. If there
are no remaining RTSs, it can use address records of the destination itself.

; owner ttl cl ass type pref erence i nterm host
iris I'N RT 2 mari gol d. fI ower. com
dai sy I'N RT 10 pansy. f | ower. com
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Start of Authority (SOA) record that defines the start of a zone. There is one SOA record for each
zone and it is on the primary server. If other serversin the zone have SOA records, these records
must be identical to the one on the primary server. The SOA record isthefirst onelistedin a
databasefile.

You can enter thisrecord in any database file. The NAMED.CA file can store an SOA record, but
the record does not define the server as authoritative.

mat
owner ttl class SOA origin person (serial refresh retry expire minimum )

The parentheses are required if continuing onto one or more subsequent lines. At least one space
must separate the parentheses from the text within it.

ds
SOA

The type, which must be SOA.
origin
Name of the host on which the primary server resides.

If the local host is not the primary server, the local host periodically obtains database information
from the specified host. See the refresh, retry, and expire fields.

person

Mailbox address of the person responsible for the DNS software on the local domain. Replace the
@sign in the mailbox address with a period (.); for example: gar dener @ri s. f| ower. com
becomesgardener.iris.flower.com.

serial

Version number of the database file. A 32-bit unsigned integer that can theoretically start at O.
Increment thisfield by a certain interval each time you edit a database file (using the
YYYYMMDDVYV date syntax provides a"safe" interval). If serial on the primary server is
"higher" (based on serial number arithmetic) than serial on the secondary server, the secondary

server knows that the primary server contains new data and it performs a zone transfer to update its
database. The serial number also tells the DNS software which of two file copies is the most recent.

refresh

Timeinterval (in seconds) after which the secondary server must request the SOA record from the
primary server. A 32-bit unsigned integer, measured in seconds. For example, arefresh value of
86400 equals 24 hours. A value of 900 seconds (15 minutes) is the minimum value allowed.

retry

Timeinterva (in seconds) after which the secondary server should re-request the SOA record from
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the primary server after arefresh failure. A 32-bit unsigned integer, measured in seconds. 600
seconds (10 minutes) is a reasonable value.

expire

How long the secondary server can use its copy of the database file when it cannot obtain arefresh.
A 32-bit unsigned integer, measured in seconds. A typical value is 3600000 seconds
(approximately 41 days and 16 hours).

minimum

Minimum timeto live (TTL) value, in seconds, for the records in the zone. DNS uses this value if
you do not specify the ttl field for other resource records. A reasonable value is 86400 seconds (24

hours).

Example

This example shows atypical SOA record format. The values are described in the table.

;owner ttl class type origin per son
@ I'N SOCA iris.flower.com gardener.iris.flower.com (
1 o serial
3600 ; refresh (1 hour)
600 retry (10 m nutes)
3600000 ; expire (1000 hours)
86400 ) ; moni mum (24 hours)

Value

Description

@

Current domain name

iris.flower.com.

Primary server host name

gardener.iris.flower.com.

"Owner" of the DNS software on the | ocal
domai n (the nmail box address
gardener@ris. fl ower.com becones
gardener.iris.flower.com)

1 Serial (version) number of the database file

3600 Refresh time — the secondary server requests an SOA record
the primary server every 3600 seconds (1 hour)

600 Retry time — the secondary server retries requests for the SO

record from the primary server every 600 seconds (10 minutes
refresh fails

fron

if a
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Value Description

3600000 Expiration time — the secondary server can use its copy of the
database if all refreshes fail for a total of 360000 seconds (1,000
hours, or 41 days and 16 hours)

86400 Minimum time-to-live of 86400 seconds (24 hours) for records in
the zone
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The parentheses at the end of the second line indicate that one or more additional linesrelated to the
record follow. The lines usually include the serial, refresh, retry, expire, and minimum field values
and their commented out (;) descriptions. You must include a space between the parentheses and
the text it encloses (such as by indenting the next ling). You must also include a white between the
last value (86400 in the example) and the closing parentheses.
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TXT

Text (TXT) record. Holds descriptive text. The semantics of the text depend on the domain.

Format
owner ttl class TXT txt-data

Fields
TXT

The type, which must be TXT.
txt-data

One or more character strings of descriptive text.
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WKS

WEell Known Service (WKS) record. Liststhewell known services a specified host provides on port
numbers below 256. DNS uses this information to answer queries.

Enter WK S recordsin the NAMED.HOSTSfile.

Format
owner ttl class WKS address protocol services

Fields
WKS

The type, which must be VKS.

address

IP address of the host. Define one WKS record for each protocol at each internet address.
protocol

Name of the generic protocol that supports the well known services. Must be UDP or TCP.
services

WEell known services the protocol provides, such as FTP, TELNET, SMTPR, or SUNRPC.

Example
This example gives protocol information for hosts IRIS and DAISY in the current domain.
;owner ttl class type addr ess protocol services
iris I'N VKS 192.168.95.1 tcp ftp telnet sntp
dai sy I'N VKS 192. 168. 95. 3 udp unr pc
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X25
X.25 address of a host.

Format
owner ttl class X25 PSDN-address

Fields
X25

The type, which must be X25.
PSDN-address

Public Switched Data Network (PSDN) address (in decimal digits) in the X.121 numbering plan
associated with the owner field. The string of digits begins with afour-digit Data Network
I dentification Code (DNIC). Do not use national prefixesin the address.

Example
This example gives the PSDN address of the specified host.

; owner ttl class type PSDN address
lily.flower.com I'N X25 311061700956
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Troubleshooting Domain Name Services

Access error messages help by entering HELP TCPWARE MESSAGES [ denti fier], or connect
toweb siteht t p: / / www. process. com(select Cust oner Support followed by the Err or
Messages button).

When you start the name server, it creates alog file, TCPWARE:NAMESERVER.LOG. Thisfile
contains information about any problems uncovered when loading the database or during name
server operation. TCPware sends system logging errors to thisfile. By default, TCPware logs all
errors except Debug messagesto the log file.

Dynamic TCP/IP Load Balancing

TCPware provides TCP/IP load balancing services for a TCP/IP cluster that are analogous to the
load balancing services the LAT terminal service provides.

When anew TCP connection to a cluster name occurs, the TCPware Domain Name Services name
server assigns the connection to one of a number of hosts. The host to which it assign the
connection depends on:

* Theavailability of the host.
* The observed load on the host.

TELNET most often uses TCP/IP cluster load balancing, although other TCP protocols do also.
UDP-based protocols also work well with cluster load balancing, but only if:

* Theserver (such as DNS) does not retain state information.
* Theclient (such as TFTP) resolves the domain name only once at the start of a connection.

TCP/IP load balancing does NOT:

* Provide effective NFS server failover. Most clients do not resolve names again and remount
filesystems when an NFS server fails to respond.

* Providelocal preferenceto clients’ selection of hosts.

* Actively re-balance the load: afailed and recovered host receives only new connections.

* Support non-TCPware hosts as part of the cluster.

In addition, the default metric is not very useful for RPC type services. It is oriented toward
measurement of users.

Configuration Requirements
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All hostsin the TCP/IP cluster must run TCPware. Also, all DNS servers for the zone defined with
the TCP/IP cluster name must be on systems running TCPware. Client systems do not haveto run a
particular TCP/IP implementation.

Theterm cluster here means a TCP/IP cluster. Hostsin a TCP/IP cluster do not have to be part of a
VM Scluster. They even do not have to be on the same bridged LAN.

In a TCP/IP cluster, the hosts can be at least one of the following:

* Independent systems with TCP/IP connectivity
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¢ Located anywhere so long as there is TCP/IP connectivity
* Part of several VM Sclusters with TCP/IP connectivity

You can define multiple cluster names describing subsets, or overlapping or separate clusters.

Load Balancing Process
When aclient wants to connect to a host within the cluster:

1 | Itsendsthe DNS server aname-to-address translation request for ahost to which it wantsto
connect.

2 | The DNS server looksin acache that holds recent load information for the hostsin the
cluster. If the nameis a cluster name, a routine sorts the addresses by reported load.The
server determines the load by exchanging UDP datagrams with each host in the cluster,
which report their current load metrics. The server treats hosts that fail to respond as
unavailable and does not offer them any new traffic. Specifically:

a The DNS server searches its resource record for host addresses and looks up each host
inaprivatelist of hosts. Different cluster names sharethislist. If ahost appearsin more
than one cluster, the server requestsits load metrics only once.

b The DNS server sends update requests to the hosts if there is no information or if there
is outdated information in the cache.

¢ If ahost failsto respond to theload information requests, it does not return its address to
the server. In this case, the host could actually be down.

Alternatively, the host also could have been administratively shut down by removing
the UDP service that responds to |oad requests. Removing this UDP service effectively
removes the host from the cluster.

d TCPware moves the address record corresponding to the host with the lowest load
metric to the front of the DNS information list.

3 | The server responds to the client with alist of addressesin preferred order of use. Most
clients use the first address, or if it fails, second or subseguent addresses.

4 | When DNSreturnsits reply to the client, it:

* Rotatesthe first address down the list among hosts with similar load metrics. This
means that DNS "round-robins" calls among similarly loaded hosts.

¢ Setsthetimetolive (TTL) to afairly small value. Thisforces a new request for
subsequent connections.

Cluster Names

In DNS, you define each cluster name as an ordinary host name with an | P address and resource
records for each host address used. There are straightforward, overlapping, and subzone clusters.
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Straightforward Clusters

Example 1-1 shows a cluster name defined as a DNS address (A) resource record as part of a zone
file. The cluster is called per enni al s and isassigned | P address 192.168.3.50.

Example1-1 Cluster Namein the ZoneFile

@ I'N SQA rose. nene.com systemrose. nene.com (
1 ; Seri al
3600 ; Refresh
600 ; Retry
3600000 ; Expire
86400 ) ; M nimm
I'N NS rose. nene. com
rose I'N A 192. 168. 3. 50
lilac I'N A 192. 168. 3. 51
petuni a I'N A 192. 168. 3. 52
hydr angea I'N A 192. 168. 3. 53
perenni al s I'N A 192. 168. 3. 50
I'N A 192.168. 3.51
I'N A 192. 168. 3. 52
I'N A 192. 168. 3. 53

Asthe DNS server consultsits cache, it matches the cluster name against alist. If the nameisinthe
list, TCPware sorts the addresses in the list by reported load.

Overlapping Clusters

Example 1-2 shows two clusters defined in a zone file. Note that the 192. 168. 100. 2 addressis
common to both clusters.

Example1-2 Overlapping Clustersin the Zone File

$ORI G N nene. com

orders IN A 192.168.100. 1
IN A 192. 168. 100. 2
invoices IN A 192. 168. 100. 2
IN A 192. 168. 100. 4

Subzone Clusters

In some cases, you may want to load balance your cluster using an external name server instead of
alocal one. Since the external server cannot actually configure an internal 1oad balanced cluster,
the primary server must del egate authority on a subdomain to the internal server. The internal
server then becomes primary for the subzone, which becomes the actual address of the cluster.

The following set of examples show three systemsin a cluster: 10.0.0.1, 10.0.0.2 and 10.0.0.3. The
domainisf | ower. com Thefirst step isto set up asubdomain on the primary server by editing the
zonefilefor thef | ower . comdomain and adding the line to del egate the authority to the internal
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server, honer dns. f | ower . com(see Example 1-3).

Example1-3 Delegating Authority to a Subzonefor a Cluster

honmer IN NS honerdns. flower.com

The next step isto set up honer dns. f | ower . comas a primary name server for domain
homer . f | ower. com

The zonefile for homer . f | ower . comon honer dns. f | ower . comshould include thelinesin
example 1-4.

Example1-4 NAMED.CLUSTER File

cluster IN A 10. 0.
IN A 10. 0.
IN A 10. 0.

o O o
WN P

Thereis now aload balanced cluster set upto becl ust er. honer. f | ower . comthat is accessible
from both the primary server (by delegation) and the internal server.

Finally, map cl ust er . f | ower . comto the load balanced cluster. Add the following line to the
NAMED.HOSTS equivalent file on the primary server:

cluster IN CNAME cluster. honer.flower.com

The primary server now serves out the addresses in Example 1-4 in load balanced order.

Load Request Protocol

When the DNS server finds that its load information for ahost is out of date, it sends a UDP
datagram to the host asking for load updates.

Each UDP request starts atimed sequence in the host. This causes the host to send updates to the
DNS server at specified intervals over a set period of time. When the sequence ends, the DNS
server considers the information stale and sends a new request. This procedure:

¢ Minimizestraffic when the DNS server is heavily loaded (for example, handling more than
100 requests per second from clients).
* Isquiet when there are no requests.

The procedure does not require hosts to maintain more than atransient state on the DNS servers,
sinceif they fail, they simply cease to respond.

If ahost is part of multiple clusters, the DNS server makes the |oad request once and not for each
separate cluster.

The host normally provides the load reply service from within NETCP. However, you can do this
through a configured UDP service using the definition:

NETCU> ADD SERVI CE METRI C UDP / ROUTI NE=REPCRT_TCLB_METRI C
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LAT looks at the number of processesin COM state and uses that information to calculate its
metric. LAT determines the TCP/IP cluster load balancing metric from the number of active users
on the system.

Part of the metric consists of avalue that is set for each host. You set this value by defining the
system logical TCPWARE_TCLB_BIAS with amultiplier and an addend as two values of the
logical. Both are real numbers. TCPware uses the values in computing the reported |oad.

You can also use these values to bias a load offered to the host. For example, the following
command doubles the observed load and adds 1.5 users:

$ DEFI NE/ SYSTEM TCPWARE_TCLB BI AS "2.0","1.5"

A cluster might consist of four hosts with one running other tasks. This host should not receive its
full share. You can set the values to cause that host to report a higher load.

TCPware re-translatesthe TCPWARE_TCLB_BIAS logical before it sends each response. This
means that some other process can change it dynamically or you can set it statically.
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Chapter 2

DHCP/BOOTP Server

Introduction

This chapter describes the DHCP/BOOTP Server. It combines the Dynamic Host Configuration
Protocol (DHCP) server with the bootstrap protocol daemon (BOOTPD). It is divided into the
following sections:

¢ DHCPand BOOTP

* DHCP Process

e DHCP Administration

¢ DHCP Configuration

* DHCP Conversion Tool

* Introducing the DHCP Configuration File

¢ Verifying the DHCP Configuration

¢ Reloading the DHCP Configuration

* DNS Dynamic Updates Within DHCP

* Host Name Generation

¢ Configuration File Declarations and Parameters
* DHCP Options

* DHCP Lease Format

¢ Working with DHCP Leases

* Address Lease Statesin DHCP Dump Files

* DHCP Safe-failover Introduction

¢ Configuring Safe-failover

* Boot File for Safe-failover

* State File for DHCP Safe-failover

* DHCP Safe-falover Lease File Statements

* DHCP Safe-failover Configuration File Statements
¢ Transitioning to DHCP Safe-failover Partner Down State
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DHCP and BOOTP

DHCP is the Dynamic Host Configuration Protocol. It centralizes and automates TCP/IP network
configuration. The DHCP Server dynamically allocates | P addresses for hosts on the network from
an available pool of addresses. In thisway, new hosts or hosts that are frequently relocated can
automatically get new |P addresses for a certain lease period.

DHCP is an extension of the Internet Bootstrap Protocol (BOOTP). DHCP offers a network host a
temporary lease rather than an ownership of an IP address. The lease identifies the duration for
which the client can safely useits dynamically assigned | P address. L ease lengths generally depend
on the number of network users (crowding of the network) and the number of available IP
addresses the DHCP server can assign. The network manager sets the lease length through
parameters.

BOOTP uses UDP/IPto allow diskless systemsto find their | P addresses, addresses of boot servers,
and names of boot files. BOOTP can supply other client information, such as the addresses of name
servers, gateways, and LPD servers.

In TCPware, the DHCP Server (DHCPD) is combined with the BOOTP Server (BOOTPD) to form
the DHCP/BOOTP Server (DHCPD/BOOTPD).

Note! DHCP uses DNS for host names and IP addresses; thus, a malfunction in your DNS server can

affect the DHCP server.

DHCP Process
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DHCP goes through an initializing, selecting, requesting, binding, renewal, rebinding, and
expiration cycle when negotiating for an |P address, as shown in Figure 2-1. The processis
basically asfollows:

1 | Theclient just added or relocated on the network requests an IP address by broadcasting a
DHCPDISCOVER message to the local subnet over the well-known BOOTP server port.
(The client can also go through a BOOTP router or relay agent to forward the
DHCPDISCOVER to additional remote DHCP servers.) Thisistheinitializing state.

2 | The participating DHCP servers respond with a DHCPOFFER message if they have avalid
configuration for the client. The client may get many of these messages, which contain the
I P address and configuration data. (The servers make sure to reserve the addresses so as not
to accidentally offer them to another client.) At this point the client enters the selecting
State.

3 | After selecting an address, the client broadcasts the selected address and name of the
"winning" server (DHCP Server 1 inFigure2-1) usingaDHCPREQUEST message. This
is the requesting state. All the other servers can now safely unreserve their addresses.
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4 | Server 1 sendsthe client aDHCPACK (acknowledgment) message with the negotiated 1P
address, the lease, and the network configuration parameters. The client now enters the
binding state and can fully use the assigned |P address.

5 | About halfway through the lease, the client sends Server 1 another DHCPREQUEST for a
lease renewal, and entersthe renewal state. If the server deems the lease renewable, it sends
back another DHCPACK to update the lease (including any new parameters). The client
now returns to the binding state, asin Step 4.

6 | If theclient cannot renew thelease (such asif Server 1 isdown), the client waits until about
87.5% of the way through the lease and broadcasts another DHCPREQUEST to all DHCP
servers. Any server can now return a DHCPACK containing the extended lease and
updated parameters. Thisisthe rebinding state.

7 | When the lease reaches 100% expired, or a server sends back a DHCPNAK negative
acknowledgment message, the client must give up the IP address. It then returns to the
initializing state and has to start the address negotiation over again.

Figure2-1 DHCP Address Request and Allocation Process
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DHCP isdefined in RFC 2131 and RFC 2132. Refer to them for more information.

Two DHCP servers are recommended for a network. The benefit of having more than one server is
if one fails another is available to continue processing requests, ensuring that all hosts (old and
new) are serviced continuously. Refer to DHCP Safe-failover Introduction for more information.

DHCP Administration

You can administer the DHCP server using the following TCPware Network Control Utility
(NETCU) commands:
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Command

Description

RELEASE DHCP ip-address

Forces the DHCP server to act asiif it heard
a DHCPRELEA SE message from the client
for the given | P address.

REMOVE DHCP ip-address

Synonym for RELEASE DHCP.

SET DHCP/DEBUG=value

Sets the debug logging level to the given
value.

SET DHCP/INEWLOG

Starts anew debug log file.

SET DHCP/PARTNERDOWN

For Safe-failover DHCP: causes the DHCP
server to transition into Partner Down state.

STOP/DHCP

Causes the server to shut down.

SHOW DHCP/ALL

Displays SHOW DHCP/SUBNET output
for all subnets, plusinformation about static
gnments.

SHOW DHCP/CLIENT_IDENTIFIER=client-id

Displays al lease binding and static
assignment details for the given client ID.

SHOW DHCP/CONFIGURATION

Writes all configuration and lease
information to adump file.

SHOW DHCP/HARDWARE _ADDRESS=
hardware-address

Displays al lease binding and static
gnment details for the given hardware
address.

SHOW DHCP/IP_ADDRESS=ip-address

Displays lease binding details for the given
IP address. Static assignments are not
supported.
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Command Description

SHOW DHCP/LEASES Displays brief information about each
lease.

SHOW DHCP/POOLS Displays address pool availability.

SHOW DHCP/STATUS Checks if the DHCP server is running.

SHOW DHCP/SUBNET=ip-address Displays brief information about each IP
address in the same shared network as the
given |P address.

SHOW DHCP/VERIFY Checks the syntax of the configuration file.

SHOW DHCP/VERSION Displays the version of the DHCP server.

See the SHOW DHCP, SET DHCP, RELEASE DHCP, REMOVE DHCP, and STOP/DHCP
command descriptions in the NETCU Command Reference.

DHCP Configuration
You can configure the DHCP server using CNFNET by typing @TCPWARE:CNFNET DHCP,

You can configure the following items:

* Enable or disable the DHCP server.

¢ Set the debug logging level.

* Set the debug log file name.

* Log debug messages to OPCOM or not.

See the DHCP configuration description in the Installation and Configuration Guide.

DHCP Conversion Tool

The DHCP_CONVERSION_TOOL assistsin changing from the DHCP server in TCPware V5.3
and earlier to the DHCP server in TCPware VV5.4. Thistool convertsthe configuration file and lease
file from the 5.3 DHCP server to the format of the configuration and lease files of the 5.4 DHCP
server. It isrun automatically by the command procedure that starts the DHCP server,
TCPWARE:DHCP_CONTROL.COM. However, it is recommended that you run the conversion
tool and verify the output ahead of time.

The conversion tool reads the old DHCP configuration file or BOOTP configuration file and writes
out a configuration filein the new format. All information from the old configuration fileisin the
new file. Information that does not have an equivalent in the new configuration file is represented
with comment lines.
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The conversion tool then reads the old lease file and writes out alease file in the new format.

The old configuration and lease files are retained in their original location so you can use them to
validate the new configuration and leasefiles.

You can aso run the conversion tool directly by specifying the names of the input and output files
at the command prompt. If they are not specified, the tool prompts you for them. Enter “NONE” for
the file name if you do not have the input file.

For example: if you do not have a lease file, then enter:

$ dhcpconvert : == $tcpware: dhcp_conversi on_t ool . exe
$ dhcpconvert dhcptab. none dhcpd. conf dhcpd. | eases

Enter a question mark (?) to get help for the tool.

The default file names are:

TCPWARE:DHCPTAB. The old DHCP configuration file.

TCPWARE:BOOTPTAB. The old BOOTP configuration file. Read only if the
DHCPTAB file does not exist.

TCPWARE:DHCPD.CONF The new DHCP configuration file.

TCPWARE:DHCP_LEASE.DAT | The old DHCP lease file containing the lease status.

TCPWARE:DHCPD.LEASES The new DHCP lease file.

Warning! Review the output lease file carefully. The old TCPware lease file does not contain the

hardware type, so the conversion tool usually uses ethernet. If you are using a token ring
network, change the 'hardware ethernet’ statements to 'hardware token-ring’ statements.
The old TCPware lease file also does not contain whether the ID was a hardware address or
client identifier, so review carefully all 'uid’ and 'hardware’ statements.

Introducing the Configuration File
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TCPware supplies a template DHCP configuration file, TCPWARE:DHCPD_CONF.TEMPLATE,
that contains comments and a number of examples to help you enter information for your hosts.
Using this template as a guide, create a DHCP configuration file at TCPWARE:DHCPD.CONF
(with any text editor) containing the entries you need for your network and hosts.

The dhcpd.conf file is a free-form ASCII text file. The file may contain extra tabs and new lines for
formatting purposes and comments may be placed anywhere within the file (except within
guotation marks). Comments begin with the # character and end at the end of the line. See Example
2-2. Keywords in the file are case-insensitive.

The file consists of a list of statements specify which fall into two categpeiesneters and
declarations.
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Parameter statements always specify one of the following:

¢ How to do something (for example, how long alease to offer)

¢ Whether to do something (for example, should the DHCP server provide addresses to
unknown clients)

* What parametersto provide to the client (for example, use gateway 220.177.244.7)

Global parameters are at the beginning of the file. Some examples of global parameters are the
organi zation’s domain name and the addresses of the name servers (if they are common to the entire
organization).

Itislegal to specify host addresses in parameters as domain names rather than as numeric IP
addresses. If a given hostname resolves to more than one | P address (for example, if that host has
two ethernet interfaces), both addresses are supplied to the client.

Both the shared-network statement and the subnet statement can have parameters.

The most obvious reason for having subnet-specific parameters is that each subnet, of necessity,
has its own router; for example:

option routers 204.254. 239. 1;

Note that the address is specified numerically; thisis not required. If you have a different domain
name for each interface on your router, it is appropriate to use the domain name for that interface

instead of the numeric address. However, there may be only one domain name for all arouter's IP
addresses, and it would not be appropriate to use that name here.

Parameters starting with the option keyword correspond to actual DHCP options. Parameters that
do not start with the option keyword either control the behavior of the DHCP server (for example,
how long alease the DHCP server will give out), or specify client parameters that are not optional
in the DHCP protocol (for example, server-name and filename).

Each host can have host-specific parameters. These could include such things as the:

* Hosthame option
* Name of afileto upload (the filename parameter)
¢ Address of the server from which to upload the file (the next-server parameter)

In general, any parameter can appear where ever that parameters are allowed, and will be applied
according to the scope in which the parameter appears.

All parameters must be specified first before you can specify any declarations that depend on those
parameters. Parameters should be set inside declarations so they can be set on a per-subnet or a per-
host basis.

Declarations are used to:
* Describe the topology of the network.
* Describe clients on the network.

* Provide addresses that can be assigned to clients.
* Apply agroup of parameters to a group of declarations.
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Declarations about network topology include the subnet and the shared-network declarations.

For every subnet to be served, and for every subnet connected to the DHCP server, there must be
one subnet declaration. This declaration tells the DHCP server how to recognize that an addressis
on that particular subnet. A subnet declaration is required for each subnet even if no addressesis
dynamically allocated on that subnet.

There are different declarations required for different situations. The following are the basic
declarations in a configuration file.

Declarations | How Used

range For clients with dynamically assigned addresses, a range declaration must
appear within the subnet declaration.

host For clients with statically assigned addresses, or for installationsin which only
known clients are served, each client must have a host declaration.

group If parameters are applied to a group of declarations that are not related strictly
on aper subnet basis, the group declaration can be used.

Some installations have physical networks allowing more than one IP subnet to operate. For
example, if your site has a requirement that 8-bit subnet masks be used, but a department with a
single physical ethernet network expands beyond 254 nodes, you may have to run two 8-bit subnets
on the same ethernet until a new physical network isadded. In this case, you can enclose the subnet
declarations for the two networks in a shared-network declaration.

If you have clients in a department on more than one subnet, it may be best to offer those clients a
uniform set of parameters that are different than what would be offered to clients from other
departments on the same subnet.

¢ For clients declared explicitly with host declarations, enclose the declarationsin a group
declaration using the parameters that are common to that department.

* For clients with dynamically assigned addresses, group parameter assignments by network
topology. Alternately, host declarations can provide parameters and if they have no fixed-
address parameter, the clients get an address dynamically assigned. See Example
2-1.

When aclient is to be booted, its boot parameters are determined by consulting the:

Client’s host declaration (if any)

Group declaration (if any) that enclosed the host declaration

Vendor class declaration (if any) (DHCP only)

1
2
3 | User class declaration (if any) (DHCP only)
4
5

Subnet declaration for the subnet on which the client is booting
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6 | Shared-network declaration (if any) containing that subnet

7 | Top-level parameters that may be specified outside of any declaration

When searching for a host declaration, the DHCP server |ooks for one with a fixed-address

parameter that matches the subnet or shared network on which the client is booting. If no such entry
isfound, it looks for an entry with no fixed-address parameter. If no such entry isfound again, the

DHCP server acts as if there is no entry in the dhcpd.conf file for that client, even if thereisan

entry for that client on adifferent subnet or shared network.

Imagine that you have asite with alot of NCD X-Terminals. These terminals come in avariety of
models, and you want to specify the boot files for each model. You could have host declarations for

each server and group them by model:

Example2-1 Host Declarations

group {
filename "Xncdl9r";

next - server ncd-booter;

host ncdl { hardware ethernet
host ncd4 { hardware ethernet
host ncd8 { hardware ethernet

}

group {
filenane "Xncd19c";

next - server ncd-booter;

host ncd2 { hardware ethernet

host ncd3 { hardware ethernet
}

group {
filenane "XncdHWX";

next - server ncd-booter;

host ncdl { hardware ethernet
host ncd4 { hardware ethernet
host ncd8 { hardware ethernet

Verifying the DHCP Configuration

After modifying the configuration file, it is good practice to verify the syntax by entering the

following NETCU command:

o

[eNe)

1 ¢0:
1 ¢0:
. cO0:

1 ¢0:
. cO0:

1 ¢0:
. cO0:
. cO:

c3:
c3:
c3:

c3:
c3:

c3:
c3:
c3:

49:
80:
22:

88:
00:

11:
91:
cc:

2b: 57;
fc:32;
46: 81;

2d: 81;
14: 11;

90: 23; }
a7:8; }

a: 8f;

$ NETCU SHOW DHCP/ VERI FY[ / FI LENAVE=<confi g-fi | e>]

_$ [/ QUTPUT=<out put -fil e>]

This command causes the DHCP server to run enough to read and parse the configuration file. The
DHCP server displays a copyright notice and a message for each syntax error encountered. If the

DHCP server displays only the copyright notice, the configuration file has no syntax errors.
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The/FILENAME qualifier optionally specifieswherethe configurationfileis. If you do not specify
the /FILENAME qualifier, the DHCP server reads the default configuration file
TCPWARE:DHCPD.CONF. The /OUTPUT qualifier optionally sends command output to the
specified file.

Reloading the DHCP Configuration

If you modify TCPWARE:DHCPD.CONF after starting the DHCP server, reload the DHCP
configuration by restarting the DHCP server by using @TCPWARE:RESTART DHCP. When the
DHCP server restarts, it rereads the configuration file

DNS Dynamic Updates Within DHCP

The DHCP server performs dynamic updatesto DNS using DNS's dynamic updating functionality.
To be sure that updates are allowed from the DHCP server, see Chapter 1, Domain Name Services.
The allow-update { <address match_list> }; statement in the Zone section enablesthe DNS server
to allow updates from that system.

The following statements in the DHCP server configuration file are related to dynamic updating:

¢ allow/deny dynamic-update;
¢ allow/deny update-A-record,;
¢ allow/deny name-by-client;

Dynamic updates can be enabled or disabled by using the allow/deny dynamic-update statement in
the configuration file. The default is to not perform dynamic updates. Dynamic updates can be
turned on or off on a per subnet basis.

Note! Dynamic updates are done for statically assigned IP addresses for DHCP clients, dynamically
leased IP addresses for DHCP clients, and dynamically assigned IP addresses for BOOTP
clients. The updates are not done for static assignments to BOOTP clients.

When dynamic updating is enabled, the DHCP server determines the client’s Fully Qualified
Domain Name (FQDN) and assignsit an |P address. The FQDN is determined either by what the
client sends or by what isin the configuration file. This behavior is controlled by the allow/deny
name-by-client statement in the configuration file.

The FQDN and IP address are used in the dynamic update to create a PTR resource record (RR).
The DHCP server also optionally creates an A RR. Thisoption is enabled or disabled by using the
allow/deny update-A-record statement in the configuration file. The default isto not create the A
RR. This can be set on a per subnet basis. See Chapter 1, Domain Name Services for information
about PTR resource records and A resource records.

When dynamic updating is allowed, the DHCP server adds the resource records whenever an |P
addressis |eased to aclient. The RRs are deleted if the |P addressis released or if the |P addressis
leased to a different client.

Host Name Generation
Some DHCP clients require that the server send them a host name. The TCPware DHCP server can
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generate a host name if it cannot get the host name in another way. The generated host name can
contain parts of the host’s IP address, client ID, and/or MAC address. This host name is sent to the
client and is combined with the domain name to create the Fully Qualified Domain Name (FQDN)
required for dynamic DNS updates. See the DNS Dynamic Updates Within DHCP section. As
described in the DN'S updates section, the allow/deny name-by-client statement in the configuration
file controls whether the DHCP server uses information from the client to determine the host name
and FQDN.

The DHCP server generates a host nameif it is enabled to do so and either of the following is
specified:
¢ allow name-by-client and the client does not send a host name

¢ deny name-by-client and the DHCP server does not find a host name in the configuration file
or in DNS (if get-lease-hostnamesiis set)

To enable the DHCP server to generate host names, specify in the configuration file an option host-
name statement with a value containing certain key values in addition to any characters that are
valid for the host-name option (see Table 2-2). The option host-name statement can be specified for
example at the top level in a subnet statement, or in a host statement.

The key values are as follows. You can include more than one in the same host-name value. Note
that some of these do not by themselves generate a unique identifier.

Key M eaning

%A First byte of the host's | P address.
Example: for address 10.24.25.201, the key would return 10.

%B Second byte of the host’s | P address.
Example: for address10.24.25.201, the key would return 24.

%C Third byte of the host’s | P address.
Example: for address 10.24.25.201, the key would return 25.

%D Fourth byte of the host’s | P address.
Example: for address 10.24.25.201, the key would return 201.

%H Host part of the host’s | P address.
Example: for address 10.24.25.201 with subnet mask 255.255.0.0, the key would return

6601.
%l Client Identifier sent by the host.
%-| Client ID as above, except that hyphens (-) are used to separate each byte.

%M MAC address of the host.

%-M | MAC address of the hogt, as above, except that hyphens (-) are used to separate each
byte.
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Key M eaning

%N Host name sent by the client, if any. If none, “Host".

%S Subnet part of the host's IP address.

Example: for address 10.24.25.201 with subnet mask 255.255.0.0, the key would|return
102400.

%-S Subnet part of the host's IP address, as above, except that hyphens (-) are used to
separate each byte. For example: 10-24-0-0.

You can intersperse string constants such as hyphens between key definitions. However, if the
generated host name exceeds 63 characters, it is truncated. Here is an example host-name
statement:

opti on host-name "Host %+ % S*;
For alease pool defined with an address range of 192.168.11.6 through 192.168.11.10 and a subnet
mask of 255.255.255.0, the DHCP server generates the following host names:

Host 6- 192- 168- 11-0
Host 7- 192- 168- 11-0
Host 8- 192- 168- 11-0
Host 9-192- 168-11-0
Host 10- 192- 168-11-0

The %N key allows you to use the host name as sent by the client (option 12) and then add
something uniqueto it to generate a unique name. For example, if multiple clients all send the name
"dilbert" you can make them unique by appending the MAC (hardware) address, as follows:

deny name-by-client;
opti on host-name "%\ %M ;

This would generate the host name "dilbert-010203040506" for a client with hardware address
01:02:03:04:05:06.

Configuration File Declarations and Parameters
Table 2-1 describes the declarations and parameters you can use in a configuration file.

See Table 2-8 for alist of DHCP Safe-failover-related configuration file statements.
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Table2-1 DHCP Satements

Satement

Description

allow and deny

Use the allow and deny statements to control the behavior of the DHCP
server.

Use the unknown-clients flag to tell the DHCP server to dynamically
assign addresses to unknown clients or to not assign addresses to
unknown clients. The default is to allow dynamic address assignments
to unknown clients.

Use the bootp flag to tell the DHCP server to respond to bootp queries
or to not respond to bootp queries. The default is to allow bootp
queries.

Use the booting flag to tell the DHCP server to respond to queries from
aparticular client or to not respond to queries from a particular client.
This keyword only works when it appears in a host declaration. The
default isto allow booting. If it is disabled for a particular client, that
client will not be able to get an address from the DHCP server.

Use the dynamic-update flag to tell the DHCP server to perform
dynamic DNS updates or to not perform them. The default isto deny
dynamic DNS updates.

Use the name-by-client flag to tell the DHCP server to determine the
hostname and Fully Qualified Domain Name (FQDN) for dynamic
DNS updates from information sent by the client or from information
in the configuration file. The default is to deny use of client-specified
information.

Use the dhepinform flag to tell the DHCP server to respond to
DHCPINFORM messages or to not respond. The default isto allow
DHCPINFORM messages.
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Table2-1 DHCP Satements (Continued)

Satement

Description

allow and deny
(continued)

Use the update-A-record flag to tell the DHCP server to update the A
resource record or not when performing DNS updates (the PTR
resource record is always updated). The default isto deny updating the
A resource record.

Use theras-servers flag to tell the DHCP server to respond to queries
from Microsoft (R) NT RAS Serversor to not respond to NT RAS
queries. The default isto allow NT RAS queries.

allow unknown-clients;  alow dynamic-update;
deny unknown-clients;  deny dynamic-update;

alow bootp; allow name-by-client;
deny bootp; deny name-by-client;
alow booting; allow update-A-record;
deny booting; deny update-A-record
allow dhcpinform; allow ras-servers;

deny dhcpinform; derjy ras-servers,

aways-reply-rfc1048

Some BOOTP clients expect RFC 1048-styl e responses, but do not
follow RFC 1048 rules when sending their requests. You can determine
if aclient is having this problem:

¢ if it isnot getting the options you have configured for it.
and

¢ if you seein the server log the message "(non-rfc1048)" printed
with each BOOTREQUEST that is logged.

If you want to send RFC 1048 options to thiskind of client, set the
always-reply-rfc1048 option in that client’s host declaration. The
DHCP server responds with an RFC 1048-style vendor optionsfield.
Thisflag can be set in any scope, and affects all clients covered by that
scope.

al ways-reply-rfcl048 fl ag;
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Table2-1 DHCP Satements (Continued)

Satement

Description

authoritative;
not authoritative;

The DHCP server normally assumes the configuration information
about a given network segment is correct and is authoritative. So if a
client requests an | P address on a given network segment that the server
knows is not valid, the server responds with a DHCPNAK message,
causing the client to forget its |P address and try to get a new one.

If aDHCP server is being configured by someone other than the
network administrator and who does not want to assert this level of
authority, the statement not authoritative should be written in the
appropriate scope in the configuration file.

Usually, writing not authoritative at the top level of thefile should be
sufficient. However, if a DHCP server isto be set up so that it is aware
of some networks for which it is authoritative and some networks for
whichit isnot, it may be more appropriate to declare authority on a per-
network-segment basis.

The most specific scope for which the concept of authority makes sense
is the physical network segment - either a shared-network statement or
a subnet statement that is not contained within a shared-network
statement. It is not meaningful to specify that the server is authoritative
for some subnets within a shared network, but not authoritative for
others, nor isit meaningful to specify that the server is authoritative for
some host declarations and not others.

Note! For network segments for which the DHCP server is not
authoritative, you may want to specify deny dhcpinform.

default-lease-time

Timeisthe length (in seconds) that the DHCP server assignsto alease
if the requesting client did not ask for a specific amount of time for the
lease to be active. The infinite lease valueis 0. The default is 12 hours.

You should set the value of default-lease-time no larger than the value
of max-lease-time.

default-| ease-tine tine;
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Table2-1 DHCP Satements (Continued)

Satement

Description

dynamic-bootp-
| ease-cutoff

Use the dynamic-bootp-lease-cutoff statement to set the ending time for
all leases dynamically assigned to BOOTP clients. By default, the
DHCP server assignsinfinite leasesto all BOOTP clients because they
do not have any way of renewing leases, and do not know that their
leases could expire. However, it may make senseto set a cutoff date for
all BOOTP leases. For example, the end of a school term, or thetime at
night when afacility is closed and all machines are required to be
powered off.

Date should be the date all assigned BOOTP leases will end. The date
is specified in the form:

WYYYY/MM/DD HH:MM:SS

where:

W isthe day of the week, from zero (Sunday) to six (Saturday).
YYYY istheyear, including the century.

MM isthe number of the month, from 01 to 12.

DD isthe day of the month, counting from 01.

HH isthe hour, from 00 to 23.

MM isthe minute, from 00 to 59.

SSis the second, from 00 to 59.

Thetimeisawaysin Greenwich Mean Time, not local time.

dynami c- boot p- | ease-cut of f dat e;

dynamic-bootp-
lease-length

Use the dynamic-bootp-lease-length statement to set the length of
leases dynamically assigned to BOOTP clients. You may be able to
assumethat aleaseisno longer in useif its holder has not used BOOTP
or DHCP to get its address within a certain time period. The length of
the time period is your judgment call.

Specify length in seconds. Theinfinite lease valueis 0. If aBOOTP
client reboots during atimeout period, the lease duration is reset to
length so a BOOTP client that boots frequently never loses its lease.
This parameter should be adjusted with extreme caution. The default is
aninfinite lease.

dynami c- boot - | ease-| ength | engt h;

filename

Use the filename statement to specify the name of the initial boot file
that is to be loaded by a client. The filename should be recognizable to
whatever file transfer protocol the client can be expected to use.

filename fil enane;
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Table2-1 DHCP Satements (Continued)

Satement

Description

fixed-address

Use the fixed-address statement to assign one or more fixed |P
addresses to aclient. It should only appear in a host declaration. With
more than one address supplied, the client is assigned the address that
corresponds to the network on which it is booting. If none of the
supplied addresses are on the network the client is booting from, the
client will not match the host declaration containing that fixed-address
statement. Each address should be either an | P address or adomain
name that resolves to one or more | P addresses.

fi xed-address address [, address];

get-lease-hostnames

Use the get-lease-hostnames statement to tell the DHCP server to look
up the domain name corresponding to each address in the lease pool
and use that address for the DHCP hosthame option.

If flag is true, the lookup is done for all addresses in the current scope.

If flag is false (the default), lookups are not done.

get - | ease- host nanes flag;

group Use the group statement to apply one or more parameters to a group of
declarations. You can use it to group hosts, shared networks, subnets,
or other groups.
group {[paraneters] [declarations]}
hardware Use the hardware clause inside a host statement to specify the network

hardware address of a BOOTP or DHCP client.

hardware-type must be the name of aphysical hardware interface type.
Ethernet, Token-Ring, and FDDI are the only recognized types.

The hardware-address should be a set of hexadecimal octets (numbers
from O through ff) separated by colons (:).

har dwar e har dwar e-t ype har dwar e- addr ess;
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Table2-1 DHCP Satements (Continued)

Satement

Description

host

You may specify host statements for BOOTP or DHCP clients,
although thisis not required unless booting is only enabled for known
hosts, or, if you want to give the BOOTP or DHCP client afixed
address.

hostname should be a name identifying the host. hostname is required.

If you want to boot a DHCP or a BOOTP client on more than one
subnet with fixed addresses, you can either specify:

* More than one address in the fixed-address parameter, or
* More than one host statement.

You should use multiple host statements if client-specific boot
parameters must change because of the network the client is attached
to.

If you want to boot a client using a fixed address on one subnet, but the
client should be allocated a dynamic address on another subnet, then
specify ahost statement without a fixed-address clause in addition to
the host statement with the fixed address for the first subnet.

A Host declaration is matched to actual DHCP or BOOTP clients by
matching the dhcp-client-identifier option specified in the host
declaration to the one supplied by the client. If the host declaration or
the client does not provide adhcp-client-identifier option, the hardware
parameter in the host declaration is matched to the network hardware
address supplied by the client.

Since BOOTP clients do not normally provide a dhcp-client-identifier,
the hardware address must be used for al host statements for clients
using the BOOTP protocol.

host host nane {[paraneters][declarations]}

max-lease-time

Time is the maximum amount of time (in seconds) aleaseis alowed to
be. Theinfinite lease valueis 0. The default is 24 hours.

You should set the value of max-lease-time at least as large as default-
lease-time.

mex- | ease-tine tine;
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Table2-1 DHCP Satements (Continued)

Satement

Description

next-server

Use the next-server statement to specify the host address of the server
from where the client will load the initial boot file (specified in the
filename statement).

server-name should be a numeric | P address or a domain name. The
DHCP server’s IP address is used ifnegt-server parameter applies tq
a given client.

next - server nane;

option

This statement specifies actual DHCP protocol options to send to
client. The option statement is described in the next section.

the

ping

The DHCP server uses ping to check if a particular IP address is i
by sending a packet of information and waiting for a response. Th
statement turns ping on and off. The default is on.

pi ng fl ag;

N us

ping-retries

This statement defines the number of times the DHCP server pin
IP address before it concludes that the address is not in use. The d
is 1.

ping-retries count;

gs a
efa

ping-timeout

This statement defines the time (in seconds) that ping should wai
response. The default is 1 second.

pi ng-ti meout timne;

for

range

There must be at least oarge statement for any subnet with
addresses that can be dynamically assigned. The range statemen
the lowest and the highest IP addresses available in a range. All |
addresses in the range should be in the subnet wherantiee
statement is declared. Thgnamic-bootp flag may be specified if
addresses in the selected range can be dynamically assigned to B
clients as well as to DHCP clients.

Omit high-address when specifying a single address.

t giv
D

00O’

range [dynam c-bootp] | ow address [ high-address];
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Table2-1 DHCP Satements (Continued)

Satement

Description

requested-options-
only flag;

Some DHCP clients cannot handl e receiving any options other than the
ones they request or a specific list of options. In order to send just the
options requested by the client, specify "requested-options-only true;"
in the configuration for that client. In order to send a specific set of
options, you can set requested-options-only to true and specify the
dhcp-parameter-request-list option. For example, the following sends
only the subnet-mask, routers, and domain-name-servers options to the
client (assuming they are defined in the configuration file):

host restricted {
har dwar e et hernet 01: 02: 03: 04: 05: 06;
opti on dhcp-paraneter-request-list 1, 3, 6;
request ed-options-only true;

}

server-identifier

The server-identifier statement can be used to define the value that is
sent in the DHCP Server Identifier option. The value specified MUST
be an |P address for the DHCP server, and must be reachable by all
clientswhichitis sent to.

The use of the server-identifier statement is not recommended. The
only reason to useit isto force avalue other than the default value to be
sent on occasions Where the default value would be incorrect. The
default value is the first | P address associated with the physical
network interface on which the request arrived.

The usual case where the server-identifier statement needsto be sentis
when a physical interface has more than one IP address, and the one
being sent by default is not appropriate for some or all clients served by
that interface.

Another case iswhen an alias is defined for the purpose of having a
consistent | P address for the DHCP server, and it is desired that the
clients use this | P address when contacting the server.

Supplying avalue for the dhcp-server-identifier option is equivalent to
using the server-identifier statement.

server-identifier hostnane;

server-name

Use the server-name statement to inform the client of the server’s na
from which it is bootingnhame should be the name provided to the
client.

server-nane nane;

WS
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Table2-1 DHCP Satements (Continued)

Satement

Description

shared-network

Use this statement to inform the DHCP server that some | P subnets
share the same physical network. Declare al subnetsin the same shared
network within a shared-network statement.

Parameters specified in the shared-network statement will be used
when booting clients on those subnets unless parameters provided at
the subnet or host level override them. If more than one subnet in a
shared network has addresses available for dynamic allocation, those
addresses are collected into a common pool. There is no way to specify
which subnet of a shared network a client should boot on.

Name should be the name of the shared network. Make the name
descriptive asit will be used when printing debugging messages. Give
it asyntax of avalid domain name (although it will never be used as
such), or any arbitrary name enclosed in quotation marks.

shar ed- network nanme {[paraneters] [declarations]}
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Table2-1 DHCP Satements (Continued)

Satement

Description

subnet

This statement contains information specific to a subnet. The
information communicates the following to DHCP:

¢ Enough information for DHCP to determine if an IP addressis on
that subnet.

* What the subnet-specific parameters are.

* What addresses may be dynamically allocated to clients booting on
that subnet.

Use the range declaration to specify what addresses are available to be
dynamically allocated to clients booting on the subnet.

Two things are required to define a subnet:

* The subnet-number
* The netmask

The subnet-number and the netmask entry is an |P address or domain
name that resolves to the subnet-number or the netmask of the subnet
being described. The subnet-number and the netmask are enough to
determine if any given IP address is on the specified subnet.

Note! A netmask must be given with every subnet declaration. If
there is any variance in subnet masks at a site, use a subnet-
mask option statement in each subnet declaration to set the
desired subnet mask. The subnet-mask option statement
overrides the subnet mask declared in the subnet statement.

subnet subnet - nunber net nask
net mask {[ paraneters][declarations]}
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Table2-1 DHCP Satements (Continued)

Satement

Description

use-host-decl-names

If the use-host-decl-names parameter is true, the name provided for
each host declaration is given to the client as its hostname. The default
isfalse. For example,

group {
use- host -decl - nanes on;

host joe {

har dwar e et hernet 08:00: 2b: 4c: 29: 32;
fi xed-address joe. fugue.com

}

}

isequivalent to

host joe {

har dwar e et hernet 08: 00: 2b: 4c: 29: 32;
fi xed-address joe. fugue.com

option host-name “joe”;

}

An option host-name statement within a host declaration overrides the
use of the name in the host declaration.

use-host-decl-names flag ;

use-lease-addr-for-
default-route

If the use-lease-addr-for-default-route parameter istrue in a given
scope, the IP address of the lease being assigned is sent to the client
instead of the value specified in the routers option (or sending no value
at al). This causes some clientsto ARP for all |P addresses, which can
be helpful if your router is configured for proxy ARP.

If use-lease-addr-for-default-route is enabled and an option routers
statement are both in scope, the routers option is preferred.

use-lease-addr-for-default-route flag

user-class

Use this statement to specify parameters and options for clients with a
particular user class. User classis sent by the client in the User Class
Information option. (DHCP only)

user-class “user-class-identifier
{[parameters ] [declarations 1}
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Table2-1 DHCP Satements (Continued)

Satement Description

vendor-class Use this statement to specify parameters and options for clientswith a

particular vendor class. Vendor classis sent by the client in the Vendor
Class Identifier option. (DHCP only)

vendor-class “vendor-class-identifier
{[parameters ] [declarations 1}

DHCP Options

The Dynamic Host Configuration protocol allows the client to receive options from the DHCP
server describing the network configuration and various services that are available on the network.
When configuring the DHCP server, options must often be declared. The syntax for declaring
options, and the names and formats of the options that can be declared, arein Table 2-2.

DHCP option statements always start with the keyword option, followed by an option name, which
isfollowed by option data. Only options needed by clients must be specified.

Option data comesin these formats:

Theip-address data type can be entered either as an explicit | P address (for example.,
239.254.197.10) or as adomain name (for example., haagen.isc.org). When entering a
domain name, be sure that the domain name resolves to the single |P address.

Theint32 and uint32 data types specify signed and unsigned 32-bit integers.

Theint16 and uint16 data types specify signed and unsigned 16-bit integers.

Theint8 and uint8 data types specify signed and unsigned 8-bit integers. Unsigned 8-bit
integers are also sometimes referred to as octets.

The string datatype specifiesan NVT ASCII string. It must be enclosed in quotation marks.
For example, option domain-name “isc.org”;

The flag data type specifies a boolean value. Booleans can be either true (ON) or false
(OFF). You can use TRUE and FALSE, or ON and OFF.

Thedata-string datatype specifies either an NVT ASCII string enclosed in quotation marks,
or aseries of octets specified in hexadecimal format, separated by colons. For example,
option dhcp-client-identifier “CLIENT-FOO”pr option dhcp-client-identifier
43:4c:49:54:2d:46:4f.4f;

If the option valueisalist (such as for the routes option), you must list them in the configuration
filein the order you want the client to use the values. The DHCP server does not re-order them.
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Table 2-2 describes the standard DHCP options. Underlined items indicate user input items.

Table2-2 DHCP Options

Option

Description

option all-subnets-local flag;

Use this option to indicate whether or not to assume
all subnets of the client’s IP network use the same
MTU as the client’s subnet.

ON means assume all subnets share the same M
OFF means assume some subnets have smaller
MTUs.

Tu.

option arp-cache-timeout uint32

Use this option to identify the timeout (in seconds
for ARP cache entries.

option bootfile-name string

Use this option to identify a bootstrap file. If this
option is supported by the client, it should have th
same effect as tifdename declaration. BOOTP
clients are unlikely to support this option. Some
DHCP clients support it; others require it.

option boot-size uint1;6

Use this option to specify the length in 512-octet
blocks of the client’s default boot image.

option broadcast-address ip-address

Use this option to identify the broadcast address i
use on the client’s subnet. See STD 3 (RFC 1122
section 3.2.1.3 for legal values for broadcast
addresses.

option cookie-servers
ip-addresg, ip-address..];

Use this option to list RFC 865 cookie servers in
order of preference.

option default-ip-ttl_uint8

Use this option to identify the default time-to-live th
client should use on outgoing datagrams.

option default-tcp-ttl uint3

Use this option to identify the default TTL to use
when sending TCP segments. The minimum valu
1.

B S

option dhcp-client-identifier
data-string

Use this option to specify a DHCP client identifier
only in ahost declaration. The DHCP server uses it
locate thehost record by matching against the clien
identifier.

to
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Table2-2 DHCP Options (Continued)

Option

Description

option dhcp-max-message-size uintl16;

Use this option to specify the maximum length
DHCP message that the client is able to accept. Use
this option in the DHCP configuration file to supply a
value when the client does not.

Note! Use this option with caution. Make sure that
the client can accept a message of the
specified size.

option dhcp-parameter-request-list
uint8[,uint8...];

Use this option to request that the server return
certain options. Use this option in the DHCP
configuration file to override the client’slist, or to
supply alist when the client does not. The valueisa
list of valid DHCP option codes as listed in RFC
2132.

option dhcp-server-identifier
ip-address;

Usethis option to identify the value sent in the DHCP
Server |dentifier option. The value must be an IP
address for the DHCP server, and must be reachable
by dl clientsit is sent to.

It is recommended to NOT use the dhcp-server-
identifier option. The only reason to use it isto force
avalue other than the default value to be sent on
occasions where the default value would beincorrect.
The default valueis the first 1P address associated
with the physical network interface on which the
request arrived. The usual case where the dhcp-
server-identifier option needsto be sent iswhen a
physical interface has more than one | P address, and
the one being sent by default is not appropriate for
some or al clients served by that interface.

option domain-name-servers
ip-address [, ip-address ...];

Usethisoption to list Domain Name System (STD
12, RFC 1035) name serversin order of preference.

option domain-name string;

Usethisoption to identify the domain name the client
should use when resolving hostnames viathe Domain
Name System.

option extensions-path string;

Use this option to indicate the path-name of afilethe
client should load containing more options.

option finger-server

ip-address|[, ip-address ...];

Use thisoption to list the Finger serversin order of
preference.

2-26




DHCP/BOQOTP Server

Table2-2 DHCP Options (Continued)

Option

Description

option font-servers
ip-address [, ip-address ...];

Usethisoptiontolist X Window System Font servers
in order of preference.

option host-name string;

Use this option to name the client. The name may or
may not be qualified with the local domain name. It
is preferable to use the domain-name option to
specify the domain name. See RFC 1035 for
character set restrictions.

The host-name option is also used to specify a
template for hostname generation. See the Host
Name Generation section.

option ieee802-3-encapsulation flag;

If the interface is an Ethernet, use this option to
indicate whether the client uses Ethernet Version 2
(RFC 894) or IEEE 802.3 (RFC 1042) encapsulation.
OFF means use RFC 894 encapsulation.

ON means use RFC 1042 encapsulation.

option ien116-name-servers
ip-address [, ip-address ...];

Usethisoptiontolist IEN 116 name serversin order
of preference.

option impress-servers
ip-address [, ip-address ...];

Use this option to list Imagen Impress serversin
order of preference.

option interface-mtu uint16;

Usethis option to identify what MTU vaueto useon
thisinterface. The minimum legal valueis 68.

option ip-forwarding flag;

Usethisoption to indicate if the client should
configureits I P layer for packet forwarding.
ON means disable forwarding.

OFF means enable forwarding.

option irc-server
ip-address [, ip-address ...];

Usethisoption to list the IRC serversin order of
preference.

option log-servers
ip-address|[, ip-address ...];

Usethisoptionto list MIT-LCS UDP log serversin
order of preference.

option lpr-servers
ip-address [, ip-address ...];

Usethisoption to list RFC 1179 line printer servers
in order of preference.

option mask-supplier flag;

Use this option to indicate whether or not the client
should respond to subnet mask requests using ICMP.
ON means do not respond to subnet mask requests.
OFF means respond to subnet mask requests.
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Table2-2 DHCP Options (Continued)

Option

Description

option max-dgram-reassembly uint16;

Use this option to indicate the maximum size
datagram the client should be prepared to reassemble.
The minimum legal valueis 576.

option merit-dump string;

Use this option to indicate the path-name of afileto

which the client’s core image should be dumped if
the event of a client crash. The path is formatted &
character string using the NVT ASCII character sg

option mobile-ip-home-agent
ip-addresg, ip-address..];

Use this option to list mobile IP home agents in or(
of preference. Usually there will be only one agen

option nds-context data-string

Use this option to identify the initial NDS context th
client should use.

option nds-servers
ip-addresg, ip-address.];

Use this option to list Novell Directory Services
servers in order of preference.

option nds-tree-name data-string

Use this option to name the NDS tree the client w
be contacting.

option netbios-dd-server
ip-addresg, ip-address..];

Use this option to list RFC 1001/1002 NetBIOS
Datagram Distribution servers in order of preferen

option netbios-name-servers
ip-addresg, ip-address..];

Use this option to list RFC 1001/1002 NetBIOS

Name Server name servers in order of preferencs.

NetBIOS Name Service is currently more commor
referred to as WINS. WINS servers can be specifi
using the netbios-name-servers option.

1
S a
L.

ler
[

e

ly
ed

option netbios-node-type uint8

Use this option to configure configurable NetBIOS
over TCP/IP clients as described in RFC 1001/10

The value is a single octet identifying the client type.

Possible node types are

1 B-node: Broadcast--No WINS

2 P-node: Peer--WINS only

4 M-node: Mixed--Broadcast, then WINS
8 H-node: Hybrid--WINS, then Broadcast

D2.

option netbios-scope string

Use this option to specify the NetBIOS over TCP/
scope parameter for the client as specified in RFQ
1001/1002. See RFC1001, RFC1002, and RFC1d
for character-set restrictions.

P

35
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Table2-2 DHCP Options (Continued)

Option

Description

option nis-domain string;

Use this option to specify the client’s NIS (Sun
Network Information Services) domain. Use the
NVT ASCII character set to define the domain
character string.

option nis-servers
ip-addresg, ip-address..];

Use this option to list NIS servers in order of
preference.

option nisplus-domain string

Use this option to specify the client's NIS+ domain.

Use the NVT ASCII character set to define the
domain character string.

option nisplus-servers
ip-addresg, ip-address..];

Use this option to list NIS+ servers in order of
preference.

option non-local-source-routing flag

Use this option to indicate if the client should
configure its IP layer to allow forwarding of
datagrams with non-local source routes.

ON means disable forwarding.

OFF means enable forwarding.

option nntp-server
ip-addresg, ip-address..];

Use this option to list NNTP servers in order of
preference.

option ntp-servers
ip-addresg, ip-address..];

Use this option to list NTP (RFC 1035) servers in
order of preference.

option option-nnrdata-string

Use this option to identify any DHCP option not
listed here. nniis the number of the option.

option path-mtu-aging-timeout uint32

Use this option to specify the timeout to use (in
seconds) when aging Path MTU values that were
discovered by the mechanism defined in RFC 119

1.

option path-mtu-plateau-table
uint16[, uintl6...];

Use this option to specify a table of MTU sizes to |
when performing Path MTU Discovery as defined
RFC 1191. The table is a list of 16-bit unsigned
integers. You must list them in order from smallest
largest. The minimum MTU value cannot be small
than 68.

Ise
in

option perform-mask-discovery flag

Use this option to indicate whether or not the clien
should perform subnet mask discovery using ICM
ON means do not perform mask discovery.

U —~

OFF means perform mask discovery.
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Table2-2 DHCP Options (Continued)

Option Description
option policy-filter ip-address Use this option to indicate the policy filters for non-
ip-address [, ip-address ip-address...]; | local sourcerouting. The filters consist of IP

addresses and masks that indicate which destination/
mask pairs to use when filtering incoming source
routes.

The client should discard any source routed datagram
whose next-hop address does not match one of the
filters. See STD 3 (RFC 1122) for more information.

option pop-server Usethis option to list POP3 serversin order of
ip-address [, ip-address ...]; preference.

option resource-location-servers Usethisoption to list RFC 887 Resource L ocation
ip-address [, ip-address ...]; serversin order of preference.

option root-path string; Usethis option to specify the path-name that contains

the client’s root disk. The path is formatted using the
NVT ASCII character set.

option router-discovery flag Use this option to indicate whether or not the client
should solicit routers using the Router Discovery
mechanism defined in RFC 1256.

ON means do not perform router discovery.

OFF means perform router discovery.

option routers Use this option to list IP addresses for routers in order
ip-addresg, ip-address..]; of preference.

option router-solicitation-address Use this option to identify the address where the
ip-address client transmits router solicitation requests.

option smtp-server Use this option to list SMTP servers in order of
ip-addresg, ip-address..]; preference.
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Table2-2 DHCP Options (Continued)

Option

Description

option static-routes ip-address
ip-address [, ip-address ip-address ...];

Use this option to specify alist of static routes that
the client should install in its routing cache. If there
are multiple routes to the same destination, you
should list them in descending order of priority.

The routes are made up of |P address pairs. The first
address is the destination address; the second address
is the router for the destination.

The default route (0.0.0.0) isan illegal destination for
astatic route. Use the router s option to specify the
default route.

option streettal k-directory-assistance-
server ip-address [, ip-address ...];

Usethisoption to list the StreetTalk Directory
Assistance (STDA) serversin order of preference.

option streettalk-server
ip-address|[, ip-address ...];

Usethis option to list the StreetTalk serversin order
of preference.

option subnet-mask ip-address;

Use this option indicate the client’s subnet mask g
per RFC 950. If no subnet mask option is in scope
the DHCP server uses the subnet mask from the

subnet declaration on which the address is being

assigned. If a subnet mask option is in scope for t
address being assigned, it overrides the subnet m
specified in the subnet declaration.

option swap-server ip-address

Use this option to identify the IP address of the
client’s swap server.

option tcp-keepalive-garbage flag

Use this option to indicate whether the client send
TCP keepalive messages with an octet of garbage
compatibility with older implementations.
ON means do not send a garbage octet.
OFF means send a garbage octet.

option tcp-keepalive-interval uint32

Use this option to indicate the interval (in secondsg
the client TCP waits before sending a keepalive

he
ask

for

)

message on a TCP connection. The time is specified

as a 32-bit unsigned integer.
0 (zero) means do not generate keepalive messal
unless requested by an application.

jes
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Table2-2 DHCP Options (Continued)

Option

Description

option tftp-server-name string

Use this option to identify a TFTP server. If this
option is supported by the client, it should have th
same effect as theerver-name declaration. BOOTP
clients are unlikely to support this option. Some
DHCP clients support it; others require it.

option time-offset int32

Use this option to specify the offset of the client’s
subnet (in seconds) from Coordinated Universal
Time (UTC). Use negative numbers for West of UT
and positive numbers for East of UTC.

option time-servers
ip-addresg, ip-address..];

Use this option to list RFC 868 time servers in ord
of preference.

option trailer-encapsulation flag

C

Use this option to indicate if the client negotiates the

use of trailers (RFC 893) when using the ARP
protocol.

ON means do not use trailers.

OFF means use trailers.

option vendor-encapsulated-options
data-string

Use this option to specify vendor specific
information.

option www-server
ip-addresg, ip-address..];

Use this option to list WWW servers in order of
preference.

option x-display-manager
ip-addresg, ip-address..];

Use this option to list the systems running X Windg
System Display Manager in order of preference.

DHCP Lease Format

The DHCP server keeps a persistent database of leasesit has assigned. This database is afree-form
ASCII file containing a series of lease declarations. Every time alease is acquired, renewed, or
released, its new value is recorded at the end of the lease file. So, if more than one declaration
appears for agiven lease, the last onein thefile isthe current one.
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Currently, the only declaration that is used in the dhcpd.leases file is the |ease declaration.

| ease ip-address {statenents...}

Each lease declaration includes the client’s leased IP address. The statements within the braces

define the duration of the lease and to whom it is assigned.

Table 2-3 describes the statements the DHCP server puts into a lease file.
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See Table 2-8 for alist of DHCP Safe-failover related | ease file statements.

Table2-3 DHCP Lease File Satements

L ease Satement

Description

abandoned;

Records that the DHCP server saw the |P address in use on
the network when it was thought to be free. The DHCP
server detects active addresses with ping tests or "DHCP
decline" messages from DHCP clients.

client-hostname _“hostnartie

Records the hostname if the client sends a hostname us
the hostname option.

ng

domain-name “domain-narhie

Specifies the DNS domain name sent to the client (if an

y)-

dynamic-bootp;

Indicates the address was leased to a BOOTP client.

ends date

Records the end time of a lease.

Lease dates are specified by the DHCP server as follows:

WYYYY/MM/DD HH:MM:SS

where:

W is the day of the week, from zero (Sunday) to six
(Saturday).

YYYY is the year, including the century.

MM is the number of the month, from 01 to 12.

DD is the day of the month, counting from 01.

HH is the hour, from 00 to 23.

MM is the minute, from 00 to 59.

SSis the second, from 00 to 59.

The time is always in Greenwich Mean Time, not local
time.

FQDN
“fully-qualified-domain-nam&

Specifies the fully qualified domain name used by the
DHCP server to perform the dynamic DNS update for th
lease (if any).

hardware
hardware-typenac-address

Specifies the hardware type and the MAC address as a
series of hexadecimal octets, separated by colons.

hostname “hostnartie

Records the hostname if the DHCP server looks up the
hostname in DNS. This happens only if the parangster
lease-hostnames was set.

starts_date

Records the start time of a lease.
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Table2-3 DHCP Lease File Satements (Continued)

L ease Satement Description

uid client-identifier Records the client identifier as a series of hexadecimal
octets, regardless of whether the client specifies an ASCII
string or uses the hardware type/MAC address format. If{the
client used a client identifier to acquire its address, the client
identifier is recorded using the uid statement.

Working with DHCP Leases

The DHCP server requires that a lease database be present before it will start. Before starting the
DHCP server for thefirst time, make surethereisaTCPWARE:DHCPD.LEASES file. If it doesn't
exist, create an empty one.

In order to prevent the lease database from growing without bound, the file is rewritten from time

to time. First, a temporary lease database is created and all known leases are dumped to it. Then, the
old lease database is renamed TCPWARE:DHCPD.LEASES_OLD. Finally, the newly written

lease database is moved into place.

Note! Be aware of the following situation: If the DHCP server process is stopped or the system
crashes after the old lease database has been renamed but before the new lease database has
been moved into place, the TCPWARE:DHCPD.LEASES file is deleted. The DHCP server will
not start. Do not create a new lease file when this happens. If you do, you will lose all your old
bindings. Instead, rename TCPWARE:DHCPD.LEASES_OLD to TCPWARE:DHCPD.LEASES,
restoring the old, valid lease file, and then start the DHCP server. This guarantees that a valid
lease file will be restored.

Abandoned Leases

Abandoned leases are reclaimed automatically. When a client asks for a new address, and the
server finds that there are no addresses available, it looks for any abandoned leases. The server
allocates the oldest abandoned lease. The standard procedures for checking for lease address
conflicts are still followed, so if the abandoned lease's IP address is still in use, it is reabandoned.

If a client requests an abandoned address, the server assumes that the address was abandoned
because the lease file was corrupted, and that the client is the machine that responded when the
lease was pinged, causing it to be abandoned. In that case, the address is immediately assigned to
the requesting client.

Address Lease States in DHCP Dump Files

After obtaining a DHCP dump using NETCU SHOW DHCP/CONFIGURATION, you will see

fields in the dump preceded by a pound sign (#). Those fields are values created while the protocol
is running and do not directly correlate with the DHCP options listed in Table 2-2. These fields are
provided to help you troubleshoot problems. The lease states (dendét&htar in the dump) are
described in Table 2-4.
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Table2-4 DHCP AddressL ease Sates

Sate Description

Abandoned | The address was seen in use on the network when it was thought to be free. The
DHCP server detects active addresses with ping tests or "DHCP decline"
messages from DHCP clients.

Bound The address was assigned in response to a DHCP Reguest message. If the
address lease expires, it remainsin "bound” state to help the client regain the
same |P addressit previously used. The addressis actualy free. The " (expired)"
modifier on the state value indicates this state.

Free The address has never been bound, and is available in the pool.

Offered The address has been offered to aclient in response to the client's DHCP
Discover message, but the client has not asked for the address viaa DHCP
Request message.

Pinging The addressisin the middle of a ping test.

Static The client identifier or hardware address is statically assigned; the binding does

Assignment | not expire.

Reserved for | Used for DHCP Safe-failover: The address is set aside for the secondary

Secondary server’'s emergency use.

Sample DHCPD.CONF File
Example 2-2 shows a sample DHCPD.CONF file.

Example2-2 Sample DHCPD.CONF File

#

# TCPWARE: DHCPD. CONF - - sanpl e DHCP configuration file

#

# option definitions conmon to all supported networks...
option domain-name “fugue.com”;

option domain-name-servers toccato.fugue.com;

default-lease-time 43200;

option subnet-mask 255.255.255.0;

option time-offset 18000;

use-host-decl-names on;

# Shared network declaration is used to group subnets which share the same
# physical network together. The name is specified so that the shared
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# network can be referred to in | og nessages --

# it serves no other function.

#

# Note: You nust have a subnet declaration for the subnet that the DHCP
# server system is on even if you don’t want any address pool for the same

# subnet (or multiple subnets if the system is multi-homed).

shared-network FUGUE {

# option definitions common to this shared network.
option subnet-mask 255.255.255.224;
default-lease-time 600;
max-lease-time 7200;

# One of the two IP subnets that share this physical network

#

# Address ranges can be specified for each subnet attached to a shared

# network. Since these subnets share the same physical network, addresses
# are pooled together, and assignments are made without regard to the

# actual subnet. If the optional dynamic-bootp keyword is given in the

# address range declaration, then addresses in that range can be assigned
# either with the DHCP protocol or the BOOTP protocol; otherwise, only

# DHCP clients will have addresses allocated from the address range.

#

# Note that each IP subnet can have its own options specific to that

# subnet. Options that are not specified in the subnet are taken from the

# shared network (if any) and then from the global option list.

subnet 204.254.239.0 netmask 255.255.255.224 {
range 204.254.239.10 204.254.239.20;
option broadcast-address 204.254.239.20;
option routers prelude.fugue.com;

}

# The other subnet that shares this physical network
subnet 204.254.239.32 netmask 255.255.255.224 {
range dynamic-bootp 204.254.239.42 204.254.239.52;
option broadcast-address 204.254.239.31;
option routers snarg.fugue.com;

}

# Subnets can have no pooled ip addresses.
subnet 10.10.10.0 netmask 255.255.255.0 {
}

}

# |IP subnets that are alone on their physical wire should be declared by
# themselves. The DHCP server still refers to them as shared networks in
# log messages, but this is simply an artifact of the underlying data

# structure.
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#
# Note that options can be specified in the subnet declaration that
# supercede the gl obal options specified earlier.

subnet 192.5.5.0 netnask 255.255. 255. 224 {
range 192.5.5.26 192.5.5. 30;
opti on donai n-nane-servers bb. hone. vi x. com gw. hone. vi x. com
option domain-name “vix.com”;
option routers 192.5.5.1;
option subnet-mask 255.255.255.224;
option broadcast-address 192.5.5.31;
default-lease-time 600;
max-lease-time 7200;

}

# Hosts that require special configuration options can be listed in host
# statements. If no address is specified, the address will be allocated
# dynamically (if possible), but the host-specific information will still
# come from the host declaration.

host passacaglia {
hardware ethernet 0:0:¢0:5d:bd:95;
filename “vmunix.passacaglia”;
server-name “toccato.fugue.com”;

}

# Fixed IP addresses can also be specified for hosts. These addresses
# should not also be listed as being available for dynamic assignment.
# Hosts for which fixed IP addresses have been specified can boot using
# BOOTPor DHCP. Hosts for which no fixed address is specified can only be
# booted with DHCP, unless there is an address range on the subnet to
# which a BOOTP client is connected which has the dynamic-bootp flag set.
host fantasia {
hardware ethernet 08:00:07:26:c0:a5;
fixed-address fantasia.fugue.com;

}

# I1f a DHCP or BOOTP client is mobile and might be connected to a variety
# of networks, more than one fixed address for that host can be specified.
# Hosts can have fixed addresses on some networks, but receive dynamically
# allocated address on other subnets; in order to support this, a host
# declaration for that client must be given which does not have a fixed
# address. If a client should get different parameters depending on what
# subnet it boots on, host declarations for each such network should be
#given. Finally, ifadomain name is given for ahost's fixed address and
# that domain name evaluates to more than one address, the address
# corresponding to the network to which the client is attached, if any,
# will be assigned.
host confusia {
hardware ethernet 02:03:04:05:06:07;

2-37



DHCP/BOQOTP Server

fi xed-address confusi a-1.fugue.com confusia-2.fugue.com
filename “vmunix.confusia”;
server-name “toccato.fugue.com”;

}

host confusia {
hardware ethernet 02:03:04:05:06:07;
fixed-address confusia-3.fugue.com;
filename “vmunix.confusia”;
server-name “snarg.fugue.com”;

}

host confusia {
hardware ethernet 02:03:04:05:06:07;
filename “vmunix.confusia”;
server-name “bb.home.vix.com”;

}

# Some other examples
host host1 {
option dhcp-client-identifier “host1”;
fixed-address 10.10.11.101, 10.11.22.101;
}

# Do not allow this one to boot

host host2
hardware ethernet aa:cc:04:00:33:11;
deny booting;

}

DHCP Safe-failover Introduction
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Since aDHCP server is responsible for the network’s | P management, it can also be a potential
point of network failureif it becomes unavailable. Using multiple servers with non-overlapping |P
address pools is one way to provide limited fault-tolerance. For example: imagine a network with
two DHCP servers. Server A has an address range of 100 | P addresses. Server B has a range of 50
different addresses. Both servers have a non-overlapping range of addresses. When a node
broadcasts for an address, both servers respond, each offering an address from its own distinct
range. Upon receiving both offers, the node chooses one. Typically, the response that reaches the
node first is selected. In this case, Server A’s. When Server B determines its offer is not needed, it
returns the offered address to its own range, allowing it to be offered again.

If one of the serversis down, the other server continues to service the nodes. Now, instead of
having two offers, each new node has only one offer, from the remaining server. Nodes that
received their lease from the unavailable server attempt to reconnect with it. If the unavailable
server does not respond in time, the nodes then attempt to get anew address from anew server. The
other server can then offer an address from its own range. So, even though one server is down, the
DHCP clients continue to function with the other server. Note that the two DHCP servers operate
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without any communications or data sharing between them. Each server works as a standalone
server.

Since most nodes select the first offer received, having two servers could result in partial use of
both IP address pools. Sometimesit is preferable to have a primary DHCP server with the bulk of
the I P addresses while the secondary server has a smaller range of |P addresses.

Note! One way to accomplish the above mentioned configuration is to put the secondary server
behind a router on a different subnet, while the primary server stays on the same segment as
the nodes. This allows the primary server to respond more quickly than the secondary server.

Process Software takes the use of multiple serversto another level by offering DHCP Safe-failover.
DHCP Safe-failover alows a secondary DHCP server to back up the primary DHCP server with
the addition of taking into account network failure. This strategy insuresthat clients can reliably log
into their corporate network and know they will be able to connect to corporate resources.

In Safe-failover mode both the primary and the backup DHCP servers share a common | P address
lease pool. In the event the primary DHCP server fails the backup DHCP server automatically
senses the primary server is not operating and automatically assumes complete DHCP operation.
When the primary DHCP server becomes operational, it synchronizes with the backup DHCP
server and resumes all the responsibilities of the primary DHCP server. All assignments performed
by the backup DHCP server while acting as the primary server are transferred to the primary DHCP
upon resumption of primary server responsibilities.

Safe-failover adds support for network, not server, failure. In the event the network fails, the
secondary server believes the primary server is out of service and begins operation. The secondary
server serves leases from areserved pool shared by the safe-failover partner servers. Thisreserve
pool can be adjusted by the MIS system administrator.

Configuring Safe-failover
To configure your DHCP servers to use Safe-failover, perform the following steps:

1 Choose one system to be the Primary and a second system to be the Secondary.

2 Determine the IP addresses of the Primary and Secondary systems. If a system has more
than one | P address, choose one to use for DHCP Safe-failover messages.

3 On the Primary system, create the boot file at TCPWARE:DHCPD.BOOT with the
keyword "primary", the primary and secondary | P addresses, and configuration ID. On the
primary system, the configuration ID would normally be "dhcpd". See Boot File for
DHCP Safe-failover for more information about boot files.

Primary system boot file syntax:

primary <primary-ip> <secondary-ip> "config-id";
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Also on the Primary system, if there is no state file (see Sate File for DHCP Safe-
failover), create one at TCPWARE:DHCPD.STATE containing the following line. Note
that the name of this file must match the “config-id” parameter in the boot file.

pri mary-nornmal O;

On the Secondary system, create the boot file at TCPWARE:DHCPD.BOOT with the

keyword "secondary", the secondary and the primary IP addresses, and configurati
On the secondary system, the configuration ID may be "dhcpd" or may be a name

refers to the primary. Either way, the names of the configuration, lease, and state fi
must match this name.

Secondary system boot file syntax:

secondary <secondary-ip> <primary-ip> "config-id";

on ID.
hat
es

Also on the Secondary system, if there is no state fileSageFile for DHCP Safe-
failover), create one at TCPWARE:DHCPD.STATE containing the following line. No
that the name of this file must match the “config-id” parameter in the boot file.

backup- nor mal 0;

le

If you don't already have a configuration file, write a configuration file containing the

subnets, shared networks, IP address ranges, hosts, etc, that reflect your network

and the

hosts you want the DHCP server to service. Include any DHCP Safe-failover parameters

as needed (sd2HCP Safe-failover Configuration File Satements).

Copy the configuration file to the TCPWARE directory on both the Primary and the
Secondary systems.

Note! Make sure the name of the configuration file matches the conf i g-i d parameter
in the boot file for that system.

Preferably, the configuration files on the Primary and the Secondary server system
should be the same. To help ensure that the configuration file is valid for both syste

D

ms,

make sure it containssailbnet statement for every subnet that either the Primary or the

Secondary system has a network interface on.

Make sure that both the Primary and the Secondary systems have lease files in the
TCPWARE directory with the name that matchesfi g-i d. If the lease file does not
exist, create an empty one.

10

Run the DHCP server on both the Primary and the Secondary systems. The two s€
will establish communications with each other and you're in business!

Boot File for Safe-failover

To use Safe-failover, create aboot file at TCPWARE:DHCPD.BOOT. The boot file is used to
specify the following for Safe-failover operation:
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* Server's mode of operation
* Server'sown IP address

* Partner server's | P address
¢ Configuration ID

The format of the boot fileis:

nmode [server-1P partner-1P] "config-id";
If the boot fileis not present, the server operates with DHCP Safe-failover disabled. It uses
tcpware:dhcpd.conf and tcpware:dhcpd.leases for its default configuration and leasefiles. In this
state, the service parameters CONFIGFILE and L EASEFILE may be used to rename or move these
files. The server does not use a state file to keep track and remember its state transitions when
running in standalone mode (that is, with DHCP Safe-failover disabled). See Sate File for DHCP
Safe-failover for adescription of state files.

The following server modes are possible;

Table2-5 DHCP Safe-failover Server Modes

Inthis
mode Theserver runs...

Primary Asthe primary server, with DHCP Safe-failover functionality enabled. In this
mode, the server tries to "shadow" each of its lease transactionsto its configured
secondary server.

Secondary | Asthe secondary or Backup server, with DHCP Safe-failover functionality
enabled. The server receives lease transaction updates from its configured
primary server, and maintains an up-to-the-minute hot backup of the lease
database. If the primary server crashes, or is shut down, the secondary server
takes over.

Standalone | With DHCP Safe-failover disabled.

The | P address following the server mode isthe server address, the next | P address is the secondary
or backup server |P address.

The configuration ID is the file name (without the file type) of the configuration, lease, and state
files. For example, if the configuration ID is ALPHA, the DHCP server looks for a configuration
file named ALPHA.CONF, alease file named ALPHA.LEASES, and a state file named
ALPHA.STATE.

primary 199.23.24.11 199.23.24.25 "ALPHA";

The example boot file designates the current server as the primary with its own | P address of
199.23.24.11 and the secondary server | P address of 199.23.24.25.

If the mode of operation is "standalone," the | P addresses are not needed. Theformat is
st andal one "config-id";
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State File for DHCP Safe-failover

The state file is written by the DHCP server when it is running in DHCP Safe-failover mode. The
state file saves server state changes so that a server can "remember" itslast stateif it crashesoris
re-started. Alternately, you can use the state file to force the DHCP server to start up in adesired
mode (operator override). This feature allows you to switch the server into partner-down mode
without alengthy time-out period, or to start up in recover mode (that is, to force the DHCP server
to download the entire |ease database from the partner).

The server appends alineto the state file every timeits DHCP Safe-fail over state changes. Thelast
linein thefileisthe most current DHCP Safe-failover state.

The state file consists of one or more lines of the following format:

server_state transaction_count; [date-tine;]

In the syntax, server_stateis one of the following:

Table2-6 DHCP Safe-failover Server States

* failover-disabled * primary-comint * primary-conflict
* startup * backup-comint * backup-conflict
* primary-normal * primary-partnerdown * primary-recover
* backup-normal * backup-partnerdown * backup-recover

Server-to-server messages are each assigned a monotonously increasing transaction number, which
isrecorded in the transaction_count field. Thisis an unsigned 32-bit number.

If the date-time stamp is present, the DHCP server assumes that the state was recorded by the
server itself. In this case, the server, upon starting up, calculates the safest state based on the
recorded state and the time elapsed. If the date-time stamp is not present, the DHCP server treats
the entry as an operator-written override command and starts up in the specified state.

DHCP Safe-failover Lease File Statements
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The statements shown in Table 2-7 have been added to the DHCP |ease file for DHCP Safe-
failover. These arein addition to the DHCP lease file statements listed in Table 2-4.

Table2-7 DHCP Safe-failover Lease File Satements

Satement Description

acked-sec-interval seconds; Acknowledged secondary lease interval. For information,
see the DHCP Failover internet draft.

acked-sec-interval-start seconds; | Thetime when the partner was notified of the lease.

active; This IP address has a current |ease.
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Table2-7 DHCP Safe-failover Lease File Satements (Continued)

Satement

Description

backup;

This|P addressisreserved for use by the secondary
(backup) server.

desired-interval seconds;

Thelength of the desired lease.

expired; Thelease for this | P address has expired.

free; This|P address is available to be assigned.

released,; Theleasefor this | P address has been released by the client
or by the operator.

reset; The DHCP server had marked this IP address as
abandoned. The operator changed its status to available.

safe-lease; Thisisused in the Partner Down state to indicate that the

I P address belongs to this server.

transaction-id number;

Thisisthe transaction number that was assigned to this
lease when it was queued or sent as an update to the partner
server.

update-count n;

For each lease, the server which issues the |ease sends an
updateto its partner server. This statement records the state
of that update.

0 meansno updateis required

1 meansthat no update has been sent

2+ means 1 or more updates have been sent

DHCP Safe-failover Configuration File Statements

The statements shown in Table 2-8 have been added to the DHCP configuration file for DHCP
Safe-failover. These are in addition to the DHCP configuration file statements listed in Table 2-1.
All the parameters in Table 2-8 must be placed in the configuration file's global scope, with the
exception of the backup-pool-size parameter. It may also be specified within a shared-network or

subnet declaration.
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Table2-8 DHCP Safe-failover Configuration File Satements

Satement

Description

backup-ack-interval

The number of seconds used as the basis of the DHCP server's
logarithmic back-off algorithm used for resending ACK messagesto the
secondary server. The default is 1 second.

backup- ack-i nterval seconds;

backup-pool-size

Thisisthe percentage of the |P address pool set aside for the Secondary
server’s emergency use. The DHCP server will reserve no more th
50% of the available addresses. The default is 10%.

backup- pool -si ze percent;

com-int-timeout

The number of seconds the server should wait for an expected re
from its partner before switching to communication interrupted mog
The default is 600 seconds (10 minutes).

comint-tinmeout seconds;

failover-port

The UDP port the Primary and Secondary servers should use for
DHCP Safe-failover messages. The default is 647.

failover-port port;

an

sponse
e.

mclt

Maximum Client Lead Time: This is the length of lease in seconds
give out on afirsttime basis, or the clientlead time for renewals. See th
DHCP Failover internet draft for a more detailed explanation. The
default is 3600 seconds (1 hour).

nclt seconds;

to
ne

safe-period-timeout

The number of seconds spent in communication interrupted state
automatic switch over to partner-down state. A value of 0 means n
automatic switch over. The default is 0 seconds.

saf e- peri od-ti meout seconds;

before
o}

startup-delay

The number of seconds to wait during startup before the server m
from STARTUP state to the state specified in the state file. The def
is 5 seconds.

oves
ault

startup-del ay seconds;
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Transitioning to DHCP Safe-failover Partner-Down State

There are three ways that you can transition the DHCP server to Partner Down state, which
indicates that its DHCP Safe-failover partner is down.

1 | If the parameter safe-period-timeout is specified in the configuration file, the DHCP server
transitions to Partner Down state automatically after it has been in Communication
Interrupt state for the specified time.

2 | You can put the DHCP server into Partner Down state using the following NETCU
command:

$ netcu set dhcp/ partnerdown

3 | You can edit the DHCP server state file and add aline to the end containing the Partner
Down state and transaction number desired. Add either line;

* primary-partnerdown transaction-number;
¢ backup-partnerdown transaction-number;

The next time the DHCP server is restarted, it will be in Partner Down state. You can
restart the DHCP server by shutting down the server with the NETCU STOP/DHCP
command. NETCP automatically restarts the DHCP server.
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Chapter 3

Common Interfaces

Introduction

This chapter describes the following network interfaces:

* Ethernet

¢ Fiber Distributed Data Interface (FDDI)

* Token Ring

* LAN Emulation over ATM

* Classical IPover ATM

e HYPERchannel

* |P-over-DECnet

* proNET

* Compag Wide Area Network (WAN) device drivers
* Pseudo devices

Alpha systems may not support all the interfaces supported by TCPware for OpenVMS software.
Seethelnstallation & Configuration Guide, Chapter 3, Configuring the TCP/IP Core Environment,
Table 3-4.

Ethernet, FDDI, Token Ring, and ATM

TCPware for OpenVMS supports all Compaq Ethernet, FDDI, Token Ring, LAN Emulation over
Asynchronous Transfer Mode (ATM), and Classical IP over ATM (CLIP) interfaces, so that you
can send IP datagrams over these types of LANS.

These interfaces generally include the use of the Address Resolution Protocol (ARP) and the
Reverse Address Resolution Protocol (RARP), except CLIP, which does not support RARP.

For details on configuring LAN network devices and their addresses, see the Installation &
Configuration Guide, Chapter 3, Configuring the TCP/IP Core Environment.
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Address Resolution Protocol

ARP dynamically maps between internet and physical addresses. TCPware provides an ARP table
of mappingsthat it keepsin cache. If amapping is not in this cache when adatagram is transmitted,
TCPware queues the datagram and broadcasts an ARP request over the network. When a host
responds with an internet-to-physical address mapping, TCPware adds it to its cache and transmits
the queued datagrams.

TCPware's implementation of ARP does not probe for impostors. However, it may generate the
following OPCOM message, which includes the physical address of the system with a duplicate
internet address:

Duplicate | P address! Sent from physical address...

In the rare case where the remote system does not support ARP, you can use the ADD ARP and
REMOVE ARP commands in TCPware's Network Control Utility (NETCU) to add or remove
entries for the system. You can also find specific ARP entries using FIND ARP, and show the
entire ARP table using the SHOW ARP command.

You can also set various ARP parameters using /ARP_x qualifiers with the SET INTERFACE
command. The ARP qualifiers control when to check the age of an ARP entry, how long to keep it
in cache, how long to wait for an unresolved entry to be removed from cache, and the maximum
size of the cache. TCPware provides defaults for these parameters, so you do not normally need to
use these commands. For example, it normally removes entries from its ARP table if it does not
receive a packet for an entry within 10 minutes, or if the table is more than 512 entries long.

Reverse Address Resolution Protocol

The Reverse Address Resolution Protocol (RARP) enables adiskless client to find its | P address at
startup from a RARP server. The diskless client broadcasts a request that containsits physical
hardware address. The server maps the hardware address to the | P address corresponding to the
physical address of the client. The TCPware system only respondsto RARP requests for permanent
address entries in its ARP cache. (Note that BOOTP provides the same type of services.)

RARP support is enabled by default for all Ethernet, FDDI, and Token Ring interfaces. RARP
support is disabled for LAN Emulation over Asynchronous Transfer Mode (ATM) and Classical IP
over ATM (CLIP-n) lines. You can explicitly disable RARP support using the NETCU START/IP
command with the /[FLAGS=NORARP qualifier.

Ethernet Trailer Packets

3-2

TCPware can operate with trailer packets enabled or disabled. Trailer packets have some of the
packet headers at the end of the packet rather than at the beginning. TCPware disables trailer packet
support by default on Ethernet lines. However, some implementations use trailer packets, such as
those running under UNIX. TCPware can receive and process trailer packets, but it will never
transmit them.

To disable trailer packets on UNIX systems, use thei f conf i g command withthe-trailers
option. To disable trailer packets on OpenVMS systems, use the NETCU START/IP
/IFLAGS=NOTRAILERS qudlifier.
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Qualifiers with LAN Device Lines

The START/IP command supports a number of qualifiersthat you can use with Ethernet, FDDI,
Token Ring, LAN Emulation over Asynchronous Transfer Mode (ATM), and Classical |P over
ATM lines. See Table 2-11 and Table 2-13 in the NETCU Command Reference.

VMS Communications Interfaces Support

TCPware supports VM S Communications Interfaces (VCls). VCI is a high speed interface to the
LAN drivers. If you want to disable VCI support for some reason, use the /[FLAGS=NOV ClI
qualifier to the NETCU START/IP command.

Limiting Receive Packet Rate
TCPware supports placing alimit on the number of receive packetsit processes per second. If a
limit is set on an interface and that limit is exceeded, TCPware may issue the following OPCOM
message:
Warning - nmaxi numrecei ve packet rate exceeded on line line-id (rate
packet s/ second) .

Thisindicates that the interface specified by line-id received more packets than were allowed. This
may indicate that either the receive packet rate limit istoo low or that aflood of packets arrived at
the system and a network problem exists that should be corrected. If the limit istoo low, raise it
using the NETCU SET INTERFACE /RECEIVE_LIMIT command. If anetwork problem exists,
investigate it and correct it.

HYPERchannel
TCPware supports any HY PERchannel interface supported by Network System Corporation’s
H269 device driver, including the UNIBUS, QBUS, MASSBUS, and BIBUS interfaces.

The HY PERchannel interface support includes the use of the Address Resolution Protocol (ARP).
Use ARP to automatically map an internet address to a physical address.

Address Format

When starting a HY PERchannel line, you must specify line-specific-information. Thisisthe local
HY PERchannel addressin 32-bit address. The format is aa- bb- cc- dd, where aa, bb, cc, and dd
are hexadecimal values representing each byte of the address:

* aaisthe global network address domain (if none, specify 00)
* bbisthe global network address network (if none, specify 00)
* ccisthephysical unit

* ddisthelogical unit

If you are using 16-bit addresses, specify the address as 00- 00- cc- dd.

The H269 driver's |IO$_ATTACH function uses the cc-dd portion of the local HY PERchannel
address as the path address. You should always specify the local HY PERchannel address parameter
as the 32-bit HY PERchannel address.
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Address Mapping
TCPware needs to map the 32-bit internet addresses into 32-bit HY PERchannel addresses. These
two address families are not related. That is, there is no mathematical formulathat you can useto
convert from one address family to the other. Instead, you must either configure an ARP server or
pre-load the address resolution table with the mappings.

Note! You must properly configure the server with address mappings for all systems on the
HYPERchannel network.

To pre-load the address resolution table, use NETCU ADD ARP commands (see the NETCU
Command Reference). The ADD ARP command requires that you specify a 48-bit value (in
hexadecimal format). The syntax is:

aa- bb- cc- dd- ee- ff

where the additional eeisthe HY PERchannel trunks-to-try mask (typically FF) and ff is the

HY PERchannel flags mask (typically 00). For ease of use, the ADD ARP command allows you to
specify most addresses using aa- bb- cc- da-00-00. It supplies the proper trunks-to-try mask of FF.
See the HY PERchannel documentation for information on other values for the trunks-to-try and
flags fields.

Notethat if you load the address resolution table through the ADD ARP command, specify
/PERMANENT. Otherwise, TCPware removes the added entries after a short time.

Qualifiers with HYPERchannel Lines

The START/IP command supports a number of qualifiersthat you can use with HY PERchannel
lines. See Table 2-11 in the NETCU Command Reference.

IP-over-DECnet

TCPware for OpenVMS provides support for DECnet interface implementations so that you can
send | P datagrams over DECnet links. Thislets you connect separate TCP/IP LANs over DECnet
WAN links.

Configuring DECnet Lines
To configure a DECnet line:

1 | Enter the DECnet line identification, internet address, and host name for the local internet
address in the response to the applicable prompts in the CNFNET network configuration
utility. Note that you need a different IP address for the DECnet line.

2 | Enter the appropriate line-specific information.

Line-Specific Information
The START/IP command line-specific-information parameter provides the required DECnet link
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information. Enter the line-specific-information in the following format:

node- nane: : " TASK=obj ect - nane"

Par ameter Identifiesthe...

node-name listener node when the master mode issuesit. It identifies the master node when
the listener mode issues it.

object-name | object used on thelistener node. Both the master and listener nodes must specify
the same object-name.

An IP-over-DECnet line has a master node at one end and a listener node at the other end.

Sample Configuration

Example 3-1 shows selections from a sample | P-over-DECnet configuration in TCPware's
CNFNET.

Example3-1 Sample Configuration in CNFNET

Line Id Net wor k Devi ce
ONA- n for Conpaq’ s DELQA, DESQA, or DEQNA ( XQDRI VER)

UNA- n for Conpaq’ s DELUA or DEUNA ( XEDRI VER)
Enter the line identifications [LPB-0,1SA-0]: LPB-0,| SA-0, DECNET-0

What is the local host’s | NTERNET ADDRESS for line | SA-0 [172.16.1.1]:
What is the NAME for line | SA-0 [BVA2]: BVA2

What is the SUBNET MASK for |ine SVA-0 [255.255.0.0]:

Do you want to enabl e TRAILER packet support for line ISA-0 [NQ:

Do you want to enabl e RARP (Reverse ARP) support for line | SA-0 [ YES]:

VWhat is the local host's | NTERNET ADDRESS for |ine DECNET-0: 172.16.1.2
VWhat is the NAME for |ine DECNET-0: BVA2

What is the SUBNET MASK for |ine DECNET-0 [255.255.0.0]:

What is the DECnet |link information for |ine DECNET-O:

ONAL: : " TASK=COZONE"

Is this the LI STENER end of the DECnet link for |ine DECNET-0 [NO:

The network devices are configured as follows:

Li ne Addr ess Nare Opt i ons
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LPB- 0 127.0.0.1 LOOPBACK
SVA- 0 172.16.1.1 BVA2 /| MASK=255. 255. 0. 0

/ FLAGS=( NOTRAI LERS)
DECNET-0 172.16.1.2 ONAL /| MASK=255. 255. 0. 0

ONAL: : "t ask=0OZONE"/ FLAGS=L| STENER

Qualifiers with DECnet Lines
The START/IP command supports a number of qualifiers that you can use with DECnet lines.

See Table 2-11 in the NETCU Command Reference.

proNET-10/80

The proNET-10 and proNET-80 token ring controllers produced by Proteon, Inc. form alink
between the hardware devices, the token ring, and TCPware.

Configuring proNET Lines

When you configure proNET lines, the D component of the internet address (using the standard
A.B.C.D convention) must match the node address of the proNET controller.

Qualifiers with proNET Lines
The START/IP command supports a qualifier that you can use with proNET lines.

See Table 2-11 in the NETCU Command Reference.

Compaqg Wide Area Network (WAN) Device Drivers
The Compag WAN Device Drivers are synchronous interfaces that form alink between the

hardware devices and TCPware. TCPware for OpenVM S supportsthe DSV11, DSB32, and DST32

Compag WAN interfaces.

Line-Specific Information
The NETCU START/IP command's line-specific-infor mation parameter provides the required

DECnet link information. The line-specific-information is a quoted string of the line configuration

options shown in Table 4-1.

For details on these parameters, such as the possible values for the line speed, CRC, and so on, see

Compag's VAX Wide Area Network Device Drivers Programmer’s Guide.
An example of line-specific-information is.
"PROTOCOL DDCMP PO NT CLOCK | NTERNAL LI NE SPEED 64000"

When specifying line-specific-information for Compag WAN Device Driverslines, be aware of the

following:
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* You must enclose line-specific-information in quotes for these lines.
* You can use keyword abbreviations.

Qualifiers with VAX WAN Device Driver Lines

The START/IP command supports several qualifiers you can use with Compag WAN Device
Driver lines. See Table 2-11 in the NETCU Command Reference.

Table3-2 WAN Parameters

Parameter Takes... Description
PROTOCOL DDCMP POINT | Line protocol used
LAPBE
LAPB
SDLC
DUPLEX HALF Line operation used
FULL
CLOCK INTERNAL Line clocking used
EXTERNAL
CRC type Type of CRC used (not recommended)
LINE SPEED baud Line speed (only useful with CLOCK
| NTERNAL)
RECEIVE BUFFERS number Number of receive buffers
RETRANSMIT TIMER | time Retransmission time (for PROTOCOL DDCMP
PO NT only)

Pseudo Devices

Pseudo devices are away to configure a physical device to have multiple Internet addresses.
Pseudo devices are typically used when a system is connected to a network that needs extra
network numbers assigned to it. Pseudo devices can also be used in place of secondary addresses
(for example, when a system has multiple addresses on the same network).

When starting a pseudo device, you specify the local Internet address, network mask, and the
physical device to which the pseudo device is connected.

Adding a Pseudo Device
CNFNET has been updated to allow for configuring pseudo devices.

The TCPware line-id for a pseudo deviceis PSD-n, and n is 0 to 255.
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To configure one or more pseudo devices via CNFNET, include the line-id or line-ids for the
pseudo devices when prompted to enter the line identifications for all the network devices. Be sure
to enter the pseudo device line-id after the physical device line-id. CNFNET prompts you for the
standard information (Internet address, host name, and subnet mask) and for the physical device
line-id for the pseudo device.

You can also start pseudo devices by using the NETCU START/IP command. See START/IPin
Chapter 2 of the NETCU Command Reference.

Characteristics of Pseudo Devices
Pseudo devices are interchangeable and usable just like physical devices.

However, there are afew special characteristics that are important to point out:

Multicast joins/leaves are redirected to the physical device.

NETCU SHOW NETWORK shows no transmit/receive counts for pseudo devices. The
physical device reflects the transmit/receive activity.

Pseudo devices are automatically removed whenever the physical device isremoved (such as
by aNETCU STOP/IP line-id command).

Starting a pseudo device on a pseudo device (by specifying a pseudo device line-id as the
Real-Line-ID for aNETCU START/IP command) is allowed; however, the underlying
physical deviceis actually used.

Packet filtering is not avail able for pseudo devices as these devices never receive any packets
(the physical device does). Therefore, you must do all packet filtering on the physical device
and must take this into consideration when creating the packet filter list. Attempting to issue
aNETCU SET FILTER or NETCU SHOW FILTER command on a pseudo device returns
an error message.

Once apseudo deviceis started, thereis no indication available as to the physical devicewith
which it is associated.

Theline-id value for pseudo devices is 00nn0042 (hex), where n is the unit number (PSD-n).
For proper operation of pseudo devices (and TCPware in general), the LPB-0 (loopback)
device must exist. The LPB-0 deviceis technically not optional.

Pseudo devices can not be started on unnumbered interfaces.

When to Use Pseudo Devices, Secondary Addresses, and Interface Routes

TCPware continues to support secondary addresses (NETCU ADD SECONDARY) and interface
routes (NETCU ADD ROUTE) in addition to the new pseudo devices. Some recommendations as
to which method to use and the conditions under which to use them are described next.

If a TCPware system is connected to a network via a single interface that has multiple
networks numbers assigned to it:

— Use a pseudo device for each network number on which the TCPware system has an

Internet address (other than the one that is used to start the physical device).

— Use an interface route for each network number on which the TCPware system does not
have an Internet address. For an interface route, specify the line-id of the physical device
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in place of the gateway address parameter.

* If aTCPware system has multiple addresses on a single network number:

— Use either pseudo devices or secondary addresses for the additional addresses. Usi
pseudo device has some advantages and is recommended (especially if a DNS servi
running on the system).

* Tousethe cluster aliasfailover support:
— The secondary address feature must be used.

Note! If your site is using secondary addresses you might want to consider whether switching to
pseudo devices makes sense for these addresses.
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Chapter 4
Serial Link Interfaces: PPP and SLIP

Introduction

This chapter describes the serial link interfaces available with TCPware. There are two types of
serial link interfaces:

¢ Point-to-Point Protocol (PPP)
* Seria LinelP (SLIP)

Point-to-Point Protocol Interface

TCPware supports the Point-to-Point Protocol (PPP) so that you can send | P datagrams over serial
links, including LAT or modem connections.

PPP is an enhancement to the nonstandard Seria Line IP (SLIP) interface (see Serial Line IP
Interface). PPP provides self-contained error detection and automatically negotiated header
compression. It also provides authentication through the Password Authentication Protocol (PAP)
or Challenge Handshake A uthentication Protocol (CHAP), which you can set using PPPD
command options.

You configure PPP on the TCPware host using the PPPD command and its options at the DCL
prompt or aggregated in an options file. You do not need to configure PPP using the configuration
procedure (CNFNET) or Network Control Utility (NETCU) commands.

Implementation

PPPisastandard (as Internet STD 51, or RFC 1661) for transporting multiprotocol datagrams over
serial point-to-point links. PPP is composed of three parts:

* A method to encapsulate multiprotocol datagrams over serial links.

* Anextensible Link Control Protocol (LCP) to establish, configure, and test the data link
connection.

¢ A family of Network Control Protocols (NCPs, such asthe IP Control Program and the
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authentication protocols) to establish and configure the different network layer protocols.

You need TCP/IP and application software at each end of the PPP link. One end can be TCPware,
while the other end (known as the peer) can be any PPP client implementation. Figure 4-1 shows a
typical PPP network.

Figure4-1 SampleInternet with PPP Link

host host

192.168.95 2 192.168.34 .2
PPP
MNetwork
Gateway A ”1’« Gateway B
192.168.21.0

host host

192.168.95.3 192.168.34 .3

Because PPP lines are point-to-point connections, with TCPware you have the option to configure
PPP lines as network lines or as unnumbered interface lines. The advantage to unnumbered
interface linesisthat you do not need to assign them | P addresses.

TCPware supports both dedicated and dialup PPP lines. PPP is common with line speeds from 14.4
to 28.8 kilohits per second (Kb/s).

PPP isimplemented as a single program, PPPD, the PPP daemon, which runs as aforeign
command. The daemon is a process that:

* Runs between the terminal driver and IP driver.
* Negotiates PPP line configuration with a peer PPP node.
¢ Establishes the PPP connection between the specified serial line and TCPware.

There is one PPPD process for each physical connection.

You control PPP through PPPD command line options, which you can add to an optionsfile
(TCPWARE:PPPOPTIONS.DAT).

Before Configuring PPP Lines
Before you begin configuring PPP lines:

* Youmust setthe TTY_ALTYPAHD system parameter larger than its default value. This
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avoids losing characters. The higher the line speed, the higher you should set this parameter.
For most applications, 1024 is appropriate.

TTY_ALTYPAHD isnot adynamic parameter. If you use SY SGEN to change it, you must
reboot the system for the change to take effect.

* The MAXBUF system parameter must be at least twice the maximum transmission unit
(MTU) of the PPP line plus 134. The default MTU for PPP linesis 1500 bytes; therefore,
MAXBUF must be at least 3134. Increase MAXBUF if necessary. MAXBUF is dynamic. If

you use SY SGEN to changeit, you do not need to reboot the system for the changein value
to take effect.

¢ Determine the speed of your serial line or modem. You may need to specify thisline speed as
a PPPD command parameter.
* Make surethat the terminal device you specify is allocated to your current process.

PPPD Command

You configure PPP lines on your local system using the PPPD command at the DCL prompt and
specifying the appropriate options. You start PPPD as aforeign command as follows:

$ PPPD : == $TCPWARE: PPPD. EXE
$ PPPD options

When you start PPPD, it either begins sending PPP packets to the specified terminal device to start
negotiating, or waits for PPP packets to arrive, depending on the options specified on the command
line. When negotiation is complete and IP is up, you can tell if the PPP device is configured by
using the NETCU command SHOW NETWORK:

$ NETCU SHOW NETWORK

TCPware(R) for OpenVMs Internet Network |nformation:
Li ne Local Address Subnet Mask Mru Xmts Errs Recvs Errs RBU

PPP-0 192.168. 142. 57 255. 255.255.0 1500 1 0 1 0 0
LPB-0 127.0.0.1 255.0.0.0 64512 74 0 74 0 0

The PPP line shows up as PPP-n, the n starting with 0 and incrementing for each new line.
A PPP session is terminated in one of the following ways:

* If you enter the NETCU STOP/IP command for the PPP line
* The peer terminates the PPP session

* Theserial lineishung up (for modem lines)

* The PPPD processis stopped

The PPPD process either ends or listens on the line for more incoming PPP packets, depending on
the command line option used. PPP also ends when it cannot agree on the option negotiation during
startup. An example is when the peer requires CHAP authentication and the local host only has
PAP authentication configured.
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By default, PPPD creates a detached process to which it hands over theterminal device. To execute
PPPD in foreground mode, use the -DETACH (or -NODETACH) option with the PPPD command.
(Note that special privileges apply to a detached process. See the -DETACH option in the PPPD
command reference for details.) The name of the detached processis PPP_ter minal -device-name.

The TCPWARE:PPPOPTIONS.DAT file can contain any option you can specify on the PPPD
command line. Optionsin the file have precedence over the options on the command line. The
options file can contain any of the PPPD options, separated with spaces or tabs. You can specify
options in multiple lines, as in the following example:

NETMASK 255. 255. 252. 0 ASYNCMVAP 0O
NAME S| Rl US. PROCESS. COM
AUTH +CHAP

You can specify command filesin four different PPPD options, as described in Table 4-1.

Table4-1 PPPD Optionswith Command File Parameters

Option Description

CONNECT file Sets the terminal device through the specified command file

DISCONNECT file Resets the terminal device through the specified command file

IPUPfile The specified file executes when |P is started over PPP

IPDOWN file The specified file executes when | P over PPP is shut down

The command file associated with the CONNECT and DISCONNECT options must return an exit
status to PPPD with the EXIT command. PPPD waits for the script to finish and terminates if the
return status is not successful (the status code is an odd number). The command files are provided
with the device name as the P1 parameter. You can use a dialup scripting program such as
KERMIT.

The IPUP and IPDOWN options are executed asynchronously so that PPPD does not wait for their
completion. They are provided with the following command parameters:

Parameter Description

P1 Interface name (such as PPP-0)

P2 Terminal device (suchas_TTA3:)

P3 Local IP address

P4 Remote IP address

P5 (Optional) String specified with the IPPARAM option
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Configuring PPP Links

The PPPD command line parameter and options shown in Table 4-2 control the PPP link
configuration and specify the basic characteristics of the PPP link.

Table4-2 PPP Link Basic Configuration Options

Option Description

device-name Terminal device, such as TTA3

ASYNCMAP map | Bit map of charactersto escape

CRTSCTS Uses hardware flow control
ESCAPE xx,yi... Escape character definitions
MRU n Maximum Receive Unit (MRU)

See Command Reference for details on each option.

By default, PPPD starts sending out configuration requests to the peer to establish a connection,
and terminates when the connection shuts down, negotiation fails, or the peer does not respond
within a set timeout period. You can change this course of action using the options shown in Table
4-3.

Table4-3 Link Customization Options

Option Description

PASSIVE | Initiates negotiation but waits passively for the peer to respond if that fails

SILENT Passively waits until the PPP packet arrives

PERSIST | After the PPP connection isterminated, waits for anew connection without exiting
(in the case of adial-out, reestablishes the connection by redialing)

Authentication

PPPD provides sufficient access control. You can provide legitimate users PPP access to a server
machine, without fear of compromising the security of the server or the network it ison. This
access control is available as a combination of the following:

* The TCPWARE:PPPOPTIONS.DAT file, where you can place options to require
authentication when running PPPD.

¢ Password Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol
(CHAP) secrets files (see Using the Challenge Handshake Authentication Protocol
(CHAP)), where you can restrict the set of |P addresses for individual users
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PPPD’s default action isto agree to authenticate if requested, and not to require authentication from
the peer. However, PPPD does not agree to authenticate itself with a particular protocol if it has no
secretsit can use to do so.

You can change this behavior with the command line options shown in Table 4-4.

Table4-4 Link Authentication Options

Option | Description

AUTH Peer authenticates (any authentication)

+CHAP | Peer authenticates with CHAP

-CHAP | Do not agree to authenticate with CHAP

+PAP Peer authenticates with PAP

-PAP Do not agree to authenticate with PAP

Using the Password Authentication Protocol

The Password Authentication Protocol (PAP) provides a simple method for the peer to establish its
identity. PAP uses atwo-way handshake with a simple name and password combination. This
handshake occurs only on establishing the initial PPP link.

PAP is not a strong authentication method. Passwords go over the circuit as clear text, and thereis
no protection from playback or repeated trial and error attacks.

Note! You can optionally authenticate using the user/password combination in the OpenVMS UAF file

by option " | ogi n".

Using the Challenge Handshake Authentication Protocol

The Challenge Handshake Authentication Protocol (CHAP) is a stronger method than PAP of
authenticating the PPP link, and is the preferred method. A CHAP secret (password) is encrypted,
and you can repeat authentication periodically during the session using different challenge values.

Authentication Files
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Authentication information is stored in either the TCPWARE:PPPCHAPDAT file for CHAP or
the TCPWARE:PPPPAPDAT file for PAP authentication. The contents of these files are used both
for authenticating incoming peer hosts and authenticating the local host to remote peers. You can
use the TCPWARE:PPPSECRET.TEMPLATE file as atemplate for both, since the format for both
isidentical. The following example shows a PPPCHAPDAT entry that authenticates the local host
to a peer:

# TCPWARE: PPPCHAP. DAT
#
# | ocal /user nane server nane secret/ password [address restriction]
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Secret String

198. 168. 142. 57

Both files are multicolumned text files. Comment linesin PPPCHAPDAT start with the number

sign (#). Each line consists of three fields with additional optional fields, as follows:

fieldl field2 field3 optional-fields

White space separates the fields. You can use the asterisk (*) wildcard in thefirst and second fields.
Optional fields can contain lists of authorized peer |P addresses. If the optional field is omitted, any

IP addressis allowed.

Thefields have different meanings for PAP and CHAP authentication, and its direction, asgivenin

Table 4-5.

Table4-5 PAP and CHAP Authentication File Fields

PAP authentication of incoming peer:

fieldl field2 field3 optional
local-username peer-hostname user-password

PAP authentication of local host to peer:

fieldl field2 field3 optional
peer-username peer-hostname user-password

CHAP authentication of incoming peer:

fieldl field2 field3 optional
peer-hostname local-hostname CHAP-secret-string

CHAP authentication of local host to peer:

fieldl field2 field3 optional
local-hostname peer-hostname CHA P-secret-string

Modifying Authentication Names

You can use several PPPD command line options to modify names used in authentication. These

options are shown in Table 4-6.

Table4-6 Authentication Name M odification Options

Option Description

DOMAINd Appends the domain name d to the local hosthame
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Table4-6 Authentication Name Modification Options (Continued)

NAME n Sets the local hostname to n

REMOTENAME n | Setsthe assumed remote hostnameto n

USEHOSTNAME | Uses the system-specified local host name

USER u Sets the username to u for PAP

IP Addresses
The parameter and options shown in Table 4-7 are related to configuring | P addresses.

Table4-7 |IP Address Configuration Options

Parameter or option Description

local-1 P-address.remote-1P-address | Local and remote |P addresses; either can be omitted

-IP Disables IP address negotiation
NETMASK n Sets the interface mask to n
NOIPDEFAULT Disables use of the local 1P address as the default

It isusually not necessary to specify the |P addresses. By default, each peer usesits default IP
addressif it knowsit.

Incoming Dialup Lines
Perform these steps to set up an incoming dialup PPP line:

1 | Create alogin account for the PPP site using the OpenVMS AUTHORIZE utility. This
should be a captive account and must have OPER privileges.

2 | Create aLOGIN.COM filefor this account. The TCPWARE:PPPLOGIN.TEMPLATE file
isavailable. Figure 4-2 shows an unnumbered interface example.

Figure4-2 Sample LOGIN.COM File

ON WARNI NG THEN LOGOUT

| E (FSTRNLNM " TCPWARE_NETCP_MBX"') .EQS. "") THEN GOTO NOTCPWARE
PPPD : == $TCPWARE: PPPD

TT = FSTRALNM " TT")

WRI TE SYS$OUTPUT "Starting PPP..."

DEFI NE/ USER SYS$ERROR NLAO:

DEFI NE/ USER SYS$OUTPUT NLAO:

R e R e
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$ PPPD PROXYARP :192.168.95.12 ' TT' - DETACH

$ WRI TE SYS$OQUTPUT "Shutting down PPP..."

$ EXIT

$ NOTCPWARE:

$ WRI TE SYSSQUTPUT " 9%°PP- F- NOTACT, TCPware not active"
$ LOGOUT

Once you set up the account and login file, the remote site dials the OpenVMS system and logsiin
as the PPP user to establish the connection. The login command file automatically configures the
PPP line.

Create a separate account and LOGIN.COM file for each remote PPP site.
Note! Unlike TCPware'’s SLIP implementation, this account can remain logged in during the PPP

session. You can use ordinary OpenVMS user accounting to charge the user for the PPP
connection. If you prefer to free up login sessions, you can remove the -DETACH option.

Routing
The options shown in Table 4-8 are related to configuring routes.

Table4-8 Routing Configuration Options

Option Description

DEFAULTROUTE | Usesthe remote host as the default gateway

-IP Disables I P address negotiation

NETMASK n Sets the interface mask to n

PROXYARP Starts the line as an unnumbered interface and enables proxy ARP
-PROXYARP Disables proxy ARP

Traditional Numbered Interfaces

Figure 4-3 shows a sample internet consisting of three networks: Ethernet network 192.168.95.0,
PPP network 192.168.21.0, and Ethernet network 192.168.34.0.
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Figure4-3 Sample Internet with PPP Link

Ethernet network Ethernet network
192.168.95.0 192.168.34.0
host host
| 192 1895 2 192.168.34 2 =
PPP
192.168.95 1 Network 192.168.34 1
192.168.21.0

Gateway A ,“1___, Gateway B

192.168.21 1 192.168.21 .2
host host
192.168.95 3 192.168.34 3

Each gateway has an internet address for each network to which it connects. In this example, PPP
network 192.168.21.0 is set up so that networks 192.168.95.0 and 192.168.34.0 can communicate.

Initiate the PPP link from local host 192.168.95.1 to peer 192.168.34.1 as follows:

$ PPPD 192.168. 21.1:192. 168. 21. 2 NETMASK 255. 255. 255. 0 TTA2

Perform a similar command on local host 192.168.34.1. You must also set up routing through the
established connection. To do so in this setup, create a command file with the following contents
for Gateway B, and use the PPPD 1PUP option to specify the command file:

$ RUN TCPWARE: NETCU ADD ROUTE 192.168.34.0 192.168.21.1 / NETWORK / GATEWAY

Unnumbered Interfaces

In the case of asingle host connection over a PPP line to a network, you may not be able to dedicate
a separate network number to the connection. This requires you to use an unnumbered interface.
Figure 4-4 shows such a scenario.
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Figure4-4 Sample PPP Connection with an Unnumbered I nterface

[ | hiost hiost
192.168.95 2 192.168.34.2
SLIP Network
Gateway A ‘—"1'./ Gateway B
192.168.21.0
[ | hiost hiost ||
192.168.95 .3 192.168.34 .3

Here is how you would set up the connection on host 192.168.34.1.

$ PPPD 192.168. 34. 1: 192. 168. 34. 4 NETMASK 255. 255. 255. 0 PROXYARP TTA2

The PROXYARP option lets host 192.168.34.1 respond to Address Resolution Protocol (ARP)
requests for the remote host's address. In this way, other hosts on the 192.168.34.0 network can
send any packets addressed to 192.168.34.2. Thisis known as "proxy ARP" and keeps you from
having to add the host routes on all other hostsin network 192.168.34.0.

The PROXYARP option does the following:

e Startsthe PPP interface as unnumbered
* Enables proxy ARP for the remote node
* Addsahost route to the remote node through the PPP interface

TCP/IP Header Compression

PPPD also provides the option to compress TCP/IP headers using the Van Jacobson (V J) header
compression algorithm. Compression is enabled unless you for some reason want to disableit. The
options shown in Table 4-9 are related to TCP/IP header compression.

Table4-9 TCP/IP Header Compression Options

Option Description
-VJ Disables VJ compression
-VJCCOMP Disables VJ Connection ID compression

VIJIMAX-SLOTSn Sets the number of VVJ connection slotsto n
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Command Reference

The following pages include the command reference for the PPPD command. The options include
parameters and options (some with arguments). Parameters and options are listed alphabetically.

Frequently used parameters and options include:

device-name local-1P-address:remote-I P-address ASYNCMAP map
AUTH CRTSCTS DEFAULTROUTE | ESCAPE XX,y,...
MRU u MTU u NETMASK n PASSIVE
SILENT
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PPPD

Provides the basic Link Control Protocol (LCP), authentication support, and a Network Control
Protocol (NCP) for establishing and configuring the IP Control Protocol (IPCP). Parameters and
options are listed alphabetically for reference.

Requires OPER and PHY _IO privileges. Requires READALL privilege if secret files are used.
Requires TMPMBX, DETACH, and SHARE privileges for running in detached mode.

Format
PPPD [parameters| options]

Parameters
device-name

Communicates over the named device. If no device name is given, or the name of the controlling
terminal is given, PPPD uses the controlling terminal.

local-1 P-address: remote-l P-address

Setsthelocal or remote interface | P addresses. Either one may be omitted. The | P addresses can be
specified with a hostname or in decimal dot notation (such as 150.234.56.78). The default local
addressisthe (first) IP address of the system (unless the NOIPDEFAULT optionis given). The
remote address is obtained from the peer if not specified in any option. Thus, in simple cases, this
option is not required. If alocal and/or remote IP address is specified with this option, PPPD does
not accept a different value from the peer in the IPCP negotiation, unless the IPCP-ACCEPT-
LOCAL or IPCP-ACCEPT-REMOTE options are given, respectively.

Options
-AC
Disables address/control compression negotiation (default).
-ALL

Disables requesting or allowing negotiation of any options for LCP and | PCP (uses the default
values).

-AM

Disables ASY NCMAP negotiation (uses the default ASYNCMAP, which is to escape all control
characters).

ASYNCMAP map
-AS map

Sets the async character map to map, which describes which control characters cannot be
successfully received over the serial line. The peer isrequested to send these characters as a two-
byte escape sequence. The argument is a 32-bit hex number with each bit representing a character
to escape. Bit 0 (00000001) represents the character 0x00; bit 31 (80000000) represents the
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character Ox1f (Ctrl/ ). If multiple ASYNCMAP options are given, the values are ORed together.
If no ASYNCMAP option is given, no async character map will be negotiated for the receive
direction; the peer should then escape all control characters.

AUTH
Requires the peer to authenticate itself before allowing network packets to be sent or received.
+CHAP

Requires the peer to authenticate itself using CHAP (Challenge Handshake Authentication
Protocol) authentication.

-CHAP

Disables authentication using CHAP.

CHAP-INTERVAL n

Rechallenges the peer every n seconds using CHAP.

CHAP-MAX-CHALLENGE n

Sets the maximum number of CHAP challenge transmissions to n (default 10).
CHAP-RESTART n

Setsthe CHAP restart interval (retransmission timeout for challenges) to n seconds (default 3).
CONNECT command-file

UsesaDCL command fileto set up the serial line. If used with -D, debug output islogged in the
command-file.LOG file.

CRTSCTS

Uses hardware flow control (RTS/CTS) to control the flow of data on the serial port. If you use
neither CRTSCTS nor -CRTSCTS, the hardware flow control setting for the serial port is
unchanged.

-CRTSCTS

Disables hardware flow control (RTS/CTS) on the serial port. If you use neither CRTSCTS nor -
CRTSCTS, the hardware flow control setting for the serial port is unchanged.

DEBUG
-D

Enables debugging.
DEFAULTROUTE

Adds a default route to the system routing tables, using the peer as the gateway, when IPCP
negotiation is successfully completed. This entry is removed when the PPP connection breaks.
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-DEFAULTROUTE

Disables the defaultroute option. If you want to prevent users from creating default routes with
PPPD, place this option in the TCPWARE:PPPDOPTIONS.DAT file.

-DETACH
-NODETACH

Executes PPPD in foreground mode. Normally, PPPD creates a detached process to which it hands
over theterminal device. To start in detached mode, PPPD requires DETACH privilege, along with
TMPMBX and SHARE privilegesif you are using your login device as a PPP device. -DETACH
and -NODETACH areidentical.

DISCONNECT command-file

Runs the DCL command file after PPPD terminates the link. This command file could issue
commands to the modem to hang up, if hardware modem control signals were not available. If used
with -D, debug output is logged in the command-file.LOG file.

DNS address

I dentifies the primary Domain Name System (DNS) name server. If omitted, PPPD uses the first
name server specified by the TCPWARE_NAMESERVERS logical, set up through Domain Name
Services configuration.

DOMAINd

Appends the domain name d to the local host name for authentication purposes. For example, if
get host name() returnsthe name IRIS, but the fully qualified domain nameisIRIS.NENE.COM,
you would use the DOMAIN option to set the domain to NENE.COM.

ESCAPE xx,yy,...

Escapes the specified characters on transmission (regardless of whether the peer requests them to
be escaped with its async control character map). Specify the characters to be escaped as alist of
hex numbers separated by commas. Note that you can specify aimost any character for the
ESCAPE option, unlike the ASYNCMAP option that only lets you specify control characters. The
characters that cannot be escaped are those with hex values 0x20 through 0x3f , and 0x5e.

FILE file
Reads options from afile.
-IP

Disables IP address negotiation. If used, you must specify the remote | P address with an option on
the command line, or in the TCPWARE:PPPOPTIONS.DAT file.

IPCP-ACCEPT-LOCAL

Acceptsthe peer'sinterpretation of thelocal 1P address, even if thelocal 1P address was specified in
an option.
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IPCP-ACCEPT-REMOTE

Accepts the peer’s interpretation of its (remote) | P address, even if the remote | P address was
specified in an option.

IPCP-MAX-CONFIGURE n
Sets the maximum number of IPCP configure-request transmissions to n (default 10).
IPCP-MAX-FAILURE n

Sets the maximum number of IPCP configure-NAK s returned before starting to send configure-
Rejectsinstead to n (default 10).

IPCP-MAX-TERMINATE n

Sets the maximum number of |PCP terminate-request transmissions to n (default 3).
IPCP-RESTART n

Setsthe |PCP restart interval (retransmission timeout) to n seconds (default 3).
IPPARAM string

Provides an extra parameter to the IPUP and IPDOWN command file scripts. If used, the string
supplied becomes the fifth parameter to those scripts.

| PUP command-file

Executes the specified command file when IP over PPP starts up, asynchronously, so that PPPD
does not wait for the file's completion. Provided with the following command parameters:

Command Parameter | Description

P1 Interface name (such as PPP-0)

P2 Terminal device (suchas_TTA3:)

P3 Local IP address

P4 Remote | P address

P5 (Optional) String specified with the IPPARAM option

If used with -D, debug output islogged in the command-file.LOG file.
IPDOWN command-file

Executes the specified file when IP over PPP shuts down, asynchronously, so that PPPD does not
wait for the file's completion. Provided with the following command parameters:
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Command Parameter | Description

Pl Interface name (such as PPP-0)

P2 Terminal device (suchas_TTA3:)

P3 Local IP address

P4 Remote | P address

P5 (Optional) String specified with the IPPARAM option

If used with -D, debug output islogged in the command-file.LOG file.
KDEBUG n

Enables debugging of the low level interface with the IP and terminal driver. The argument nisa
number that is the sum of the following values:

Value Description

1 Enable general debug messages

2 Request that the contents of received PPP packets be printed

4 Request that the contents of transmitted PPP packets be printed
8 Request that raw data be received from the serial device

16 Request that raw data be transmitted to the serial device

LCP-ECHO-FAILURE n

Presumes the peer is dead if n LCP echo-requests are sent without receiving avalid L CP echo-
reply. If this happens, PPPD terminates the connection. Requires a nonzero value for the LCP-
ECHO-INTERVAL parameter. Use this option to enable PPPD to terminate after the physical
connection breaks (such as when the modem hangs up) in situations where no hardware modem
control lines are available.

LCP-ECHO-INTERVAL n

Sends an L CP echo-request frame to the peer every n seconds. Normally the peer should respond to
the echo-request by sending an echo-reply. You can use this option with the LCP-ECHO-
FAILURE option to detect when the peer is no longer connected.

LCP-MAX-CONFIGURE n

Sets the maximum number of L CP configure-request transmissionsto n (default 10).
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LCP-MAX-FAILURE n

Sets the maximum number of LCP configure-NAKSs returned before starting to send configure-
Rejects instead to n (default 10).

LCP-MAX-TERMINATE n

Sets the maximum number of LCP terminate-request transmissions to n (default 3).
LCP-RESTART n

Setsthe LCP restart interval (retransmission timeout) to n seconds (default 3).

LOGIN

Uses the system password database for authenticating the peer using PAP.

-MN

Disables magic number negotiation. With this option, PPPD cannot detect alooped-back line.
MRU n

Setsthe MRU (Maximum Receive Unit) value to n for negotiation. The peer is requested to send
packets of no more than n bytes. The minimum value is 128 and the default is 1500; 296 is
recommended for slow links (40 bytes for the TCP/IP header plus 256 bytes of data).

-MRU
Disables MRU negotiation. PPPD uses the default MRU value of 1500 bytes.
MTUn

Setsthe MTU (Maximum Transmit Unit) value to n. Unless the peer requests a smaller value
through MRU negotiation, PPPD requests that the IP layer send data packets of no more than n
bytes through the PPP network interface.

NAME n

Sets the name of the local system for authentication purposes to n.

NBDNS address

Identifies the primary NetBlOS name server.

NETMASK n

Sets the interface netmask to n, a 32 bit netmask in "decimal dot" notation (such as 255.255.252.0).
NOIPDEFAULT

Disables the default action when no local | P addressis specified, which isto determine (if possible)
thelocal |P address from the hostname. With this option, the peer must supply the local 1P address
during IPCP negotiation (unless you explicitly specify it on the command line, or in the
TCPWARE:PPPDOPTIONS.DAT file).

+PAP
Requires the peer to authenticate itself using PAP.

4-18



PPPD Serial Link Interfaces: PPP and SLIP

-PAP

Disables authentication using PAP.

PAP-MAX-AUTHREQ n

Sets the maximum number of PAP authenticate-request transmissions to n (default 10).
PAP-RESTART n

Setsthe PAP restart interval (retransmission timeout) to n seconds (default 3).
PAP-TIMEOUT n

Sets the maximum time that PPPD waits for the peer to authenticate itself with PAP to n seconds (0
means no limit).

PASSIVE
-P

Enables the "passive" option in the LCP. With this option, PPPD attempts to initiate a connection;
if it does not receive areply from the peer, it waits passively for avalid L CP packet from the peer
(instead of exiting, as it does without this option).

-PC

Disables protocol field compression negotiation (the default).

PERSIST

Disables exiting after a connection is terminated. Instead, tries to reopen the connection.
PROXYARP

Adds an entry to this system’s ARP (Address Resolution Protocol) table with the | P address of the
peer and the Ethernet address of this system. This also starts the PPP interface as an unnumbered
interface.

-PROXYARP

Disables the PROXYARP option. If you want to prevent users from creating proxy ARP entries
with PPPD, place this option in the TCPWARE:PPPDOPTIONS.DAT file.

REMOTENAME n
Sets the assumed name of the remote system for authentication purposes to n.
SDNS address

| dentifies the secondary DNS name server. If omitted, PPPD uses the first name server specified by
the TCPWARE_NAMESERVERS logical, set up through Domain Name Services configuration.

SILENT

Disablestransmitting L CP packetsto initiate a connection until avalid LCP packet is received from
the peer.
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SNBDNS address
Identifies the secondary NetBIOS name server.
USEHOSTNAME

Enforces the use of the hostname as the name of the local system for authentication purposes
(overrides the NAME option).

USER u
Sets the username to use to authenticate this machine with the peer using PAP to u.
-VJ

Disables negotiation of Van Jacobson style TCP/IP header compression (the default isto negotiate
TCP/1P header compression).

-VJCCOMP

Disables the connection-1D compression option in Van Jacobson style TCP/IP header compression.
With this option, PPPD does not omit the connection-1D byte from Van Jacobson compressed
TCP/IP headers, nor request the peer to do so.

VI-MAX-SLOTSn

Sets the number of connection dots to be used by the Van Jacobson TCP/IP header compression
and decompression code to n, which must be between 2 and 16 (inclusive).

Troubleshooting PPPD
PPPD provides two types of debugging information:

* Trace output to SYSSOUTPUT
* OPCOM messages

By default, PPPD generates OPCOM messages for fatal errors, such as afailure to open the IP
interface or insufficient privileges. In normal running operation, you should not see any OPCOM
message. If you have a problem getting PPPD to work, first search for the OPCOM messages for
PPPD.

You can aso specify the DEBUG option. This enables the PPPD process to print out informational
messages to SY SBOUTPUT. Define SY SFOUTPUT to the appropriate log file before invoking the
PPPD server (or you can invoke PPPD interactively and output to the terminal). You must specify -
DETACH to use this option.

When you specify the DEBUG (or -D) option, it debugs at level 5, which isto display up to
warning and significant events. For more informational and debugging information, you can raise
the debug level up to 7 by defining the logical TCPWARE_PPPD_DEBUG _LEVEL.

For a detached process, or if you prefer, you can also raise the message level for OPCOM
messages. By default, it is set to 4 to report fatal and error messages. You may want to raiseitto 5
to monitor the significant eventsin PPPD, or even higher for more detail by defining the logical
TCPWARE_PPPD_OPCOM_LEVEL.

4-20



PPPD Serial Link Interfaces: PPP and SLIP

If you get the OPCOM messages.

%I CPwar e_PPPD- E-setting termnal device failed with error 0x2C4
%I CPwar e PPPD- E- PPP device initialization failed with error 0x2C4
%BYSTEM F- DEVACTI VE, device is active,

Make sure that the device-name indicated on the PPPD command line is allocated to the current
process before starting PPPD.

Serial Line IP Interface

Use seria Line IP (SLIP) when you need to route TCP/IP traffic over a serial line instead of an
Ethernet cable. You most commonly use SLIP to connect systems on two Ethernet networks some
distance apart.

You need TCP/IP and application software at each end of the SLIP link. One end can be TCPware,
while the other end can be a SLIP implementation such as ULTRIX or SunOS. Figure 4-5 shows a
typical SLIP network.

Figure4-5 Samplelnternet with SLIP Link

|| host hiost
192 168.95.2 192168.34.2
SLIP Network
Gateway A ‘—"1_'—— Gateway B
192.168.21.0
| | hiost hiost ||
192 168.95.3 192.168.34.3

Because SLIP lines are point-to-point connections, with TCPware you have the option to configure
SLIP lines as network lines or as unnumbered interface lines.

TCPware supports both dedicated and dialup SLIP lines. Configure dedicated (hard-wired) SLIP
lines during network configuration. Configure dialup SLIP lines as you need them, as described in
this chapter. SLIP is common with line speeds from 1200 bits per second (bps) to 19.2 Kbps.

NETCP (not IPDRIVER) does the 1/0O to the terminal device to send and receive datagrams.
NETCP usesthe IPDRIVER External Interface to do this.

4-21



PART Il Managing Networks PPPD

SLI

Bef

P Line Identification

You can use any standard OpenVMS terminal deviceasaSLIP line. Unlike other line ID controller
numbers, the SLIP line ID is not related to the actual device name. CNFNET prompts you for the

actual device name during TCPware configuration.

The START/IP command line-specific-information parameter provides the OpenVM S device name

for the SLIP line. If you omit this parameter, TCPware assumes that the TCPWARE_SLIP_n
system logical (where nisthe controller number) defines the device.

The maximum number of SLIP linesyou can configure for one TCPware host is 256. You can
define lines SLIP-0 through SLIP-255. If you try to define a SLIP line with alarger number in
CNFNET, the message 9 CPWARE_CNFNET- E- | NVLI NE, i nvalid |ine appears.

ore Configuring SLIP Lines
Before you begin configuring SLIP lines:

* Youmust setthe TTY_ALTYPAHD system parameter larger than its default value. This

avoids losing characters. The higher the line speed, the higher you should set this parameter.
For most applications, 1024 is appropriate.

TTY_ALTYPAHD isnot adynamic parameter. If you use SY SGEN to change it, you must
reboot the system for the change to take effect.

The MAXBUF parameter must be at least twice the maximum transmission unit (MTU) of
the SLIP line, plus 144. The default MTU for SLIP linesis 1006 bytes; therefore, MAXBUF
must be at least 2156. Increase MAXBUF if necessary. MAXBUF is dynamic. If you use
SY SGEN to change it, you do not need to reboot the system for the change in value to take
effect.

Configuring SLIP Lines
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To configure TCPware for SLIP:

If you plan to use adedicated SLIP line, enter itsline ID, host name, internet address, and
terminal device name in response to the applicable promptsin CNFNET.

You can use any valid OpenVMS terminal deviceasa SLIP line. CNFNET prompts you for
the actual device name. Make sure that the network number portion of the SLIP line's
internet addressis unique if you use the /UNNUMBERED interface flag.

For dedicated SLIP lines, you may want to create the TCPWARE:SLIP_SETUP.COM file.
The network startup command procedure (TCPWARE:STARTNET) executes this
command procedure, if it exists, before using the SLIP lines.

SLIP_SETUPR.COM should contain the commands necessary to configure the terminal
devices for proper operation. Typically, it would include SET TERMINAL commands to
set the baud rate and other terminal characteristics.
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For SLIP line speeds higher than 1200 bps, enable the alternate type-ahead buffer
(ALTY PEAHD) characteristic for the terminal. Enter the following command for each SLIP
terminal at the DCL prompt or in the SLIP_SETUR.COM file:

SET TERM NAL / ALTYPEAHD / PERVANENT devi ce

For both dedicated and dialup SLIP lines, set up routing information so that TCP/IP traffic
routes properly over the SLIP link. The SLIP link should either have a unique network
number or be unnumbered.

You can give TCPware routing information either in the Network Control Utility (NETCU),
by editing the TCPWARE:ROUTING.COM fileto include appropriate NETCU commands,
or through GATED. For example, enter the following commands on each SLIP terminal at
the DCL prompt or in the SLIP_SETUP.COM file (for dedicated lines):

ADD ROUTE / NETWORK net wor k- addr ess | GATEWAY gat eway- addr ess

ENABLE FORWARDI NG

NETCU entries remain active until TCPware shuts down. Updating the ROUTING.COM
file with these commands makes them permanent. Do not use this method if using GateD to
configure routes. To use GateD to configure routes, include ast at i ¢ statement for each of
the routes in the TCPWARE:GATED.CONF file. (See the next section.)

Sample SLIP Link

Figure 4-6 shows a sample internet consisting of three networks. Ethernet network 192.168.95.0,
SLIP network 192.168.21.0, and Ethernet network 192.168.34.0.

Figure4-6 SampleInternet with SLIP Link

Ethernet network Ethernet network
192.168.95.0 192.168.34.0
host host
] 192.168.95.2 152.168.34.2 =

SLIP
182.168.95 .1 Network 182 168.34 .1
192.168.21.0
Gateway A ¢ Gateway B
192168.21.1  182.168.21.2
host host
192.168.95.3 152.168.34.3
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Each gateway has an internet address for each network to which it connects. In this example, you
can do the following to set up SLIP network 192.168.21.0 so that networks 192.168.95.0 and
192.168.34.0 can communicate;

¢ At each TCPware host in network 192.168.95.0 (on the Gateway A side), set the local
gateway host address:
SET GATEWAY 192.168.95.1
* Do thesame for each host in network 192.168.34.0 (on the Gateway B side):
SET GATEWAY 192.168.34.1
* At Gateway A, add the route through Gateway B’s SLIP network address:
ADD ROUTE / NETWORK 192. 168. 34. 0 / GATEWAY 192. 168. 21. 2
ENABLE FORWARDI NG

* At Gateway B, add the route through Gateway A’s SLIP address:

ADD ROUTE / NETWORK 192. 168. 95. 0 / GATEWAY 192.168.21.1
ENABLE FORWARDI NG

Note! You can also define the default gateway by responding to prompts during the network
configuration procedure. See Chapter 3, Configuring the TCP/IP Core Environment, in the
Installation & Configuration Guide.

You can also configure the SLIP route using GateD. Include the following statements in the
GATED.CONF files instead of the ADD ROUTE commandsin ROUTING.COM:

static
{ 192.168.34.0 gateway 192.168.21.2 ;} ;
static

{ 192.168.95.0 gateway 192.168.21.1 ;} ;

1

Sample Unnumbered SLIP Link

In the case of asingle host connection over a SLIP line to a network, you may not be able to
dedicate a separate SLIP address to the connection on the network end. This requires you to use an
unnumbered interface. Figure 4-7 shows such a scenario.
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Figure4-7 Sample SLIP Connection with an Unnumbered Interface

Ethernet network
192.168.34 .0

host
192.168.234 .2

host ’____1——___ Gateway B
192.168.34 .4 192.168.34 1

host
192.168.34 .3

Here is how you would set up the connection on host 192.168.34.4:

SET GATEWAY 192.168.34.1
Here is how you would set up the connection at Gateway B for host 192.168.34.2:

START/ 1 P / UNNUVBERED SLI P-0 192.168. 34.1
ADD ROUTE 192.168.34.4 SLIP-0
ENABLE FORWARDI NG / ARP

You need the/UNNUMBERED qualifier with the START/IP command. The ENABLE
FORWARDING command with the /ARP qualifier lets host 192.168.34.1 respond to Address
Resolution Protocol (ARP) requests for the remote host’s address. In this way, other hosts on the
192.168.34.0 network can send any packets addressed to new remote ip addr to Gateway B. Thisis
known as "proxy ARP" and keeps you from having to add the host route on all other hostsin
network 192.168.34.0.

You can also set up unnumbered interfaces on both ends of the SLIP connection. You must use
ENABLE FORWARDING, but you cannot use proxy ARP with unnumbered interfaces, and you
have to add routes on all other nodes in the network.

Incoming Dialup SLIP Lines
Perform these steps to set up an incoming dialup SLIP line:

1 | Createalogin account for the SLIP site using the OpenVMS AUTHORIZE utility. This
should be a captive account and must have either OPER privilege or have been granted the
TCPWARE_CONTROL rightsidentifier. TCPWARE_CONTROL requires the software
password file, PSW_* .DAT, to have at |east read access for the TCPWARE_CONTROL
rightsidentifier.
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2 | Create aLOGIN.COM filefor this account. A template fileisavailablein
TCPWARE:SLIPLOGIN.COM. Example 6-1 shows an unnumbered interface example.

In the example, auser isdialing in from a PC configured to use an address of 192.168.95.124. The
Ethernet interface on the OpenVMS system is configured with an address of 192.168.95.12.

Example4-1 Sample LOGIN.COM File

ON WARNI NG THEN LOGOUT

| E (FSTRNLNM " TCPWARE_NETCP_MBX") .EQS. "") THEN GOTO EXI T
NETCU : = $TCPWARE: NETCU

TT = FSTRALNM " TT")

DEFI NE/ USER SYS$ERROR NLAO:

DEFI NE/ USER SYS$OUTPUT NLAO:

NETCU START/ | P/ UNNUMBERED SLI P-1 192.168.95.12 ' TT’
| E ($STATUS . NE. 1) THEN GOTO EXI T

NETCU ADD ROUTE 192.168.95. 124 SLIP-1

NETCU ENABLE GATEWAY/ ARP

EXIT:

LOGOUT

B PP DOPHH D DR B D

See Sample Unnumbered SLIP Link for details on setting unnumbered interfaces and using proxy
ARP.

Once you set up the account and login file, the remote site simply dials up the OpenVMS system
and logs in as the SLIP user to establish the connection. The login command file automatically
configures the SLIP line.

Make sure to create a separate account and LOGIN.COM file for each remote SLIP site.

Outgoing Dialup SLIP Lines
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To set up an outgoing dialup SLIP line:

1 | Allocate theterminal device you wish to use. Enter: ALLOCATE t er mi nal

2 | Settheterminal characteristics (such asthe baud rate) using SET TERMINAL commands.

3 | Use SET HOST/DTE, KERMIT, or some other utility to dial the remote system and log in
asthe SLIP user.

4 | If the remote end successfully startsthe SLIP line, exit SET HOST/DTE or KERMIT.
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5 | Start the outgoing SLIP line. Enter:
NETCU START/ | P SLI P-unit internet-address tern nal

®  SLIP-unit--is the controller number of the SLIP line you want to assign (this number is
for identification only and must be unique). You can use an asterisk (*) as awildcard
value, which assigns the lowest unused line id to the SLIP interface (starting with SLIP-
0), and also definesthe TCPWARE_LINE (global) symbol to be that interface. (Seethe
START/IP command in the NETCU Command Reference, Chapter 2, NETCU
Commands.)

* internet-address--is the internet address of the local host for the SLIP network.

* terminal--isthe termina device name.

You can also add any of the NETCU START/IP qualifiers supported for SLIP lines on the

NETCU START/IP line.

The following is a sample outgoing SLIP line startup command:
NETCU START/ I P SLIP-0 192.168.95.6 TXA7

6 | Dedlocate theterminal device. Enter: DEALLOCATE ter ni nal
The SLIP lineis now ready to use.

Disconnecting SLIP Lines
To disconnect aSLIP line, enter:

NETCU STOP/ | P SLI P-uni t

Note! TCPWare automatically removes the SLIP line from the network configuration if you configure
the terminal device as a modem line with hangup enabled, and you lose the phone line for any
reason.

Full XON/XOFF Flowcontrol

The /[FLAGS=FLOWCONTROL qualifier with the START/IP command configures the OpenVMS
terminal device for full XON/XOFF control (READSYNC, HOSTSYNC, and TTSYNC). This
means that you can use high speed modems that support compression and reliable data transfer
modes. In addition, when OpenVM S terminal devices use full flow control, they do not need to use
the alternate type-ahead buffer.

When you use /FLAGS=FLOWCONTROL qualifier with the START/IP command, TCPware
configures the SLIP line to run amodified SLIP protocol. The modified SLIP protocol maps the
characters shown in Table 4-10. Note that all numeric values arein octal.

Table4-10 SLIP Protocol Character Mapping

Character name... Has ASCII value... With mapped character sequence...

SLIP End of packet 300 333 334
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Table4-10 SLIP Protocol Character Mapping

SLIP Escape 333 333 335
XON 021 333 336
XON + 200 221 333 337
XOFF 023 333 340
XOFF + 200 223 333 341

RFC 1055, A Nonstandard for Transmission of P Datagrams over Serial Lines: SLIP, defines the
SLIP End-of-Packet and Escape characters, but does not define the XON/XOFF character
mapping. TCPware uses this character mapping only when you specify
/IFLAGS=FLOWCONTROL.

Note! Only use /IFLAGS=FLOWCONTROL when the other end of the SLIP line connects to a system
running TCPware, and if you configure it to use this option.

Qualifiers with SLIP Lines

The START/IP command supports a number of other qualifiers that you can use with SLIP lines.
For details, see Table 2-11 and Table 2-14 in the NETCU Command Reference.

Compressed SLIP

Use compressed SLIP (CSLIP) to compress the TCP/IP headers only (and not the data) over the
SLIPline.

You can set CSLIP optionsin NETCU for the serial lineto either compress all TCP/IP headers or to
compress them if it receives a compressed header from the peer. Use the /[FLAGS qualifier for the
START/IP command, as follows:

This Command... Specifiesthat the serial line should compress...

/IFLAGS=COMPRESSED | dl TCP/IP headers.

/[FLAGS=AUTOENABLE | TCP/IP headersonly if the peer sends compressed TCP/IP
headers.

See Table 2-14 of the START/IP command reference in the NETCU Command Reference.

Troubleshooting SLIP
Access error messages help by entering HELP TCPWARE MESSAGES [ denti fier], or connect
toweb siteht t p: / / ww. pr ocess. com(select Cust oner Support followed by the Er r or
Messages button).
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Also keep the following in mind:

¢ |f you are not running TCPware on both ends of the SLIP connection, avoid using XON/
XOFF flow control with SLIP. If you have a modem that uses XON/XOFF, disable that
mechanism.

¢ |f SLIP performanceis poor, check that you configured the terminal to use the aternate type-
ahead buffer (using SET TERMINAL /ALTYPEAHD /PERMANENT), and that you
adjusted the SYSGEN TTY_ALTYPAHD parameter.
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Chapter 5

Cluster Alias Failover

Introduction
This chapter describes how to implement cluster alias failover for your VM Scluster.

Cluster alias failover allows you to set up an alias node to provide continued connection in case a
system fails. The alias accepts incoming connection requestsin aVVM Scluster for a server if the
servicing node goes down. Use cluster alias failover primarily for NFS over UDP, but you can a so
use it for other TCP/IP protocols such as FTP or TELNET.

For cluster alias failover to work properly, make sure that you have the same set of directories
exported from each VM Scluster node. If it works effectively, cluster alias failover allows usersto
continue working productively if cluster nodes go down.

How It Works

Each VM Scluster node has a unique internet address. With cluster alias failover, you can assign a
common secondary internet address, or alias. This alias is always an Internet address and never a
name. This same secondary address is given to each VM Scluster node that handles connection
requests, and is recognized as aloca address (see Figure 5-1).
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Figure5-1 Cluster Alias Failover Operation

Cluster node 1 Cluster node 2 Cluster node 3 Cluster node 4
— — — —
[ [ [ []
— = — ® — # - "
T T —r——— nanagng T T mr

"Senicing node” Cluster node 2, 3 and 4 queued far

Holds cluster rersource lock. cluster resource lock.

Address 2234295101 added Adds address 192.168.3.101 when

Handles connection requests. acquiring lock.

Secondary address = 192.168.3.101

One of the nodes accepts the OpenVMS cluster-wide resource lock, adds the alias, and handles the
incoming connection requests. Other VM Scluster nodes are also assigned the alias queue for the
resource lock. If the servicing node goes down (or you shut down TCPware on it), the system
releases the resource lock. One of the queued VM Scluster nodes acquires the resource lock and
adds the secondary address.

CAUTION! Do not use cluster alias addresses as Domain Name Services addresses.

Setting It Up
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Usethe ADD SECONDARY command in the NETCU Command Reference to set up cluster
failover. For example:

NETCU> ADD SECONDARY 192. 168. 3. 101

The address 192.168.3.101 becomes the local alias address for the interface.

You caninclude the /CLUSTER_LOCK qualifier with the ADD SECONDARY command. This
qualifier instructs the VM Scluster node to accept the OpenVMS cluster-wide resource lock before
adding the secondary address. If another node in the VM Scluster holds the lock, the node queues
for the lock and adds the address when it acquires it.

Use the REMOVE SECONDARY command in the NETCU Command Reference to remove an
alias added through ADD SECONDARY. If the system holds a cluster lock, use the /ABORT
qualifier to force removal of the secondary address.

Be sure to add the ADD SECONDARY command to the TCPware ROUTING.COM file so that it
can take effect each time you start TCPware for OpenVMS.



Cluster Alias Failover

Limitations

Thereis no concept of a primary node with cluster alias failover. The alias address only moves to
another address when the active servicing node goes down. The alias does not go back to the
original servicing node when it comes back up.

You can move the alias address to a particular node by issuing the REMOVE SECONDARY
/ABORT command in NETCU, asfollows:

1 | You can also add any of the NETCU START/IP qualifiers supported for SLIP lines on the
NETCU START/IPline.

Thefollowing is a sample outgoing SLIP line startup command:

NETCU START/ I P SLIP-0 192. 168. 95. 6 TXA7

2 | Thistimedo a REMOVE SECONDARY /ABORT on the node currently holding the lock.
The desired node now holds the lock.

3 | Doan ADD SECONDARY on all other nodes.

Using cluster alias failover has several other limitations:

¢ Cluster aiasfailover does not interact with dynamic TCP/IP load balancing (Chapter
1).
* TCP connections, such as TELNET and FTP, go down if the servicing node crashes.
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Chapter 6

Managing SNMP Services

Introduction
This chapter explains the following Simple Network Management Protocol (SNMP) information:

¢ Linksand traps
¢ Management Information Base (MIB)
* Configuring the SNMP Services
* Maintaining the SNMP configuration file
¢ Extendible MIB support
*  SNMP Multiplexing (SMUX) peers support
* Logfile
SNMP Services allows network management stations to obtain timely information about the

network activities of OpenVMS server hosts. Theinformation describes such thingsasrouting, line
status, the volume of network traffic, and error conditions.

Links

In SNMP, network communication lines are called links. When counting the number of 1P
datagrams sent and received over most links, the SNM P agent returns the same numbers that are
available through the SHOW NETWORKS command in TCPware's Network Control Utility
(NETCU). These numbers indicate how many datagrams TCPware delivers.

Traps

A trap is an unsolicited message the SNM P agent sends to a management station to inform it that a
change in the network occurred. The management station is responsible for diagnosing and
monitoring any reported problems. For example, the SNMP agent sends traps to tell the
management stations which communication lines are running and which are down.



The SNMP agent sends traps only to clients configured to receive traps, as defined in the SNMP
agent configuration file (SNMPD.CONF, described in the SNMP Configuration File section). The
SNMP agent supports all traps defined in the SNM P protocol, except EGP-Neighbor-L oss, Warm-
Start, and Enterprise-Specific.

TCPware initially enables all supported traps. If for any reason you may want to disable them, you
can do so by editing the SNMP agent configuration file (see Traps). The changes take effect the
next time you start the agent.

SNMP clients can enable or disable Authentication Failure Traps while the SNMP agent isrunning.
These clients must have READ-WRITE community access, as described in the MIB Access Rules
section.

Management Information Base

A Management Information Base (MIB) is a collection of network management data residing on
the SNMP agent host. The network management station reads and writes MIB data to the agent.
Related types of datain the MIB arein groups. Each piece of data within a group is a management
object.

All management objectsin aMIB are coded in ASN.1. Any authorized clients (or those using the
community name "public") can access datain the MIB by using the SNMP Get and GetNext
requests.

MIB-I1 isthe MIB version for TCP/IP implementations. The SNMP agent supports all management
objects defined in MIB-11, except those in the External Gateway Protocol (EGP) Group.

Figure 6-1 shows an SNMP client and agent exchanging MIB data.

Figure6-1 Exchanging MIB Data

SMNMP Client TCPware SNMP agent
infarmatian Management
requests - Information Base
MNetwork Group management object s
Management : .
9 Group management object s
System _

- MIB data Group rmanagement objects




MIB Access Rules
Two kinds of rules restrict access to the MIB:

* Community access profiles

* The access mode assigned to each management object —- NONE, READ-ONLY, READ-
WRITE, and WRITE-ONLY. The SNMP protocol standard determines the access mode.

The network administrator assigns each SNMP agent and client to at least one community. A
community consists of SNMP agents and clients that have theasaese profile, or collection of
rules that determine whether community members can:

* Read or write MIB data
* Receivetraps

You define access profilesin the SNMP agent configuration file.

Clients with READ-WRITE community access can alter the values of certain management objects
inthe MIB.

MIB Groups
Table 6-1 summarizes the information in each MI1B group.

See also RFC 1213, Management Information Base for Network Management of TCP/IP-based
Internets: MIB-11, for complete information on each MIB group.

Table6-1 Summary of MIB Data Group

Group Contains objects... Which...

System sysDescr Provides information about the agent host, such
as the domain name, geographic location, and

sysUpTime the name of a contact person.

sysContact
sysName
sysL ocation
sysServices




Table6-1 Summary of MIB Data Group (Continued)

Group Contains objects... Which...
Interfaces ifNumber Provides generic information about each
it Table network interface, such as the speed,
administrative status, and the maximum size of
ifEntry transmission units. Counts the number of data
ifIndex errors, and the number of packets sent and
received. Contains the Interfaces Table.
ifDescr
ifType
ifMtu
if Speed
ifPhysAddress
ifAdminStatus
ifOperStatus
ifLastChange
ifInOctets
ifInUcastPkts

ifInNUcastPkts
ifInDiscards
ifInErrors
ifnUnknownProtos
ifOutOctets
ifOutUcastPkts
ifOutNUcastPkts
ifOutDiscards
ifOutErrors
ifOutQLen

if Specific
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Table6-1 Summary of MIB Data Group (Continued)

Group Contains objects... Which...
Address atTable Maps the network (IP) address to the physical
Translation aAtEntr address.
(AT) Y
atlfindex
atPhysAddress
atNetAddress
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Table6-1 Summary of MIB Data Group (Continued)

Group Contains objects... Which...

IP ipForwarding Counts the number of datagrams sent, received,
. in error, discarded, fragmented, and
ipDefaultTTL reassembled. Containsthe IP Address Table, IP
iplnReceives Routing Table, and IP Address Translation

iplnHdrErrors
iplnAddrErrors
ipForwDatagrams
iplnUnknownProtos
iplnDiscards
iplnDelivers
ipOutRequests
ipOutDiscards
ipOutNoRoutes
ipReasmTimeout
ipReasmReqds
ipReasmOK's
ipReasmFails
ipFragOKs
ipFragFails
ipFragCreates
ipAddrTable
ipAddrEntry
ipAdENntAddr
ipAdEntIflndex
ipAdEntNetMask
ipAdEntBcastAddr
ipAdEntReasmMaxSize
ipRouteTable
ipRoute Entry

ipRoutelnfo

Table.
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Table6-1 Summary of MIB Data Group (Continued)

Group

Contains objects...

Which...

ipRoutel flndex
ipRouteMetricl
ipRouteMetric2
ipRouteMetric3
ipRouteMetric4
ipRouteNextHop
ipRouteType
ipRouteProto

ipRouteAge

ipRouteM ask
ipRouteMetric5
ipRoutelnfo
ipNetToMediaTable
ipNetToM ediaEntry
ipNetToM edial FIndex
ipNetToMediaPhyAddress
ipNetToMediaNetAddress
ipNetToMediaType
ipRoutingDiscards
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Table6-1 Summary of MIB Data Group (Continued)

Group

Contains objects...

Which...

ICMP

icmplnMsgs
icmplnErrors
icmplnDestUnreachs
icmplnTimeExcds
icmplnProbs
icmplnSrchQuenchs
icmplnRedirects
icmplnEchos

icmpl nEchoReps
icmplnTimestamps
icmplnTimestampReps
icmplnAddrMasks
icmplnAddrM askReps
icmpOutM sgs
icmpOutErrors
icmpOutDestUnreachs
icmpOutTimeExcds
icmpOutParmProbs
icmpOutSrcQuenchs
icmpOutRedirects
icmpOutEchos
icmpOutEchoReps
icmpOutTimestamps
icmpOutTimestampReps
icmpOutAddrMasks
icmpOutAddrM askReps

Counts the number of ICMP messages sent,
received, and in error. Also counts source
guenches, redirects, and timestamps.




Managing SNMP Services

Table6-1 Summary of MIB Data Group (Continued)

Group

Contains objects...

Which...

TCP

tcpRtoAlgorithm
tcpRtoMin
tcpRtoMax
tcpMaxConn
tcpActiveOpens
tcpPassiveOpens
tcpAttemptFails
tcpEstabResets
tcpCurrEstab
tcplnSegs
tcpOutSegs
tcpRetransSegs
tcpConnTable
tcpConnEntry
tcpConnState
tcpConnLocal Address
tcpConnLocal Port
tcpConnRemAddress
tcpConnRemPort
tcplnErrs

tcpOutRsts

Counts the number of active opens, passive
opens, and failed attempts. Also containsthe
TCP Connection Table.
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Table6-1 Summary of MIB Data Group (Continued)

Group

Contains objects...

Which...

ubpP

udplnDatagrams
udpNoPorts
udplnErrors
udpOutDatagrams
udpTable
udpEntry

udpL ocalAddress
udpL ocal Port

Counts the number of datagrams sent and
received. Also contains the UDP Listener
Table.
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Table6-1 Summary of MIB Data Group (Continued)

Group Contains objects... Which...
SNMP snmplnPkts Counts the number of packets sent and
received, invalid community names, andinvalid
snmpOutPkts

snmplnBadVersions

snmplnBadCommunityNames

snmplnBadCommunityUses

snmplnASNParseErrs
snmplnTooBigs
snmplnNoSuchNames
snmplnBadValues
snmplnReadOnlys
snmplnGenErrs
snmplnTotal RegVars
snmplnTotal SetVars
snmplnGetRequests
snmplnGetNexts
snmplnSetRequets
snmplnGetResponses
snmpinTraps
snmpOutTooBigs
snmpOutNoSuchNames
snmpOutBadValues
snmpOutGenErrs
snmpOutGetRequests
snmpOutGetNexts
snmpOutSetRequests
snmpOutGetResponses
snmpOutTraps
snmpEnableAuthenTraps

version numbers, and SNMP errors. Also
counts the number of requests, responses, and
traps sent and received.
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Configuring SNMP Services
To configure SNMP Services, follow these steps:

Invoke the CNFNET procedure by entering the following command at the DCL prompt:
$ TCPWARE: CNFNET SNWVP

Edit the SNMP configuration file, as described in the next section.

Restart TCPware.

Configuration File
The SNMP configuration fileis SNMPD.CONF. The TCPWARE_ROOT directory includes this

file.

The SNMP configuration file defines:

Note!

Values for a subset of MIB management objects.

Clients and communities who can access the SNMP agent.
MIB access privileges for each client and community.
Authentication Failure, Link Up, and Link Down traps’ status.
SMUX peer details

After editing the configuration, stop and restart the SNMP agent so that the changes can take
effect.

If you do not edit the configuration file, the SNMP agent uses default values.

File Format
Follow these guidelines when entering datain the SNMP configuration file:
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Allow oneline for each item.

Enter information in any order; in upper- or lowercase.

Enter variable string information (id-string and contact-name) in upper- or lowercase,
depending on the operating system. Some SNMP clientsin your network (such as those
running UNIX) may require information in a specific case.

Place quotation marks (" ") around strings that contain spaces or that occupy more than one
linein thefile.

Use apound sign (#) or an exclamation point (!) to denote comments. SNMP ignores all
information following these characters. It treats the pound sign and exclamation point like
regular charactersif they appear within quotation marks (" ).
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Values for MIB Objects

To define the values of several MIB objectsin the SNMP configuration file, use the corresponding
keywords listed in Table 6-2.

Table6-2 Management Objects

MIB object name... Has keyword...
system.sysDescr SYSDESCR
system.sysContact SYSCONTACT
system.syslocation SYSLOCATION
if.ifTable.ifEntry.ifDescr INTERFACE
and

if.ifTable.ifEntry.if Speed

system.sysServices SYSSERVICES

The following paragraphs explain how you define each item.

SYSDESCR [id-string ]

Theid-string should include the full name of the hardware, operating system, and networking
software. For example:

SYSDESCR " Al phaServer 8400, VMs V7.1, Process Software Corporation TCPware
for OpenVMs"

If you omit the id-string, TCPware tries to obtain this information from your current system. If the
attempt fails, the default is Syst em descri ption i s unknown.

SYSCONTACT [contact-name ]

The contact-name specifies the person to contact for the host, and how you can contact this person
(such as by mailbox address). For example:

SYSCONTACT "John Smith, X 1234, smith@rocess. cont
ThedefaultisSyst em contact is unknown at this tine.
SYSLOCATION [system-location ]

The system-location specifies the geographical location of the host. For example:

SYSLOCATI ON " 959 Concord Street, Fram ngham MNA"

Thedefaultis: System I ocation is unknown at this tine.
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INTERFACE [line-id line-speed description ]

Theline-id specifiesthelineidentification for the IP layer network device. The line-speed specifies
the line speed in bits per second. The description specifies the manufacturer's name, product name,
and hardware version for the interface. For example:

| NTERFACE gna-1 10000000 "DELQA Et hernet Controller Version 1.0"

If you do not enter a description, TCPware tries to obtain one from your current system. If the
attempt fails, the default is Syst em descri ption i s unknown.

SYSSERVICES services-set-number

The SNMP agent uses a default value of 72 for this MIB object. You can override thisvalue in the
configuration file.

RFC 1213, Management I nformation Base for Network Management of TCP/IP-based I nternets:
MIB-II, explains how to calculate the value of services-set-number.

Community Parameters
The SNMP configuration file must contain the following information for each client permitted

access to the SNMP agent:

COMMUNITY community-name internet-address type

conmuni t y- nane Specifies the name of the community to which the client belongs. This
parameter is case-sensitive.

i nt ernet - address | Specifiesthe client’sinternet address.

If you enter 0.0.0.0, any address can use the community.

type defines the access profile as one of the following:

* READ-ONLY--Theclient can retrieve data from the MIB on this
host

* READ-WRITE--The client can retrieve data from and write data
to the MIB on this host

* TRAPS--Theclient will receive all enabled traps

COMMUNITY public 0.0.0.0isalways READ-ONLY. Do not enter any other definition for it. The
SNMP agent ignoresiit.

Example 6-1 shows some community parameters defined in the configuration file.
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Example6-1 Community Parameters

community northeast 192.168.4.56 READ- ONLY
conmunity northeast 192.168.220.1 READ-WRI TE
conmunity sout hwest 192.168.23.1 READ-WRITE
conmunity sout hwest 192.168.23.1 TRAPS

* Client 192.168.4.56 in the NORTHEAST community has READ-ONLY accessto the MIB,
while client 192.168.220.1 in the same community has READ-WRITE access.

* Client 192.168.23.1 belongs to the SOUTHWEST community. This community has READ-
WRITE accessto the MIB and can receive all traps.

Disabling Traps

All traps that the SNMP agent supports are initially enabled. You can disable traps by editing the
configuration file. These changes take effect the next time you start the agent. Table 6-3 shows how
to disable traps.

Table6-3 Disabling Traps

Disablethistrap... By entering...

Authentication Failure | no-auth-traps

Link Up no-link-traps

Link Down no-link-traps

Note! SNMP clients can enable or disable the Authentication Failure Trap while the SNMP agent is
running. These clients must have READ-WRITE community access.

SNMP Multiplexing Peers

The SNMP Multiplexing (SMUX) protocol isan SNMP subagent extension protocol. Each
subagent or peer registers a MIB subtree with the SNMP Agent. Requests for objects residing in a
registered MIB subtree are passed from the SNMP Agent using the SMUX protocol to the
subagent. The subagent passes the results of an SNMP query back to the SNMP Agent. The
practical limit to the number of peersis 30.

The SNMP server only accepts SMUX connections from peers listed by IP addressin the
SNMPD.CONF file. Use the following syntax in thefile:

SMUX_PEER ip-address

The SNMP agent listens on TCP port 199 for peer connections, while the connection to the SNMP
clientisover UDP port 161, with traps sent over UDP port 162. Multiple peers registering the same
subtree are each assigned a priority, and the agent can send multiple variablesin a single request.
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The SMUX protocol is described in RFC 1227.

Template Configuration File

SNMP Services providesa TEMPLATE_SNMPD.CONF filein
TCPWARE_COMMON:[TCPWARE] that you can use as a basis (see Exampl e 6-2).

Example6-2 Sample SNMP Configuration File

SNWMP Agent (SNWPD) Configuration File (tenplate)

|

!

I System description: sysdescr <id string>

I Typically the id string would include:

I VAX cpu nodel (such as McroVAX Il, VAX 8650, etc)

I VM5 and version nunber

I "Process Software Corporation, TCPware for OpenVMS Version 5.4"
|

sysdescr "place system description string here"
!

I System Contact: syscontact <contact nanme>
|

syscontact "place nane, phone nunber, and nmil address of adm nistrator

her e"

!

I System Location: syslocation <location>
I

sysl ocation "place systemlocation information here"

Line Interfaces Information: interface <line-id> <line speed>
<descri pti on>

i nterface una-0 10000000 " COWVPAQ DELUA Et hernet controller"

!
!
!
I
!
!
I Conmuni ti es:

I community <community nane> <internet address>

I <READ- ONLY | READ-WRI TE | TRAPS>

!

conmunity readers 192.168.1.2 READ- ONLY

conmmuni ty netnman 192.168.2.3 READ- WRI TE

comunity nettraps 192.168.3.4 TRAPS

I

I To di sable authentication traps, renove the "!" fromthe foll ow ng
I line.

I no-auth-traps

!

I To disable link status traps, renpove the "!" fromthe foll ow ng
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1 line.
I'no-link-traps
|

I SMJX Peers:
I SMUX_PEER <i p- addr ess>
|

SMUX_PEER 192. 168. 4.5
SMUX_PEER 192. 168.5. 6

Private MIB Application Program Interface

In addition to SMUX, TCPware's SNM P agent supports subagents serving private MIBsthrough an
application programming interface (API). Under this scheme, anyone willing to have their private

MIBs served by TCPware's SNM P agent should devel op a shareable image that exportsthe APIsin
them in addition to the routines they may need for accessing the MIB variables.

The SNMP API routines are described in Chapter 18 of the Programmer’s Guide, SNMP
Extendible Agent API Routines.

SNMP Log File

When the SNMP agent starts up, it createsalog file called TCPWARE:SNMPSERVER.LOG. This
file contains information about the activities of the SNMP agent, such as:

¢ Thetime the agent starts up and shuts down.

* When SMUX peers open or close a connection, and register or de-register aMIB tree.
* Any errorsfound in the SNMP configuration file.

* Any errorsthat occur when the agent is running.
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Chapter 7
X.25 Interface

Introduction

This chapter describes the rules for adding information to the X25.CONF file so that you can build
the X.25 mapping database. Review this entire chapter before attempting to do so. Examples of
X25.CONF files and X 25 modul e characteristics are included.

The chapter is divided into the following sections:

¢ X.25 support

* System parameters

* Addresses

* Mapping database

¢ Sample X25.CONF files

* Sample X.25 module characteristics
¢ Troubleshooting

Support

TCPware X.25 interface support conforms to RFC 1356. You can send | P datagrams as data
packets over an X.25 network. In this way you can send and receive error free and reliable
communications worldwide. Figure 7-1 shows the interaction between TCPware and the X.25
protocols.

System Parameters

You must install VAX PS.I. Version 4.3 or later on the system to provide | P-over-X.25 support.
Compag Computer now distributes another VAX PS.1. (V5.0) with the DECnet-VAX Extensions.
The DECnet-VAX Extensions are for VM S Version 5.4 and later.
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Figure7-1 Interaction Between TCPware and X.25 Protocols

o Applicstion
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Interface ancd Metwork
X.25 Layer 3 Controllers

You may need to change parameters for X.25 support using the following Network Control Utility
(NETCU) commands:

Command Description

1 | START/IP/MTU For X.25 devices, set the maximum transmission unit (MTU) to
1500 bytes. However, if the system communicates with older
versions of 1P-over-X.25 (RFC 877), set the MTU to 576 bytes. Set
the MTU to more than 1500 only by prearrangement with the other

sites.
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2 | START/TCP/ Process Software recommends you set the/NOKEEPALIVE
NOKEEPALIVE qualifier with the START/TCP command if anyonein your
organization is on atariff network. To disable KEEPALIVE, edit
the TCPWARE:ROUTING.COM file and add:

START/ TCP / M5S=16384 / MA6=24576 |/ NOKEEPALI VE

3 | SET TCPRTOMIN Set the minimum TCP transmission time (TCPRTOMIN) to 2000
milliseconds for X.25 devices.

4 | SET TCPRTOMAX | Setthe maximum TCP transmission time (TCPRTOMAX) to 15000
milliseconds for X.25 devices.

Changes to network parameters made by these NETCU commands are active until TCPware shuts
down. Update the ROUTING.COM file with these commands to make them permanent.

See the NETCU Command Reference, Chapter 2, NETCU Commands.

DTE or X.25 Addresses

Each local and remote host in an X.25 network has a unique DTE address that the network uses to
route calls. Thisaddressis similar to a telephone number; for example, 31446172353970. The
addressis usually 14 digitslong and referred to here as an X.25 address.

Thefirst four digits, the Data Network Identification Code (DNIC), identify the country and the
network within the country. The following example shows the DNIC in bold:

31446172353970

Vendors that supply the X.25 network service within the country, assign the remaining digits
(frequently referred to as the National Address). The National Address usually consists of 10 digits,
but can be more or less. The maximum number of digits allowed in an X.25 addressis 15.
Occasionally you can add an optional subaddress (usually two digits) to the end of the national
number.

Table 7-1 shows how one vendor assigns the national address based on geographic area codes.
Other vendors use other schemes to assign the national address for aDTE.

Table7-1 Sructureof an X.25 Address

Nationlal Address
DNIC Country geographic code | Local geographic code | Specific DTE address

3144 617 235 3970

3144 603 952 3698

Also, each host in | P-over-X.25 networking has an | P address; for example, 192.168.95.68.
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Figure 7-2 shows two sample X .25 addresses. The vendor in the second example uses the last digit
of the DNIC as part of the national number.

Figure7-2 Two X.25 Addresses

DMIC

3144617235639 70

e e —— .
Mational Mumber
— .25 Address (DTE Address)  ———

ar

DMIC

22451234567 88530

"'\-\_\_,_o—‘_\—\_o—‘_\—\_\_,_
Mational Mumber
— .20 Address (DTE Addressg) =——

You must use both the X.25 address and | P addresses of the remote host when you create entriesin
the X25.CONF file. The X25.CONF file always resides on the local host.

Mapping Database
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Subscribers using X.25 network service must maintain a database table that maps the Internet and
X.25 addresses of remote hosts. The system manager builds or changes this table by entering
commandsin the X25.CONF file.

The contents of the X25.CONF file provide the necessary information for alocal host (Data
Terminal Equipment [DTE]) to communicate with aremote DTE over an X.25 network.

Table 7-2 lists the commands you use to build the mapping database in the X25.CONF file. Figure
7-3 shows the relationship of the command entries to the remote DTE. Table 7-2 lists the
commands you use to build the mapping database in the X25.CONF file. Figure 7-3 shows the
relationship of the command entries to the remote DTE.
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Table7-2 Commandsto Build the X.25 M apping Database

Command | Doesthefollowing...

map Maps the IP address to a network name. The map command line defines the IP
address and the network name of the remote host and, if the remote host ison a
network, the IP mask. Its syntax is described in the Adding Map Entries section.

route Maps the network name to a host name. The route command line defines the
network name and host name of the remote host. Its syntax is described in the
Adding Route Entries section.

address Maps the host name to an actual call number. The address command line defines
the host name, if communication isthrough X.25 or ISDN, and the X.25 or ISDN
address (full DTE call number) of the remote host. Its syntax is described in the
Adding Address Entries section.

translate Maps the X.25 address (full DTE call number) to the digits used in the local
carrier network. The translate command line identifies the local carrier, and
defines how to translate the digits of the X.25 address to the digits that actually go
over the local carrier network. Its syntax is described in the Adding Translate
Entries section.

Translate entries contain information about the local carrier network; all other
entries contain information about the remote host.

Figure7-3 Mappingto a Remote DTE (Host)

Host ----mmmememx [P - Hostnarne = Rowte --->= X.25 address = Actual call
Infarmation | | | IS0 addness |
W W v W
HE2S COMF---—-- * map route addres= tran=late
database
commands

Table7-3 Commandsto Build the X.25 M apping Database

Command | Doesthefollowing...

map Maps the IP address to a network name. The map command line defines the IP
address and the network name of the remote host and, if the remote host ison a
network, the IP mask. Its syntax is described in the Adding Map Entries section.

route Maps the network name to a host name. The route command line defines the
network name and host name of the remote host. Its syntax is described in the
Adding Route Entries section.
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Table7-3 Commandsto Build the X.25 M apping Database (Continued)

Command | Doesthefollowing...

address Maps the host name to an actual call number. The address command line defines
the host name, if communication isthrough X.25 or ISDN, and the X.25 or ISDN
address (full DTE call number) of the remote host. Its syntax is described in the
Adding Address Entries section.

translate Maps the X.25 address (full DTE call number) to the digits used in the local
carrier network. The translate command line identifies the local carrier, and
defines how to translate the digits of the X.25 address to the digits that actually go
over the local carrier network. Its syntax is described in the Adding Trandate
Entries section.

Translate entries contain information about the local carrier network; all other
entries contain information about the remote host.

Before You Begin
Before you add mapping information to the X25.CONF file:

1 | Make sureyou are connected to X.25 through the Direct Access Facility (DAF).

2 | Obtain from the remote network managers:

* Nameand IP address of the remote hosts

* Network name of the remote hosts

¢ X.25 addressfor the remote hosts (a call number and Data Network Identification Code
[DNIC])e host(s)

3 | Obtain from your local carrier:

* Name of thelocal carrier entered during configuration of Compag's VAX PS.I.
software; for example, PSC or TRANSPAC

* Number sequence (escape codes) the local carriers uses to translate the X.25 address to
the digits that go over the local carrier network

See also Appendix B, Data Network | dentification Codes.

Database

Table 7-2 on the previous page describes the function of al the X.25 mapping database commands.
To build the X.25 mapping database in the X25.CONF file, do the following:
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Create the SY S$SPECIFI C:[ TCPWARE] X 25.CONF file:
a Add al map entries associated with the first remote host. Use the syntax:

map | P address network-nanme [mask | P- mask]

b Add all route entries associated with the first remote host. Use the syntax:
rout e network-name host-name

¢ Add all address entries associated with the first remote host. Use the syntax:
address host-name { X 25 | |1SDNy address

d Enter the trandlate entry associated with the first carrier. Use the syntax:

trandate {X.25 | ISDN} pattern PSI-network-name pattern

Repeat step 1 for each additional carrier connected to the local host.

Save the X25.CONF file and exit the editor.

Tips

The following subsections step you through buil ding a sample mapping database in the X25.CONF
file. Example 7-1 shows the full X25.CONF file.

Tips for building your mapping database in the X25.CONF file include;

Enter afull set of mapping commands (as listed in Table 7-2 for each remote host you want to
communicate with over the X.25 network; for example, map, route, address, and translate.

Each mapping command you enter in the X25.CONF file has the explicit syntax described in the
following subsections.

The X25.CONF file resides on the local host.

Translate entries contain information about the local carrier network; all other entries contain
information about the remote host.

You can have multiple map, route, address, and translate entries. The order that you enter these
commands in the file does not matter.

Example 7-1 shows the X25.CONF file built using the examples shown in the next subsections.
PSC isthelocal carrier. In this example, the local host can communicate with the remote hosts
et a. process. comdel t a. process. com and henri . napol e. com

Example7-1 Sample X25.CONF File

map 192.168.95.1 eta.nene.com
map 192. 168. 95. 68 nene- net. nene. com 255. 255. 255. 0
map 192. 168. 10. 0 bi g. cahuna. com 255. 255. 0.0
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rout e nene-net.nene.com del ta. nene. com
rout e bi g. chauna. com henri . cahuna. com

address eta.nene.com X. 25 31446172353980
address delta. nene.com X. 25 31446172353970
address henri.cahuha. com X. 25 20801234567890

transl ate X 25 3144* PSC *
translate X. 25 * PSC 1*

Map Entries
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The map entry maps the IP address of the remote host to the network name on which the remote
host resides.

Create map entries for the remote hosts in the X25.CONF file as shown in Example 7-2. See also
the map and related entries highlighted in Figure 7-4.

If you map to the whole network, include the IP mask.

Example7-2 Syntax of Map

map |/ P-address network-nane [mask | P-nmask]
For example:

map 192. 168. 95. 68 nene-net. nene. com mask 255. 255. 255. 0
or

map 192. 168. 10. 0 bi g. cahuna. com nask 255.255.0.0
As shown in Example 7-3, you do not need to enter a network mask if you add amap entry for a
single system.

Example7-3 Mapping to a Single System

map |/ P-address host-nane

For example:

map 192.168.95.1 eta. nene.com
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Figure 7-4  Building an X25.CONF File: Map

Communication Within aPSC Hetwork Remote Host

(OMIC = 314

Infopath
#26 PSOM

Characteristics

IF address: 192 16833563
Metwork narme: nene-rnetrerscom
Maszk: 255.255.2550

Host narne: delta merscom

map 192,168 .95 628 nene-net.nene. con 255255 2550 KI5 address: 3144517235500

route nene-net . nene.com detarere.com

address deha.nene.com K25 3146 1720028000

translate .25 31446172353970 P5C 61728400

(zan be written a=s: X.25 314FPSCT)

A2a. COMFfile

Communication Outside a PSC Hetwork Remote Host

Characteristics

IF addre=ss=: 192 162100
Metwork marme: gib.cahoracom
Mask: 25525500
Host narme: henri cahonacom
rmap 192.16%.10.0 big.cabuna.com 25525500 w25 address: 208012 34567000
route big.cabuna.corn bera cshoracom
addre== henn.cahuna.com 325 2080123466750

translate X.25 2080123456730 PSC 1325
20301 2345667300

(zan be written a=z: ¥.25 " PSC17)

e ]
AZ3.COMF file

Route Entries
The route entry maps the network name of the remote network to the name of the remote host.

Create route entries for the remote hosts in the X25.CONF file as shown in Example 7-4. See also
the route and related entries highlighted in Figure 7-5.

Example7-4 Syntax of Route

route network-nane host - nane

For example:

route nene-net.nene.com delta. nene. com
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or

rout e bi g. cahuna. com henri . cahuna. com

You do not need to include route information if the host routes to itself. For example, no route
information need accompany the entry

map 192.168.95.1 eta.nene.com

shown in Example 7-3.

Figure 7-5 Building an X25.CONF File: Route

Communication Within aPSC Hetwork Remote Host

(OMIC = 3146

Infopath
H.25 PSON

Characteristics

IF addres=: 192 1623568
Metwork name: nene-retmenecom
Mazk: 253.255.2530

Host mame: delta renecom

rmap 192.168.95 .68 nene-net.nene.com 2352552550 ¥.25 address: 3144617225800

route nene-net.nene . corn detarereoom

addres= delta.nene.com 325 3146 172352000

translate .26 31446172353970 P5C 6172352970

(can be written as: X.25 314FPSCT

A28 . COMFfile

Communication Outside aPSC Hetwork

Characteristics

IF address: 192 162100
Metwork narne: gib cahoracom
Mazk: 23523500

Host narme: henri cshoracom
H.25 addres=: 2080123456730

TR
A2a. . COMFfile
rap 192 168.10.0 big.cahuna.com 258525500
route big.cabhuna.comn bend cesborecom
address henr.cahuna.com 3256 208010700

translate ¥.25 20801 234567590 PSC 1825
20201234567290

(zan be wrtten as: ¥.25 “PSC17)
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Address Entries
The address entry maps the name of the remote host to the X25 address for the remote host.

Create address entries for the remote hosts in the X25.CONF file as show in Example 7-5. See also
address and related entries shown in Figure 7-6.

Note that the address is the X.25 address. It includes the DNIC and the national address. You can
also specify optional X.25 standard facilities as shown in Example 7-5.

Example7-5 Syntax of Address

address host-name {ISDN | X 25} address FACI LI TY <hex-string>]

[ W NDOW nunber]
[ PACKET nunber]
[ REVERSE]
[ 1 NCOM NG
For example:
address del ta. nene.com X. 25 31446172353970
or
address eta.nene.com X 25 31446172353980 (not shown in Figure 7-6)
or

address henri.cahuna.com X. 25 20801234567890

In this example, the hex string islocal facilities added to the call, including the PSDN-specific
number if needed. Use the options shown in the example for facilities such as packet size, window,
or reverse charging.

Note! The | NCOM NG option means that you should only use the address to recognize incoming calls
and never to make outgoing calls.

See Appendix B, Data Network Identification Codes, for alisting of DNICs and related
information. Contact your local carrier for information if your long distance carrier is not listed, or
the necessary information is not included in the table.

Translate Entries

The translate entry maps the X 25 address of the remote host to the digits used in the local carrier
network. There are two types of trandlate entries that you may need to include in the X25.CONF
file:

* Entries for communication within the local carrier network
¢ Entries for communication going outside the local carrier network

Each carrier hasits own set of rules governing the trandlation of X.25 and ISDN addressesto the
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digitsthat actually go over the carrier network. See Appendix B, Data Network Identification
Codes, or contact your local carrier for this information.

Figure7-6  Building an X25.CONF File: Address

Communication Within aPSC Hetwork Remote Hoet

(OMIC = 31

Infopath
.25 PSON

Characteristics

IP addres=: 192 1659653
Metwork name: rene-ret menecom
hlashk: 255 256 2550

Host nare: delta nerecom

map 192,168 .95 68 nene-net.nens.com 255285250 423 address: 2144617225250

raute nene-net.nene . com deltamenecom

address delta.nene.corm 3.25 3149617235350

translate X.25 31446172353970 P5SC 61 7ZEE0

(zan be wntten as: X.25 314FP5CT)

H25 CONF fie

Communication Outside aPSC Hetwiork Remaote Hast
(OMIC = 200

Characteristics

IP addre==: 192 .162.100
Metwork name: gib.cahuracom
hiask: 255 25500

Host mame: henri cabanecom
A.23 address: 20801 234567290

T=SE AR
A25. COMFfile
map 192,163 .10.0 big.cahuna.com 2E2RE00
route big.czahuna.com henn .cawracom

address henri.cahuna.com %25 20HZR5E0E0

translate X246 202012234567200 PSC 1325
2080123456720

(zan be whtten as: X245 ©PSC1T

Within a Carrier Network

Create the translate entries for communication within the carrier network as shown in Example 7-6.
See also the translate and related entries shown in Figure 7-7.
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Example 7-6 Syntax of Translate Within a Carrier Network

translate {X. 25 | | SDN} pattern PSI-network-nanme pattern

where the first pattern is the X.25 address (DTE address) and second pattern is the number string
required by the local carrier network.

For example:

translate X. 25 3144* PSC * (see Note 1)
or

translate X. 25 2080* TRANSPAC * (see Note 1)
or

translate X 25 2145* | BERPAC 5* (see Note 2; not shown in Figure 13-7)

Note 1: For any X.25 communication going from the local host: If the DNIC portion of the
destination X.25 address matches the DNIC of the local carrier (3114 or 2080), then remove al the
DNIC digits and keep all the digits represented by the asterisk (*). Send this string over the local
carrier network.

Note 2: For any X.25 communication going from the local host: If the DNIC portion of the
destination X.25 address matches the DNIC of the local carrier, then remove the first three DNIC
digits (in this case 214) and keep the last DNIC digit (in this case 5) and all the digits represented
by the asterisk (*). Send this string over the local carrier network.

See Appendix B, Data Network Identification Codes, for details. Contact your local carrier if the
necessary pattern information is missing.

Outside a Carrier Network

Create the translate entries for communication outside the carrier network as shown in Example
7-7. See dso the trandlate and related entries shown in Figure 7-8.

In this example, you must specify the full X.25 address prefixed by "1" to communicate with a
remote host located in a different carrier network.

Example 7-7 Syntax of Translate Outside a Carrier Network

translate {X 25 | |ISDN} pattern PSI-network-nanme pattern

where the first pattern is the X.25 address and second pattern is the number string required by the
local carrier network.

For example:

translate X. 25 * PSC 1*

For any X.25 communication going from the local host: If the DNIC portion of the destination X.25
address does not match any of the other translate entries, then add a 1 in front of all the digits
represented by the *. Send this string over the local carrier network.
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See also Appendix B, Data Network I dentification Codes, for details. Contact your local carrier if
the necessary pattern information is missing.

Figure 7-7  Building an X25.CONF File: Trandlate (Within a Network)

Communication Within a PSC Network Remote Host
(DMIC=3144)

Infopath
#25 PSDN

OTE

Local Host Modem =
DNIC = 3144)  [E===] =

1 PSClLine
DTE Characteristics
PSI network
= IP address: 192.168.95.68
G=sanenne Metwork narme: nene-net.nene. com
X25.CONE file Mask: 255,255 255.0
Host name: delta.nene.com

riap 192.168.95.68 nere-ret.nene. com 255,255 2550 X.25 address: 31446172353970

route nene-net.nene.corm delta.nene. com

address delta.nene.com ¥.26 31446172353970
translate X.25 31446172353970 PSC 6172353970
{can be written as: X.25 3144*PSC %)

Figure 7-8 Building an X25.CONF File: Translate (Outside a Network)

Communication Outside a PSC Network Remaote Host
(DMIC = 20803
] I
— | UF
Local Host Maodem SPAC Lin — =
DNIC=3144) Fe=am) Léé
I DIE Characteristics
{PSI netwoikna
- IP address; 192.168.10.0
e Metwark name: gib.cahuna.com

Mask: 265525500
Host name: henri.cahuna. com
X.25 address: 20801234567890

X25.CONF file

map 192.168.10.0 big.cahuna.com 265.255.0.0

route big.cahuna.com henri.cahuna.com

address henri.cahuna.com X.25 208012345673590

translate X.25 20801234567890 PSC 1 X.25 20801234567890
{can be written as: X.25 * PSC 1%
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Sample X25.CONF Files

The following examples show the X25.CONF file for three host systems, Condor, Eagle, and
Hawk. Condor and Hawk subscribe to the carrier network DCS in Belgium. Eagle subscribes to
carrier network DATANET in the Netherlands.

Table 7-3 shows the characteristics for each host.

On

Table7-4 Characteristics of a Condor, Eagle, and Hawk

Characteristics... | For Condor... For Eagle... For Hawk...

IP address 192.168.1.9 192.168.1.7 192.168.3.1

Network name calif.ert.com aviary.environ.co sierra.green.com
m

Mask 255.255.255.0 255.255.0.0 none

Host name condor.ert.com | eagleenviron.com | hawk.green.com

X25 address 2062555121 2041345678 2062765443

Carrier network DCS DATANET DCS

The carrier network DCS has a DNIC of 2062. The translate entry for thisDNIC is:

transl ate X 25 2062*
(remove 206 from the string but retain 2 for communication withing the DCS network)

DCS 2*

translate X. 25 * DCS 0* (add O to the string for communication outside the network)
The carrier network DATANET has a DNIC of 2041. Thetranslate entry for thisDNIC is:

transl ate X 25 2041*
(remove 204 from the string but retain 1 for communication within the DCS network)

DCS 1~

translate X. 25 * DCS 0* (add O to the string for communication outside the network)

Condor

In Example 7-8, the local host Condor can communicate with the remote hosts
eagl e. envi ron. comand hawk. gr een. com

Because hawk. gr een. comsubscribes to the DCS carrier network, Condor uses the first trandate
entry to establish communication with Hawk.

Because eagl e. envi r on. comdoes not subscribe to the DCS carrier network, Condor uses the

second translate entry to establish communication with Eagle.
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On

Example 7-8 X25.CONF Fileon Condor

map 192.168.1.7 aviary. environ.com 255.255.0.0
route aviary. environ.com eagl e. environ. com
address eagl e. environ.com X. 25 2041345678

map 192.168.3.1 sierra.green.com
route sierra.green.com hawk. green.com
addr ess hawk. green.com X. 25 2062765443

transl ate X 25 2062* DCS 2*
translate X. 25 * DCS 0O~

Hawk

In Example 7-9 the local host Hawk can communicate with the remote hosts
eagl e. envi ron. comand condor . ert.com

Because condor . er t . comsubscribes to the DCS carrier network, Hawk uses the first trandlate
entry to establish communication with Condor.

Because eagl e. envi r on. comdoes not subscribe to the DCS carrier network, Hawk uses the
second translate entry to establish communication with Eagle.

Example7-9 X25.CONF File on Hawk

map 192.168.1.7 aviary. environ.com 255. 255. 0.0
route aviary. environ.com eagl e. environ. com
address eagl e. environ.com X. 25 2041345678

map 192.168.3.1 calif.ert.com
route calif.ert.comcondor.ert.com
address condor.ert.com X. 25 2062555121

transl ate X 25 2062* DCS 2*
translate X. 25 * DCS 0*

Eagle
In Example 7-10 the local host Eagle can communicate with the remote hosts condor . ert . com
and hawk. gr een. com

Because neither condor . ert. comnor hawk. gr een. comsubscribe to the DATANET carrier
network, Eagle uses the second translate entry to establish communication with Condor and Hawk.
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Example 7-10 X25.CONF Fileon Eagle

map 192.168.3.1 calif.ert.com
route calif.ert.comcondor.ert.com
address condor.ert.com X. 25 2062555121

map 192.168.3.1 sierra.green.com
route sierra.green.com hawk. green.com
addr ess hawk. green.com X. 25 2062765443

transl ate X 25 2041* DATANET 1*
translate X 25 * DATANET 0*

Sample Module Characteristics

Example 7-11 shows the NCP command and output to demonstrate the X.25 module characteristics
on the specified DTE. If you use X.25 access, use the NCP command that starts with SHOW MODULE
X25 ACCESS ... todisplay the network characteristics.

Example7-11 DTE 1. X25 Module Characteristics

NCP> show nodul e x25-p known dtes

Modul e X25-Protocol Volatile Summary as of 1-Jun-1997 13:03: 49

DTE Network | Sate Active Channels Active Switched
990002 DIRECT | on-unsynchronized | O 0
6172353970 | PSC on - running 2 2

NCP> show nodul e X25-p dte 990002 characteristics

Modul e X25-Protocol Volatile Characteristics as of 1-Jun-1999 13:-04:25

Example 7-12 shows the NCP command and output to demonstrate the X.25 module
characteristics on the specified DTE.

Example7-12 NCP Command

NCP> show nodul e X25-p dte 6172353970 characteristics

Modul e X25-Protocol Volatile Characteristics as of 1-Jun-1999 13:-04:52
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DTE = 6172353970

Net wor k = PSC

Line = DSV-0-0
Channels = 4-1

Maxi mum channels = 4
Maxi mumcircuits = 5

Default data = 128
Default wi ndow = 2

Maxi num data =

[ERN
N
(o9}

Maxi mum wi ndow = 2
Maxi mum clears = 2
Maxi mum resets = 2

Call tinmer = 200
Clear tinmer = 180
Reset tinmer = 180
Restart tinmer = 180
Interrupt tiner = 180
Interface node = DTE

Troubleshooting

If you have problems running X.25, do the following:

¢ Enter the TRACE * command as the first line in the X25.CONF file on the OpenVMS system.

7-18

This causes an analysis of what occurred on the network to be written to the X25.LOG file. You
do not have to restart TCPware after you edit the X25.CONF file. Note that each new X.25
connection reads thisfile.

If you have VAX P.S.1. with X.29, enter the SET HOST/X29 command to try to connect to your
destination.

This commands uses DECnet and VAX P.S.I. to connect rather than TCPware. If thisfails, there
isaproblem with your PS.1. configuration and TCPware will not work until the problem is
corrected.

Enter NCP, then enter the following command:

NCP> SHOW MODULE X25- ACCESS KNOWN NETWORKS

This NCP command shows the names of X.25 networks as they are configured in VAX PS.I.
Thiscommand is useful when thereisapossibility that the X25.CONF file might be specifying a
national X.25 network incorrectly.

TCPware and VAX P.S.I. need to be configured to use the same network name. Sometimes
VAX P.S.I. might be configured with nicknames for the national networks. Later you might get
adifferent name for the network from your carrier and enter that in the X25.CONF file. In this
case you need to change the X25.CONF file or reconfigure VAX PS.I.
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Chapter 8

Routing and GateD

Introduction

This chapter describes TCPware's multiple gateway routing support, including how to set up
routing and forwarding, and how to configure the Gateway Routing Daemon (GateD).

Multiple Gateway Support

All hosts and gateways on a network store routing information, usually including alist of default
gateway addresses.

The TCPware routing table contains alist of default gateway addresses. TCPware always uses the
first gateway address on the list, unlessit is marked as possibly being down. In this case, TCPware
rotates the address of the gateway that is possibly down to the end of the list. TCPware then uses
the next gateway address in the list, regardless of its state.

If all gateways are marked as being possibly down, TCPware uses all the addresses in rotation. This
minimizesthe number of datagrams sent to suspicious gateways, and maintains stability when more
than one gateway is available.

Router or Link Failure

When arouter fails, the host detectsthat it is sending packetsinto a"black hole." The host detects
thisin approximately one minute. The host:

1 | Marksthat entry in the gateway address list as possibly being down.

2 | Rotatesthat gateway address entry to the end of thelist.

3 | Usesthe next gateway address, which isnow the first entry in thelist.

When alink fails, the router connected to that link redirects TCPware to use another router for that
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destination. TCPware does this using ICMP redirects.

Router or Link Recovery

When arouter recovers, TCPware reverts back to the router only if told to do so through aredirect
for a specific destination. The acting router issues the redirect only if the original route has a better
bandwidth, delay, and hop metric for the intended destination.

The system does not issue aredirect if the links between both routing paths are the same speed. In
this case, TCPware continues to use the new router until:

* You reenter the gateway address using the Network Control Utility (NETCU)
* The new router fails

When alink recovers, TCPware discards the dynamic route set by the ICMP redirect and switches
back to the original router.

Static Routing

This section explains how to configure specific routes using Network Control Utility (NETCU)
commands.

Routing Guidelines
When setting up routing, consider the following guidelines:

* Most routes should be network routes rather than host routes. This prevents the routing table
from becoming too large.

¢ Define adefault gateway using the NETCU SET GATEWAY command (see the NETCU
Command Reference). Use the default gateway when sending a datagram to a host that is not
on alocal network and for which no other route is known.

* You can set up routing so that TCPware executes your routing commands at startup. Enter
the NETCU routing commands in the TCPWARE:ROUTING.COM file. CNFNET creates
thisfile during network configuration (see the following sections).

¢ If using GateD to configure routes, use GateD exclusively. Do not combine GateD routing
with static routing set up in NETCU, aswith ADD ROUTE. Route settings in the
GATED.CONF file may conflict with settings in the static ROUTING.COM file.

Example 1

Figure 8-1 shows alocal network connected to an internet through a gateway. Each VAX host runs
TCPware for OpenVMS.

The gateway has an internet address for each network to which it connects.
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Figure8-1 Defining a Default Router

Ethernet

other network s

10.1.0.1
Gateway
10.2.0.1
WA Alpha R Alpha
host host host host

The easiest way to set up routing in this case is to define the gateway as the default gateway. To do
this, perform one of the following tasks:

* Definethe default gateway at each host by responding to prompts during TCPware'’s network
configuration procedure (CNFNET).
¢ Enter the following NETCU command at the DCL prompt on each host:

NETCU SET GATEWAY 10.2.0.1

Example 2

Figure 8-2 shows a sample internet consisting of three networks. Ethernet network 192.168.95.0,
SLIP network 192.168.21.0, and Ethernet network 192.168.34.0.

Figure8-2 SampleInternet

Ethernet network

Ethernet network

192.168.95.0 192.168.34.0

host host

| 192 1295 2 19216834 2
192.169.95.1 SLIP 192.169.34.1
Network
Gateway A 192.168.21.0 Gateway B
192.168.21 .1 192.168.21.2

host host

192.168.95 .3 192.168.34 .3
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Each gateway has an internet address for each network to which it connects. Thisis how the
networks are set up:

* At each TCPware host in network 192.168.95.0, set the local gateway host address:
SET GATEWAY 192.168.95.1

¢ At each TCPware host on network 192.168.34.0, set the local gateway host address:
SET GATEWAY 192.168.34.1

* At Gateway A, add the route through Gateway B’s SLIP network address:

ADD ROUTE 192.168.34.0 192.168. 21. 2 / NETWORK / GATEVWAY
ENABLE FORWARDI NG

* At Gateway B, add the route through Gateway A’s SLIP address:
ADD ROUTE 192. 168.95.0 192. 168.21.1 / NETWORK / GATEWAY
ENABLE FORWARDI NG
You can also define the default gateway by responding to prompts during the network
configuration procedure (CNFNET). See Chapter 3, Configuring the TCP/IP Core Environment, in
the Installation & Configuration Guide.

Forwarding

Forwarding, if enabled using NETCU ENABLE FORWARDING, allows IPDRIVER to route
(forward) datagrams between the available networks as needed.

IPDRIVER routes datagrams between networks when you enable forwarding, and there is a known
route to the datagram’s destination internet address. TCPware allows fragmentation of the routed
datagram.

IPDRIVER transmits an Internet Control Message Protocol (ICMP) redirect message to the source
internet address of the datagram if it routes the datagram over the same source network interface.

If you enable forwarding and ARP mode, TCPware responds to ARP requests for any nonlocal
internet address for which it has a defined route. Thisis proxy ARP. The following example shows
enabling forwarding in ARP mode:

NETCU ENABLE FORWARDI NG/ ARP

TCPware does not forward multicast datagrams.

Multicast Routing

When an application wants to send datagrams to a multicast internet address (Class D, 224.0.0.0
through 239.255.255.255) and the application does not specify a multicast interface, TCPware
determines the interface as follows:

1 | If therouting table has a host route for the multicast address, TCPware uses the host route.
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2 | If therouting table has a default multicast route (a network route for 224.0.0.0), TCPware
uses the default multicast route.

3 | If therouting table has a default route, TCPware uses the default route.

4 | Otherwise, TCPware uses the first multicast-capable interface it finds.

Using GateD

The Gateway Routing Daemon (GateD) manages multiple routing protocols, including the Routing
Information Protocol (RIP), Local Network Protocol (HELLO), Router Discovery Protocol, Open
Shortest Path First (OSPF) protocol, Exterior Gateway Protocol (EGP), and Border Gateway
Protocol (BGP).

Using GateD, the network administrator can control the flow of routing information through a
configuration language. Once you start GateD, it makes routing decisions based on the data
gathered by the routing protocols. If routing using GateD, use GateD exclusively.

Note! If you want the system to function as a gateway, you must enable forwarding for it (using the
ENABLE FORWARDING command in NETCU).

GateD allows you to control importing and exporting routing information by:

* Individual protocol

¢ Source and destination Autonomous System (AS)
* Source and destination interface

* Previous hop router

¢ Specific destination address

You can assign preference levels for different combinations of imported routing information by
using aflexible masking capability. In TCPware, the name of the GateD processis
TCPware_GateD.

GateD Configuration File

TCPware stores GateD configuration information in the TCPWARE:GATED.CONF file. You
must create this file before you can use GateD.

For details on GateD configuration, see GateD Configuration Satements.

GateD Route Selection

GateD determines the "best" route using preference values set for each protocol or peer. Each route
has a single associated preference value, even though you can set preferences at many placesin the
GATED.CONF file. The last (or most specific) preference value is the one GateD uses. Some
protocols have a secondary preference, sometimes called a "tie-breaker."

The factors GateD usesin determining "best" routes include:
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8-6

The route with the numerically smallest pr ef er ence vaueis preferred.

For two routes with equal preferences, the route with the numerically smallest

pr ef er ence2 (the "tie-breaker") is preferred.

A route learned from an interior gateway protocol is preferred over aroute learned from an
exterior gateway protocol. Least preferred isaroute learned indirectly by an interior protocol
from an exterior protocol.

If Autonomous System (AS) path information is available, it helps determine the most
preferred route:

— Aroute with an AS path is preferred over one without an AS path.
— If the AS paths and origins are identical, the route with the lower metric is preferred.

— Arroute with an AS path origin of interior protocol is preferred over one with an origin of
exterior protocol. Least preferred is an AS path with an unknown origin.

— A route with a shorter AS path is preferred.

If both routes are from the same protocol and AS, the one with the lower metric is preferred.
The route with the lowest numeric next-hop address is used.

Preference values range from 0 to 255. Table 8-1 summarizes the default preference values for
routes learned in various ways.

Table8-1 Default Routing Preference Values Defined by GateD Satements

Default pr ef er ence value Isdefined by ... statement

0 interface

10 ospf

20 gendef aul t (internally generated default)

30 redirect

40 ker nel (routes learned using the socket route)
60 static

0 hello

100 rp

110 (point-to-point interfaces)

120 i nt erfaces (routes to interfaces that are down)
130 aggregate/generate

150 ospf (AS external)

170 bgp
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Table8-1 Default Routing Preference Values Defined by GateD Satements (Continued)

200

egp

Starting and Stopping GateD
After creating the TCPWARE:GATED.CONF file, you need to stop and restart GateD. Follow

these steps:

1 | Log in asthe system manager.

2 | Stop the GateD process by entering: @ CPWARE: SHUTNET GATED

3 | Restart the GateD process by entering: @ CPWARE: STARTNET GATED

See the Installation & Configuration Guide, Chapter 6, Sarting and Testing TCPware, for details
on the STARTNET.COM and SHUTNET.COM command procedures.

GateD NETCU Commands

Use the NETCU commands in Table 8-2 to manage the GateD process. To use these commands,
you need OPER or SY SPRV privilege.

See the NETCU Command Reference, Chapter 2, NETCU Commands.

Table82 NETCU GateD Commands

Command

Description

CHECK GATED CONFIG

Checks a GateD configuration file for syntax errors

DUMP GATED STATE

Dumps the state of the GateD processto afile

LOAD GATED CONFIG

L oads a GateD configuration file

SET GATED TRACE

Controls tracing in GateD

SHOW GATED TRACE

Shows tracing in GateD

SHOW OSPF ADVERTISE

Shows OSPF link state advertisements

SHOW OSPF AS

Shows the AS external database entries

SHOW OSPF DESTINATIONS

Shows the list of destinations and their indices

SHOW OSPF ERRORS

Shows the OSPF error log
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Table8-2 NETCU GateD Commands (Continued)

Command Description

SHOW OSPF HOPS Shows the set of next hops for the OSPF router queried
SHOW OSPF INTERFACES Shows all configured interfaces for OSPF

SHOW OSPF LOG Shows the cumulative OSPF log of input/output statistics
SHOW OSPF NEIGHBORS Shows all OSPF routing neighbors

SHOW OSPF ROUTING Shows the OSPF routing table

SHOW OSPF STATE Shows the link state database (except AS Externals)
SHOW RIP Queries Routing Information Protocol (RIP) gateways
STOP/GATED Stops the GateD process

TOGGLE GATED TRACING Togglestracing in GateD

UPDATE GATED INTERFACES | Rescansthe GateD network interfaces

GateD Configuration Statements

The GateD configuration file is GATED.CONF. This file must be present for the GateD processto
run. The structure of the GateD configuration language is similar to C. The configuration file
consists of statements terminated by a semicolon (;). Statements consist of tokens separated by a
space. This structure simplifies identification of the associated parts of the configuration.

You can include comment lines either by beginning them with a pound sign (#) or delimiting them
with slash asterisk (/*) and asterisk slash (*/). The configuration file consists of the following
sections, which reflect the order in which the statements, if used, must appear:

Directives (%i rect ory, routerdi scovery server |redirect | hello rip
% ncl ude)
Route Filtering (net wor k routerdi scovery client | generate | inport | bgp

and nask statements)

Definition Statements traceoptions static export | egp
(aut ononoussyt em
routerid, martians)

i nterfaces aggregat e options icnp ospf
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Directives
Directive statements include:

* O%directory
* %include
Directive statements provide special instructions to the parser. They do not relate to the protocol

configuration and can occur anywhere in GATED.CONF. They aso end in anew lineinstead of a
semicolon (;) like the other statements.

Format
%directory " directory"
Defines the directory where the include files go if you do not fully specify directory as part of the

filename in the %include statement. Does not actually change the current directory, but simply
applies the directory prefix.

%include " filename"

Identifies an include file. GateD includes the contents of the filein GATED.CONF at the point
where the %include appears. If you do not fully specify the filename, it is relative to the directory
defined in %directory. The %include directive causes GateD to parse the specified file completely
before resuming. You can nest up to ten levels of include files.

Table8-3 Global Trace Options

Option Description

adv For debugging: traces the allocation and freeing of policy blocks.
al | Turnsonthegeneral , nornmal, policy, route, state, task, andti ner
options.

general | Shorthand for specifying both the nor mal and r out e options.

iflist Traces reading of the kernel interface. Useful to specify this with the
-t option on the command line since the first interface scan occurs before reading
the configuration file.

nor mal Traces normal protocol occurrences (abnormal protocol occurrences are always
traced).
parse For debugging: traces the lexical analyzer and parser.

policy Traces how protocol and user-specified policy apply to routes imported and

exported.
route Traces routing table changes for routes installed by the protocol or peer.
state Traces state machine transitions in the protocols.
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Table8-3 Glabal Trace Options (Continued)

Option Description

symbol s | Traces symbolsread from the kernel at startup. The only useful way to specify this
level of tracing isto usethe -t option on the command line, since GateD reads the
symbols from the kernel before parsing the configuration file.

t ask Traces system interface and processing associated with the protocol or peer.

ti mer Traces timer usage by the protocol or peer.
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traceoptions

Thet raceopt i ons statement controls tracing options. You can configure GateD tracing options
at many levels. These include file specifications, control options, and global and protocol -specific
tracing options.

Lower levels of statementsinherit tracing options from the next higher level, unless overridden.

Format

traceoptions|[ " tracefile" [replace] [size size[k | m] filesfiles]]
[nostamp] traceoptions [except traceoptions] | none;

Options and Parameters
" tracefile"

File to receive tracing information. If this filenameis not fully specified, GateD createsit in the
directory where you started GateD.

replace
Replaces an existing file. The default isto append to an existing file.
sizesizelk | m] filesfiles

Limits the maximum size, in k or m or the files indicated, of the trace file (the minimum is 10k).
When the file reaches size, GateD creates anew version.

nostamp

Control option which means not to prepend atimestamp to all trace lines. The default isto prepend
atimestamp.

traceoptions

Specific to each protocol statement. The global trace options appear in Table 8-3. Note that these
global options may not apply to all protocols.

except traceoptions
Disables more specific trace options after enabling broader ones.
none

Turns off al tracing for the protocol or peer.
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options

For

The options statements | et you specify some global options. If used, options must appear before any
other type of configuration statement in GATED.CONF.

mat
options [nosend]
[noresolv]
[gendefault [preference value][gateway host] ]
[syslog [upto] loglevel]
[mark time] ;

Options and Parameters

nosend

Does not send packets. Makes it possible to run GateD on alive network to test protocol
interactions, without actually participating in the routing protocols. You can examine the packet
tracesin the GateD log to verify that GateD functions properly. Most useful for RIP and HELLO.
Does not yet apply to BGP, and not useful with EGP and OSPF.

noresolv

Does not resolve symbolic namesinto | P addresses. By default, GateD uses the

get host bynane() andget net bynane() library callsthat usually use the Domain Name

System (DNS) instead of the host’s local host and network tables. If there is insufficient routing
information to send DNS queries, GateD deadlocks during startup. Use this option to prevent these
calls.

Note! When you use this option, symbolic names cause configuration file errors.

gendefault [preference value] [gateway host]
nogendefault

Creates a default route with the special protocol default when a BGP or EGP neighbor is up. You
can disable this for each BGP/EGP group withribgendef aul t option. By default, this route

has apr ef er ence value 0f20. This route is normally not installed in the kernel forwarding table;

it is only present for announcement to other protocols.gblheway option installs the default

route in the kernel forwarding table with a next hop of the gateway defined.

Note! Using more general options is preferred to using gendef aul t . (See Aggregate for details on

8-12

the gener at e statement.)

syslog [upto] loglevel

Amount of data GateD logs to OPCOM. OpenVMS systems map Wi$Xog logging levels to
OPCOM severity levels. The defaultsigs| og upt o i nf o. The mapping ofysl| og to OPCOM
logging levels appears in Table 8-4.
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mark time

GateD sends a message to the trace log at the specified time interval. Can be one method of
determining if GateD is still running.

Table8-4 Mapping of UNIX syslog Levelsto OpenVM S OPCOM Severity Levels

sydog log level Isequivalent to OPCOM level...
energ FATAL
alert FATAL
crit FATAL
err ERROR
war ni ng WARNING
notice INFORMATIONAL
i nfo (default) INFORMATIONAL
debug INFORMATIONAL
Example

# generate a default route when peering with an EGP or BGP nei ghbor:

#

opti ons gendefaul t ;
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interfaces

Aninterfaceisthe connection between arouter and one of its attached networks. Specify aphysical
interface by interface name, |P address, or domain name. Multiple reference levelsin the
configuration language let you identify interfaces using wildcards (only the device driver part of
the name, to match any unit number), interface type names, or addresses.

Format

interfaces {
options
[strictinterfaces]
[scaninterval time] ;
interface list
[preference value]
[down preference value]
[passive]
[simplex]
[regect]
[blackholq] ;
define address
[broadcast address] | [pointtopoint address]
[netmask mask]
[multicast] ;

b

Options Clause

options
[strictinterfaces]
[scaninterval time] ;

strictinterfaces

Makes it afatal error to use reference interfaces not present when you start GateD or that are not
part of the def i ne parameter. Normally, GateD issues a warning message and continues.

scaninterval time

Sets how often GateD scansthe kernel interface list for changes. The default is every 15 seconds on
most systems, and 60 seconds on systems that pass interface status changes through the routing
socket (such as BSD 4.4).

Interface Clause

Setsinterface options on the specified interfaces. A list can consist of interface names, domain
names, numeric addresses, or the value al | . Include one or more interface names, including
wildcard names (without a number) and those that can specify more than one interface or address.
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There are three ways to reference an interface:

By wildcard | Only the device driver part of the name, to match any unit number.

By name Combined device driver and unit number of an interface.

By address IP address or domain name (if resolving to one address only).

There are four types of interfaces allowed:

L oopback

Must have the address 127.0.0.1. Packets from aloopback
interface go back to the originator. Also used for reject and
blackhole routes (not supported in TCPware). The interface
ignores any net mask. It is useful to assign an additional address
to the loopback interface that is the same as the OSPF or BGP
router 1D; this allows routing to a system based on router D that
works if some interfaces are down.

Broadcast

Multiaccessinterface capable of physical level broadcast, such as
Ethernet, Token-Ring, and FDDI. A broadcast interface has an
associated subnet mask and broadcast address. The interface
route to a broadcast network is a route to the complete subnet.

Point-to-point

Tunnel to another host, usually on some sort of serial link. A
point-to-point interface has alocal address and aremote address.
The remote address must be unique among the interface
addresses on a given router. Many point-to-point interfaces and
up to one non point-to-point interface must share the local
address. This conserves subnets as you do not need any when
using thistechnique. If you use a subnet mask on a point-to-point
interface, only RIP version 1 and HELL O use it to determine
which subnets propagate to the router on the other side of the
point-to-point interface.

Nonbr oadcast multiaccess
(NBMA)

Multiaccess but not capabl e of broadcast, such asframerelay and
X.25. Thistype of interface has alocal address and a subnet
mask.

preference value

Sets the preference for routes to this interface when it is up and GateD determinesit to function
properly. The default preference value is 0. While the pr ef er ence statement isoptional, it is
strongly recommended that you set an explicit preference value if you do use it.
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down preference value

Sets the preference for routes to this interface when GateD determines that it does not function
properly, but the kernel does not indicate that it is down. The default down preference value is 120.

passive

Does not change the preference of the route to the interface if determined not to function properly
from lack of routing information. GateD checks this only if the interface actively participatesin a
routing protocol.

simplex

The interface does not recognize its own broadcast packets. Some systems define an interface as
simplex with the IFF_SIMPLEX flag. On others, the configuration defines it. On simplex
interfaces, packets from the local host are assumed to have been looped back in software and are
not used to indicate that the interface functions properly.

reject, blackhole

Not supported in TCPware. Normally, this uses the address of the interface that matches these
criteriaas the local address when installing reject routes in the kernel. A blackhole route islike a
reject route except that it does not support unr eachabl e messages.
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Define Clause
interfaces {

define address

[broadcast address] | [pointtopoint address]

[netmask mask]

[multicast] ;
b
Definesinterfaces not present when starting GateD so that the configuration file can reference them
whenusingopti ons strictinterfaces.
broadcast address

Makes the interface broadcast-capable (for Ethernet or Token-Ring) and specifies the broadcast
address.

pointtopoint address

Makes the interface point-to-point (such as SLIP or PPP) and specifies the address on the local side
of theinterface. Thefirst addressin thedef i ne statement references the host on the remote end of
the interface.

Aninterface not defined asbr oadcast or poi nt t opoi nt must be nonbroadcast multiaccess
(NBMA), such asfor an X.25 network.

netmask mask

Subnet mask to use on the interface. Ignored on point-to-point interfaces.
multicast

Makes the interface multi cast-capable.

Examples
1 Thisexample setsthe interface as passive.

# do not mark interface 192.168.95.31 as down,
# even if there is no traffic:

#

i nterfaces{

interface 192.168. 95. 31 passi ve ;

}

2 This example shows the interface statements used with ther i p statement (seetheri p
description). Users would receive RIP packets only from interfaces sva- 0 and sva- 1, but
not from f za- 0, and sva- 1 would be the only one that could send them.
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rip yes {
interface all noripin noripout ;
interface sva ripin

interface sva-1 ripout ;

b
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Definition Statements
Definition statements include:

* autonomoussystem
* routerid
* martians

Definition statements are general configuration statements that relate to all of GateD or at least to
more than one protocol. You must use these statements for any protocol statementsin the
configuration file.

Format
autonomoussystem ASnumber [loops number] ;

An autonomous system (AS) is a set of routers under a single technical administration, using an
internal protocol and common metrics to route packets within the AS, and an external protocol to
route packets to other ASs. The Network Information Center (NIC) assigns AS numbers.

The aut ononpbussyst emstatement sets the AS number of the router. You require this option if
using BGP or EGP. The | oops option isonly for protocols supporting AS paths, such as BGP. It
controls the number of timesthis AS can appear in an AS path, and defaultsto 1.

routerid host ;

A router ID is an | P address used as a unique identifier assigned to represent a specific router,
usually the address of an attached interface. Ther out er i d statement sets the router 1D for the
BGP and OSPF protocols. The default is the address of the first interface GateD encounters. The
address of a non-point-to-point interface is preferred over the local address of a point-to-point
interface, and an address on aloopback interface that is not the loopback address (127.0.0.1) is
most preferred.

martians{
host host [allow] ;
network [allow] ;
network mask mask [allow] ;
network masklen number [allow] ;
default [allow] ;

b
Themar ti ans statement defines alist of invalid addresses, called martians, that the routing
software ignores. Sometimes a misconfigured system sends out obvioudly invalid destination

addresses. The statement allows additions to the list of martian addresses. (See Route Filtering for
details on specifying ranges.)

You can also use the al | ow parameter to explicitly allow a subset of an otherwise disallowed
range.
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Example

This example shows the use of al three definition statements, aut ononoussyst em routeri d,
and narti ans.

# use AS nunber 249:

#

aut ononoussyst em 249
#

# set the router

I D nunber:

#

routerid 192.168.95.31 ;
#

# prevent routes to

0.0.0.26 fromever being accepted:
#

martians {

host 0.0.0.26 ;

b
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Route Filtering

You can filter routes by matching a certain set of routes by destination, or by destination and mask.
Useroutefiltersonmarti ans, inport, andexport Statements.

The action taken when no match is found depends on the context. For example, import and export
routefiltersassumeanal | reject ; attheendof alist. A route matches the most specific filter
that applies. Specifying more than one filter with the same destination, mask, and modifiers
generates an error.

Format

network [exact | refines | allow]

network mask mask [exact | refines)
network masklen number [exact | refines)
all

default

host host

Options and Parameters
networ k

Destination network |P address. You can use one of the following options:

exact Destination mask must match the supplied mask exactly.
Used to match a network, but no subnets or hosts of that network.

refines Destination mask must be more specified (longer) than the filter mask.
Used to match subnets or hosts of a network, but not the network.

al | ow See the martians definition statement.

mask mask

Destination network mask.

masklen number

Length of the destination network mask.

all

Entry matches anything. Equivalentto 0. 0. 0. 0 mask 0. 0. 0. 0.
default

Matches the default route. To match, the address must be the default address and the mask must be
all zeros. Equivalentto 0. 0. 0. 0 mask 0.0.0.0 exact. (Notvalidfor marti ans statements.)

host host
Matches the specific host. To match, the address must match exactly the specified host, and the
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network mask must be a host mask (all 1s). Equivalent to host mask 255. 255. 255 exact .
(Not valid for mar ti ans statements.)
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rp
GateD supports the Routing Information Protocol (RIP). RIP is adistance-vector protocol for
distributing routing information at the local network level of the Internet. In distance-vector
routing, each router transmits destination addresses and costs to its neighbors (computers
communicating over RIP).

RIP versions 1 and 2 are the most commonly used interior protocol. RIP selects the route with the
lowest metric as the best route. The metric is a hop count representing the number of gateways
through which data must pass to reach its destination. The longest path that RIP acceptsis 15 hops.
If the metric is greater than 15, adestination is considered unreachable and GateD discards the
route. RIP assumes the best route uses the fewest gateways, that is, the shortest path, not taking into
account congestion or delay along the way.

RIP uses two types of packets: requests and responses.

Requests. A request asks for information about specific destinations or for all destinations. RIP can
send requests when arouter:

e Comesup
* Receivestimed-out information about a destination

If arequest fails to specify a destination, RIP assumes the router requests information about all
destinations.

Responses. Responses contain destination and cost pairs. RIP sends responses under the following
three conditions:

* Inresponse to arequest
* When information changes; for example, cost information
* At setintervals,; for example, reporting the destination to each neighbor every 30 seconds

RIP discards the destination and cost information if a neighbor fails to report the distanceto a
destination after a certain time interval.

RIP IP Addresses. RIP version 1 contains no provision for passing around a mask. RIP infersthe
mask based on whether the addressis class A, B, or C. Sometimes there are special cases when the
inferred mask differsfrom class A, B, or C. For example:

* When you use RIP with a subnet (in this case the routers must know the subnet mask for a
particular network number)

* When the system updates RIP with an address reported as 0.0.0.0, RIP considers this address
as adefault destination with amask of 0.0.0.0

¢ When the system updates RIP with bits set in the host portion of the address, RIP assumes
the address refers to a host with a mask of 255.255.255.255

With RIP version 2, you can specify the network mask with each network in a packet.

Configuring RIP. You configure RIP in the GATED.CONF file using a GateD protocol statement
that enables or disables RIP. The syntax of ther i p statement is as follows, with the parameters
described next:
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Format
rip yes|no|on | off
[{[no]broadcast ;
nocheckzero;
preferencevalue;
defaultmetric metric;
query authentication [ none| [ [simple | md5] password] ] ;
interfacelist
[[no]ripin] [ [no]ripout ]
[metricin metric]
[metricout metric] ;
[version 1] | [ version 2 [multicast | broadcast] ]
[ [secondary] authentication [ none | [ [smple | md5] password] ] ] ;

trustedgatewayslist ;
sour cegateways list ;
traceoptionsoptions;

H

Options and Parameters

yes | on (default)
no | off

When enabled on a host, RIP listens in the background to routing updates. When enabled on a
gateway, RIP supplies routing updates. Enabled by default.

broadcast ;

Broadcasts RIP packets regardless of the number of interfaces present. Useful when propagating
static routes or routes learned from another protocol into RIP. In some cases, using br oadcast
when only one network interface is present can cause data packets to traverse a single network
twice. The default for more than one interface.

nobroadcast ;

Does not broadcast RIP packets on attached interfaces even if there is more than one. If you use the
sour cegat eways parameter, routes are still unicast directly to that gateway. The default for a
single interface.

nocheckzero;

Does not make sure that reserved fields in incoming RIP version 1 packets are zero. Normally RIP
rejects packets whose reserved fields are zero.

preferencevalue;

Sets the preference for routes learned from RIP. A preference specified in import policy can
override this. The default preference valueis 100.
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defaultmetric metric;

Metric used when advertising routes learned from other protocols. Choice of values requires that
you explicitly specify ametric in order to export routes from other protocolsinto RIP. A metric
specified in export policy can override this. The default metricis 16.

query authentication ;

Authentication required of query packets that do not originate from routers. The default is none.
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Interface Clause
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rip yes|no|on | off
[{[no]broadcast ;
nocheckzero;
preferencevalue;
defaultmetric metric ;
query authentication [ none| [ [simple | md5] password] ] ;
interface list
[ [no]ripin] [ [no]ripout ]
[metricin metric]
[metricout metric] ;
[version 1] | [ version 2 [multicast | broadcast] ]
[ [secondary] authentication [none | [ [smple | md5] password] ] ;
trustedgatewayslist ;
sour cegatewayslist ;
traceoptions options;;

H

Controls various attributes of sending RIP on specific interfaces. (See the interfaces statement for a
description of list.) Note that if there are multiple interfaces configured on the same subnet, only
the first one on which RIP output is configured sends the RIP updates. Thislimitation is required
because of the way the UNIX kernel operates. A future GateD release will hopefully remove this
limitation. The default list valueisal | .

ripin (default)
noripin

Useri pi n explicitly when using nor i pi n on awildcard interface descriptor. Thenori pi n
option ignores RIP packets received over the specified interfaces.

ripout (default)
noripout

Useri pi n explicitly when using nor i pout on awildcard interface descriptor. Thenori pi n
does not send RIP packets over the specified interfaces.

metricin metric

RIP metric to add to incoming routes before they are installed in the routing table. Makes the router
prefer RIP routes learned using the specified interfaces less than those learned from other
interfaces. The default is the kernel interface metric plus 1. If using this as the absol ute value, the
kernel metric is not added.

metricout metric

RIP metric to add to routes sent over the specified interface(s). Makes other routers prefer other
sources of RIP routes over thisrouter. The default metric valueis .

version 1 (default)

Sends RIP version 1 packets over the specified interface(s).
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version 2 [multicast | broadcast]

Sends RIP version 2 packets over the specified interfaces. If IP multicasting support isavailable on
thisinterface, the default isto send full version 2 packets. If multicasting is not available, version 1
compatible version 2 packets are sent. Options include;

mul ti cast Multicasts RIP version 2 packets over thisinterface.
(defaullt)

br oadcast Broadcasts RIP version 1 compatible version 2 packets over this interface even
if IP multicasting is available

[secondary] authentication [none | [ [smple | md5] password] ]

Authentication type to use. Applies only to RIP version 2 and isignored for RIP-1 packets. If you

specify a password, the authentication type defaultsto si npl e. The password should be a quoted

string with 0 to 16 characters. If you specify secondar y, this defines the secondary authentication.
The default isaut hent i cati on none.

Remaining Options and Parameters
rip yes|no|on | off
[{[no]broadcast ;
nocheckzero;
preferencevalue;
defaultmetric metric ;
query authentication [ none| [ [simple | md5] password ] ] ;
interfacelist
[[no]ripin] [ [no]ripout ]
[metricin metric]
[metricout metric] ;
[version 1] | [ version 2 [multicast | broadcast] ]
[ [secondary] authentication [none | [ [simple | md5] password ] ];
trustedgatewayslist ;
sour cegateways list ;
traceoptions options;;

s
trustedgateways list

List of gateways from which RIP accepts updates (host names or |P addresses). If used, only
updates from the gateways in the list are accepted. The default list valueisal | .

sour cegateways list

List of routers to which RIP sends packets directly, not through multicasting or broadcasting. If
used, only updates from the gatewaysin the list are accepted. The default list valueisal | .
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traceoptions options

RIP-specific trace options:

packets All RIP packets, or packets[det ai | ] send or [detai |l ] recv (det ai |

provides a more verbose format to provide more details; if used, det ai | must
come beforesend or r ecv)

r equest RIP information request packets, such as REQUEST, POLL and POLLENTRY

response RIP RESPONSE packets that actually contain routing information
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hello

GateD supportsthe HELL O protocol. HELL O isan interior protocol that uses delay asthe deciding
factor when selecting the best route. Delay is the round trip time between source and destination.
HELLO isnot aswidely used as when it was the interior protocol of the original 56-Kb/sec
NSFNET backbone and used between LSI-11 ("fuzzball") routers. Because of this, HELLO is
disabled by default.

By default, HELLO, like RIP, uses the kernel interface metric set by thei f conf i g command to
influence metrics added to routes as they are installed in the routing table (et ri ci n). Since the

kernel interface metric is in hops, it must be translated into HELLO’s millisecond metric. For th
translation scheme, see Table 8-5.

Table8-5 HELLO Hopsto-Metrics Trandation

This This This

many | Trandatetothis | many | Trandatetothis | many | Trandatetothis
Hops HELLO metric Hops | HELLO metric | Hops | HELLO metric
0 0 6 713 12 75522

1 100 7 1057 13 11190

2 148 8 1567 14 16579

3 219 9 2322 15 24564

4 325 10 3440 16 3000

5 481 11 5097

You configure HELLO in the GATED.CONF file using a GateD protocol statement that enables
disables HELLO.

When enabled, HELLO assumesbr oadcast when only one interface exists. HELLO assumes
broadcast when more than one interface exists.

Format

hello yes|no|on | off
[{[no]broadcast ;
preferencevalue;
defaultmetric metric;
interfacelist
[ [no]helloin ]
[ [no]helloout ]
[metricin metric]
[metricout metric] ;
trustedgatewayslist ;
sourcegatewayslist ;
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traceoptions options;;

1

Options and Parameters

yes| on or no | off (default)

When enabled on a host, HELL O listensin the background for routing updates. When enabled on a
gateway, HELL O supplies routing updates. Disabled by default.

broadcast ;
nobroadcast ;

Thebr oadcast option broadcasts HELL O packets regardless of the number of interfaces present.
Useful when propagating static routes or routes learned from another protocol into HELLO. In
some cases, using br oadcast when only one network interface is present can cause data packets
to traverse a single network twice. The default for more than one interface.

Thenobr oadcast option does not broadcast HEL L O packets on attached interfaces, even if there
ismorethan one. If you usethesour cegat eways parameter, routes are still unicast directly to that
gateway. The default for asingle interface.

preferencevalue;

Preference for routes learned from HELLO. A preference specified in import policy can override
this. The default preference valueis 90.

defaultmetric metric ;

Metric used when advertising routes learned from other protocols. Requires you to explicitly
specify ametric in order to export routes from other protocolsinto HELLO. A metric specified in
export policy can override this. The default metric is 30000.

Interface Clause
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interfacelist
[ [no]helloin ]
[ [no]helloout ]
[metricin metric]
[metricout metric] ;

Controls various attributes of sending HELL O on specific interfaces. (See interfaces statement for a
description of list.) Note that if there are multiple interfaces configured on the same subnet, only
the first interface that has HEL L O output configured sends the HELL O updates. Thislimitationis
required because of the way the UNIX kernel operates. A future GateD release will hopefully
remove this limitation. The default interface list valueisal | .

helloin (default)
nohelloin

Usehel | oi n explicitly when using nohel | oi n on awildcard interface descriptor. The
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nohel | oi n option ignores HEL L O packets received over the specified interfaces.

helloout (default)
nohelloout

Usehel | oout explicitly when using nohel | oout on awildcard interface descriptor. The
nohel | oout option does not send HEL L O packets over the specified interfaces.

metricin metric

HELL O metric to add to incoming routes before GateD installs them in the routing table. Makes
thisrouter prefer HELL O routes learned from other interfaces over those from the specified
interface(s). The default isthe kernel interface metric plus one. If using this as the absolute value,
GateD does not add the kernel metric to the routing table.

metricout metric

HELL O metric to add to routes that are sent over the specified interface(s). Makes other routers
prefer other sources of HELL O routes over this router. The default metric out metric valueiso.

Remaining Options and Parameters
hello yes|no|on | off
[{ [no]broadcast ;
preferencevalue;
defaultmetric metric;
interface list
[ [no]helloin ]
[ [no]helloout ]
[metricin metric]
[metricout metric] ;
trustedgatewayslist ;
sour cegateways list ;
traceoptions options;;
1
trustedgateways list

List of gateways from which HELL O accepts updates (host names or | P addresses). If used,
HELL O accepts only updates from the gateways in the list. The default list valueisal | .

sour cegateways list

List of routersto which HELL O sends packets directly, not through multicasting or broadcasting. If
used, HELL O accepts only updates from the gatewaysin the list. The default list valueisal | .

traceoptions packets

All HELLO packets, or packets[det ai | ] send or [detail] recv (detail providesamore
verbose format to provide more details; if used, det ai | must come beforesend orrecv).
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icmp
On systems without the BSD routing socket, GateD listens to ICM P messages received by the
system. Processing of ICMP redirect messagesis handled by ther edi rect statement.

Currently the only reason to specify thei cnp statement is to be able to trace the ICM P messages
that GateD receives.

Format
icmp { traceoptions options; }

Options and Parameters
traceoptions options;;

ICMP tracing options (which you can modify with det ai | andr ecv) are asfollows:

packet s All ICMP packets received

redi rect Only ICMP Redirect packets received

rout er di scovery Only ICMP Router Discovery packets received

info Only ICMP informational packets, which include mask request/
response, info request/response, echo request/response and timestamp
reguest/response

error Only ICMP error packets, which include time exceeded, parameter

problem, unreachable and source quench
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redirect

GateD controls whether ICMP redirect messages can modify the kernel routing table. If disabled,
GateD only prevents a system from listening to ICMP redirects. By default, ICMP redirects are
enabled on hosts, and disabled on gateways that run as RIP or HELL O suppliers.

You configure ICMP redirect handling in the GATED.CONF file using a GateD protocol
statement.

Format

redirect yes|no|on | off
[{preferencevalue;
interfacelist [ [no]redirects] ;
trustedgatewayslist ;

)

Options and Parameters

yes|on
no | off

Enabled by default on hosts. Disabled by default on gateways running as RIP or HELLO suppliers.
preference value

Preference for routes learned from aredirect. The default preference valueis 30.

interfacelist [ [no]redirects]

Enables and disables redirects interface by interface. (See interfaces for a description of list.) The
default interface list valueis al | . The possible parameters are:

redirects May be necessary when you use nor edi r ect s on awildcard interface
(defaul t) descriptor.

noredi rects | Ignoresredirects received over the specified interface(s). The default isto
accept redirects on al interfaces.

trustedgateways list

List of gateways from which redirects are accepted (host names or addresses). By defaullt, all
routers on the shared network(s) are trusted to supply redirects. If used, only redirects from the
gatewaysin the list are accepted. The default list valueisal | .
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routerdiscovery server

Not

For
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The Router Discovery Protocol is an IETF standard protocol used to inform hosts of the existence
of routers without having hosts wiretap routing protocols such as RIP. Useit in place of, or in
addition to, statically configured default routes in hosts.

The protocol isin two parts, the server that runs on routers and the client that runs on hosts (see the
next statement). GateD treats these much like two separate protocols that you can enable only one
at atime.

The Router Discovery Server runs on routers and announces their existence to hosts. It does this by
periodically multicasting or broadcasting a Router Advertisement to each interface on whichitis
enabled. These Router Advertisements contain alist of all router addresses on agiven interface and
their preference for use as a default router.

Initially these Router Advertisements occur every few seconds, then fall back to occurring every
few minutes. In addition, a host may send a Router Solicitation to which the router will respond
with a unicast Router Advertisement (unless a multicast or broadcast advertisement is due
momentarily).

Each Router Advertisement contains an Advertisement Lifetime field indicating how long the
advertised addresses are valid. Thislifetimeis configured such that another Router Advertisement
is sent before the lifetime expires. A lifetime of zero indicates that one or more addresses are no
longer valid.

On systems supporting | P multicasting, the Router Advertisements are sent to the all-hosts
multicast address 224.0.0.1 by default. However, you can specify br oadcast . When Router
Advertisements are being sent to the all-hosts multicast address, or an interface is configured for
the limited-broadcast address 255.255.255.255, all |P addresses configured on the physical
interface are included in the Router Advertisement. When the Router advertisements are being sent
to anet or subnet broadcast, only the address associated with that net or subnet is included.

e! Donotmixrouterdi scovery server androuterdi scovery client statements in the
GATED.CONF file or you may get unintended results. You should also include pr ef er ence
statements in the i nt er f aces and r out er di scovery statements whenever possible.

mat

routerdiscovery server yes|no|on | off
[{ traceoptionsstate;

interfacelist
[minadvinterval time]
[maxadvinterval time]
[lifetimetime] ;

addresslist
[advertise] | [ignore]
[broadcast] | [multicast]
[ineligible] | [preference value] ;

H
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Options and Parameters

yes|on
no | off

Enables or disables Router Discovery Protocol Server.
traceoptions state

Thest at e isthe only trace option, which traces the state transitions. The Router Discovery Server
does not directly support packet tracing options; tracing of router discovery packetsis enabled
through thei cnp statement described in the icmp statement section.

Interface Clause

routerdiscovery server yes|no|on | off
[{ traceoptionsstate;

interface list
[minadvinterval time]
[maxadvinterval time]
[lifetimetime] ;

addresslist
[advertise] | [ignor€]
[broadcast] | [multicast]
[ineligible] | [preference value] ;

interfacelist

Parameters that apply to physical interfaces. Note a dlight difference in convention from the rest of
GateD: i nt er f ace specifies just physical interfaces, while addr ess specifies protocol (in this
case, |1P) addresses.

maxadvinterval time

Maximum time allowed between sending broadcast or multicast Router Advertisements from the
interface. Must be no less than 4 and no more than 30: 00 (30 minutes). The default is10: 00 (10
minutes).

minadvinterval time

Minimum time allowed between sending unsolicited broadcast or multicast Router Advertisements
from the interface. Must be no less than 3 seconds and no greater than maxadvi nt er val . The
defaultis0. 75 X maxadvi nt erval .

lifetimetime

Lifetime of addresses in a Router Advertisement. Must be no less than maxadvi nt er val and no
greater than 2: 30: 00 (two hours, thirty minutes). The default is3 X maxadvi nt erval .

Address Clause

routerdiscovery server yes|no|on | off
[{ traceoptionsstate;
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interfacelist
[minadvinterval time]
[maxadvinterval time]
[lifetimetime] ;

addresslist
[advertise] | [ignore€]
[broadcast] | [multicast]
[preference value] | [indligible] ;

addresslist

Parameters that apply to the specified set of addresses on this physical interface. Note a slight
difference in convention from the rest of GateD: i nt er f ace specifiesjust physical interfaces
while addr ess isprotocol (in this case, |P) addresses.

advertise (default)
ignore

Theadverti se keyword includesthe specified addresses in Router Advertisements. Thei gnor e
keyword does not.

broadcast
multicast

Thebr oadcast keyword includes the given addresses in a broadcast Router Advertisement
because this system does not support | P multicasting, or some hosts on an attached network do not
support |P multicasting. It is possible to mix addresses on a physical interface such that some are
included in a broadcast Router Advertisement and some are included in a multicast Router
Advertisement. Thisisthe default if the router does not support |P multicasting.

Themul ti cast keyword includes the given addresses in a multicast Router Advertisement. If the
system does not support | P multicasting, the address(es) is not included. If the system supports IP
multicasting, the default is to include the addressesin amulticast Router Advertisement if the given
interface supports |P multicasting. If not, the addresses are included in a broadcast Router
Advertisement.

preference value

ineligible

The pr ef er ence keyword sets the preferability of the addresses as a default router address,

relative to other router addresses on the same subnet. A 32-bit, signed, two’s complement integer,

with higher values meaning more preferable. Note thaBb@g0000 may only be specified as
ineligible. The default value . Use apr ef er ence statement whenever possible.

Thei nel i gi bl e keyword assigns the given addresses a preference 800e8000, which

means that it is not eligible to be the default route for any hosts. This is useful when the addresses
should not be used as a default route, but are given as the next hop in an ICMP Redirect. This
allows the hosts to verify that the given addresses are up and available.
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routerdiscovery client

A host listens for Router Advertisements through the all-hosts multicast address (224.0.0.2) if IP
multicasting is available and enabled, or on the interface’s broadcast address. When starting
when reconfigured, a host may send a few Router Solicitations to the all-routers multicast addr
224.0.0.2, or the interface’s broadcast address.

When a Router Advertisement with a non-zero lifetime is received, the host installs a default rc
to each of the advertised addresses. If the preference is ineligible, or the address is not on an
attached interface, the route is marked unusable but retained. If the preference is usable, the r
is set as a function of the preference such that the route with the best preference is used. If m
than one address with the same preference is received, the one with the lowest IP address wil
used. These default routes are not exportable to other protocols.

When a Router Advertisement with a zero lifetime is received, the host deletes all routes with |
hop addresses learned from that router. In addition, any routers learned from ICMP Redirects

pointing to these addresses will be deleted. The same happens when a Router Advertisement
received to refresh these routes before the lifetime expires.

Note! Do not mix routerdiscovery server and routerdiscovery client statements in the GATED.CONF
file or you may get unintended results.
You should also include preference statements in the interfaces and routerdiscovery statements
whenever possible.

Format

routerdiscovery client yes|no|on | off
traceoptions state ;
preferencevalue;
interfacelist
[enable] | [disable]
[broadcast] | [multicast]
[quiet] | [salicit] ;
s

Options and Parameters

yes|on
no | off

Enables or disables the Router Discovery Protocol Client.
traceoptions state ;

Thest at e is the only trace option, which traces the state transitions. The Router Discovery Sel
does not directly support packet tracing options; tracing of router discovery packets is enabled
through the cnp statement described in thenp statement section.
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preferencevalue;

Preference of all Router Discovery default routes. Use a preference statement whenever possible.
Default is55.

Interface Clause

8-38

routerdiscovery client yes|no|on | off
{ traceoptionsstate;
preference value;
interface list
[enable] | [disable]
[broadcast] | [multicast]
[solicit] | [quiet] ;
1

interfacelist

Parameters that apply to physical interfaces. Note a dight difference in convention from the rest of
GateD: i nt er f ace specifies just physical interfaces. The Router Discovery Client has no
parameters that apply only to interface addresses.

enable (default)
disable

Either performs or does not perform Router Discovery on the specified interfaces.

broadcast
multicast

Thebr oadcast keyword broadcasts Router Solicitations on the specified interfaces. Thisisthe
default if IP multicast support is not available on this host or interface.

Thenul ti cast keyword multicasts Router Solicitations on the specified interfaces. If IP multicast
is not available on this host and interface, no solicitation is performed. The default isto multicast
Router Solicitations if the host and interface support it, otherwise Router Solicitations are
broadcast.

solicit (default)
quiet

Either sends or does not send Router Solicitations on this interface, even though Router Discovery
is performed.
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€gp
GateD supports the Exterior Gateway Protocol (EGP). EGP is an exterior routing protocol that
moves routing information between Autonomous Systems (ASs). Unlike interior protocols, EGP
propagates only reachability indications, not true metrics. EGP updates contain metrics, called
distances, which range from 0 to 255. GateD only compares EGP distances learned from the same
AS. EGP currently has limited usage. By default, EGP is disabled.

Before EGP sends routing information to a remote router, it must establish an adjacency with that
router. This occurs by exchanging Hello and | Heard You (I-H-U) messages with that router. (Hello
should not to be confused with the HEL L O protocol, or OSPF HELL O messages.) Computers
communicating over EGP are called EGP neighbors, and the exchange of Hello and I-H-U
messages is known as acquiring a neighbor.

Once you acquire a neighbor, the system pallsit for routing information. The neighbor responds by
sending an update containing routing information. If the system receives a poll from its neighbor, it
responds with its own update packet. When the system receives an update, it includes routes from

the update into its routing database. If the neighbor fails to respond to three consecutive palls,

GateD assumes that the neighbor is down and removes the neighbor’s routes from its databas

You configure EGP in the GATED.CONF file using a GateD protocol statement.

Format
egp yes|no|on | off
[{ preferencevalue;
defaultmetric metric;
packetsize max ;
traceoptionsoptions;
group
[peeras ASnumber]
[localas ASnumber]
[maxup number
{ neighbor host
[metricout metric]
[preference value]
[preference? value]
[ttl ttl]
[nogendefault]
[importdefault]
[exportdefault]
[gateway gateway]
[Icladdr local-address]
[sourcenet network]
[minhello | p1 time]
[minpoll | p2 time]
[traceoptions optiong] ;
b
H:
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Options and Parameters

yes|on
no | off (default)

Enables or disables EGP support. Disabled by default.
preferencevalue;

Preference for routes learned from EGP. A preference specified on the gr oup or nei ghbor
statements or by import policy can override this. The default preference valueis 200.

defaultmetric metric;

Metric used when advertising routes over EGP. This choice of values requires you to explicitly
specify ametric when exporting routes to EGP neighbors. A metric specified on the nei ghbor or
gr oup statements or in export policy can override this. The default metric is 255.

packetsize max ;

Maximum size of a packet that EGP expects to receive from this neighbor. If EGP receives alarger
packet, it isincomplete and EGP discards it. EGP notes the length of this packet and increases the
expected size to be able to receive a packet of this size. Specifying the parameter prevents the first
packet from being dropped. All packet sizes are rounded up to a multiple of the system page size.
The default packet size max valueis 8192.

traceoptions options;;

Tracing options for EGP (can be overridden on a group or neighbor basis):

packets | All EGP packets, or packets[det ai | | send or [det ai | ] recv (det ai | provides
amore verbose format to provide more details; if used, det ai | must come before
send or r ecv)

hel | o EGP HELLO/I-HEARD-U packets used to determine neighbor reachability

acquire | EGPACQUIRE/CEASE packets used to initiate and terminate EGP sessions

updat e EGP POLL/UPDATE packets used to request and receive reachability updates

Group Clause

group
[peeras ASnumber]
[localas ASnumber]
[maxup number
{ neighbor host
[metricout metric]
[preference value]
[preference? value]
[ttl ttl]
[nogendefault]
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[importdefault]
[exportdefault]

[gateway gateway]
[Icladdr local-address]
[sour cenet network]
[minhello | p1 time]
[minpoll | p2 time]
[traceoptionsoptiong] ; } ;

EGP neighbors must be members of a group, which groups al neighborsin one AS. Parameters
specified in the gr oup clause apply to all the subsidiary neighbors, unless explicitly overridden on
anei ghbor clause. Any number of gr oup clauses can specify any number of nei ghbor clauses.
You can specify any parameters from the nei ghbor subclause on the gr oup clause to provide
defaults for the whole group (which you can override for individual neighbors).

The gr oup clause isthe only place to set the following attributes:
peeras ASnumber

AS number expected from peersin the group. Learned dynamically.
localas ASnumber

ASthat GateD represents to the group. Usually only used when masquerading as another AS. Use
isdiscouraged. Set globally in aut onomussyst em

maxup number

Number of neighbors GateD should acquire from this group. GateD attempts to acquire the first
maxup neighborsin the order listed. If one of the first neighbors is not available, it acquires one
farther down thelist. If after startup, GateD does manage to acquire the more desirable neighbor, it
drops the less desirable one. By default, GateD acquires all neighbors in the group.

Group Neighbor Clause
egp yes|no|on | off
[{ preferencevalue;
defaultmetric metric ;
packetsize max ;
traceoptions options;;
group
[peeras ASnumber]
[localas ASnumber]
[maxup number
{ neighbor host
[metricout metric]
[preference value]
[preference? value]
[ttl ttl]
[nogendefault]
[importdefault]
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[exportdefault]

[gateway gateway]

[Icladdr local-address]

[sour cenet network]

[p1 time| minhello]

[p2 time| minpoll]

[traceoptionsoptions] ; }; 1 ;
Each nei ghbor subclause defines one EGP neighbor within agroup. The only required part of the
subclause is the host argument, the symbolic host name or |P address of the neighbor.

metricout metric

Metric used for all routes sent to this neighbor. Overrides the default metric set in the egp
statement and any metrics specified by export policy, but only for this specific neighbor or group of
neighbors.

preference value

Preference used for routes learned from these neighbors. Can differ from the default EGP
preference set inthe egp statement, so that GateD can prefer routes from one neighbor, or group of
neighbors, over another. Import policy can explicitly override this.

preference? value
Tie-breaker, in the case of a preference tie. The default valueis 0.
ttl ttl

IPL time-to-live. Provided when attempting to communicate with improperly functioning routers
that ignore packets sent with a TTL 1. The default ttl for local neighborsis 1; the default for
nonlocal neighborsis 255.

nogendefault

Does not generate a default route when EGP receives avalid update from its neighbor. The default
route is only generated when you enable the gendef aul t option.

impor tdefault

Accepts the default route (0.0.0.0) if included in areceived EGP update. For efficiency, some
networks have external routers announce a default route to avoid sending large EGP update
packets. The default route in the EGP update is ignored.

exportdefault

Includes the default route (0.0.0.0) in EGP updates sent to this EGP neighbor. Allows the system to
advertise the default route using EGP. Normally a default route is not included in EGP updates.

gateway gateway

Router on an attached network used as the next hop router for routes received from this neighbor if
anetwork is not shared with a neighbor. Rarely used.
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Icladdr local-address

Address used on the local end of the connection with the neighbor. The local address must be on an
interface shared with the neighbor, or with the neighbor’s gateway when usiga theay

option. A session only opens when an interface with the appropriate local address (through wt
the neighbor or gateway address is directly reachable) is operating.

sour cenet network

Network queried in the EGP Poll packets. If there is no network shared with the neighbor, spe
one of the networks attached to the neighbor. Also use to specify a network shared with the
neighbor, other than the one on which the EGP packets are sent. Normally not needed. The d
is the network shared with the neighbor’s address.

pltime or minhello

Minimum acceptable interval between the transmission of EGP HELLO packets. If the neighbc
fails to respond to three hello packets, GateD stops trying to acquire the neighbor. Setting a la
interval gives the neighbor a better chance to respondriTites! | o is an alias for the1 value
defined in the EGP specification. The defdirtie value is30.

egp yes|no|on | off
[{ preferencevalue;

defaultmetric metric ;

packetsize max ;

traceoptions options;;

group
[peeras ASnumber]
[localas ASnumber]
[maxup number

{ neighbor host
[metricout metric]
[preference value]
[preference? value]
[ttl tt]
[nogendefault]
[importdefault]
[exportdefault]
[gateway gateway]
[Icladdr local-address]
[sour cenet network]
[minhello | p1 time]
[minpoll | p2 time]
[traceoptionsoptiong] ; }; 1 ;

p2 time or minpoll

Time interval between polls to the neighbor. If three polls are sent without a response, the neig
is declared "down" and all routes learned from that neighbor are removed from the routing
database. A longer polling interval supports a more stable routing database but is not as respc
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to routing changes. The mi npol | isan aliasfor the p2 value defined in the EGP specification. The
default time value is 120.

traceoptions options

Tracing options for this EGP neighbor, which are:

packet s All EGP packets, or packets[det ai | | send or [detai | ] recv (det ai |
provides a more verbose format to provide more details; if used, det ai | must
come beforesend orrecv)

hel l o EGP HELLO/I-HEARD-U packets used to determine neighbor reachability

acquire EGP ACQUIRE/CEASE packets used to initiate and terminate EGP sessions

updat e EGP POLL/UPDATE packets used to request and receive reachability updates
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bgp

The Border Gateway Protocol (BGP) is an exterior routing protocol used to exchange routing
information between multiple transit Autonomous Systems (A Ss) as well as between transit and
stub ASs. BGP isrelated to EGP but operates with more capability, greater flexibility, and less
bandwidth required. BGP uses path attributes to provide more information about each route. It
maintains an AS path, which includes the AS number of each AS the route transits, providing
information sufficient to prevent routing loops in an arbitrary topology. You can also use path
attributes to distinguish between groups of routes to determine administrative preferences. This
allows greater flexibility in determining route preference to achieve avariety of administrative
ends.

BGP supports two basic types of sessions between neighbors—internal (sometimes called IB(
and external. Internal sessions run between routers in the same AS, while external sessions r
between routers in different ASs. When sending routes to an external peer, the local AS numb
prepended to the AS path. Hence routes received from an external peer are guaranteed to ha
AS number of that peer at the start of the path. Routes received from an internal neighbor do r
generally have the local AS number prepended to the AS path. Hence, these routes generally
the same AS path the route had when the originating internal neighbor received the route from
external peer. Routes with no AS numbers in the path may be legitimately received from interr
neighbors; these indicate that the received route should be considered internal to your own A

The BGP implementation supports three versions of the BGP protocol—versions 2, 3 and 4. B
versions 2 and 3 are similar in capability and function. They only propagate classed network roi
and the AS path is a simple array of AS numbers. BGP version 4 propagates fully general add
and-mask routes, and the AS path has some structure to represent the results of aggregating
dissimilar routes.

External BGP sessions may or may not include a single metric, which BGP calls the Multi-Exit
Discriminator (MED), in the path attributes. For BGP versions 2 and 3 this metric is a 16-bit
unsigned integer; for BGP version 4 it is a 32-bit unsigned integer. In either case, smaller value
the metric are preferred. Currently this metric only breaks ties between routes with equal prefer
from the same neighbor AS. Internal BGP sessions carry at least one metric in the path attribu
which BGP calls the LocalPref. The size of the metric is identical to the MED. For BGP version
and 3, this metric is better when its value is smaller; for version 4 it is better when it is larger. E
version 4 sessions optionally carry a second metric on internal sessions, this being an internal
version of the MED. The use of these metrics depends on the type of internal protocol process
specified.

BGP collapses routes with similar path attributes into a single update for advertisement. Route
received in a single update are readvertised in a single update. The churn caused by the loss
neighbor is minimized, and the initial advertisement sent during peer establishment is maxima
compressed. BGP does not read information from the kernel message by message, but fills th
input buffer. It processes all complete messages in the buffer before reading again. BGP also
multiple reads to clear all incoming data queued on the socket. This feature may cause other
protocols to be blocked for prolonged intervals by a busy peer connection.

All unreachable messages are collected into a single message and sent prior to reachable rou
during a flash update. For these unreachable announcements, the next hop is set to the local a
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on the connection, no metric is sent, and the path origin is set to incomplete. On external
connections the AS path in unreachable announcements is set to the local AS; on internal
connections the AS path is set to zero length.

BGP implementation expects external peers to be directly attached to a shared subnet, and expects

those peers to advertise next hops that are host addresses on that subnet (although this constraint

can berelaxed by configuration for testing). For groups of internal peers, however, there are several
alternatives that can be selected by specifying the group type. Typeinternal groups expect all peers

to be directly attached to a shared subnet so that, like external peers, the next hops received in BGP
advertisements may be used directly for forwarding. Type routing groups instead determine the

immediate next hops for routes, by using the next hop received with aroute from a peer asa

forwarding address, and using this to look up an immediate next hop in an IGP’s routes. Such
groups support distant peers, but need to be informed of the IGP whose routes they use to
determine immediate next hops. Finally, type IGP groups expect routes from the group peers not to
be used for forwarding at all. Instead, they expect that copies of the BGP routes are also received
through an IGP, and that the BGP routes are only used to determine the path attributes associated
with the IGP routes. Such groups also support distant peers and also need to be informed of the IGP
with which they are running.

For internal BGP group types (and for test groups), where possible, a single outgoing message is
built for all group peers based on the common policy. A copy of the message is sent to every peer in
the group, with possible adjustments to the next hop field as appropriate to each peer. This
minimizes the computational load of running large humbers of peers in these types of groups. BGP
allows unconfigured peers to connect if an appropriate group was configured wafithcanclause.

Format
bgp yes|no|on | off
[{ preferencevalue;
defaultmetric metric;
traceoptionsoptions;
group type
external peeras ASnumber
| internal peeras ASnumber
| igp peeras ASnumber proto proto
| routing peeras ASnumber proto proto interface list
| test peeras ASnumber
{ alow
{ network
network mask mask
network masklen number
all
host host } ;
peer host
[metricout metric]
[localas ASnumber]
[nogendefault]
[gateway gateway]
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}s
0

[preference value]
[preference2 value]
[Icladdr local-address]
[holdtime time]
[version number]
[passive]

[sendbuffer number]
[recvbuffer number]
[indelay time]
[outdelay time]

[keep [all | none] ]
[analretentive]
[noauthcheck]
[noaggregatorid]
[keepalivesalways]
[v3asloopokay]
[nov4asioop]
[logupdown]

[ttl tt]

[traceoptions optiong] ;

Options and Parameters

yes|on

no | off (default)
Enables or disables BGP support. Disabled by default.

preferencevalue;

Preference for routes learned from BGP. A preference specified on the gr oup or peer statements,
or by import policy, can override this. The default preference valueis170.

defaultmetric metric ;

Metric used when advertising routes over BGP. A metric specified on the gr oup or peer
statements, or in export policy, can override this. The default metric is 65535.

traceoptions options;;

Tracing options for BGP. May be overridden on a group or peer basis. The trace options are:

packet s All BGP packets, or packets[det ai | ] send or [detai | ] recv (det ai |
provides a more verbose format to provide more details; if used, det ai | must
come beforesend or r ecv).

open BGP OPEN packets used to establish a peer relationship
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update

BGP UPDATE packets used to pass network reachability information

keepalive

BGP KEEPALIVE packets used to verify peer reachability

Group Type Clause

peeras

For group type, specify one of the following peer as options:

ext er nal

peeras ASnunber

In the classic externa BGP group, full policy checking is
applied to all incoming and outgoing advertisements. The
external neighbors must be directly reachable through one
of the machine’s local interfaces. No metric included in
external advertisements and the next hop is computed
respect to the shared interface.

i nternal

peeras ASnunber

Internal group operating where there is no IP-level IGP;
example, an SMDS network or MILNET. All neighbors i
this group must be directly reachable over a single
interface. All next-hop information is computed with

respect to this interface. Import and export policy may he

applied to group advertisements. Routes received from
external BGP or EGP neighbors are readvertised with t
received metric.

i gp peeras ASnunber

Internal group that runs in association with an interior

protocol. The IGP group examines routes the IGP expo
and sends an advertisement only if the path attributes c
not be entirely represented in the IGP tag mechanism.

the AS path, path origin, and transitive optional attributes

are sent with routes. No metric is sent, and the next hog
set to the local address the connection uses. Received
internal BGP routes are not used or readvertised. Inste:
the AS path information is attached to the correspondin
IGP route and the latter is used for readvertisement.

with

for
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ould
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ad,
g

Since internal IGP peers are sent only a subset of the routes

the IGP exports, the export policy used is the IGP’s. Th
is no need to implement the "don’t route from peers in t
same group" constraint, since the advertised routes are
routes that IGP already exports.
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routing peeras ASnunber

Internal group that uses the routes of an interior protocol to
resolve forwarding addresses. A type routing group
propagates external routes between routers not directly
connected, and computes immediate next hops for these
routes by using the BGP next hop that arrived with the
route as a forwarding address to be resolved using an
internal protocol’s routing information.

In essence, internal BGP is used to carry AS external

routes, while the IGP is expected to only carry AS internal
routes, and the latter is used to find immediate next hops for

the former. The next hop in BGP routes advertised to th
type routing peers are set to local address on BGP

connection to those peers, as it is assumed a route to thi

address is propagated over IGP.

® proto proto--Interior protocol used to resolve BGP
route next hops, and can be the name of any IGPin the
configuration.

¢ interface list--Optionally provides alist of interfaces
whose routes are carried over the IGP for which third
party next hops can be used instead.

test peeras ASnunber

Extension to external BGP that implements afixed policy
using test peers. Fixed policy and special case code make
test peersrelatively inexpensive to maintain. Test peers do
not need to be on a directly attached network. If GateD and
the peer are on the same (directly attached) subnet, the
advertised next hop is computed with respect to that
network; otherwise the next hop is the local machine’s
current next hop.

All routing information advertised by and received from
test peer is discarded, and all BGP advertiseable routes

sent back to the test peer. Metrics from EGP- and BGP+

derived routes are forwarded in the advertisement;
otherwise no metric is included.

Group Type Allow Clause

group type
external peeras ASnumber
| inter nal peeras ASnumber

| igp peeras ASnumber proto proto
| routing peeras ASnumber proto proto interface list

| test peeras ASnumber
{ allow
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{ network
network mask mask
network masklen number
all
host host } ;

Allows peer connections from any addresses in the specified range of network and mask pairs.
Configure all parameters for these peers on the group clause. The internal peer structures are
created when an incoming open request is received, and destroyed when the connection is broken.
(For details on specifying the network/mask pairs, see Route Filtering.)

Group Type Peer Clause

Configures an individual peer. Each peer inherits all parameters specified on a group as defaults.
You can override these defaults using parameters explicitly specified in the peer subclause.
Allows the following parameters:

metricout metric

Primary metric on all routes sent to the specified peer(s). Overrides the default metric, ametric
specified on the group, and any metric specified by export policy.

localas ASnumber
ASthat GateD represents to this group of peers. AShumber is set globally in aut ononpussyst em
nogendefault

Does not generate a default route when EGP receives avalid update from its neighbor. The default
route is generated only when enabling the gendef aul t option.

gateway gateway

If anetwork is not shared with a peer, specifies a router on an attached network used as the next
hop router for routes received from this neighbor. Not needed in most cases.

preference value

Preference used for routes learned from these peers. Can differ from the default BGP preference set
inthebgp statement, so that GateD can prefer routes from one peer, or group of peers, over others.
Import policy can explicitly override this.

preference? value
In the case of a preference tie, can break the tie.
Icladdr local-address

Address used on the local end of the TCP connection with the peer. For external peers, the local

address must be on an interface shared with the peer or with the peer’s gateway when using the
gat eway parameter. A session with an external peer only opens when an interface with the
appropriate local address (through which the peer or gateway address is directly reachable) is
operating. For other types of peers, a peer session is maintained when any interface with the
specified local address is operating. In either case, incoming connections are only recognized as
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matching a configured peer if they are addressed to the configured local address.
holdtime time

BGP holdtime value to use when negotiating the connection with this peer, in seconds. According
to BGPR, if GateD does not receive a keepalive, update, or notification message within the period
specified in the Hold Time field of the BGP Open message, the BGP connection is closed. The
value must be either 0 (no keepalives are sent) or at least 3.

ver sion number

Version of the BGP protocol to use with this peer. If specified, only the specified version is offered
during negotiation. Currently supported versionsare 2, 3, and 4. By default, the highest
supported version is used first, and version negotiation is attempted.

passive

Does not attempt active OPENS to this peer. GateD should wait for the peer to issue an open. By
default, all explicitly configured peers are active.

sendbuffer number and recvbuffer number

Controls the amount of send and receive buffering asked of the kernel. The maximum number
supported is 65535 bytes, although many kernels have alower limit. Not needed on normally
functioning systems. By default, the maximum supported is configured.

indelay time and outdelay time

Dampens route fluctuations. Thei ndel ay isthe amount of time aroute learned from a BGP peer
must be stable before it is accepted into the GateD routing database. Theout del ay is the amount
of time aroute must be present in the GateD routing database before it is exported to BGP. Default
time in both casesis0.

group type

peer host
[metricout metric]
[localas ASnumber]
[nogendefault]
[gateway gateway]
[preference value]
[preference? value]
[Icladdr local-address]
[holdtime time]
[version number]
[passive]
[sendbuffer number]
[recvbuffer number]
[indelay time]
[outdelay time]
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[ keep [all | nong] ]
[analretentive]

[noauthcheck]

[noaggregatorid]

[keepalivesalways]

[v3asloopokay]

[novdadoop]

[logupdown]

[tt] ttl]

[traceoptionsoptions] ; }; };
keep all

Retains routes learned from a peer even if the routes’ AS paths contain one of our exported AS
numbers.

analretentive

Issues warning messages when receiving questionable BGP updates such as duplicate routes and/or
deletions of nonexistent routes. Normally these events are silently ignored.

noauthcheck

Communicates with an implementation that uses some form of authentication other than the normal
authentication field of all ones.

noaggregatorid

GateD should specify the routerid in tiiggr egat or attribute as zero (instead of its routerid) in
order to prevent different routers in an AS from creating aggregate routes with different AS paths.

keepalivesalways

GateD should always send keepalives, even when an update could have correctly substituted for
one. Allows interoperability with routers that do not completely obey the protocol specifications on
this point.

v3asloopokay

By default, GateD does not advertise routes whose AS path is looped (that have an AS appearing
more than once in the path) to version 3 external peers. Setting this flag removes this constraint.
Ignored when set on internal groups or peers.

nov4asloop

Does not advertise routes with looped AS paths to version 4 external peers. Can be useful to avoid
advertising such routes to peer which would incorrectly forward the routes on to version 3
neighbors.

logupdown
Logs a message using syslog whenever a BGP peer enters or leaves ESTABLISHED state.

ttl ttl
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Provided when attempting to communicate with improperly functioning routersthat ignore packets
sent withaTTL 1. Not all kernels allow the TTL to be specified for TCP connections. The default
ttl for local neighborsis 1; the default for nonlocal neighborsis 255.

traceoptions options;;

Tracing options for this BGP neighbor include:

packet s All BGP packets, or packets[det ai | ] send or [detai | ] recv (det ai |
provides a more verbose format to provide more details; if used, det ai | must
come beforesend or recv)

open BGP OPEN packets used to establish a peer relationship

updat e BGP UPDATE packets used to pass network reachability information

keepal i ve BGP KEEPALIVE packets used to verify peer reachability
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ospf
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Open Shortest Path First (OSPF) routing is a shortest-path-first (SPF) or link-state protocol. OSPF
isan interior gateway protocol that distributes routing information between routersin asingle
Autonomous System (AS). OSPF chooses the least cost path as the best path. Suitable for complex
networks with many routers, OSPF provides equal cost multipath routing where packetsto asingle
destination can be sent over more than one interface simultaneously. In alink-state protocol, each
router maintains a database describing the entire AS topol ogy, which it builds out of the collected
link state advertisements of all routers. Each participating router distributesits local state (that is,
the router’s usable interfaces and reachable neighbors) throughout the AS by flooding.

Each multiaccess network with at least two attached routers has a designated router and a backup
designated router. The designated router floods a link state advertisement for the multiaccess
network and has other special responsibilities. The designated router concept reduces the number
of adjacencies required on a multiaccess network.

OSPF lets you group networks into areas. Routing information passed between areas is abstracted,
which can significantly reduce routing traffic. OSPF uses four different types of routes, listed in
order of preference—intra-area, inter-area, type 1 external, and type 2 external. Intra-area paths
have destinations within the same area, while inter-area paths have destinations in other OSPF
areas. AS External (ASE) routes are routes to destinations external to the AS. Routes imported into
OSPF as type 1 routes are supposed to be from IGPs whose external metrics are directly
comparable to OSPF metrics.

When making a routing decision, OSPF adds the internal cost of the AS Border router to the
external metric. Type 2 ASEs are used for EGPs whose metrics are not comparable to OSPF
metrics. In this case, GateD uses only the internal OSPF cost of the AS Border router in the routing
decision.

From the topology database, each router constructs a tree of the shortest paths with itself as the
root. This shortest-path tree gives the route to each destination in the AS. Externally derived
routing information appears on the tree as leaves. The link-state advertisement format distinguishes
between information acquired from external sources and from internal routers, so that there is no
ambiguity about the source or reliability of routes. Externally derived routing information (for
example, routes learned from EGP or BGP) passes transparently through the AS and is separate
from OSPF’s internally derived data. Each external route can also be tagged by the advertising
router, enabling a passing of additional information between routers on the borders of the AS.

OSPF optionally includes type of service (TOS) routing and allows administrators to install
multiple routes to a given destination for each type of service (such as for low delay or high
throughput.) A router running OSPF uses the destination address and the TOS to choose the best
route to the destination.

OSPF intra- and inter-area routes are always imported into the GateD routing database with a
preference of 10. It would be a violation of the protocol if an OSPF router did not participate fully
in the area’s OSPF, so it is not possible to override this. Although it is possible to give other routes
lower preference values explicitly, it is ill-advised to do so.

Hardware multicast capabilities are also used where possible to deliver link-status messages.

OSPF areas are connected by the backbone area, the area with identifier 0.0.0.0. All areas must be
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logically contiguous and the backbone is no exception. To permit maximum flexibility, OSPF
allows the configuration of virtual links to enable the backbone area to appear contiguous when
they are actually not.

All routers in an area must agree on that area’s parameters. A separate copy of the link-state
algorithm is run for each area. Because of this, most configuration parameters are defined on
area basis. All routers belonging to an area must agree on that area’s configuration.
Misconfiguration leads to adjacencies not forming between neighbors, and routing information
might not flow, or even loop.

Authentication. You can authenticate OSPF protocol exchanges. Authentication guarantees th
routing information is imported only from trusted routers, to protect the Internet and its users.
There are two authentication schemes available. The first uses a simple authentication key of
eight characters and is standardized. The second is still experimental and ¥®8salgerithm

and an authentication key of up to 16 characters.

The simple password provides very little protection, because in many cases it is possible to ee
capture packets from the network and learn the authentication key. The experimental MD5
algorithm provides much more protection, as it does not include the authentication key in the
packet.

The OSPF specification currently specifies that you configure the authentication type per area
the ability to configure separate passwords per interface. This was extended to allow configure
of different authentication types and keys per interface. Also, you can specify both a primary al
secondary authentication type and key on each interface. Outgoing packets use the primary
authentication type, but incoming packets may match either the primary or secondary
authentication type and key.

You configure OSPF in the TCPWARE:GATED.CONF file using a GateD protocol statement.

Format
ospf yes|no|on | off
[{ defaults
{ preferencevalue;
cost cost ;
tag[as] tag;
typel|type2;
b

exportlimit routes;
exportinterval time;
traceoptions options;
monitorauthkey key ;
monitorauth none|[simple| md5] authkey ;
backbone | areaarea
{ authtypeO |authtypel1|none|simple;
stub [cost codt] ;
networks
{ network [restrict] ;
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network mask mask [restrict] ;
network masklen number [restrict] ;
host host [restrict] ;
1
stubhosts
{ hostcostcost;};
interface list [cost cost]
{ interface-parameters} ;
interface list nonbroadcast [cost cost]
{ pollinterval time;
routers
{ gateway [digible] ; };
interface-parameters
B
/* Backbone only: */
virtuallink neighborid router-id transitarea area
{ interface-parameters} ;

b
1
Options and Parameters
yes|on
no | off
Enables or disables OSPF support.
defaults

Defaults used when importing OSPF A SE routes into the GateD routing table, and exporting routes
from the GateD routing table into OSPF ASEs, including:

preference val ue; | How OSPF routes compete with routes from other protocols in the
GateD routing table. The default preference valueis 150.

cost cost ; Used when exporting a non-OSPF route from the GateD routing table
into OSPF as an ASE. Export policy can explicitly override this. The
default costis1.

tag[as] tag; OSPF ASE routes have a 32-bit tag field that the OSPF protocol does

not use, but export policy can useit to filter routes. When OSPF
interacts with an EGP, you can use the tag field to propagate AS path
information. In this case you would specify the as keyword and the
tag islimited to 12 hits of information. The default tag valueis 0.

type 1 or 2 ; Export policy can explicitly change and override the default here. The
defaultistype 1.
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exportlimit routes;

How many ASEs are generated and flooded in each batch. The default export limits routesvalue is
100.

exportinterval time;

How often abatch of ASE link state advertisements are generated and flooded into OSPF. The
default export interval time valueis 1 (once per second).

traceoptions options;;

In addition to the following OSPF specific trace flags, OSPF supports the state which traces
interface and neighbor state machine transitions:

| sabui I d Link State Advertisement creation

spf Shortest Path First (SPF) calculations

| satransmit Link State Advertisement (L SA) transmission
| sarecei ve L SA reception

state State transitions

Packet tracing options (which you can modify withdet ai |, send, andrecv):

hell o OSPF HELL O packets used to determine neighbor reachability

dd OSPF Database Description packets used in synchronizing OSPF databases

r equest OSPF Link State Request packets used in synchronizing OSPF databases

I'su OSPF Link State Update packets used in synchronizing OSPF databases

ack OSPF Link State Ack packets used in synchronizing OSPF databases

monitorauthkey key ;
monitorauth none | [simple | md5] authkey ;

You can query the OSPF state using the ospf _noni t or (this should be a hyperlink) utility, which
sends nonstandard OSPF packets that generate a text response from OSPF. If you configure an
authentication key, the incoming requests must match the specified authentication key. These
packets cannot change OSPF state, but the act of querying OSPF can expend system resources. Not
authenticated by default.

backbone/area Clause Options and Parameters

ospf yes|no|on | off
[{ defaults
{ preferencevalue;
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cost cost ;
tag [as] tag ;
typel|type2;
exportlimit routes;
exportinterval time;
traceoptions options;
monitorauthkey key ;
monitorauth none | [simple | md5] authkey ;
backbone | area area
{ authtypeO|authtype1|none|simple;
stub [cost codt] ;
networks
{ network [restrict] ;
network mask mask [restrict] ;
network masklen number [restrict] ;
host host [restrict] ;
b
stubhosts
{ hostcost cost; };
interfacelist [cost cost]
{ interface-parameters} ;
interface list nonbroadcast [cost cost]
{ pollinterval time;
routers
{ gateway [€ligible] ; };
interface-parameters
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b

/* Backbone only: */

virtuallink neighborid router-id transitarea area

{ interface-parameters} ;

s
H;

backbone or area area

Configures each OSPF router into at least one OSPF area. If you configure more than one area, at
least one must be the backbone. Configure the backbone using the backbone keyword only; you
cannot specify it asarea 0. The backbone interface can beavi rt ual | i nk.

Further parameters include:

aut htype 0 or1 ornone orsinple

OSPF specifies an authentication scheme per area.
Each interface in the area must use this same
authentication scheme, although it can use a
different authentication key. 0 isthe same as
none; 1isthesameassi npl e.
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stub [cost cost]

A stub areais one in which there are no ASE
routes. Use cost to inject a default route into the
area with the specified cost.

networks

{ network [restrict] ;
network mask mask [restrict] ;
network masklen number [restrict] ;
host host [restrict] ; } ;

Thenet wor ks list describes the scope of an area.
Intra-area L SAs that fall within the specified
ranges are not advertised into other areas as inter-
arearoutes. Instead, the specified ranges are
advertised as summary network LSAs.

If you specify rest ri ct , the summary network
LSAs are not advertised. Intra-area L SAs that do
not fall into any range are also advertised as
summary network LSAs. Thisoption is very
useful on well designed networksin reducing the
amount of routing information propagated
between areas. The entriesin this list are either
networks, or a subnetwork/mask pair.

stubhosts { host cost cost ; }

The stubhosts list specifies directly attached hosts
that should be advertised as reachable from this
router, and the costs with which they should be
advertised. Specify point-to-point interfaces here
on which it is not desirable to run OSPF.

Itisalso useful to assign an additional address to
the loopback interface (one not on the 127
network) and advertise it as a stub host. If this
addressis the same one used as the router ID, it
enables routing to OSPF routers by router ID,
instead of by interface address. Thisis more
reliable than routing to one of the router’s
interface addresses, which may not always be
reachable.

interface /ist cost cost
{i nterface-paraneters}

Use this form of thént er f ace clause (with the
optionalcost value, and immediately followed by
thei nt er f ace- par anet er s) to configure a
broadcast (which requires IP multicast support)|or
a point-to-point interface. (See theerfaces
statement for a description li§t.) Each interface
has a cost. The costs of all the interfaces a packet
must cross to reach a destination are summed to
get the cost to that destination. Tdost can be any
nonzero value (the defaultis.

Thefollowing arethe i nt er f ace- par anet er s. You can specify them on any class of interface:
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enabl e | disable ;
retransm tinterval tine ;
transitdelay tine ;
priority value ;

hell ointerval tine ;

rout erdeadi nterval tine ;
aut hkey key ;

retransmtinterval tine

Number of seconds between link state advertisement
retransmissions for adjacencies belonging to this interface.

transitdelay tine

Estimated number of seconds required to transmit alink
state update over this interface. Takes into account
transmission and propagation delays and must be greater
than 0.

priority value

Number between 0 and 255 specifying the priority for
becoming the designated router on thisinterface. When
two routers attached to a network both attempt to become
designated router, the one with the highest priority
prevails. A router whose router priority isOisineligible to
become designated router.

hel l oi nterval tine

Length of time, in seconds, between Hello packets that the
router sends on the interface.

rout erdeadi nterval tine

Number of seconds not hearing a router’s Hello packet
before the router’s neighbors will declare it down.

o

aut hkey key

Used by OSPF authentication to generate and verify th
authentication field in the OSPF header. You can config

the authentication key on a per-interface basis. Specify| i

using one to eight decimal digits separated by periods,
one to eight byte hexadecimal string precedetxyyor a
one to eight character string in double quotes.

ospf yes|no|on | off

backbone| area area

{ authtypeO|authtypel|none|simple;

stub [cost cost] ;
networks
{ network [restrict] ;

network mask mask [restrict] ;
network masklen number [restrict] ;

host host [restrict] ;
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1
stubhosts
{ host cost cost; } ;
interface list [cost cost]
{ interface-parameters} ;
interface list nonbroadcast [cost cost]
{ pollinterval time;
routers
{ gateway [eligible] ; } ;
interface-parameters
b
/* Backbone only: */
virtuallink neighborid router-id transitarea area
{ interface-parameters} ;
b
1
interface list nobroadcast [cost cost]
{ pollinterval time;
routers
{ ogateway [eligibl€] ; } ;
interface-parameters} ;

Thisform of thei nt er f ace clause (with thenobr oadcast option) isfor point-to-point interfaces
only. By default, OSPF packets to neighbors on point-to-point interfaces are sent using the IP
multicast mechanism. GateD detects this condition and falls back to using sending unicast OSPF
packets to this point-to-point neighbor.

If you do not want 1P multicasting, because the remote neighbor does not support it, specify

nobr oadcast to force the use of unicast OSPF packets. You can also use this option to eliminate
warnings when GateD detects the bug mentioned previoudly. (See the previous page for the

i nterface-paraneters.)

Usethisform of thei nt er f ace clause to specify a nonbroadcast interface on a nonbroadcast
multiaccess (NBMA) media. Since an OSPF broadcast media must support 1P multicasting, you
must configure a broadcast-capable media, such as Ethernet, that does not support |P multicasting
asanonbroadcast interface. A honbroadcast interface supports any of the standard interface clauses
listed previously, plus the following two that are specific to nonbroadcast interfaces:

pol linterval tine Before adjacency is established with a neighbor, OSPF packets are
sent periodically at the specified poll interval.

routers gatevay By definition, it is not possible to send broadcast packetsto
discover OSPF neighbors on a nonbroadcast, so you must configure
all neighbors. The list includes one or more neighbors and an
indication of their eligibility to become a designated router.
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virtuallink neighborid routerid transitarea area
{ interface-parameters} ;

For backbone only: Virtual links are used to establish or increase connectivity of the backbone area.
Thenei ghbori d isthe router-1D of the other end of the virtual link. The transit area specified
must also be configured on this system. You can specify al standard interface parameters defined
by the interface clause previously described on avirtual link. (See the previous page for the

i nterface-paraneters.)
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static

Thest at i ¢ statements define the static routes GateD uses. A singlest at i ¢ statement can specify
any number of routes. These statements must occur after pr ot ocol statements and before

cont rol statementsin GATED.CONF. Specify any number of st at i ¢ statements, each
containing any number of static route definitions. You can override these routes with ones with
better preference values.

Format

static
{ host host gateway list

| network [mask mask | masklen number] gateway list

| default gateway list
[interfacelist]
[preference value]
[retain]
[reject]
[blackhol€]
[noinstall]

network [mask mask | masklen number]
interfaceinterface
[preference value]
[retain]
[reject]
[blackhol€]
[noinstall]

H

Options and Parameters
host...gateway list or default gateway list

Most general form of the static statement. Defines a static route through one or more gateways.
Static routes are installed when one or more of the gateways listed are available on directly attached
interfaces. If more than one eligible gateway is available, they are limited by the number of
multipath destinations supported.

The second form of the net wor k mask. .. clausefarther down in the statement is for primitive
support of multiple network addresses on one interface.

interfacelist
Gateways are valid only when they are on one of these interfaces.
preference value

Preference of this static route. Controls how this route competes with routes from other protocols.
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The default value is 60.
retain

Prevent specific static routes from being removed. Normally GateD removes all routes except
interface routes from the kernel forwarding table during a graceful shutdown. Useful for ensuring
that some routing is available when GateD is down.

reject, blackhole

Not supported in TCPware. Install this route as areject or blackhole route. Instead of forwarding
apacket like anormal route, reject routes drop packets and send unr eachabl e messages to the
packet originators. Not all kernel forwarding engines support reject routes. A blackholerouteislike
areject route, except that unr eachabl e messages are not supported.

noinstall

Do not install the route in the kernel forwarding table when active, but make it still exportable to
other protocols. Normally the route with the lowest preference isinstalled there and is the route
exported to other protocols.
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import

The control statements are:

* import

* export

* aggregate
* generate

Format

import [restrict | preference value]

Thei nport statements control importing routes from routing protocols, and installing the routesin
GateD's routing database. The format of aport statement varies depending on the source
protocol. In all cases, you can specify one of two keywords to control how routes compete witt

other protocols:

restrict

Restrict the routes from the routing table. In some cases this means
that the routes are not installed in the routing table. In others, it mean:

that they are installed with a negative preference; this prevents th
from becoming active so that they will not be installed in the
forwarding table or exported to other protocols.

preference val ue

Preference value used when comparing this route to other routes
other protocols. The route with the lowest preference available at
given route becomes the active route, is installed in the forwardin
table, and can be exported to other protocols. The individual protg
configure the default preferences.

Importing Routes from BGP and EGP

You can control EGP importation by AS. Note that EGP and BGP versions 2 and 3 only suppo
propagating natural networks, so the host and default route filters are meaningless. BGP versi
supports propagating any destination along with a contiguous network mask.

em

fror
any

cols

EGP and BGP both store any routes rejected implicitly by their not being mentioned in a route
filter, or explicitly if rest ri ct appears in the routing table with a negative preference. A negati
preference prevents a route from becoming active, which prevents it from being installed in the
forwarding table or exported to other protocols. This removes the need to break and reestablis
session on reconfiguring if changing the importation policy.

The syntax of thénport statement for importing routes from BGP or EGP is any of the followinc

import proto bgp | egp autonomoussystem ASnumber restrict ;
import proto bgp | egp autonomoussystem ASnumber

[preference valueg] {
route-filter [restrict |

preferencevalue] ; } ;

import proto bgp aspath ASpathregexp
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origin any |[igp] [egp] [incomplete] restrict ;
import proto bgp aspath ASpathregexp
origin any | [igp] [egp] [incomplete]
[preference value] {
routefilter [restrict | preferencevalue] ; } ;

The third and fourth variation of thei npor t statementsisfor BGP only and supports controlling
propagation by using AS path regular expressions. An AS path isalist of ASsthat routing
information passes through to get to arouter, and an indicator of the origin of the AS path. Use this
information to set the preference of one path to a destination network over another. You do this by
listing patterns applied to AS paths when importing and exporting routes. Each AS that aroute
passes through prependsits AS number to the beginning of the AS path.

Aspath Clause

Thefollowing aspat h clausein thei npor t statement indicates that an AS matching the
ASpat hr egexp with the specified origin is matched. The parameters follow:

aspath ASpathregexp origin any | [igp] [egp] [incomplete]

Aspath Clause Regular Expression
ASpathregexp
Regular expression, with the al phabet as the set of AS numbers, consisting of one or more AS path

expressions, which are terms and operators. An AS path term (ASpat ht er m) consists of the
following:

ASnunber Any valid AS system number, from 1 through 65534.

Matches any AS number.

( ASpat hr egexp) Parentheses group sub-expressions. An operator such as asterisk (*) or
question mark (?) works on asingle element or on aregular expression
enclosed in parentheses.

Aspath Clause Operators
AS path operators consists of the following:

ASpat ht er m { n} Exactly m repetitions, where mis a positive integer.
ASpat hterm {m } m or more repetitions, where mis a positive integer.
ASpat ht erm { m n} At least mand at most n repetitions, where m and n are both

nonnegative integersand m<= n.

ASpat ht erm * Zero or more repetitions (shorthand for { 0, }).
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ASpat ht erm + One or more repetitions (shorthand for { 1, }).

ASpat hterm ? Zero or one repetition (shorthand for { 0, 1}).

ASpat ht erm | ASpat ht er m| Matches either term.

Remaining Import Statement Options
origin any | [igp] [egp] [incomplete]

Details the completeness of AS path information. An origin of i gp indicates that the route was
learned from an interior routing protocol and is most likely complete. An origin of egp indicates
that the route was learned from an exterior routing protocol that does not support AS paths (EGP
for example), and that the path ismost likely not complete. When the path information is definitely
not complete, usei nconpl et e.

Importing Routes from RIP, HELLO, and Redirects

You can control importing RIP, HELL O, and Redirect routes by any protocol, source interface, or
source gateway. If using more than one, they are processed from most general (protocol) to most
specific (gateway). RIP and HEL L O do not support preferences to choose between routes of the
same protocol; they use metricsinstead. They a so do not save rejected routes since they have short
update intervals.

The syntax of thei nport statement for importing routes from RIP, HELLO, or redirectsis either
of the following:

import proto rip | hello | redirect
[interfacelist | gateway list]
restrict ;

import proto rip | hello | redirect
[interfacelist | gateway list]
[preference value]
{ routefilter [restrict | preferencevalue] ; };

Importing Routes from OSPF

You can only control importing AS External (ASE) routes. OSPF intra- and inter-area routes are
always imported into the GateD routing table with apr ef er ence of 10. If using an ospf t ag, the
import clause only applies to routes with the specified tag.

You can only restrict importing OSPF ASE routes if functioning as an AS border router. Do this by
specifying an export ospf ase clause. Specifying an empty export clause can restrict importing
ASEs, when no ASEs are exported.

Like the other interior protocols, you cannot use pr ef er ence to choose between OSPF ASE
routes, OSPF costs accomplish this. Routes rejected by policy go into the table with a negative
preference.
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The syntax of thei nport statement for importing routes from OSPF is either of the following:

import proto ospfase [tag ospftag] restrict ;

import proto ospfase [tag ospftag]
[preference value]
{ routefilter [restrict | preferencevalue] ; } ;

export
The control statements are:

* import

* export

* aggregate
* generate

Format
export [restrict | metric metric]

Theexport statement controls which routes GateD advertises to other systems. Likei nport , the
export syntax varies slightly for each protocol. Both syntaxes are similar and the meanings of
many of the parameters are the same. The main differenceisthat while source information controls
importing routes, both destination and source information control exporting routes.

The outer portion of agiven export statement specifies the destination of the routing information
you control. The middle portion restricts the sources. The innermost portion is aroute filter used to
select individual routes.

Onething that appliesin all casesis the specification of ametric. All protocols define a default
metric for routes exported. In most cases, this can be overridden at several levels of the export
statement. The most specific specification of a metric is the one applied to the route exported. The
values you can specify for a metric depend on the destination protocol the export statement
references:

restrict Do not export anything. If specified on the destination portion of the
export statement, it means not to export anything to this destination. If
specified on the source portion, it means not to export anything from this
source. If specified as part of aroute filter, it means not to export the routes
matching that filter.

metric netric | Metric used when exporting to the specified destination.

Exporting to EGP and BGP

The AS controls exporting to EGP and BGP, the same policy applied to al routersin the AS. EGP
metrics range from 0 through 255, with 0 the most attractive. BGP metrics are 16-bit unsigned
guantities (that range from 0 through 65535, inclusive with 0 the most attractive). While BGP
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version 4 actually supports 32-bit unsigned quantities, GateD does not yet support this.

If you do not specify an export policy, only routes to attached interfaces are exported. If you
specify any policy, the defaults are overridden; you should explicitly specify everything you want
exported. (Note that EGP and BGP versions 2 and 3 only support the propagation of natural
networks, so the host and default route filters are meaningless. BGP version 4 supports the
propagation of any destination along with a contiguous network mask.)

The syntax of the export statement for exporting routes to EGP or BGP is either of the following:
export proto bgp | egp as ASnumber restrict ;

export proto bgp | egp as ASnumber [metric metric]
{ exportlist; };

Exporting to RIP and HELLO

Any protocol, interface, or gateway can control exporting to RIP and HELLO. If you specify more
than one, they are processed from most general (protocol) to most specific (gateway). It is not
possible to set metrics for exporting RIP routes into RIP, or exporting HELL O routesinto HELL O.
Attempts to do this are silently ignored.

If you do not specify an export policy, RIP and interface routes are exported into RIP and HELLO,
and interface routes are exported into HELL O. If you specify any policy, the defaults are
overridden; it is necessary to explicitly specify everything that should be exported.

RIP version 1 and HELL O assume that all subnets of the shared network have the same subnet
mask, so they are only able to propagate subnets of that network. RIP version 2 is capable of
propagating all routes, when not sending version 1 compatible updates.

To announce routes that specify a next hop of the loopback interface (static and internally
generated default routes) over RIP or HELL O, specify the metric at somelevel inthe export clause.
Just setting a default metric is not sufficient. This is a safeguard to verify that the announcement is
intended.

The syntax of the export statement for exporting routesto RIP or HELLO is either of the
following:

export proto rip | hello
[interfacelist | gateway list] restrict ;

export proto rip | hello
[interfacelist | gateway list] [metric metric]
{ exportlist; };

Exporting to OSPF

It is not possible to create OSPF intra- or inter-area routes by exporting routes from the GateD
routing table into OSPF. It is only possible to export from the GateD routing table into OSPF ASE
routes. It is also not possible to control the propagation of OSPF routes within the OSPF protocoal.

There are two types of OSPF ASE routes, type 1 and type 2 (see the OSPF protocol configuration
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for details on the two types). Specify the default type using the def aul t s subclause of the ospf
clause. You can override thiswith theexport statement.

OSPF ASE routes also have the provision to carry atag. Thisis an arbitrary 32-bit number you can
use on OSPF routers to filter routing information. (See the OSPF protocol configuration for details
on OSPF tags.) You can override the default tag specified by theospf def aul t s clausewithatag
specified on the export statement.

The syntax of the export statement for exporting routes to OSPF is either of the following:
export proto osfpase [type 1 | 2] [tag ospf-tag] restrict ;
export proto osfpase [type 1 | 2] [tag ospf-tag]

[metric metric]
{ exportlist ; } ;

Exporting BGP and EGP Routes

You can specify BGP and EGP routes by source AS. You can export all routes by AS path. The
syntax of the pr ot o statement for exporting BGP or EGP routes is either of the following:

proto bgp | egp autonomoussystem ASnumber restrict ;

proto bgp | egp autonomoussystem ASnumber [metric metric]
{ routefilter [restrict | metric metric] ; };

Exporting RIP and HELLO Routes

You can export RIP and HELL O routes by protocol, source interface, or source gateway. The
syntax of the pr ot o statement for exporting RIP or HELL O routesiis either of the following:

proto rip | hello
[interfacelist | gateway list] restrict ;

proto rip | hello
[interfacelist | gateway list] [metric metric]
{ routefilter [restrict | metric metric] ; };

Exporting OSPF Routes

You can export both OSPF and OSPF A SE routesinto other protocols. The syntax of the pr ot o
statement for exporting OSPF routes is either of the following:

proto ospfase | ospfase restrict ;

proto ospfase | ospfase [metric metric]
{ routefilter [restrict | metric metric] ; } ;

Exporting Routes from Nonrouting Protocols with Interface

If you want GateD to export direct or static routes, or routes learned from the kernel, use the
protocol statement or interface statement along with the interface of the next hop in the GateD
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configuration file. The syntax of the pr ot o statement for exporting routes from nonrouting
protocols with an interface is either of the following:

proto direct | static | kernel
[interfacelist] restrict ;

proto direct | static | kernel
[interfacelist] [metric metric]
{ routefilter [restrict | metric metric] ; } ;

The pr ot o statement parameters include:

direct | Routesto directly attached interfaces.

static | Static routes specified in a static clause.

ker nel On systems with the routing socket, routes learned from the routing socket are
installed in the GateD routing table with a protocol of ker nel . You can export these
routes by referencing this protocol. Thisisuseful when it is desirable to have a script
install routes with the r out e command and propagate them to other routing
protocols.

Exporting Routes from Nonrouting Protocols by Protocol

If you want GateD to export default or aggregate routes, use the protocol statement in the GateD
configuration file. The syntax of the pr ot o statement for exporting routes from nonrouting
protocols by protocol is either of the following:

proto default | aggregate restrict ;
proto default | aggregate
[metric metric]
{ routefilter [restrict | metric metric] ; } ;

The pr ot o statement parameters include:

def aul t Routes created by the gendef aul t option. Use route generation instead.

aggregate | Routessynthesized from other routes when using the aggr egat e and
gener at e statements.

Exporting by AS Path

When configuring BGP, all routes get an AS path when added to the routing table. For all interior
routes, this AS path specifies IGP asthe origin and no ASEsin the AS path (the current ASis
added when therouteis exported). For EGP routes, this AS path specifies EGP as the origin and the
source AS asthe AS path. For BGP routes, the AS path is stored as learned from BGP. (The AS
path regular expression syntax appears in the Importing Routes from BGP and EGP subsection.)

The syntax of the pr ot o statement for exporting by AS path is either of the following:
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proto proto|all aspath ASpathregexp

origin any | [igp] [egp] [incomplete] restrict ;

proto proto|all aspath ASpathregexp

origin any | [igp] [egp] [incomplete] [metric metric]
{ routefilter [restrict | metric metric] ; } ;

Exporting by Route Tag

Both OSPF and RIP version 2 currently support tags. All other protocols aways have atag of zero.
You can select the source of exported routes based on thistag. Thisis useful when classifying
routes by tag when exporting them into a given routing protocol. The syntax of the pr ot o
statement for exporting by route tag is either of the following:

proto proto|all all tagtagrestrict ;
proto proto|all all tagtag
[metric metric]
{ routefilter [restrict | metric metric] ; };
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aggreg ate
The control statements are:

* import
* export

* aggregate
* generate

Use route aggregation to generate a more general route from a specific one. Use it, for example, at
an AS border to generate aroute to a network to be advertised through EGP, given the presence of
one or more subnets of that network learned through RIP. Regional and national networks also use
route aggregation to reduce routing information. By carefully allocating network addresses to
clients, regional networks can just announce one route to regional networks instead of hundreds.
No aggregation occurs unless explicitly requested in an aggr egat e statement.

Aggregate routes are not actually used for packet forwarding by the originator of the aggregate
route, only by the receiver (if it wishes). A router, receiving a packet that does not match one of the
component routes that led to the generation of an aggregate route, is supposed to respond with an
ICMP net wor k unr eachabl e message. This prevents packets for unknown component routes
from following a default route into another network where they would be continuously forwarded
back to the border router, until their TTL expires. Sending an unreachable message for amissing
piece of an aggregate is only possible on systems that support reject routes, which TCPware does
not.

Format

aggregate default | network [mask mask | masklen number]
[preference value] [brief]
{ proto[all | direct | static | kerndl | aggregate | proto]
[asAS | tagtag | aspath ASpathregexp] restrict ;
proto [all | direct | static | kernel | aggregate | proto]
[asAS | tagtag | aspath ASpathregexp] [preference value]
{ routefilter [restrict | preferencevalue] ; };

b

Options and Parameters
preference value

The default preference valueis 130.
brief

Truncate the AS path to the longest common AS path. The default isto build an AS path consisting
of SETsand SEQUENCEs of all contributing AS paths.

proto proto

In addition to the special protocols listed, you can select the contributing protocol from among
those currently configured in GateD.
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aggregate default | network [mask mask | masklen number

[preference valug] [brief]
{ proto[all | direct | static | kernel | aggregate | proto]
[asAS | tagtag | aspath ASpathregexp]
restrict ;
proto[all | direct | static | kernel | aggregate | proto]
[asAS | tagtag | aspath ASpathregexp]
[preference value]
{ routefilter [restrict | preferencevalue] ; };

b
asAS
Restrict selection of routes to those learned from the specified AS.
tag tag
Restrict selection of routes to those with the specified tag.
aspath ASpathregexp
Restrict selection of routes to those that match the specified AS path.
restrict
Restrict certain routes from contributing to the specified aggregate.

A route can only contribute to an aggregate route that is more general than itself; it must match the
aggregate under its mask. Any given route can only contribute to one aggregate route, which will
be the most specific configured, but an aggregate route can contribute to a more general aggregate.
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gener ate
The control statements are:

* import
* export

* aggregate
* generate

A dight variation on aggregation is generating a route based on certain conditions. Thisis
sometimes known as the "route of last resort." This route inherits the next hops and AS path from
the contributor specified with the lowest (most favorable) preference. The most common usageisto
generate a default based on the presence of a route from a peer on a neighboring backbone.

Format

generate default | network [mask mask | masklen number]
[preference valug] [brief]
{[asAS | tagtag | aspath ASpathregexp]
restrict ;
proto[all | direct | static | kernel | aggregate | proto]
[asAS | tagtag | aspath ASpathregexp]
[preference value]
{ routefilter [restrict | preferencevalue] ; } ;

b

8-75



PART Ill Managing Routing generate

Sample GateD Configurations

Figure 8-3 shows two networks connected within an AS using RIP. Example 8-1, Example 8-2, and
Example 8-3 show the RIP statements on each end host and gateway al pha, which hasIP
forwarding enabled. All systems are running GateD.

Figure8-3 SampleRIP Configuration

izar

bhanzai.com
10.10.10.10

10.10.8. 1 o 101010 1

| flowers.com
10.10.8

Example8-1 GateD Configuration Filefor i zar

# turn on RIP and listen for updates.
#
rip on;

Example8-2 GateD Configuration Filefor alpha

# turn on RIP.
#
rip yes;
#
# wuse RIP to pass routing information to the banzai network.
#
export proto rip interface 10.10.10.1
{
# we know about the flowers network, so announce it.
#
proto direct {
10. 10. 8.0 nmask 255. 255. 255. 0;

I
# use RIP to announce all routes |learned fromfl owers.
#
proto rip interface 10.10.8.0 {
all;
b
b
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Example8-3 GateD Configuration File for onega

# turn on RIP and |listen for updates.
#
rip on;

Example 8-4 shows a sample RIP statement where the gateway announces a default route to the
backbone, and announces all of the individual subnet routes to the outside world.

Example8-4 Default RIP Announcements

# enable R P:

#
rip yes;
# wusing RIP, announce all |ocal subnets via interface 192.168.12. 3:
#
export proto rip interface 192.168.12.3 netric 3
{
proto rip interface 192.168.1.5
{
all;
s
b

#

# Using RIP, announce default via interface 192.168.1.5:
#
export proto rip interface 192.168.3.1

{ proto rip interface 192.168.1.5
{
defaul t;
b
H

Example 8-5 shows a configuration for AS 283 that enables RIP and OSPF, which you can use to
test both.

Example85 UsngRIP and OSPF

# this interface is passive:
#
i nterfaces {
interface SVA-0 passive;

b
#
# this Autononous System nunmber is 283:
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#

aut ononoussyst em 283;

#

# turn on R P:

# packets are to be broadcast.

# metric for routes |earned via other protocols is 5.
# mul ti cast RIP V2 packets on SVA-0.
#
r
br oadcast ;

defaultnetric 5;
interface SVA-0 version 2 nulticast;

b
#
# turn on OSPF:
# Trace Link State Advertisenent creation and
# Shortest Path First cal cul ations
# use authentication key "Zzzzzz77" when handl i ng OSPF queri es.
# this systemis on the backbone.
# use sinple password authentication for this area.
# make this systemvery unlikely to be a designated router.
# set the OSPF header authentication key to "YYYYYYYY" for
# packets going out on SVA-O.
#
ospf yes {

traceoptions |sabuild spf;
nonaut hkey "z2z2777777";
backbone {
aut ht ype si npl e;
interface all ({
priority 2;
3
interface SVA-0 {
aut hkey "YYYYYYYY";
b
b
3
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Chapter 9

Network Time Protocol (NTP)

Introduction

This chapter describes how to configure and manage the Network Time Protocol (NTP) to
synchronize timekeeping among a set of distributed time servers and clients. The synchronizationis
totally transparent to users.

TCPware’s NTP also includes two standard query programs, NTPQ and XNTPDC, the utility
NTPTRACE, and the NTPDATE program.

TCPware’s NTP implementation is based on Network Time Protocol Version 4 from David L.
Mills and the University of Delaware, and complies with RFC 1305. (Copyright information is
included on the verso of the title page of this guide.)

This chapter is divided into the following sections:

* NTPfunctions

¢ Implementing NTP

* Timekeeping hosts

¢ Determining peer hosts

¢ Modifying the NTP configuration file
* Basic configuration commands
¢ Advanced configuration

¢ Basic configuration example

* Troubleshooting NTP

* NTPQ

* XNTPDC

* NTPDATE

* NTPTRACE
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NTP Functions

9-2

The Network Time Protocol (NTP) is used to synchronize the time of acomputer client or server to
another server or reference time source, such as aradio, satellite receiver, or modem. It is accurate
typically within amillisecond on LANs and up to afew tens of milliseconds on WANS, relative to
Coordinated Universal Time (UTC), as provided by a Global Positioning Service (GPS) receiver.
Typical NTP configurations use multiple redundant servers and diverse network paths to achieve
high accuracy and reliability. TCPware’s NTP implementation also supports cryptographic
authentication to prevent accidental or malicious protocol attacks.

Synchronized timekeeping involves resolving the frequency differencikeoy and time

difference (oroffset) between clocks in the network. The goal is for hosts to have accurate system
time stamps and send accurate time quotes to each other. NTP produces the following data and uses
it in its synchronization effort:

Clock offset Amount to adjust the local clock with the reference clock

Round trip delay | Ability of the local host to send a message to the reference clock so that it
arrives at a certain time

Dispersion Maximum error of the local clock relative to the reference clock

Timekeeping systems are judged based on the following criteria:

Sability How well a clock can maintain a constant frequency

Accuracy | How well a clock’s time compares with national standards

Precision | How precisely a timekeeping system can maintain stability and acclracy

Reliability | How long a timekeeping system is connected and operational

NTP makes local system time adjustments by editeaing or stepping the clock. Slewing runs the

clock faster or slower than its normal frequency to keep the clock at the correct time. Stepping sets
the clock immediately to the correct time. Stepping occurs very infrequently, only when there is a
large time error to adjust, such as when starting NTPD or when making daylight savings time
(DST) changes.

NTP data is exchanged periodically between hosts as encapsulated in UDP datagrams, and
adjustments are made based on an NTP algorithm. The frequency of exchange is related to the
effort required to synchronize the clocks. Whereas resolving a clock offset may take no more than a
few exchanges, resolving skew and maintaining local time to within a millisecond can take hours
and dozens of measurements. However, the frequency of exchange is rarely intrusive to normal
network operation. Also, the unreliability of UDP has no measurable impact on the process, and the
process does not depend on any such reliability.

Synchronized hosts, known peers, are either time servers or clients. Peers are identified by
relative NTPstrata numbers. Lower strata peers act as time servers while higher strata peers are
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clients who adjust their time clocks according to these servers. An Internet Time Server (ITS) on
the network is assigned stratum 1 because it has radio-clock-generated time based on Universal
Coordinated Time (UTC). NTP peers can be (and often are) other types of systems running NTP,
not just OpenVMS systems.

Each host has its identifying stratum number encoded within the UDP datagram. This means that
hosts can effectively negotiate server and client roles.

The stratum method allows for backup timekeeping in case a node or connection goes down, and
stratum numbers may change as a consequence. In Figure 9-1 (a), each node has a stratum number
based on hop count, with the ITS at the top of the pyramid. The solid arrows are the active
synchronization paths and direction of timing information flow; the lighter arrows are background
synchronization paths where timing information is exchanged but not necessarily used for
synchronization. Figure 9-1 (b) shows the same network with one of the connections broken—
that the stratum for the affected peer increases from 2 to 3.

Figure9-1 Synchronization Through Strata

o S
PR

NTP Files

NTP uses the following files:

NTP.CONF? You maintain an NTP configuration file, TCPWARE:NTP.CONF, of
participating peers. You determine the peer hosts with which the logal
host should negotiate and synchronize, then populate the file with g list
of these peers, some of which may be at a higher or lower stratum than
the local host. To add stability, multiple NTP servers (systems at a lpwel
stratum) should show up as peers.

You need to restart NTP after you edit the NTP.CONF file. (See
Modifying the NTP Configuration File.)

NTP.KEYS You maintain a TCPWARE:NTP.KEYS file if access authorization ig
desired. (SedAuthentication Using a Keys File.)
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NTPSERVER.LOG | The NTP server outputs log information to the
TCPWARE:NTPSERVER.LOG file. (See Troubleshooting.)

NTPDRIFT The TCPWARE:NTPDRIFT file consists of asingle line containing a
floating point number that records the frequency offset, measured in
parts-per-million (PPM). NTP updates this file once an hour to maintain
an accurate frequency offset when restarting the NTP service. You
should not need to modify thisfile.

Implementing NTP
To implement NTP:

1 | Determine the hosts (peers) with which the local system should negotiate for
synchronization. (See Timekeeping Hosts and Determining Peer Hosts.)

2 | Configurethe NTP configuration file by adding these peersto it. (See Modifying the NTP
Configuration File.)

3 | Useone of the query programs.

Timekeeping Hosts

Internet Time Servers (ITSs) connected to accurate radio clocks maintain timekeeping on the
Internet. These ITSs are at the absolute lowest level, or stratum 1, of the NTP network. Most
timekeeping hosts on a specific network are at stratum 2 or higher.

The NTP hosts negotiate for accurate time by exchanging NTP packets to determine:

1 | Thestratum each host is on (and, therefore, which oneis the time server).

2 | Thetime offset, so that the local host can adjust its time accordingly.

All NTP times are an offset of Universal Coordinated Time (UTC), formerly Greenwich Mean
Time (GMT).

Determining Peer Hosts

Determine which list of peers you want to include in the configuration file. These are hosts with
which you regularly exchange data and where accurate time coordination is an important factor.
Include at least one (but preferably two) peer hosts that you are assured:

* Provide accurate time
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* Synchronizeto ITSs (if they are not themselves I TSs)

Two hosts provide reliability in case one goes down. You do not need to identify what stratum each
peer is on. NTP determines this through the reference information it sendsin its UDP packet
exchanges.

A list of public NTP servers, along with guidelines for their use, has typically been available at the
following Web site:

http://ww. eeci s. udel . edu/ ~m || s/ntp/servers. htm.

Modifying the NTP Configuration File

To configure only NTP, you can enter @ CPWARE: CNFNET NTP. Then add entriesto the
TCPWARE:NTP.CONF peer configuration file. The commands you add to the file have the syntax
and meaning described in the following Basic Configuration Commands and Advanced
Configuration sections.

Basic Configuration Commands

peer address[ key key ] [ version version ] [ prefer ]
server address [ key key ] [ version version ] [ prefer ] [ mode mode |
broadcast address[ key key] [ version version ] [ ttl ttl ]

These three commands specify the time server address to be used and the mode in which to
operate. The address can be adomain name or an |P address in dotted quad notation.

Command Specifiesthat the local server isto operatein...

peer Symmetric active mode with the remote server. In this mode, the local server can
be synchronized to the remote server and, in addition, the remote server can be
synchronized by the local server. Thisisuseful in anetwork of servers where,
depending on various failure scenarios, either the local or remote server may be
the better source of time.

server Client mode with the specified remote server. In this mode, the local server can
be synchronized to the remote server, but the remote server can never be
synchronized to the local server.

broadcast | Broadcast mode, where the local server sends periodic broadcast messagesto a
client population at the broadcast/multicast address specified. Ordinarily, this
specification applies only to the local server operating as a sender; for operation
asabroadcast client, seethe br oadcast cl i ent command that follows. In this
mode, address is usually the broadcast address on (one of) the local networks.
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Thepeer, server, andbroadcast optionsinclude:

Option Description

key key All packets sent to an address are to include authentication fields encrypted
using the specified key identifier, which is an unsigned 32-bit integer. The
default is to not include an encryption field.

versionversion | Specifies the version number to be used for outgoing NTP packets. Versions
1, 2, and 3 are the choices, with version 3 the default.

prefer Marks the server as preferred. The host is chosen for synchronization among
a set of correctly operating hosts.

1)

ttl ttl This option is used only with broadcast mode. It specifies the time-to-liv
(TTL) to use on multicast packets. The default TTL is 127.

master-clock stratum

Themast er - cl ock command should be used to configure a host that has special hardware to
synchronize its clock, or that hasits time synchronized by an outside source such as the Compaq
Time Synchronization Service (CTSS). NTP propagates time information normally, but makes no
changes to system time. A master clock would normally be configured at stratum O to 8. However,
unlessthelocal clock isreliably disciplined by an outside source, alow stratum may disrupt access
by other clientsto reliable NTP servers.

local-master stratum

Thel ocal - mast er command should be used for sites not connected to the Internet, or for the

purpose of having a backup time source when all normal synchronization sources are unavailable.

This allows amachine to use itslocal clock as atime source while NTP makes changes to system

time to compensate for the clock’s frequency error. Specify a stratum number between 8 and 15.

broadcastclient

This command directs the local server to listen for broadcast messages at the broadcast address of
the local network. The address is the subnet address with the host field bits set to ones. Upon
hearing a broadcast message for the first time, the local server measures the nominal network delay
using a brief client/server exchange with the remote server, then enters the broadcastclient mode, in
which it listens for and synchronizes to succeeding broadcast messages. Note that, in order to avoid
accidental or malicious disruption in this mode, both the local and remote servers should operate
using authentication and the same trusted key and key identifier.

slewalways

NTPD normally steps the clock when there is a relatively large time error to adjust. The

sl ewal ways command directs the local NTP server to always slew the clock. Use this command
to avoid an abrupt one hour clock change when daylight savings time (DST) occurs. For DST
changes when slewalways is specified, NTPD slews the clock over a period of about 10 hours.
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{ enable [ disable } auth
Enables the server to synchronize with unconfigured peers only if the peer was correctly

authenticated using a trusted key and key identifier. (See Authentication Using a Keys File.) The
default for thisflag isdi sabl e.

{ enable [ disable } monitor

Enables the monitoring facility. See the nonl i st command of the XNTPDC program for further
information. The default for thisflag isenabl e.

{ enable [ disable } stats

Enables the statistics facility. For further information, see Monitoring Commands. The default for
thisflagisenabl e.

{ enable | disable } opcom
Enables OPCOM messaging for NTP. The default for thisflag isenabl e.

Advanced Configuration

Advanced configuration involves configuring a keys file for authentication, viewing statistics, and
using access control and various miscellaneous commands.

Authentication Using a Keys File

The NTP standard specifies an extension which provides cryptographic authentication of received
NTP packets. Thisisimplemented in NTPD using the MD5 algorithm to compute a digital
signature, or message digest. The specification allows any one of possibly four billion keys,
numbered with 32-bit key identifiers, to be used to authenticate an association. The servers
involved in an association must agree on the key and key identifier used to authenticate their

messages.
Keys and related information are specified in the file TCPWARE:NTPKEY S, which should be
exchanged and stored using secure procedures. There are three classes of keysinvolved in the

current implementation. One class is used for ordinary NTP associations, another for the NTPQ
utility program, and the third for the XNTPDC utility program.

trustedkey key| ... ]

Specifies the encryption key identifiers which are trusted for the purposes of authenticating peers
suitable for synchronization. The authentication procedures require that both the local and remote
servers share the same key and key identifier for this purpose, although different keys can be used
with different servers. The key arguments are 32-bit unsigned integers. Note that NTP key O is
fixed and globally known. If meaningful authentication isto be performed, the 0 key should not be
trusted.
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requestkey key

Specifies the key identifier to use with the XNTPDC program, which uses a proprietary protocol
specific to this distribution of NTPD. The key argument to this command is a 32-hit unsigned
integer. If no r equest key command isincluded in the configuration file, or if the keys do not
match, such requests are ignored.

controlkey key

Specifies the key identifier to use with the NTPQ program, which uses the standard protocol
defined in RFC 1305. The key argument to this command is a 32-bit unsigned integer. If no
requestkey command isincluded in the configuration file, or if the keys do not match, such requests
areignored.

Key File Format

For MD5, keys are 64 hits (8 bytes), read from the TCPWARE:NTPKEY Sfile. While key number
O isfixed by the NTP standard (as 64 zero bits) and may not be changed, one or more of the keys
numbered 1 through 15 may be arbitrarily set in the keysfile.

The keys file uses the same comment conventions as the configuration file. Key entries use afixed
format of the form:

keyno type key
* keyno isapositive integer
* type isasingle character Mfor the MD5 key format
* key isthekey itself
The key is aone-to eight-character ASCII string using the MD5 authentication scheme. Note that

both the keys and the authentication schemes (MD5 or DES) must be identical between a set of
peers sharing the same key number.

Note that the keys used by the NTPQ and XNTPDC programs are checked against passwords
requested by the programs and entered by hand.

Monitoring Commands
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NTP includes a comprehensive monitoring facility suitable for continuous, long term recording of
server and client timekeeping performance. (Seethest ati st i cs command that follows for a
listing and example of each type of statistic currently supported.) The monitoring commands are as
follows:

statistics { loopstats | peerstats| clockstats} | ... ]
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Enables writing of statistics records. Currently, three kinds of statistics are supported:

| oopstats

Enables recording of loop filter statistics information. Each update of the local
clock outputs aline of the following form to the file generation set named
| oopst at s:

48773 10847.650 0.0001307 17.3478 2

Thefirst two fields show the date (M odified Julian Day) and time (seconds and
fraction past UTC midnight). The next three fiel ds show time offset in seconds,
frequency offset in parts per million and time constant of the clock-discipline
algorithm at each update of the clock.

peerstats

Enables recording of peer statistics information. Thisincludes statistics records
of all peersof aNTP server and of special signals, where present and
configured. Each valid update appends a line of the following form to the
current element of afile generation set named peerstats:

48773 10847.650 127.127.4.1 9714 -0.001605 0.00000 0.00142

Thefirst two fields show the date (M odified Julian Day) and time (seconds and
fraction past UTC midnight). The next two fields show the peer addressin
dotted-quad notation and status, respectively. The statusfield is encoded in hex
in the format described in Appendix B.2.2 of the NTP specification RFC 1305.
The final three fields show the offset, delay, and dispersion, al in seconds.

rawstats

Enables recording of raw peer statistics information. Each update of the local
clock outputs aline of the following form to the file generation set named
rawstats:

50528 68596.786 192.42.95.1 198.115.142.54 3067959784.942463
3067961504.783990 3067961504.783990 3067959784.946858

Thefirst two fields show the date (M odified Julian Day) and time (seconds and
fraction past UTC midnight). The next two fields show the peer and local
addressin dotted quad notation. The final four fields show the time stamps for
apeer NTP communication.

statsdir directory-path

Indicates the full path of a directory where statistics files should be created. This keyword allows
the (otherwise constant) f i | egen filename prefix to be modified for file generation sets, which is
useful for handling statistics logs.

filegen { loopstats | peerstats | clockstats}
[ filefilename] [ typetypename] [ enable | disable]

Configures setting of the generation fileset name. Generation fil esets provide a means for handling
files that are continuously growing during the lifetime of a server. Server statistics are an example
for such files. Generation filesets provide access to a set of files used to store the actual data.
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At most one element of the set is being written to at any one time. The type given specifies when
and how datais directed to a new element of the set. This way, information stored in elements of a
fileset that are currently unused are available for administrative operations without the risk of
disturbing the operation of NTPD. (Also, they can be removed to free space for new data

produced.)

For thel oopstats, peerstats, andcl ockst at s parameters, seethest ati sti cs command.

The following additional parameters apply:

fil enane

This string is directly concatenated to the directory TCPWARE: or the directory
prefix specified using the statsdir option explained above. The suffix for this
filename is generated according to the type of afileset.

t ypenane

A file generation set is characterized by t ype t ypenane:
none--One element of the fileset is used for each, NTPD server.

day--One file generation set element is created per day. A day is defined asthe
period between 00:00 and 24:00 UTC. The fileset member suffix consists of a.
(dot) and aday specificationintheform YYYYMMDD. YYYY isa4-digit year
number (such as 1997). MM is atwo digit month number. DD is atwo digit day
number. Thus, all information written at 10 December 1997 would end up in a
filenamed prefix fil enane. 19971210.

week--Any fileset member contains data related to a certain week of ayear. The
term week is defined by computing day-of-year modulo 7. Elements of such a
file generation set are distinguished by appending the following suffix to the
fileset filename base: adot, a4-digit year number, the letter Wand a 2-digit week
number. For example, information from January 10th, 1997 would end up in a
filewith suffix . 1992W1.

month--One generation fileset element is generated per month. The filename
suffix consists of adot, a4-digit year number, and a 2-digit month.

year --One generation file element is generated per year. The filename suffix
consists of adot and a4-digit year number.

age--Thistype of file generation sets changes to a new element of the fileset
every 24 hours of server operation. The filename suffix consists of a dot, the
letter a, and an 8-digit number. This number istaken to be the number of
seconds the server isrunning at the start of the corresponding 24-hour period.

enabl e and
di sabl e

Information is only written to afile generation by specifying enabl e; output is
prevented by specifying di sabl e.

Access Control Commands

NTP implements a general purpose address- and mask-based restriction list. The list is sorted by
address and by mask, and the list is searched in this order for matches, with the last match found
defining the restriction flags associated with the incoming packets. The source address of incoming
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packetsis used for the match, with the 32-bit address combined with the mask associated with the
restriction entry and then compared with the entry’s address (which was also combined with th
mask) to look for a match.

The restriction facility was implemented to conform with the access policies for the original
NSFnet backbone time servers. While this facility may be otherwise useful for keeping unwant
or broken remote time servers from affecting your own, it should not be considered an alternati
the standard NTP authentication facility. Source address based restrictions are easily circumv
by a determined hacker.

restrict numeric-address [ mask numeric-mask ] [ flag] [ .. ]

Thenumeric-address argument, expressed in dotted quad form, is the address of a host or netw
Themask argument, also expressed in dotted quad form, defaults to 255.255.255.255, meaning
thenumeric-addressis treated as the address of an individual host. A default entry (address 0.0.!
mask 0.0.0.0) is always included and, given the sort algorithm, is always the first entry in the li
Note that, whilenumeric-address is normally given in dotted-quad format, the text string default,
with no mask option, can be used to indicate the default entry.

In the current implementatiofl ag always restricts access, such that an entry with no flags
indicates that free access to the server is to be given. The flags are not orthogonal, in that mo
restrictive flags often make less restrictive ones redundant. The flags can generally be classec
two categories: those that restrict time service, and those that restrict informational queries an
attempts to do run-time reconfiguration of the server.

You can specify one or more of the following flags:

i gnore Ignores all packets from hosts which match this entry. If this flag is specified,
neither queries nor time server polls are responded to.

noquery Ignores all NTP mode 6 and 7 packets (information queries and configuration
requests) from the source. Time service is not affected.

nonodi fy | Ignores all NTP mode 6 and 7 packets that attempt to modify the state of the
server (run-time reconfiguration). Queries which return information are permittec

noserve Ignores NTP packets whose mode is other than 6 or 7. In effect, time service is
denied, though queries may still be permitted.

nopeer Provides stateless time service to polling hosts, but does not allocate peer mem
resources to these hosts, even if they otherwise might be considered useful|as
future synchronization partners.

not r ust Treats these hosts normally in other respects, but never uses them as
synchronization sources.
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limted These hosts are subject to limitation of number of clients from the same net. Net in
this context refers to the IP notion of net (class A, class B, class C, and so gn).
Only the firstcl i ent _|imit hosts (as set by the i ent | i mi t command) that
showed up at the server, and that were active during the last
client_limt_periodseconds (as set by thei ent peri od command), are
accepted. Requests from other clients from the same net are rejected. Only|time
request packets are taken into account. Query packets sent by the NTPQ and
XNTPDC programs are not subject to these limits. A history of clients is kept
using the monitoring capability of NTPD. Thus, monitoring is always active as
long as there is a restriction entry with the limited flag.

nt ppor t This is actually a match algorithm modifier, rather than a restriction flag. Its
presence causes the restriction entry to be matched only if the source port in the
packet is the standard NTP UDP port (123).

Default restriction list entries, with the flagsi gnor e, nt pport, for each of the local host’s

interface addresses are inserted into the table at startup, to prevent the server from attempting to
synchronize to its own time. However, a default entry is also always present if it is otherwise
unconfigured. No flags are associated with the default entry (everything besides your own NTP
server is unrestricted).

clientlimit limit

Setsthelient _|init variable that limits the number of simultaneous access-controlled clients.
The default value is 3.

clientperiod period

Setsthel i ent _|imt_period variable that specifies the number of seconds after which a client
is considered inactive and thus no longer is counted for client limit restriction. The default value is
3600 seconds.

Miscellaneous Command

setvar name[=value] [ default ]

This command adds an additional system variable. These variables can be used to distribute
additional information such as the access policy. If the variable of thenfome= value is

followed by thedefault keyword, the variable is listed as part of the default system variablas (

rv command). These additional variables serve informational purposes only. They are not related
to the protocol other than that they can be listed. The known protocol variables always override any
variables defined using ttsetvar mechanism.

Basic Configuration Example
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Figure 9-2 shows a highly redundant and robust configuration with multiple levels of backups. On
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the Internet close to your network, you have host 192.168.34.1 running at stratum 1, and
192.168.34.2 at stratum 2. In-house, you have host 192.168.67.1 synchronized with aradio clock
and configured as a stratum 1 master clock.

Figure9-2 Sample NTP Configuration

NTP Servers

192 168.67.1

straturn 1

| straturm 1

All

stratum 10 Other
- / Hosts

Internet straturn 2

stratum 12

As backup servers, you have two hosts, 192.168.67.2 and 192.168.67.3, in the climate-controlled
room, one configured at stratum 10 and the other at 12. All other workstations on the floor point to
these three servers as their synchronization source. When everything is running, every local host is
synchronized to 192.168.67.1, sinceiit is closer than Internet host 192.168.34.1. All the machines
(peers) run at stratum 2.

If internal host 192.168.67.1 goes down and the Internet connection is still up, either Internet host
192.168.34.1 or 192.168.34.2 is selected depending on its availability, and the backup servers,
192.168.67.2 and 192.168.67.3, run at stratum 2 or 3, depending on which Internet host was
selected. The peers synchronize off 192.168.67.2 or 192.168.67.3 at stratum 3 or 4, again
depending on which Internet host was selected.

With 192.168.67.1 still unavailable and the Internet connection lost or all the Internet servers
unavailable, 192.168.67.2 runs at stratum 10, since it was configured that way as alocal clock. It
then becomes the lowest stratum number in the network and all other hosts (including
192.168.67.3) are synchronized to it at stratum 11.

If 192.168.67.2 goes down, 192.168.67.3 runs at stratum 12 and all other hosts synchronize at
stratum 13. It isimportant to set the stratum of 192.168.67.3 to 12. If set to 11, it might have a
problem synchronizing to 192.168.67.2, since it may try to synchronize off it but finds it has the
same stratum value. 192.168.67.3 would rather synchronize to 192.168.67.2 than to itself.
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Example 9-1 shows the configuration file entries for each of the three local servers (the other local
hosts would all be configured as peers). You do not need to explicitly identify the peer strata, and
the order of itemsisirrelevant.

Example9-1 SampleEntriesin the Host NTP.CONF Files

NTP Configuration on 192.168.67.1
master-clock 1

; NTP Configuration on 192.168.67.2
| ocal -master 10

server 192.168.67.1

server 192.168.34.1

server 192.168.34.2

peer 192.168.67.2

NTP Configuration on 192.168.67.3
| ocal -master 12
server 192.168.67.1
server 192.168.34.1
server 192.168.34.2
peer 192.168.67.3

; NTP Configuration for Conputer Room Host 192.168. 67. X
server 192.168.67.1

server 192.168.67.2

server 192.168.67.3

peer 192.168.67.y

peer 192.168.67.z

Troubleshooting
NTP provides error messages for troubleshooting.

Note! You can also use NTPQ to troubleshoot NTP.

Troubleshooting Tips
Here are some troubl eshooting tips:

* Make surethe entriesin the NTP configuration file TCPWARE:NTP.CONF are correct. At
the minimum, there must be a server or peer declaration for a machine that is reachable, and
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if authentication is enabled, set it up to properly authenticate NTP packets. This machine
serving time must be connected either to lower stratum machines or to some reference time
source.

* Make surethat the logical TCPWARE_TIMEZONE is properly defined to reflect the
timezone (and daylight savings). If the logical is undefined or incorrect, NTPis likely to
abort. TCPWARE_TIMEZONE should be set by configuring TCPware with the
configuration procedure TCPWARE:CNFNET.COM.

¢ [fusingthesl| ewal ways command, make sure the system timeiswithin 4000 seconds of the
correct time before starting NTPD. If the local system timeis off by more than 4000 seconds
from server time, NTPD logs a message and stops running. Also, if the local clock is not
within a minute or two of correct time when starting NTPD with slewalways set, it may take
some time for NTPD to synchronize the clock. Ideally, set the clock with NTPDATE or SET
TIME before starting NTPD.

* Make surethat TIMED and DTSS services are not running on the system. These services are
used to synchronize time, and interferewith NTP unless NTP was configured in special cases
to work with them. (Seethe nast er - ¢l ock command.)

The following messages are generated by the the NTP server. They go to both OPCOM and the
TCPWARE:NTPSERVER.LOG file. Thislog fileis the best source of information for
troubleshooting in that it contains a record of these messages as well as additional informational
messages. Messages appear in the log file without the bracketed prefix.

There are four types of messages generated:

¢ Configuration messages

* Peer contact messages

* Synchronization messages

¢ Unexpected error condition messages

Access error messages help by entering HELP TCPWARE MESSAGES.

Troubleshooting Using NTPQ

The NTPQ utility has afew commands that are helpful in identifying problems. The peers
command is one of the simplest and isaquick way to check the offset (time difference) between the
local host and peer machines.

Ther eadvar command is useful for more in depth information. Without arguments, it displays
information about thelocal host. Whenr eadvar isfollowed by an assoclD, it displaysinformation
about the peer corresponding to the assoclD (use associ at i ons to display the assoclDs for all
peers). Of interest is the record of time offsets and round trip delays for packets (thefi | t of f set
andfi |l tdel ay fields). This provides arecord of the last eight time updates obtained from a peer.

The command r eadvar assoclD flash displays auseful variable, f| ash, which can be of
particular interest for troubleshooting. The bitsinthef | ash variable, if set, have the following
meaning in relation to a peer:

0x01 /* duplicate packet received */
0x02 /* bogus packet received */
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0x04 /* protocol unsynchronized */

0x08 /* peer del ay/ di spersi on bounds check */
0x10 /* peer authentication failed */

0x20 /* peer clock unsynchronized */

0x40 /* peer stratum out of bounds */

0x80 /* root del ay/di spersion bounds check */

NTPQ, XNTPDC, NTPDATE, and NTPTRACE Utilities

The following sections describe the NTPQ, XNTPDC, NTPDATE, and NTPTRACE utilities.

ntpq

The NTPQ utility is used to query NTP servers that implement the recommended NTP mode 6
control message format about current state and to request changes in that state. The program runs
interactively or uses command line arguments. Requests to read and write arbitrary variables can be
assembl ed, with output options available. NTPQ can also obtain and print alist of peersina
common format by sending multiple queriesto the server.

The utility uses NTP mode 6 packets to communicate with the NTP server, and hence can be used
to query any compatible server on the network which permitsit. Note that since NTPisa UDP
protocol, this communication is somewhat unreliable, especially over large distancesin terms of
network topology. NTPQ makes one attempt to retransmit requests, and times out requests if the
remote host is not heard from within a suitable timeout time.

Interactive Commands
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Internal Commands

Interactive format commands consist of a keyword followed by zero to four arguments. Enter only
the minimum number of characters of the full keyword to uniquely identify the command. The
output is normally sent to the standard output, but you can send the output to afile by appending a
greater than (>) followed by afilename to the command line.

? [ command-keyword ]

help [ command-keyword ]

A question mark (?) by itself printsalist of al the known command keywords. A question mark
followed by a command keyword prints function and usage information.

cooked

Causes output from query commands to be "cooked" for user readability. Variables the server
recognizes have their values reformatted for readability. Variables that NTPQ determines should
have a decodeable value, but do not, are marked with atrailing question mark (?).

debug
Enables debugging. The format is
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debug [ no| nore| | ess]
where;

no turns off debug.

more | increments debug level by 1.

less decrements debug level by 1.

If no valueis specified, displays the current debug level.
exit

Exitsfrom NTPQ.

host [ hostname ]

Sets the host to which future queries are sent. Hostname may be either a hostname or a numeric
address. If hosthame is omitted, the host currently set is displayed.

hosthames|[ yes|no]

If specifying host names yes (the default), hostnames are printed in information displays. If
specifying host names no, numeric addresses are printed instead.

ntpversion[1]2]3]

Sets the NTP version number that NTPQ claimsin packets. Note that modes did not exist in NTP
version 1. (There appears to be no servers left that demand version 1.) If the version valueis
omitted, the version number (default 3) currently in useis displayed.

passwd

Specifies a password for authenticated requests. The format is
passwd password

quit

ExitsNTPQ.

raw

Causes al output from query commands to be printed as received from the remote server. The only
formatting or interpretation done on the datais to transform non-ASCl| datainto a printable form.

timeout [ milliseconds ]

Specifies atimeout period for responses to server queries. The default is about 5000 milliseconds.
Note that since NTPQ retries each query once after atimeout, the total waiting time for atimeout is
twice the timeout value set. If the milliseconds value is omitted, the current timeout period is

displayed.
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version

Prints the version of this program.

Control Message Commands

Each peer known to an NTP server has a 16-bit integer association identifier assigned to it. NTP
control messages that carry peer variables must identify the peer to which the values correspond by
including its association ID. An association ID of 0is special, and indicates the variables are
system variables whose names are drawn from a separate name space.

addvars
Adds variables to the variable list. The format is

addvars nanme[=val ue][,...]

name | isthe variable name to add.

value | isthevalueto assign to name.

authenticate
Toggles whether requests are authenticated. The format is

aut henti cate (yes|no)

If neither yes/no is specified, the current authentication status is displayed.
associations

Obtains and prints alist of association identifiers and peer status for in-spec peers of the server
being queried. Each linein the list is associated with the corresponding peer line given by the
peers command. Thelist is printed in columns. The first of these is an index numbering the
associations from 1 for internal use, the second is the the actual association identifier returned by
the server, and the third is the status word for the peer, as described in Appendix B.2.2 of the NTP
specification RFC 1305. Thisis followed by a number of columns containing data decoded from
the status word.

cl
Reads the clock variables included in the variablelist. Theformat is

cl [associd]

associd | istheassociation ID of the system to read. A 0 or amissing value indicates to use
the local system.
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clearvars

Removes all variables from the variable list

clocklist

Reads the clock variables from the specified system. The format is

cl ockl i st [associd]

associd | is the association ID of the system to read. A 0 or a missing value
indicates to use the local system.

clockvar

Requests that a list of the server’s clock variables be sent. Servers that have a radio clock or ¢
external synchronization respond in the affirmative to this. For a TCPware NTP server the req!
refers to the local clock, if configured for NTPD imgst er - cl ock orl ocal - mast er.

cv
Reads the clock variables from the system specified by associd. The format is

cv [associd] [nane=value[,...]]

associd | isthe association for the system to read. If associd is not specified, O (the local
system) is used.

name is the variable name to read.

delay

Sets the delay (in milliseconds) added to encryption time stamps. The format is

del ay [ nsec]

msec | delays to add to the authenticated requests. Not specifying a delay value causes ntp
to display the current delay value.

keyid
Sets the keyid to use for authenticated requests. The format is
keyi d [ keyi d]
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keyid | isa32-bit integer to use as the key. Not specifying akey value will cause ntpq to
display the current keyid.

keytype
Setsthe key type to use for authenticated requests. The format is
keytype type

type | iseither desor mds.

lassociations

Printsthe list of associations including all client information.

lopeers

Obtains and printsalist of all peersand clients with full information.

Ipassociations

Prints the last obtained list of associations.

Ipeers

Obtains and printsalist of al peersand clients.

mreadlist/mrl

Reads peer variables in the variable list for multiple peers specified by the list of associd's.

nreadl i st assoclD [assoclID...]

associd | istheassociation ID of the system to read. A 0 or amissing value indicates to use

the local system.

mreadvar/mrv

Reads the peer variables from the multiple peers specified by thelist of associd’'sand variables. The
format is

readvar [associd] [nane=value[,...]]

associd | isthe association ID of the systemto read. A 0 or amissing valueindicates to use the
local system.
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name is the variable name to read. Not specifying a name will cause all variables to e re

ntpversion
Setsthe NTP version number to use for request packets. The format is
nt pversion (1] 2]3)

opeers
Prints the peer list with dest addr shown instead of REFID.
passociations

Prints the list of associations returned by last associations command.
peers

Obtains a list of in-spec peers of the server, along with a summary of each peer’s state. Summ
information includes the address of the remote peer; the reference ID (0.0.0.0 if the ref ID is
unknown); stratum of the remote peer; type of the peer (local, unicast, multicast, or broadcast)
when the last packet was received; polling interval (in seconds); reachability register (in octal);
the current estimated delay, offset and dispersion of the peer (all in milliseconds).

The character in the left margin indicates the fate of this peer in the clock selection process:

<space>| Discarded due to high stratum and/or failed sanity checks

X Falseticker

Culled from the end of the candidate list

- Discarded by the clustering algorithm

+ Included in the final selection set

# Selected for synchronization but the distance exceeds the maxjmum
* Selected for synchronization

0 Selected for synchronization, a PPS signal is in use

Note! Since the peer s command depends on the ability to parse the values in the responses it gets,
it may fail to work with servers that poorly control the data formats.

The contents of the host field may be in one of four forms. It may be a hostname, an IP addre:
reference clock implementation name with its parametBEBELK(, ). With host names no,
only IP addresses are displayed.

poll

Polls an NTP server in client moddimes.
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pstatus assocl D

Sends aread status request to the server for the given association. (See the associations command
for assocl Ds). The names and values of the peer variables returned are printed. Note that the status
word from the header is displayed preceding the variables, both in hexidecimal and in English.

readlist/rl
Reads the system or peer variables from the system specified by associd. The format is

readl i st [associd]

associd | istheassociation ID of the system to read. A 0 or amissing value indicates to use the
local system.
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readvar [ assocl D [ variable-name[=value] [ ...]]]
rv [ assoclD [ variable-name[=value] [ ...]1]]

Requests that the values of the specified variables be returned by the server, by sending aread
variables request. If you omit the association ID or give it as zero, the variables are system
variables; otherwise they are peer variables and the values returned are those of the corresponding
peer. (See the associations command for assocl Ds). Omitting the variable list sends a request with
no data, which should induce the server to return a default display. If more than one variable is
requested, separate the variable list with commas and do not include spaces.

rmvars
Removes variables from the variable list. The format is

rmvars namef[,...]

name | isthe variableto remove from the variable list.

showvars

Prints the variables on the variable list.

writelist

Writes the system or peer variable included in thelist. The format is

witelist [associd]

associd | isthe association ID of the system to write. A 0 or amissing value indicates to
use the local system.
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writevar
Writes the system or peer variables. The format is

writevar associd nane=val ue,[...]

associd| is the association ID of the system to write. A O or a missing value indicates to use
local system.

name is the variable name to write.

Command Line Format

ntpg[-n][-ccommand] [ host]| ... ]
(If command line arguments are omitted, NTPQ runs in interactive mode.)
-C

The command that follows is interpreted as an interactive format command and is added to the list
of commands to be executed on the specified host(s). The command must be in double quotesif it
consists of more than one word. Multiple - ¢ options can be given.

-d

Enables debugging within NTPQ.

-i

Enters interactive mode. This is the same as typing “ntpq” with no switches.
-n

Displays all host addresses in dotted quad numeric format rather than converting them to canc
hostnames.

-p
Lists the peers for this host.
host

Sets the host to which future queries are sent, as either a hostname or a numeric aolobtass. If
omitted, the local host is used.

xntpdc

The XNTPDC utility is used to query the NTPD daemon about its current state and to request
changes in that state. The program runs interactively or uses command line arguments. Exten
state and statistics information is available through the XNTPDC interface. In addition, nearly
the configuration options that can be specified at startup using NTPD's configuration file may &
be specified at run-time using XNTPDC.
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The XNTPDC utility uses NTP mode 7 packets to communicate with the NTP server, and can be
used to query any compatible server on the network which permitsit. Notethat since NTPisaUDP
protocol, this communication is somewhat unreliable, especially over large distances, in terms of
network topology. XNTPDC makes no attempt to retransmit requests, and times out requestsiif the
remote host is not heard from within a suitable timeout time.

XNTPDC's operation is specific to the NTPD implementation and can be expected to work only
with this, and possibly some previous versions, of the daemon. Requests from a remote XNTPDC
program that affect the state of the local server must be authenticated, which requires both the
remote program and local server to share a common key and key identifier.

Interactive Commands
Internal Commands

Interactive format commands consist of a keyword followed by zero to four arguments. Only
enough characters of the full keyword to uniquely identify the command need be typed. The output
of a command is normally sent to the standard output, but you can send the output of individual
commands to a file by appending a greater thaufio{lowed by a filename to the command line.

? [ command-keyword ]
help [ command-keyword ]

A question mark ?) by itself prints a list of all the known command keywords. A question mark
(?) followed by a command keyword prints function and usage information.

debug
Enables debugging. The format is

debug [ no| nore| | ess]

no turns off debug.

more | increments debug level by 1.

less decrements debug level by 1.

If no value is specified, display the current debug level.
delay milliseconds

Specifies a time interval to be added to timestamps included in requests that require authentication.
This is used to enable unreliable server reconfiguration over long delay network paths or between
machines whose clocks are unsynchronized.

exit

Exits from the program.
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host [ hostname ]

Sets the host to which future queries are sent. Hostname may be either a hostname or a numeric
address. If the hostname is omitted, the host currently set is displayed.

hosthames|[ yes|no]

If specified ashost nanes yes (the default), hostnames are printed in information displays. If
specified ashost nanes no, numeric addresses are printed instead.

keyid [ keyid]

Allows a key number to be used by XNTPDC to authenticate configuration requests. This must
correspond to a key number the server has been configured to use for this purpose. If the keyid is
omitted, the keyid currently set is displayed.

keytype
Setsthe key type to use for authenticated requests. The format is
keytype type

type | iseither des or mds.

quit
Exits NTPQ.
passwd

Prompts you to type in a password (which is not echoed) that is used to authenticate configuration
requests. The password must correspond to the key configured for use by the NTP server for this
purpose if such regquests are to be successful. If thekeyi d command was not used to set the keyid,
you are prompted for the keyid.

timeout [ milliseconds ]

Specifies atimeout period for responses to server queries. The default is approximately 8000
milliseconds. Note that since XNTPDC retries each query once after atimeout, the total waiting
time for atimeout is twice the timeout value set. If the milliseconds value is omitted, the current
timeout period is displayed.

version

Displays the version number of xntpdc.

Control Message Commands

Query commands produce NTP mode 7 packets containing requests for information being sent to
the server. These are read-only commands in that they make no modification of the server
configuration state.
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addrefclock
Configures anew server. The format is

addr ef cl ock addr [node] [minpolls|prefer] [m npoll|prefer]

addr the address of the server.

mode values are 1 for symmetric active server or 2 for symmetric passive server.

minpoll | the minimum time (in seconds) between polls. The range is 4-14 seconds,
the default is 4 seconds.

prefer the preferred server (default not preferred).

In this example:

addref cl ock 207.225.29.52 1 10 prefer

adds system 207.225.29.52 as a symmetric active server with 10 seconds between polls, and thisis
apreferred server.

addtrap
Sets the server trap for asynchronous messages from asystem. Theformat is

addtrap address [port] [interface]

address is the address of the orignation system to trap.

port isthe TCP/IP port to watch.

interface | istheinterfaceto watch.

clkbug

Displays clock debugging information. Thisis used for user-written reference clock drivers.
clockstat

Displays clock status information from a peer. The format is

cl ockstat address [addressl address2 address3]

address is the address of the peer.
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Clearstrapsin the server. The format is
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addtrap address [port] [interface]

address is the address of the orignation system to trap.

port isthe TCP/IP port to watch.

interface is the interface to watch.

controlkey
Changes the keyid the server uses to authenticate control messages. Theformat is

control key keyid

keyid | isthe unsigned 32-hit integer to use.

ctlstats
Displays the packet count statistics from the control module. The format is

ctlstats

dmpeers
Displays peer summary information.
fudge

Sets/changes one of a clock’s fudge factors. The settings are dependant upon the reference clock
driver being used.

iostats

Prints statistics counters maintained in the input-output module.
kerninfo

Returns kernel information (not supported for VMS hosts).
leapinfo

Displays the current leap second state.

listpeers

Obtains and prints a brief list of the peers for which the server is maintaining state. These should
include all configured peer associations, as well as those peers whose stratum is such that they are
considered by the server to be possible future synchronization candidates.
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loopinfo [ onéline | multiline ]

Prints the values of selected loop filter variables:

loop filter | Thepart of NTP that dealswith adjusting the local system clock

of f set The last offset given to the loop filter by the packet processing code
frequency The frequency error of the local clock in parts per million (ppm)

ti me_const Controls the stiffness of the phase-lock loop and thus the speed at which it can
adapt to oscillator drift

wat chdog The number of seconds elapsed since the last sample offset was given to the
timer value | |oop filter

Theonelineandmul tiline optionsspecify the format in which thisinformation isto be
printed, with mul ti | i ne asthe default.

memstats
Prints statistics counters related to memory allocation code.
monlist [ version ]

Obtains and prints traffic counts collected and maintained by the monitor facility. You do not
normally need to specify the version number.

peers

Obtains alist of peersfor which the server is maintaining state, along with a summary of that state.
Summary information includes the address of the remote peer; local interface address (0.0.0.0if a
local address has yet to be determined); stratum of the remote peer (a stratum of 16 indicates the
remote peer is unsynchronized); polling interval (in seconds); reachability register (in octal); and
current estimated delay, offset, and dispersion of the peer (al in seconds).

In addition, the character in the |eft margin indicates the mode this peer entry is operating in:

+ | Symmetric active ~ | Server isbroadcasting to this address

Symmetric passive ~ | Remote peer is sending broadcasts

= | Remote server isbeing polledinclient | * | Peer the server is currently synchronizing to
mode
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The contents of the host field may be in one of four forms: a hostname, |1P address, reference clock
implementation name with its parameter, or REFCLK (implementation number, parameter). With
host nanes no, only IP-addresses are displayed.

preset

Resets stat counters associated with particular peers.
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pstats peer-address|...]

Shows per-peer statistic counters associated with the specified peers.
requestkey

Changes the keyid the server uses to authenticate requests. The format is

request key keyid

keyid | is the 32-bit integer to use as the ID.

reslist

Obtains and prints the server’s restriction list. This list is usually printed in sorted order and mg
help to understand how the restrictions are applied.

showpeer peer-address|...]

Shows a detailed display of the current peer variables for one or more peers. Most of these va
are described in the NTP Version 2 specification.

sysinfo

Prints a variety of system state variables, such as the state related to the local server. All exce
last four lines are described in the NTP Version 3 specification, RFC-1305.

The system flags can be set and cleared bygrthBl e anddi sabl e configuration commands,
respectively. These are theth, bclient, nonitor, pll, pps, andstats flags. (See the
NTPD utility for the meaning of these flags.)

The stability is the residual frequency error remaining after the system frequency correction is
applied, and is intended for maintenance and debugging. In most architectures, this value initi
decreases from as high as 500 ppm to a nominal value in the range .01 to 0.1 ppm. If it remains
for some time after starting the daemon, something might be wrong with the local clock.

Thebr oadcast del ay shows the default broadcast delay. &behdel ay shows the default
authentication delay, as computed by NTPD for authorization.

sysstats

Prints statistics counters maintained in the protocol module.

timer stats

Prints statistics counters maintained in the timer/event queue support code.
traps

Displays the traps set in the server.

Runtime Configuration Requests
All requests that cause state changes in the server are authenticated by the server using the
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r equest key in the configuration file (which can be disabled by the server by not configuring a

key). The key number and the corresponding key must also be made known to X TNPDC. This can

be done using XNTPDClseyi d andpasswd commands, the latter of which prompts at the

terminal for a password to use as the encryption key. You are also prompted automatically for both
the key number and password the first time a command is given that would result in an
authenticated request to the server. Authentication not only provides verification that the requester
has permission to make such changes, but also gives an extra degree of protection against
transmission errors.

Authenticated requests always include a timestamp in the packet data, which is included in the
computation of the authentication code. This timestamp is compared by the server to its receive
timestamp. If they differ by more than a small amount, the request is rejected. This is done for two
reasons. First, it makes simple replay attacks on the server, by someone who might be able to
overhear traffic on your LAN, much more difficult. Secondly, it makes it more difficult to request
configuration changes to your server from topologically remote hosts. While the reconfiguration
facility works well with a server on the local host, and may work adequately between time
synchronized hosts on the same LAN, it works very poorly for more distant hosts. As such, if
reasonable passwords are chosen, care is taken in the distribution and protection of keys, and
appropriate source address restrictions are applied, the run-time reconfiguration facility should
provide an adequate level of security.

The following commands all make authenticated requests.
addpeer peer-address|[ keyid ] [ version ] [ prefer ]

Adds a configured peer association at the given address and operates in symmetric active mode.
Note that an existing association with the same peer may be deleted when this command is
executed, or may simply be converted to conform to the new configuration, as appropriate. If the
optionalkeyid is a nonzero integer, all outgoing packets to the remote server have an authentication
field attached, encrypted with this key. If the value is 0 (or not given), no authentication is done.
Theversion can be 1, 2, or 3, and defaults to 3. phef er keyword indicates a preferred peer

(and thus is used primarily for clock synchronization if possible).

addserver peer-address| keyid] [ version ] [ prefer ]
Identical to theaddpeer command, except that the operating mode is client.
broadcast peer-address[ keyid] [ version ] [ prefer ]

Identical to theaddpeer command, except that the operating mode is broadcast. In this case a
valid key identifier and key are required. Teer-address parameter can be the broadcast address

of the local network, or a multicast group address assigned to NTP. If using a multicast address, a
multicast-capable kernel is required.

unconfig peer-address|...]

Removes the configured bit from the specified peers. In many cases, this deletes the peer
association. When appropriate, however, the association may persist in an unconfigured mode if the
remote peer is willing to continue in this fashion.
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enable[ flag] [ ... ]
disable[flag] [ ...]

Operates the same astheenabl e and di sabl e configuration file commands of NTPD.
restrict address mask flag [ flag ]

Operates the same as the restrict configuration file commands of NTPD.

unrestrict addressmask flag [ flag ]

Unrestricts the matching entry from the restrict list.

delrestrict address mask [ ntpport ]

Deletes the matching entry from the restrict list.

readkeys

Causes the current set of authentication keys to be purged and a new set to be obtained by rereading
the keysfile (TCPWARE:NTRPKEYS). This alows encryption keys to be changed without
restarting the server.

trustedkey keyid[...]
untrustedkey keyid[...]

Operates the same as the trustedkey and untrustedkey configuration file commands of NTPD.
authinfo

Returns information concerning the authentication module, including known keys and counts of
encryptions and decryptions which have been done.

reset

Clears the statistics counters in various modules of the server.

Command Line Format
xntpdc[-n][-ccommand] [ host] [ ...]

Command Line Arguments
(If command line arguments are omitted, XNTPDC runsin interactive mode.)

-C

The command that follows is interpreted as an interactive format command and is added to the list
of commands to be executed on the specified host(s). The command must be in double quotesiif it
consists of more than one word. Multiple - ¢ options can be given.

-d
Enables debugging within XNTPDC.
-i

Enters interactive mode. This is the same as typing “xntpdc” with no switches.
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-n

Displays all host addresses in dotted quad numeric format rather than converting them to canonical
hostnames.

P
Lists the peers within XNTPDC.
host

Sets the host to which future queries are sent, as either a hostname or a numeric address. If host is
omitted, the local host is used.

-l
Shows the peers for this host, showing only the peer name and no other status information.
-S

This isthe same information as -p, except that the first column of the display (*, +, ., -) isnot
displayed.

ntpdate

The NTPDATE utility setsthelocal date and time, by polling the NTP servers given as the server
arguments, to determine the correct time. A number of samples are obtained from each of the
servers specified and a subset of the NTP clock filter and selection algorithms are applied to select
the best of these. Note that the accuracy and reliability of ntpdate depends on the number of servers,
the number of polls each timeit is run, and the interval between runs.

The NTPDATE utility can be run manually as necessary to set the host clock, or it can be run from
the system startup command file to set the clock at boot time. Thisisuseful in some casesto set the
clock initially before starting the NTP daemon, NTPD. It is also possible to run NTPDATE from a
batch job. However, it isimportant to note that NTPDATE with contrived batch jobsis no
substitute for the NTP daemon, which uses sophisticated algorithms to maximize accuracy and
reliability while minimizing resource use. Finally, since NTPDATE does not discipline the host
clock frequency as does NTPD, the accuracy using NTPDATE is limited.

The NTPDATE utility makes time adjustmentsin one of two ways. If it determinesthat the clock is
wrong by more than 0.5 second, it simply steps the time by calling the $SETIME system service. If
the error islessthan 0.5 seconds, it dlews the time by temporarily adjusting system clock variables.
The latter technique is less disruptive and more accurate when the error is small, and works quite
well when NTPDATE is run by abatch job every hour or two.

The NTPDATE utility declinesto set the dateif NTPD is running on the same host. When running
NTPDATE every hour or two from a batch job, as an aternative to running NTPD, resultsin
precise enough timekeeping to avoid stepping the clock.

Format
ntpdate [-bdqgsv] [-a key#] [-e delay] [-k file] [-p samples] [-0 version#] [-t timeo] [server]
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Command Line Options
-akey

Enabl es the authentication function and specifies the key identifier to be used for authentication as
the argument key. The keys and key identifiers must match in both the client and server key files.
The default is to disable the authentication function.

-B

Forces the time to always be slewed, even if the measured offset is greater than "128 ms. The
default isto step the time if the offset is greater than 128 ms. Note that, if the offset is much
greater than "128 msin this case, that it can take several hoursto slew the clock to the correct
value. During thistime, the host should not be used to synchronize clients.

-b

Forces the time to be stepped, rather than slewed (default). This option should be used when called
from astartup file at boot time.

-d

Enables debug mode.

-e

Sets the encryption delay to nnn.
-k keyfile

Specifies the path for the authentication key file as the string keyfile. The default is
TCPWARE:NTRPKEY S. Thisfile should be in the format described for NTPD configuration.

-0 version

Specifies the NTP version for outgoing packets as the integer version, which can be 1 or 2. The
default is 3. Thisalows NTPDATE to be used with older NTP versions.

-p samples

Specifies the number of samplesto be acquired from each server asthe integer samples, with values
from 1 to 8 inclusive. The default is 4.

-q

Uses simple query mode (do not attempt to bind the NTP socket).

-S

Enables OPCOM messaging. This is designed primarily for the convenience of batch jobs.
-t timeout

Specifies the maximum time waiting for a server response as the value timeout, in seconds and
fraction. The valueisis rounded to amultiple of 0.2 seconds. The default is 1 second, avalue
suitable for polling acrossaLAN.
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-u

Directs NTPDATE to use an unprivileged port on outgoing packets. Thisis most useful when
behind afirewall that blocks incoming traffic to privileged ports, and you want to synchronize with
hosts beyond the firewall.

-V

Sets verbose mode.

ntptrace

For

The NTPTRACE utility determines where a given NTP server getsits time from, and follows the
chain of NTP servers back to their master time source. If given no arguments, it starts with
localhost. Here is an example of the output from NTPTRACE:

$ ntptrace

| ocal host: stratum 4, offset 0.0019529, synch distance 0.144135
server20zo.com stratum 2, offset 0.0124263, synch di stance 0.115784
usndh. edu: stratum 1, offset 0.0019298, synch distance 0.011993, refid
'WWVB’

On each line, the fields are (l&ft to right): the host name, host stratum, time offset between that host
and the local host (as measured by NTPTRACE; thisiswhy it is not aways zero for localhost),
host synchronization distance, and (only for stratum-1 servers) the reference clock ID. All timesare
given in seconds. Note that the stratum is the server hop count to the primary source, while the
synchronization distance is the estimated error relative to the primary source. The NTP server must
be synchronized to a peer.

mat
ntptrace[ -dnv] [-o version#] [ -r retries] [ -t timeout | [ server ]

Command Line Options
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-d
Enables debug mode.
-n

Turns off the printing of hostnames; instead, host |P addresses are given. This may be useful if a
nameserver is down.

-0
Sets the protocol version to be used for the packets sent.
-r retries

Sets the number of retransmission attempts for each host. The default is 5.
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-t timeout
Sets the retransmission timeout (in seconds). The default is 2.
-V

Prints verbose information about the NTP servers.
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Chapter 10
TIMED

Introduction

This chapter describes how to manage TIMED, the time daemon, otherwise known as the Time
Synchronization Protocol (TSP). TIMED synchronizes the clocks of the various hostsin a LAN.
The synchronization process is totally transparent to system or network users.

Thet i med program (or daemon) uses the Time Synchronization Protocol (TSP) to synchronize the
clocks of LAN hosts. TSP was originally based on UNIX 4.3BSD systems, but is available for al
systems connected by TCPware for OpenVMS.

TIMED provides:

¢ Synchronization of host clocks
¢ Election of primary candidatesif the primary disappears

Time Synchronization

TIMED synchronizes clocks through an algorithm that slows some clocks and speeds up othersto
create an average network time. Each host must support atime daemon. Thet i ned daemon
depends on a primary/dependent relationship. The primary time daemon measures the difference
between clocks using broadcast |CM P timestamp requests and computes the network time based on
the average of all replies. It then sends the dependent time daemons the corrections they should
make to their clocks. Synchronization can occur to within 20 milliseconds.

This process repeats periodically. If host clocks drift away from each other, the process again
synchronizes them based on the average. Because corrections depend on time differences rather
than absolute time, transmission delays have no effect on synchronization.

When anew dependent host joins the network, its time daemon immediately resets its clock based
on that of the primary time server. In the case of afixed primary, no averaging takes place and each
negotiating dependent accepts the absolute time of the primary host.

Thet i med daemon interacts with the dat e command to set the date globally. You can aso use the
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TIMEDC command to determine the status of atime daemon (see TIMEDC Command Reference).

Figure 10-1 shows atypical time synchronization transaction, as follows:

1 | When adependent host initially starts TIMED, it requests the network time from the
primary host and adjusts its time accordingly.

2 | The primary broadcasts messages to solicit the names of active dependents, which reply.

3 | Theprimary sends an "adjust time" message to each dependent with the difference between
the dependent timestamp and the computed average time.

4 | Each dependent sends back an acknowledgment.

Figure10-1 Time Synchronization Transaction Using TSP

TIMED TIMED depandent #3
primary
| |
[CMP Timestamp Request
'-
1 * 1 *
r=aaf
T == ICMP Timestamp Reply T =
_nnnogn}. = O 111
[CMWP Timestamp
TP Request
Timestamp _ IChP
Reguest Timestarnp TIMED dependant #2

Reply ICMP

TIMED dependent #1  1mestamp
i

Primary Candidate Election Process

Dependent hosts al so need to elect among themselves candidates for a new primary should the
current one go down. This occurs through an election algorithm, as follows:

1 | When adependent’s election timer expires, it broadcasts an "election” message declaring
that it wants to become the new primary. The dependent becomes a primary candidate.
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2 | If no other dependent was accepted as primary candidate, each of the other dependents
responds with an "accept" message to the election request and rejects any other candidates.

3 | The primary candidate adds each accepting dependent’s nameto itslist.

4 | If the current primary goes down, the elected candidate becomes the new primary.

TIMED Operation Mode
You can start TIMED in one of the following three modes:

M ode

Description

Dependent

The host joins the time synchronization if it finds a primary daemon on
the network. It never operates as a primary.

Primary candidate

If the host finds a primary daemon on the network, it operates as a
dependent daemon. If it does not find a primary daemon, it initiates a
primary election process, and if granted, becomes a primary if the
primary server goes down. There can be multiple TIMED hosts started in
primary candidate mode.

Fixed primary

The host starts as a primary server or receives an error if it detects another
primary. A fixed primary adjusts other hosts to its host time. It does not
average the network time and never adjustsits own time. All other hosts
must run as dependents.

You can synchronize the clock of the host running afixed primary with other reliable sources using
different clock synchronization. For example, you can run the Network Time Protocol (NTP)
daemon to synchronize the fixed primary host to reliable sources on the Internet.

See Chapter 9, Network Time Protocol (NTP), for detailson NTP.

Changing Network Time
When TIMED synchronizes the clocks on multiple hosts, changing time on one machine using the

OpenVMS SET TIME command does not achieve the desired effect unless the host for which you
change the time is afixed primary.

To adjust the time of all hosts synchronized by TIMED, use the DATE option in the TIMEDC
command (see TIMEDC Command Reference). If there are UNIX hosts synchronized with
TIMED, the UNIX dat e command adjusts the network time.

Setting TIMED Parameters

Thet i med daemon starts up automatically enabled during TCPware configuration. You can set
certain parameters on startup through TCPware logicals. See the following table:
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Logical Description

TCPWARE_TIMED_MODE Determinesif the current host isaMASTER (primary),
FIXED MASTER (fixed primary), or SLAVE (dependent)

MASTER (primary)--broadcasts time synchronization
requests, calculates the time differences and averages, and
sends "adjust time" messages.

FIXED MASTER (fixed primary)--provides absolute
time stamps to newly started dependent TIMED hosts.

SL AVE (dependent)--is the recipient of primary "adjust
time" messages.

TCPWARE_TIMED_INCLUDE | Determinesthe networksincluded in clock
synchronization, either in network addresses or names

TCPWARE_TIMED_EXCLUDE | Determines the networks excluded from clock
synchronization, either in network addresses or names

Loadable Timezone Rules
L oadabl e timezone rules provided with TCPware are in the text file
TCPWARE:TIMEZONES.DAT. You can add user-written timezone rules to the file
TCPWARE:TIMEZONES.LOCAL to override the zonesin TIMEZONES.DAT. Loadable
timezone rules consist of three parts.

COUNTRY Isacollection of timezones (ZONEs). For example, the country US selects all
U.S. timezones. This provides a convenient way to select groups of timezones.

ZONE I's a specification of a particular timezone, including the name of the zone, the
GMT offset, the DST rules in effect, and the name to use while DST isin effect.

RULE Isarulefor determining when DST isin effect.

Format of COUNTRY Specification

COUNTRY countrynanme zonenane [zonenane . . .]

The COUNTRY specification gives the name of a geographical area and the names of the
timezones associated with it. This provides away to group timezones so they may be selected more
conveniently.

The following example shows the definition of the country "US" listing the zones corresponding to
the United States. The example for Arizonais slightly different, showing the zone "US/Arizona"
instead of "US/Mountain." ("US/Arizona" is the definition of a Mountain timezone that does not
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observe Daylight Savings Time.)

Country US US/Eastern US/ Central US/ Muntain US/ Pacific US/ Yukon
US/ Hawai i

Country US/ Arizona -
US/ Eastern US/ Central US/ Arizona US/ Pacific US/ Yukon US/ Hawai i
Format of ZONE Specification

ZONE zonenane gntof fset rul enane standard-nanme dst-name [ COVPl LED | N

zonename Isthe name by which this zone can be selected, or the name by whichiit is
referred to in a COUNTRY specification.

gmtoffset Isthis zone's standard time offset from GMT.

rulename Isthe name of the RULE specification that determines when DST isin effect

for this zone. The rulename may be an underscore () to indicate that this
zone does not use DST.

standard-name  Are the names by which this zoneis referred to during standard time, and
and dst-name during Daylight Savings Time, respectively. These are the names by which
SET TIMEZONE selects the local timezone.

The ZONE specification describes a timezone:

If there are no DST rules, the dst-name should be specified as an underscore (_). The optional
COMPILED_IN keyword indicates that this rule is compiled-in and need not be loaded, aslong as
no other rules conflict with it. If you edit a COMPILED_IN ZONE specification, you must remove
the COMPILED_IN keyword to force the ZONE specification to be loaded.

The following example shows the definition of the normal United States Mountain timezone. The
Arizona example shows the definition of a Mountain timezone that does not observe Daylight
Savings Time.

Zone US/ Mount ai n -7:00 US MST NMDT COWPI LED I N
Zone US/ Ari zona -7:00 _ MST

Format of RULE Specification

RULE rul enane startyear rul etype save start-date end-date
The RULE specification describes a set of rules for determining at what times DST isin effect:

rulename Is the name of the RULE specification in ZONE specifications.
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startyear Isthe year during which this DST rule takes effect. The rule remainsin effect
until alater startyear is specified in arule with the name rulename.

ruletype Specifies the type of DST rules. There are three permitted values:

¢ DST indicates normal Northern-Hemisphere Daylight Savings Time rules,
which switch at the time and date indicated.

* REV_DST indicates normal Southern-Hemisphere Daylight Savings Time
rules.

NULL indicatesthat no Daylight Savings Timeisin effect during the specified
years.

save Indicates the difference between Standard Time and DST.

start-dateand  Specify the starting and ending dates for DST. Specific dates can be specified,
end-date or rules such as "First Sunday" or "Last Sunday" can be used. See thefile
TCPWARE: TIMEZONES.DAT for examples on specifying dates.

The following example illustrates the United States
Federal Daylight Savings Time rules:

Rul e US 1987 DST 1:00 First Sunday April 2:00 Last Sunday Cctober 2:00
Rul e US 1976 DST 1:00 Last Sunday April 2:00 Last Sunday OCctober 2:00
Rul e US 1975 DST 1:00 23 February 2: 00 Last Sunday Cctober 2:00
Rul e US 1974 DST 1:00 6 January 2: 00 Last Sunday Cctober 2:00
Rul e US 1970 DST 1:00 Last Sunday April 2:00 Last Sunday Cctober 2:00

Loadable Timezone Rules Provided with TCPware

Table 7-2 shows the loadable rules provided in the TCPWARE: TIMEZONES.DAT file which you
may modify or augment as appropriate for your location.

Table10-1 Loadable Timezone Rules

Country Name  Rule Name Timezone Name GMT Offset DST Rules
GMT GMT? 0 hours -none-
uTt uUT? 0 hours -none-
US-Military US-Military/z2 z 0 hours -none-
US-Military US-Military/A2 A -1 hour -none-
US-Military US-Military/B2 B -2 hours -none-
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Table10-1 Loadable Timezone Rules (Continued)

Country Name  Rule Name Timezone Name GMT Offset DST Rules
US-Military US-Military/C? C -3 hours -none-
US-Military US-Military/D? D -4 hours -none-
US-Military US-Military/E2 E -5 hours -none-
US-Military US-Military/F2 F -6 hours -none-
US-Military US-Military/G2 G -7 hours -none-
US-Military US-Military/H2 H -8 hours -none-
US-Military US-Military/12 I -9 hours -none-
US-Military US-Military/K2 K -10 hours -none-
US-Military US-Military/L2 L -11 hours -none-
US-Military US-Military/M? M -12 hours -none-
US-Military US-Military/N& N 1 hour -none-
US-Military US-Military/O? 0] 2 hours -none-
US-Military US-Military/P? P 3 hours -none-
US-Military US-Military/Q? Q 4 hours -none-
US-Military US-Military/R? R 5 hours -none-
US-Military US-Military/S? S 6 hours -none-
US-Military US-Military/T2 T 7 hours -none-
US-Military US-Military/U2 u 8 hours -none-
US-Military US-Military/V2 \Y, 9 hours -none-
US-Military US-Military/W2 w 10 hours -none-
US-Military US-Military/x2 X 11 hours -none-
US-Military US-Military/Y?2 Y 12 hours -none-
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Table10-1 Loadable Timezone Rules (Continued)
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Country Name  Rule Name Timezone Name GMT Offset DST Rules
us US/Eastern® EST/EDT -5 hours US Federal
us US/Central® CST/CDT -6 hours US Federal
us US/Mountain® MST/MDT -7 hours US Federal
us US/Pacific® PST/PDT -8 hours US Federal
us US/Yukon? YST/YDT -9 hours US Federal
us US/Hawaii@ HST -10 hours -none-
US/East-Indiana  US/East-Indiana EST -5 hours -none-
US/Arizona US/Arizona MST -7 hours -none-
Canada Canada/ NST/NDT -3:30 hours Canadian
Newfoundland®
Canada Canada/Atlantic? AST/ADT -4 hours Canadian
Canada Canada/Eastern EST/EDT -5 hours Canadian
Canada Canada/Central CST/CDT -6 hours Canadian
Canada Canada/Mountain ~~ MST/MDT -7 hours Canadian
Canada Canada/Pacific PST/PDT -8 hours Canadian
Canada Canada/Yukon YST/YDT -9 hours Canadian
Canada Canada/ CsT -6 hours -none-
Saskatchewan
Israel Israel IST/DST +2 hours |sraeli
Australia Australial EST 10 hours Augtralian
Tasmania
Australia Augtralial/ EST 10 hours -none-
Queensland
Australia Australia/North CSsT 9:30 hours -none-
Australia Australia/\West WST 8 hours -none-
Australia Australia/South CsT 9:30 hours Augtralian
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Table10-1 L oadable Timezone Rules (Continued)

Country Name  Rule Name Timezone Name GMT Offset DST Rules
Australia Augtralia/Victoria ~ CST 10 hours Australian
Australia Australia/NSW CST 10 hours Australian
Australia Augtralial CsT 9:30 hours Australian
Yarcowinna
Australia Australia/LHI CST 10:30 hours Australian
Europe Britain® GMT/BST 0 hours GB-Eire
Europe Europe/Western? WET/WET-DST 0 hours W-Eur
Europe Europe/Middle? MET/MET-DST 1 hour M-Eur
Europe Europe/Central® CET/CET-DST 1 hour M-Eur
Europe Europe/Eastern? EET/EET-DST 2 hours E-Eur
Iceland GMT 1 hour -none-
Poland MET 1 hour W-Eur
Turkey EET/EET/DST 3 hours Turkey
Japan Japan? JST +9 hours -none-
Singapore Singapore? SST +8 hours -none-
NewZeaand NewZeal and® NZST/NZDT +12 hours New
Zealand

a.Thistimezone is also compiled-in.

TIMEDC Command Reference

The TIMEDC command returns information about thet i med daemon, such as the time difference
between the local clock and that of a specified host or hosts, the location of the primary server, and
logged TIMED messages in the TCPWARE:TIMED.LOG file. You can issue this command from
any machine running TCPware’'s TIMED. The following page providesa TIMEDC command

reference.
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TIMEDC

Returns information about thet i ned daemon on the local host. You can issue this command from
any machine running TCPware's TIMED.

Execute the command on the DCL level.

Format
TIMEDC [option]

The options for the TIMEDC command follow. If you omit the option, you are prompted for it at
thet i medc> prompt.

Options

HELP
?

Provides online help.
CLOCKDIFF host [host ...]

Computes the difference (in milliseconds) between the clocks of the local and specified host or
hosts or |P address or addresses (with multiple entries separated by spaces). Synchronization can
occur to within 20 milliseconds.

DATE [yyyy [mm[dd[hh]]]]Jmm[ss]

Sets the networking time to the specified date and time, in the order year, month, date, hour,
minutes, and seconds. Entry requires at least minutes (the remaining values are optional).

MSITE
Finds the location of the primary time server.
TRACE {ON | OFF}

Enables or disables tracing of incoming messagesto thet i med daemon. The
TCPWARE:TIMED.LOG file holds the messages.

QUIT
Quitsthe TIMEDC command.

Examples

1 Givesthetime differencein milliseconds between HOMER and local host BART.
$ TI MEDC CLOCKDI FF HOVER
ti me on HOMER PROCESS. COM i s 124 ns. ahead of tine on
bart. process. com
2 Locates the primary timed daemon, which in this caseis MARGE.
$ TI MEDC MsI TE
mast er tinmedaenon at homer. process.comis narge. process.com
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3 PENNY isnotaTIMED host or itst i med processis not running.

$ TI MEDC
ti medc> CLOCKDI FF PENNY
penny. process.comis down
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Chapter 11
Managing FTP-OpenVMS

Introduction

This chapter describes FTP-OpenVMS Client and FTP-OpenVMS Server management. Topics
include:

¢ Client considerations

* Server security considerations

* Including messages on client login

* ANONYMOUS support

* Server logicals

* Server FTP protocol implementation

Client Considerations

Client considerations include creating a startup command file and determining the status on an exit
condition.

Startup Command File

You can create a system-wide startup file that is executed each time the local client startsan FTP
session. To create a startup command file, you need to:
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1 | Create afile containing the FTP commands you want performed at the beginning of each
FTP session . For example:

$ CREATE SYS$COVMON: [ SYSMER] FTP_STARTUP. COM
OPEN | RIS SM TH " Sandy"
SHOW STATUS

Grl/z

$ SET PROTECTI ON-WORLD: RE SYS$COVMMON: [ SYSMGR] FTP_STARTUP. COM

The SET PROTECTION command ensures that the client user can read and execute the
FTP_STARTUPCOM file.

2 | Definethe FTP_STARTUP logical to point to the FTP_STARTUP.COM file. For example:
$ DEFI NE/ SYSTEM EXEC FTP_STARTUP SYS$MANAGER: FTP_STARTUP. COM

Client users can override this startup file by creating their own. Including the command
DEFINE/PROCESS FTP_STARTUP in auser's LOGIN.COM file overrides any DEFINE/
SY STEM/EXEC command in the SY SBSMANAGER:SY STARTUP_V5.COM file.

See the User’s Guide, Chapter 3, FTP: Transferring Files, Sartup Command File about setting up
aclient-specific FTP_STARTUR.COM file.

SET DEBUG /CLASS=REPLIES (VERBOSE mode) is enabled by default in TCPware's FTP-
OpenVMS Client so that you do not need to explicitly add the command to the file. However, any
VERBOSE command may toggleit to OFF.

See the User’s Guide, Chapter 3, FTP: Transferring Files, about setting VERBOSE mode. See
your OpenV M S documentation about the SET PROTECTION command.

Status on Exiting FTP Status
To exit FTPR, usethe EXI T command or type [Ctr 1/ Z

FTP exitswith the last error status, if any. DCL command procedures can use the $STATUS and
$SEVERITY symbolsto test for success or failure of the FTP commands issued. A success status
indicates that all commands succeeded. A warning, error, or severe status indicates that one or more
commands failed to execute.

When possible, the status code is a System Service (defined in $SSDEF), RM S (defined in
$RMSDEF), or shared (defined in $SHRDEF) status. In some cases, status codes are TCPWARE_
private codes with afacility number of 1577.

Server Security

The FTP server provides security through login procedures, the use of og files, and the automatic
termination of idle control connections.
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Login Procedures

The FTP server uses the same login procedures as DECnet network connections and does not
support OpenVMS accounts with two passwords.

Directory Access Restrictions

The FTP server lets you define three logicals for access restrictions to specific directory trees.
These include the TCPWARE_ FTP_ROOT logical for system-wide access restrictions, the
TCPWARE_FTP_ANONYMOUS ROQT logical for ANONYMOUS user accessrestrictions, and
the TCPWARE_FTP_username ROQT logical for specific username access restrictions. See
Server Logicalsand ANONYMOUS Support.

Log File
The FTP server creates alog file in your default directory each time a client user successfully logs
in. This FTPSERVER_DTPLOG file contains information about files transferred during the FTP
session. If client users have problemslogging in and are sure they specified a proper user name and
password, you can check the SY SLOGIN and user account login command procedures for
commands that could have caused the login to fail.

Examining the FTPSERVER_DTPLOG file might help isolate the problem. You may need to
execute some operations only if the process mode is interactive. (Use the FSMODE() lexical
function to determine the mode and then skip around the offending commands if not an interactive
login.) The FTP server runs in network mode.

If you suspect break-in attempts, you can also define the TCPWARE_FTP_L OGFILE system
logical to specify the name of alog file. See TCPWARE_FTP_LOGFILE.

Idle Control Connection Timeout

If the control connection (other than during a data transfer) isidle for more than 10 minutes, the
FTP server aborts the connection, unless you change the idle timeout value using the
TCPWARE_FTP_IDLE_TIMEOUT logical. See TCPWARE_FTP_IDLE_TIMEOUT.

Special Messages

You can include special informational text messages in a specified file in directories so that the
message appears when an FTP client user logs in or changes to that directory. The
TCPWARE_FTP_MESSAGE_FILE logical determines the filename to check in each directory.
Thisfeature is particularly helpful for ANONYMOUS FTP client users to get informational
messages when changing directories (see the next section for a description of ANONYMOUS
support).

For example, the FTP_CONTROL.COM file that you activate on startup includes the following
line commented-out:

I'$ DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_MESSAGE_FI LE ". MESSAGE"
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You can activate this logical with the default . MESSAGE file definition, or changeit to
WELCOME.TXT, for example. What the file should contain depends on the context. If thefileisin
alogin directory, it should contain a general message about the system, such as\Wel come t o
OpenVMS VAX V6.2 (I RIS). If thefileisin another directory to which the user can move, it
should have specifics about the directory, such aswel come to t he SUPPORT directory. It
contai ns TECHNI CAL SUPPORT i nformati on.

The FTP client user must set VERBOSE mode to be able to see the messages. VERBOSE
(REPLIES) mode is set by default in TCPware's FTP-OpenVMS Client.

The FTP command line client interprets the exclamation point (!) as the start of acomment. To
send an exclamation point to the server it must be enclosed in quotes (). The quote character (")
must be doubled up in the string if it isto be sent to the server. For example:

FTP> “! send this string to the server.”

sends the whole line, including the exclamation point and the period.

The FTP command line client prompts with the name of the opened node when the
TCPWARE_FTP_PROMPT_NODENAME logical is defined.

ANONYMOUS Support
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The FTP server provides specia support for ANONY MOUS accounts.
To set up an ANONY MOUS account, issue commands using the OpenVMS AUTHORIZE utility:
$ AUTHORIZE
UAF> ADD ANONYMOUS/PASSWORD=GUEST/UIGEE] -
UAF> [/ ot her qualifiers] INOPWDEXP/NOPWDLIFE

UAF> MODIFY ANONYMOUS/NOLOCAL/NOBATCH/NOREMOTE/NODIALUP
UAF> MODIFY ANONYMOUS/PRIV=NONETMBX/DEFPRIV=NONETMBX

The /NOPWDEXP and /PWDLIFE=NONE qualifiers ensure that the password remains active
indefinitely. The/LOCAL, /INOBATCH, /INOREMOTE, and /NODIALUP qualifiers prevent
access to the account from those sources. Removing the NETMBX privilege prevents DECnet
access.

See your OpenVM S documentation for details on the AUTHORIZE utility.

FTP users have automatic read access through ANONY MOUS accounts. You can also assign
write, rename, or delete access by defining the TCPWARE_FTP_ANONYMOUS RIGHTS
logical.

See TCPWARE_FTP_ANONYMOUS RIGHTS.
Be aware of the following:

* You must create the ANONY MOUS account to use the password GUEST. If the account has
any other password, users cannot log in. If the account has another password, use the
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MODIFY ANONYMOUS /PASSWORD=GUEST/NOPWDEXP command in the
AUTHORIZE utility to changeit.

* |tisrecommended that the ANONY MOUS account use the rooted logical (such as
ANONYMOUS_ROOT) to point to the top level directory and set the default to
ANONYMOUS_ROOT:[000000]. In this way, when a client changes the directory to aslash
(/) (or usesadashin front of adirectory specification, asis the case with some WWW
browsers), SY S$DISK:[000000] maps to thisroot directory. (Note that this mapping is
independent of the access restrictions applied by the TCPWARE_FTP_*_ROQOT logicals.)

¢ |If you definethe TCPWARE_FTP_ANONYMOUS ROOT logica (or the
TCPWARE_FTP_ROOT logical on asystem-wide level), the system restricts
ANONYMOUS user accessto filesin the root directory and subdirectories only. When the
ANONYMOUS user logsin, the root directory becomes the default.

* Inresponseto a username, the system sends areply message of 331 Send i dent as
Passwor d instead of the usual 331 Password required.

¢ |If you definethe TCPWARE_FTP_ANONYMOUS 230 REPLY logical, the system uses it
to generate the reply message when the ANONY MOUS user logsin. If you do not define this
logical, the system uses the default 230 reply instead.

¢ Using ahyphen (- ) asthefirst character of the password causes the system to turn off the
message generated by the logicals. The system sends the default 230 reply instead.

¢ If you definethe TCPWARE_FTP_L OGFILE logical, the server writes a slightly different

record to the log file:
dat el time ANONYMOUS FTP | ogi n successful (password) fromia, port

Each command is logged with the following format:

dat el time ANONYMOUS FTP user (password) at ia, job 120 reply to user
conmmand job 120 PWD

The response to each command is logged with the following format:

date/time ANONYMOUS FTP user (password) from (internet address), job (pid), (reply
string) or
date/time user name from (internet address), job (pid), (reply string)

* SITE SPAWN isnot avaid command with ANONYMOUS FTP.

Server Logicals
The FTP server supports the following special system-definable logicals:

» TCPWARE_FTP 220 REPLY

e TCPWARE_FTP 221 REPLY

e TCPWARE_FTP 230 REPLY

e TCPWARE_FTP 421 REPLY

e TCPWARE_FTP ALL_VERSIONS

* TCPWARE_FTP_ALLOWCAPTIVE

* TCPWARE_FTP_ANONYMOUS 230 REPLY
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Note!

TCPWARE_FTP_ANONYMOUS _RIGHTS
TCPWARE_FTP_ANONYMOUS_ROOT
TCPWARE_FTP_DISALLOW_UNIX_STYLE
TCPWARE_FTP_EXTENSION_QUANTITY
TCPWARE_FTP_FAST_TIMEOUT
TCPWARE_FTP_IDLE_TIMEOUT
TCPWARE_FTP_KEEP_DIR_EXT
TCPWARE_FTP_LOGFILE
TCPWARE_FTP_LOG_ALL_USERS
TCPWARE_FTP_MAXREC
TCPWARE_FTP_MAX_SERVERS
TCPWARE_FTP_MESSAGE_FILE
TCPWARE_FTP_ONLY_BREAK_ON_CRLF
TCPWARE_FTP_RECEIVE_THRESHOLD
TCPWARE_FTP_RECODE_NONVMS FILE NAMES
TCPWARE_FTP_ROOT
TCPWARE_FTP_username_ROOT
TCPWARE_FTP_SEMANTICS_FIXED_IGNORE_CC
TCPWARE_FTP_SERVER_DATA_PORT_RANGE
TCPWARE_FTP_SERVER_LOG_LIMIT
TCPWARE_FTP_SERVER_RELAXED PORT_COMMAND
TCPWARE_FTP_STRIP_VERSION
TCPWARE_FTP_SYST_BANNER
TCPWARE_FTP_WINDOW
TCPWARE_FTP_UNIX_STYLE_BY_DEFAULT
TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE

With the root logicals (TCPWARE_FTP_ROOT, TCPWARE_FTP_ANONYMOUS_ROOT, and
TCPWARE_FTP_username_ROQT), any logical you refer to in the equivalence name (such as
a disk name) must also be an executive mode, system table logical. With all of these logicals, if
the user account cannot access the directory, FTP operations will fail with the error ¥RVS- E-
PRV.

TCPWARE_FTP_220 REPLY

The TCPWARE_FTP_220 REPLY logical defines a message displayed when a user connects to
the server and can log in. This message replaces the default message.

You can define lines of the message text, one comma-separated equivalence string for each line.
You can also specify afilethat contains the message text by defining an equivalence string starting
with the at-sign (@ and followed by the compl ete file specification. For example, you can define
the wel come text equivalence string as follows:
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_$ "**AUTHORI ZED USE ONLY **" -
_$ "bart.nene.com (192. 168. 34.56)", -
_$ "FTP-OpenVMS FTPD V5.4 (c) 1999 Process Software Corporation”

Alternately, you can include the | ast three equivalence stringsin an FTP_WELCOME.TXT fileand
definethelogical asfollows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_220_ REPLY -
_$ " @YSSMANAGER: FTP_WELCOVE. TXT"
In either case, when a user connectsto a host, the message appears as follows:

220-** AUTHORI ZED USE ONLY **

220-bart. nene.com (192. 168. 34. 56)

220 FTP- QpenVMs FTPD V5.4 (c) 1999 Process Software Corporation
_Usernane []:

TCPWARE_FTP_221 REPLY

The TCPWARE_FTP 221 REPLY logical defines a message to appear when a user ends the FTP
session. If you do not define this logical, TCPware uses the default message instead. Aswith
TCPWARE_FTP_220 REPLY, you can define atext string or file. For example:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_221 REPLY -
_$ "Connection to FTP server has been cl osed”
Now, when the user closes the FTP connection, the following message appears:

221 Connection to FTP server has been cl osed

TCPWARE_FTP_230_REPLY

The TCPWARE_FTP_230 REPLY logical defines a message to appear when a user successfully
logsin. If you do not define thislogical, TCPware uses the default message instead. Aswith
TCPWARE_FTP_221 REPLY, you can define atext string or file. For example:

$ DEFI NE/ SYSTEM EXEC TCPWARE FTP_230 REPLY-
_$ "Login successful"
Now, when the user logs in using FTP, the following message appears:

230 Logi n successful

TCPWARE_FTP_421_REPLY

The TCPWARE_FTP_421 REPLY logica defines a message sent when a user connects to the
server but should not log in. After sending the message, the connection closes. For example, you
can definethislogical to prevent FTP access for a short time period. Be sure to deassign the logical
after this period to allow FTP access again. Aswith TCPWARE_FTP_230_REPLY, you can
define atext string or file. For example:
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$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_421 REPLY-
_$ "System mai ntenance in progress until 17:30"

Now, when the user connects to the host through FTP, the following message appears and then the
connection closes:

421 System mai ntenance in progress until 17:30

Note! The TCPWARE_FTP_421_REPLY logical has precedence over the
TCPWARE_FTP_220 REPLY logical.

TCPWARE_FTP_ALL_VERSIONS

Thelogical name TCPWARE_FTP_ALL_VERSIONS requeststhe NLST and LIST commands to
display al versions of the specified files. If TCPWARE_FTP_ALL_VERSIONS is defined, the
logical name TCPWARE_FTP_STRIP_VERSION has no effect.

Note! TCPWARE_FTP_ALL_VERSIONS is ignored if the FTP Server is in UNIX emulation mode.

TCPWARE_FTP_ALLOWCAPTIVE

By default, the FTP server does not allow file transfers for CAPTIVE accounts. However, by
defining the TCPWARE_FTP_ALLOWCAPTIVE logical, you can alow CAPTIVE accounts to
use al FTP commands except SITE SPAWN. Define the logical as follows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_ALLOWCAPTI VE " "

You must aso modify the CAPTIVE account procedure to alow the FTP server to start the data
transfer process. The procedure can check if thelogical "TT" isequal to
"TCPWARE:FTPSERVER_DTP.COM" and exit out of the login procedure, as follows:

$! Check if this is the TCPware FTP data transfer process:

$ |F FSLOG CAL("TT") .EQS. "TCPWARE: FTPSERVER DTP. COM' THEN EXI T
$! Refuse other network connections (such as DECnet):

$ | F FSMODE() . EQS. "NETWORK" THEN LOGOUT

$! (or allow by using "...THEN EXIT" above)
$! Remai nder of CAPTIVE procedure follows:
$. ...

TCPWARE_FTP_ANONYMOUS_230_REPLY

The TCPWARE_FTP_ANONYMOUS 230 REPLY logical defines a message to appear when an
ANONYMOUS user successfully logsin. If you do not define thislogical, TCPware uses the
default message instead. Aswith TCPWARE_FTP_230 REPLY, you can define atext string or
file. For example:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_ANONYMOUS 230 REPLY-
_$ "ANONYMOUS | ogi n successful "

Now, when auser logsin using the ANONY MOUS account, the following message appears:
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230 ANONYMOUS | ogi n successf ul

TCPWARE_FTP_ANONYMOUS_RIGHTS

The TCPWARE_FTP_ANONYMOUS RIGHTS logical lets you define write, rename, and delete
access rights for the ANONYMOUS FTP user in addition to read access. For example:

$ DEFI NE/ SYS/ EXEC/ NOLOG TCPWARE_FTP_ANONYMOUS_RI GHTS-
_$ "WRI TE, RENAME, DELETE"

WRITE Letsyou PUT, COPY, SEND, and MPUT filesinto the ANONYMOUS FTP area.
It also allows execution of the CREATE/DIRECTORY command.

RENAME | Letsyou rename and append filesin the ANONYMOUS FTP area.

DELETE Lets you delete files and directories from the ANONYMOUS FTP area.

The definition of these rights does not override the actua file protections. If adirectory does not
allow write access, users cannot write to the directory even though the
TCPWARE_FTP_ANONYMOUS RIGHTS logica grantsthem write access. Likewise, if afile
does not alow delete access, users cannot delete it even if the

TCPWARE_FTP_ANONYMOUS RIGHTS logical grants them delete access.

TCPWARE_FTP_ANONYMOUS_ROOT

The TCPWARE_FTP_ANONYMOUS _ROOT (system level, executive mode) logical defines
access restrictions for users logged in as ANONY MOUS. For example, you can set access
restrictions for userslogged in as ANONY MOUS to allow accessto just the
ANONYMOUSS$USER directory and its subdirectories, as follows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_ANONYMOUS_ROOT ANONYMOUS$USER:

If you do not set thislogical, the FTP server defaults to the setting in the TCPWARE_FTP_ROOT
logical (described above), if it exists.

TCPWARE_FTP_DISALLOW_UNIX_STYLE

This controls whether UNIX style filename parsing is done. If thislogical isnot defined and a/ is
found in the filename, then it is assumed to be a UNIX style filename. The ?in the logical
represents where defined values go. Defined value can be either alpha or numeric.

$ DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_DI SALLOW UNI X_STYLE ?

TCPWARE_FTP_EXTENSION_QUANTITY

Defines the default allocation /extention quantity for new files and appends. See FAB$W_DEQ in
the OpenVM S Record Management Services Manual for an explanation of the effect of this. The ?
inthe logical represents where defined values go. Defined value can be either alpha or numeric.
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$ DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_EXTENSI ON_QUANTI TY ?

TCPWARE_FTP_IDLE_TIMEOUT
If you want to change the timeout for FTP connection attempts to something other than the default
of 10 minutes, usethe TCPWARE_FTP_IDLE_TIMEOUT system logical. The FTP server checks
the timeout when you enter and complete acommand. Therefore, you can set thislogical any time,
and it effectively changestheidle timeout for open, non-idling connections aswell asfor any future
ones. Make sure to use deltatime for the time syntax. For example:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_I| DLE TI MEQUT "0 00: 20: 00"

This example changes the idle timeout to 20 minutes. If omitted, the default is 10 minutes. If you
set thevalueto O, idle timeout is disabled.

TCPWARE_FTP_KEEP_DIR_EXT

Sometimes the FTP server strips the .DIR extension from the file name of a directory when the
NLST function is requested. The FTP server now looks for the logical

TCPWARE_FTPD _KEEP DIR _EXT and, if defined, does not remove the .DIR extension. To use
this feature, define the system/exe mode logical:

$ DEFI NE/ SYSTEM EXE TCPWARE_FTPD_KEEP_DI R_EXT TRUE
To return to the default behavior, remove thislogical.

TCPWARE_FTP_LOGFILE

The TCPWARE_FTP_LOGFILE (system level, executive mode) logical can be defined to specify
the name of alog file. Thisis good if you suspect break-insto the FTP server. For example:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_LOGFI LE-

_$ SYS$SCOMMON: [ SYSMCR] FTPLOG N. LOG
If thislogical exists, the FTP server writes arecord to the specified file each time a user attemptsto
log in. Each record includes the date and time, the remote host’s internet address, and whether the

login succeeded.

Thislogical specifies the name of the fileto which ALL commands and responses to
ANONYMOUS FTP services arelogged. If TCPWARE_FTP_LOG_ALL_USERS s also defined,

then commands and responses for all users are logged.

TCPWARE_FTP_MAXREC

The FTP client and the FTP server normally check the record size of an ASCII transfer and
disallow more than 8192 byte records (as a sanity check). However, you can define the
TCPWARE_FTP_MAXREC logical to override the default of 8192. The definition of the
TCPWARE_FTP_MAXREC logical is commented out but defined in the FTP_CONTROL.COM

file asfollows:
$ ! DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_MAXREC 8192
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TCPWARE_FTP_MAX_SERVERS

Thelogical name TCPWARE_FTP_MAX_SERVERS allows the maximum number of serversto
be set. The default is 10000.

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_MAX_SERVERS " 1500"

TCPWARE_FTP_MESSAGE_FILE

The TCPWARE_FTP_MESSAGE_FILE logical defines the message file the FTP user sees when
connecting to the server or moving between directories. The definition of the
TCPWARE_FTP_MESSAGE_FILE logical is commented out but defined in the
FTP_CONTROL.COM file asfollows:

$ ! DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_MESSAGE FI LE ". MESSAGE"

See Fpecial Messages.

TCPWARE_FTP_ONLY_BREAK_ON_CRLF

If the TCPWARE_FTP_ONLY_BREAK_ON_CRLF logical isset and an ASCII fileistransferred,
anew lineis created in the file upon receipt of a carriage return/line feed sequence.

If thislogical isnot set and an ASCII fileistransferred, anew line is created upon receipt of either
a carriage return/line feed sequence or aline feed.

TCPWARE_FTP_RECEIVE_THRESHOLD

The TCPWARE_FTP_RECEIVE _THRESHOLD logical specifies the amount of buffer space that
can be used to buffer transmitted data on the data socket. The default value if 6144. If thislogical is
defined and it beginswith a/, then it specifies the fraction of the window size; if only afractionis
specified, then it indicates the number of bytes to be used. The ?in the logical represents where
defined values go. Defined value can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_RECEI VE_THRESHOLD ?

TCPWARE_FTP_ROOT

The TCPWARE_FTP_ROOQOT (system level, executive mode) logical defines the system-wide
default directory access restrictions for client users. For example, you can restrict all userslogged
invia FTP to the COMMONS$USER directory and its subdirectories, as follows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_ROOT COVMON$USER:

The FTP server defaultsto thislogical if the TCPWARE_FTP_ANONYMOUS_ROOT or
TCPWARE_FTP_username ROOT logicals (described in the next section) are not set.

TCPWARE_FTP_username_ROOT

The TCPWARE_FTP_username_ROOT (system level, executive mode) logical defines access
restrictionsfor an FTP client logging in as username. For example, you can restrict user CLARK to
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the COMMONSUSER:[CLARK] directory and its subdirectories, as follows:
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_CLARK _ROOT COMMON$USER: [ CLARK]

Because the FTP server restricts access by default to the directory setting in the
TCPWARE_FTP_ROOT logical (described earlier), if it exists, you may want to use the special
wildcard (*) setting with the TCPWARE_FTP_username_ROOT logical to bypass the default for
username. For example, to restrict the bulk of usersto DISK$SYS LOGIN, restrict users KATE
and PAUL to ENG$DISK, but allow SYSTEM full access to locations covered by its account,
define the following logicals:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_ROOT DI SK$SYS LOA N ! defaul t

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_KATE_ROOT ENGHDI SK ! limts KATE
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_PAUL_ROOT ENG$DI SK ! limits PAUL
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_SYSTEM RCOT * I full SYSTEM

ANONY MOUS user access restrictions are described under
TCPWARE_FTP_ANONYMOUS ROOT.

TCPWARE_FTP_SEMANTICS_FIXED_IGNORE_CC

If the TCPWARE_FTP_SEMANTICS_FIXED_IGNORE_CC logical is defined to TRUE, then
GET operations of fixed lengths record files will not have a <CR>(carriage return)<L F>(line feed)
added to the end of each record. The ?in the logical represents where defined values go. Defined
value can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_SEMANTI CS_FI XED | GNORE_CC ?

TCPWARE_FTP_SERVER_DATA_PORT_RANGE

This specifies the upper and lower port boundaries that are to be used in passive data connections.
The string should contain two numbers separated by a space. The ?in thelogical represents where
defined values go. Defined value can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_SERVER DATA PORT_RANGE ?

TCPWARE_FTP_SERVER_LOG_LIMIT

By setting the logical name TCPWARE_FTP_SERVER LOG_LIMIT inthe LOGIN.COM file,
you can specify that log files be retained. Set the logical nameto adash (-) to retain all log files, or
specify anumber in the range of 1 to 32000.

Directory size restrictions limit the number of potential filesthat can actually be created. If you do
not specify anumber or value, onelog file is created or overwritten for each FTP session. Use the
DCL PURGE command to delete unneeded log files. The following example specifies that 42 log
files be retained:

$ DEFI NE TCPWARE_FTP_SERVER LOG LIM T 42
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TCPWARE_FTP_SERVER_RELAXED_PORT_COMMAND

The server normally compares the I P network address val ue specified in the PORT command with
the I P network address of the IP address that it is receiving commands from. If these are not in
agreement, the PORT command is hot accepted. Some multi-homed clients, and clients that can do
third party transfers send values that do not match. Defining thislogical allows the PORT
command to be accepted for these clients by disabling this check. The ?in the logical represents
where defined values go. Defined value can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_SERVER RELAXED PORT COMVAND ?

TCPWARE_FTP_STRIP_VERSION

The logical name TCPWARE_FTP_STRIP_VERSION causes VM S mode output to have no
versions. The ?in the logical represents where defined values go. Defined value can be either alpha
or numeric.

$ DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_STRI P_VERSI ON ?

TCPWARE_FTP_SYST_BANNER

If the FTP Server is in UNIX mode, the SYST command displays the banner “UNIX TCPware
Unix Emulation.” If the FTP Server is in VMS mode, the SYST command displays the equivale!
string associated with the TCPWARE_FTP_SYST_BANNER logical name (if defined).
Otherwise, the SYST command displays “VMS TCPwaxg/(vev),” where:

— Vx.yis the TCPware version number.
— (rev) is the revision number of the FTP Server.

The ? in the logical represents where defined values go. Defined value can be either alpha or
numeric.

$ DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_SYST_BANNER ?

Note! The logical name TCPWARE_FTP_SYST_BANNER is ignored if the FTP Server is already in
UNIX mode.

TCPWARE_FTP_UNIX_STYLE_BY_DEFAULT

If you define the logical name TCPWARE_FTP_UNIX_STYLE_BY_DEFAULT, the FTP Server
starts in UNIX emulation mode.

The control of version number displays has been reworked in response to LIST and NLST
commands. The default is VMS-mode output. The ? in the logical represents where defined ve
go. Defined value can be either alpha or numeric.

$ DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_UNI X_STYLE_BY_DEFAULT ?

When sending the command from a non-OpenVMS client, a space is required between the file
specification and the qualifier. For example:

$ GET filenane /LOG
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Previous command syntax: ftp>put xx x.x/image=2048
New command syntax: ftp>put x.x “x.x/image=2048"

You can disabl e this feature so that the FTP server can accept an OpenV MS transfer mode qualifier
without including the space between the file specification and the qualifier. To disable this
requirement, define the following logical:

$ DEFI NE/ SYSTEM EXECUTI VE_MODE TCPWARE_FTPD_NOUNIX_SYNTAX “TRUE”

TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE

The logical name TCPWARE_FTP_UNIX_STYLE _CASE_INSENSITIVE alows UNIX style
filename handling to be case insensitive. The ?in the logical represents where defined values go.
Defined value can be either alpha or numeric.

$ DEFINE/SYSTEM/NOLOG/EXEC TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE ?

TCPWARE_FTP_WINDOW
The FTP client and the FTP server set the TCP window size of the data connection to either:

¢ Thevalue of the TCPWARE_FTP_WINDOW logical if you define it (the minimum value is
512 bytes, the maximum valueis 1,048,576 bytes).
* Thelarger of 32,768 bytes and the default TCP window size.

The ?in the logical represents where defined values go. Defined val ue can be either alpha or
numeric.

$ DEFI NE/ SYSTEM NOLOG EXEC TCPWARE_FTP_W NDOW ?

Implementation

This section describes the FTP server implementation of the File Transfer Protocol (FTP) as
defined in the RFC 959. The material in this section requires a thorough understanding of the
protocols used.

The FTP server is now more “UNIX friendly” and accommodates pathname specifications in some
Web browsers; the forward slash (/) at the beginning of directory structures is now recognized.

The FTP server implements the following FTP service commands defined in the FTP protocol:

ACCT arguments TCPware ignores this command but acknowledges it with successful
completion.

ALLO arguments If specified before a STOR operation, rounds up the size (in bytes
specified with ALLO to the number of blocks and uses it as the initial
allocation. If the size specified with ALLO is negative, the allocation is
contiguous.
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APPE filespec

Appends the data received from the requesting host to the specified file
(if thefile does not exist, TCPware createsiit). (See also RETRIEVE,
STORE, and APPEND Command Qualifiers.)

CDUP

Setsthe default working directory to the parent directory for the current
directory. XCUP is a synonym.

CWD directory

Specifies the new default working directory. XCWD is a synonym.

DELE filespec

Deletes thefile (or files) specified.

HELP [topic]

Requests help information.

LIST filespec

Returns adirectory listing.

MKD filespec

Creates the specified directory. XMKD is a synonym.

MODE arguments

Specifiesthe transfer mode. The valid argumentsare S (STREAM) and
C (COMPRESSED).

NLST filespec

Returns alist of file names without a.DIR extension if the client is not
an OpenVMS machine. Retrieving adirectory file (*.DIR) if the client
is not an OpenVMS machine resultsin an error message.

NOOP

TCPware ignores this command but acknowledges it with successful
completion.

PASS password

Logs the user into the host. If the first character of the password is a
hyphen (- ), the default successful login (230) message appears. The
optional messages defined by the TCPWARE_FTP_230_REPLY or
TCPWARE_FTP_ANONYMOUS 230_REPLY logicals do not
appear. This supports clients that cannot receive the multi-line replies
these logicals can generate.

PASV

Requests the server data transfer process to be passive. This meansto
"listen" on a non-default data port and wait for a connection instead of
initiating one upon receiving atransfer command. The server responds
with the host name and port number on which it islistening.

PORT arguments

Specifies the data port number used for data transfers. The FTP server
reports a 501 Bad parameter value error if a port lessthan 1024 is
specified. If you want to use a privileged port for the destination of data
transfer, define the following logical to disable this feature:

$ DEFI NE/ SYSTEM TCPWARE_FTPD_ALLOW PRI V_PORT

“TRUE”
PWD Returns the current working directory. XPWD is a synonym.
QuUIT Closes the connection.
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REIN

Logs out the user and resets the file transfer parametersto the initial
values.

RETR filespec

Reads the file and transmits it to the requesting host. (See also
RETRIEVE, STORE, and APPEND Command Qualifiers.)

RMD filespec

Deletes the specified directory if the directory is empty. XRMD isa
synonym. An error reply is sent if the directory is not empty.

RNFR filespec

Specifies the file to be renamed.

RNTO filespec

Specifies the new name of the file designated in the RNFR command.

SITE arguments

Used for site-specific requirements or capabilities. Thefollowing SITE
commands are supported:

SITE HEL P--Returns alist of supported SITE commands.

SITE PRIV [privileges]--Turns process privileges on or off. The
arguments are ALL, NONE, or a privilege name. With no arguments,
SITE PRIV displays the current process privileges.

SITE RMSRECSIZE [value] --Controls the record size used when
writing binary files; any valid RM S record size value is permitted.
With no arguments, displays the current value. Applies only when
STREAM is OFF. The default is 512.

SITE SHOW TIME--Returnsthe current date and time-of-day for the
OpenVMS system in the reply message.

SITE SPAWN command-line--A subprocess executes the specified
command line. Use this command for submitting batch jobs and
printing files. The status returned for the SITE command depends on
the status returned by the utility or command executed (see the VMS
documentation regarding the DCL $STATUS symbol).

SITE +VM S+--Receiving this command from a Compaq TCP/IP
Services for OpenVMS (UCX) client sets the file transfer mode to
VMS_PLUS.

WINDOW_SIZE--Displays or sets the TCP window size.

STOR filespec

Writes the file from data received from the requesting host. The
STORE command supportsthe /ASCII, /BINARY, /BLOCK,
/ICONTIGUOUS=blocks, /[FORTRAN, /IMAGE[=n], /RECORD,
IVARIABLE, and /VMS qualifiers. (See also RETRIEVE, STORE, and
APPEND Command Qualifiers.)
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STOU filespec

Writes the data received from the requesting host to a unique filename.
If you specify afilespec, TCPware usesit as the seed for the unique
filename; otherwise, the server creates a unique filename. The STOU
command uses a data connection.

Note! The STOU filespec pathname can contain the /ASCII, /BINARY, /BLOCK, /[FORTRAN, or
/IMAGE qualifier to specify the transfer mode. A qualifier can cause unpredictable results
depending on the current TYPE and STRU settings. The pathname can also contain
/CONTIGUOUS=blocks, in which case TCPware creates the file with an initial contiguous
allocation of the specified number of blocks.

STRU arguments

Specifiesthe file structure. The valid arguments are F (for file, or no
record structure), R (for record structure), and O VMS (or VM S, for
VMSfile structure). For VM Sfile structure, the data sent over the
connection consists of a small header containing RM S file information,
followed by raw data from the file, block by block.

SYST

Returns the name of the operating system running on the server.

TYPE arguments

Specifiesthefiletype. The valid argumentsare A (ASCII), | (image), L
8 (image), A N (ASCII non-print), A C (FORTRAN carriage control),
and A T (Telnet format effectors). Use | (image) for both formatted
binary and image format transfers. Formatted binary data includes the
necessary record headers and checksums.

USER name

Logs the user into the host.

All other commands result in error 500 or 502 (command not implemented). Thisimplementation
accepts and may issue all response codes.

RETRIEVE, STORE, and APPEND Command Qualifiers
The FTP server accepts the following qualifiers with client commands that send RETR, STOR, and

APPE commands:

Note! When using the /ASCII, /BINARY, /BLOCK, /[FORTRAN, or /IMAGE qualifier with commands
that send RETR or STOR commands, make sure to separate the file specification and the
qualifier with a space character. Otherwise the qualifier can be considered part of a UNIX file
specification. For example, use the following on the client:

ftp> put sanple.txt "sanple.txt /bl ock"

IASCII

TCPware reads or writes the file as an ASCI| file.
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/IBINARY TCPware reads or writes the file as aformatted binary file. Use this
qualifier when transferring variable length binary files that do not have a
file extension of .OBJ, .STB, .BIN, or .LDA.

/BLOCK TCPware reads or writes the file using block-1/0 mode. Use this qualifier
when transferring STREAM_LF, STREAM_CR, STREAM or
UNDEFINED files.

/CONTIGUOUS (Appliesto STOR only) the local output file should have an initial
contiguous allocation of the specified number of blocks. If the output file
issmaller, the FTP server truncates it. If the output fileis larger, the
additional allocations are honcontiguous.

/FORTRAN TCPware reads or writes the file as a FORTRAN carriage control file.

[IMAGE[=n] TCPware reads or writes the file as an image file. If you specify arecord
length, it only appliesto output files.

IVARIABLE TCPware writes an image format file as a variable length record format
file. Ignored for al other transfer formats.

The FTP server also supportsthe STRU O VMS (or STRU VMS) format that allows OpenVMS
systems to exchange any RM Sfile, including RM S indexed files.

Note! Some combinations of these qualifiers and the TYPE and STRU commands may produce
unpredictable results. Use these qualifiers carefully.

Troubleshooting

Q:How can | apply Access Control Lists (ACLs) to my FTP-OpenVMS executables so that only |
have access?

A Assume you want to set up your username as FTP_USER and give yourself (and no one else)
read and execute privileges to the FTP-OpenVM S executabl es:

$ SET DEFAULT$SYSTEM

$ MCR AUTHORI ZE

UAF> ADD/ | D FTP_USER

UAF> GRANT/ | D FTP_USER your nane
Then, for the FTP-OpenVMs dient:
$ SET DEFAULT TCPWARE

$ EDI T/ ACL FTP. EXE

(1 DENTI FI ER=FTP_USER, ACCESS=READ+EXECUTE)
(1 DENTI FI ER=* , ACCESS=NONE)
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For the FTP-QpenVMS Server:
$ SET DEFAULT TCPWARE
$ EDI T/ ACL FTP_DTP. EXE

(1 DENTI FI ER=FTP_USER, ACCESS=READ+EXECUTE)
(1 DENTI FI ER=* , ACCESS=NONE)

crl/Z
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Chapter 12
Managing NFS-OpenVMS Client

Introduction

This chapter describes how to manage the NFS-OpenVMS Client. Topics include client
management concepts and how to mount remote filesystems.

Client Concepts
The management concepts discussed in this chapter include:
* The NFSclient-server concept

* User and file protection
¢ Filename and file version mapping

Client-Server

The Client provides access to NFS-served fil esystems while resolving differencesin user space and
file access between the two systems. Consider the scenario in Figure 12-1 where separate clients
use asingle NFS server.
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Figure12-1 Client-Server Concept
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Theindicated users for OpenVMS clients C1, C2, C3 and C4 need access to corresponding
accountson server S. If client users want group privilegesto server files, the client system manager
must create a group identity for the client users that mapsto a group identity on S.

For example, SMITH and SIMPSON on C1 must have accessto thesni t h and si npson accounts
on S. If they also want group accessto fileson S, the client system manager must give them group
identity (say, ACCOUNTING) on C1, even though they may not be part of the same user group on
CL

User and File Protection

User and file protection are different in NFS and OpenVMS. Because of this, TCPware has to map
user and file protection between the systems.

In order for the client to perform a server operation, two things apply:

1 | The server must authorize the operation based on what its account can do following NFS/
UNIX rules.

2 | Theclient doesits own user and file protection checking following OpenVMS rules.

The server has ultimate authority as to whether it should let the client perform the operation and
may deny access based on NFS rules. Figure 12-2 shows this.
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Figure12-2 User and File Protection Checking
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So that your client users can have access to server files:

Make sure the server system manager has the name of your client host in its export
database. On many UNIX systems, this databaseisin the/ et c/ export s file; on hosts
running TCPware Server, it isthe EXPORT database.

Register each of your local users as having individual access to the appropriate server
accounts. Do this by maintaining the PROXY database.

Register each of your local users as having the same group accessto files as user groups on
the server. Do this by maintaining the GROUP database.

The Client protects files and checks file access on the server using the following criteria:

User and group identification of whoever requests accessto afile
Owner of thefile

Type of file access the user can have

Special user privileges

The following sections cover these criteria more fully.

User and Group Ildentification

Oneway to protect afileisto check the identity of the user requesting access. If the server
identifies that the user has access to the file, the server grants access to it.

NFS User Identification. NFS uses UNIX semantics. These consist of aUser ID (UID), Group
ID (GID), and GID list. A user has aunique UID, belongsto a primary group, and can be amember
of alimited number of other groups.

All NFS hosts must share the same user space so that a user has the same identity on all systems.
Because an account with asingle UID on the server can belong to many groups (can have multiple
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GIDs), you must associate alist of groups with that account.

Most UNIX servershave/ et ¢/ passwd and/ et ¢/ gr oup filesthat maintain UID, GID, and group
listinformation. The/ et ¢/ passwd file includes the account’s login name, password, UID, and
GID. The/ et c/ gr oup file includes group names and their associated GID numbers and list of
users. Each user can have agroup list of up to 16 GIDs.

Parts of sample/ et ¢/ passwd and/ et c/ group files appear in Example 22-1 and Example 22-2
respectively.

Example12-1 Sample/ et c/ passwd File

nobody: Nol ogi n: - 2: - 2: anonynobus NFS user:/:/bin/date
ris:Nologin:11:11: Remote Installation Services
Account:/usr/adm ris:/bin/sh

daemon: *:1:1: M Background: /:

sys: PASSWORD HERE: 2: 3: M Kernel : / usr/ sys:

bi n: PASSWORD HERE: 3: 4: M Bi nary:/ bin:

r oot : PASSWORD HERE: 0: 1: super vi sor:/

edwar ds: PASSWORD HERE: 100: / usr/ user s/ edwar ds

Example12-2 Sample/ et c/ gr oup File

| ogin: *:15:j oe2

ot her: *: 20:

account i ng: *: 10: edwar ds, r oot
testing: *:11: edwar ds, r oot

OpenVMS User Identification. In OpenVMS, auser has a unique user 1D code (UIC) in the
format [group,member], where group and member are a phanumeric, or in the format USERNAME,
which isthe member part of the UIC. For example, a UIC can be [306,210], [GROUP1,JONES], or
just JONES.

You can also identify groups of OpenVMS users through general or system-defined rights
identifiers. An example isthe ACCOUNTING identifier that gives all usersin the accounting
department the same access rights to files. The OpenVMS system manager defines the general
identifiersin the system rights database using the AUTHORIZE utility.

Table 12-1 reviews the differences between NFS and OpenVMS system user identification.

User Identification Mapping. User identification mapping between client and server is
straightforward. Because an NFS account has the same UID across multiple groups, the Client
maps UIDs directly to OpenVMS UICs. If the Client finds an appropriate mapping entry in the
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PROXY database, the local user has access to the server account.

Table12-1 User Identification in NFSand OpenVM S

NFS user identification... Compared to OpenVM S user identification...
User ID (UID), Group ID (GID): User Identification Code (UIC):
GROUP number
MEMBER number
identifiedas: uid gid identified as:  [group,member]
asin: 100 15 asin: [306,210]
GID List: Rights Identifier:
asin: 16,17,18 asin: ACCOUNTING

Group Identification Mapping. Group identification mapping occurs through a special
GROUP database because of the difference between the NFS and OpenVMS group concept. This
database ensures that the group privilegesin OpenVMS more accurately reflect the file group
privileges on the server side.

Although OpenVMS users may be in the same OpenVMS group, they must take into account that
their corresponding NFS server accounts may be in different groups. NFS accounts in the same
group should allow group accessto their corresponding users in OpenVMS, even though the latter
may not belong to the same Ul C-based group.

You must populate the GROUP database, as well asthe rightsidentifierslist in OpenVMS. Entries
in the GROUP database map NFS group humbersto assigned OpenVMS groups. The mappings are
either to wildcarded OpenVMS group entries, such as[1000,*] (which means "group 1000, any
member"), or to rights identifiers, such as ACCOUNTING.

Table 12-2 reviews how the Client handles user identification mapping.

Table12-2 User Identification Mapping from Client to Server

OpenVM S user identification... Maps using... For NFSauthorization...
uiC PROXY database | UID, GID
UIC, Rights Database GROUP database GID List

File Ownership and Protection

NFSFile Ownership and Protection. Each NFSfile has an owner and access restrictions (file
protection) for various classes of users. File ownership and protection are file attributes.

Each NFSfile hasaUID and GID. When you create a new file, the NFS system:

¢ Setsthefile'sowner UID to the effective UID of the creating process.
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¢ Basesthefile'sowner GID ontheset - gi d hit in the file's parent directory:

If on | the owner GID becomesthat of the parent directory.

If off | the owner GID becomes the effective GID of the creating process.

NFS systems use a protection mask scheme for file protection. The NFS file protection categories
are part of the file's mode attribute and are user, gr oup, and ot her, each having read (r ), write
(w) or execute (x) access.

NFS systems arrange the protection masks as in Figure 12-3.

Figure12-3 NFS System Protection Masks
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You can see the protection mask whenyouissuean|s -1 command on the UNIX system server,
asin the following example:

> |s -|
total 13949

-rwxr-x--x 1 smth 13330Jan 15 17: 31 book
-rwxr-x--- 1 smth 44 Jan 15 17: 31 games.com
drwxr-x--- 2 smith 512 Jan 15 17:38 Wrk
drwxr-x--- 1 smth 63 Jan 15 17: 31 MARKET.rpts

In the example, the book file grantsread (r ), write (w), and execute (x) accessto thefil€'suser ; r
and x accessto the gr oup; and x accessto the ot her category of users.

The lines beginning with d indicate directories. None of the files other than book provide access
for the ot her user category, nor do any of the directories.

OpenVMS File Ownership and Protection. You own afilein OpenVMSif your UIC and the
file's owner UIC are the same. When you create a new file, its owner is:
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* Theowner of the previous version of thefile if you have rights to that owner
* The parent directory’s owner if you have rights to that owner
* YourUIC

Each OpenVMSfile has a protection mask that defines;

* The categories assigned to thefile
* Thetypes of access granted to each category

The four categories of OpenVMSfile access are SY STEM, OWNER, GROUP, and WORLD. Each
category can have up to four types of access: read (R), write (W), execute (E), and delete (D).

OpenVMS arranges the protection masks as in Figure 12-4.

Figure12-4 OpenVMS Protection Masks

RIW|E|D|RIW]E|D|RIW]E|D]| R|W|E |D

S5YSTEM OWNER GROUP WORLD

In the following example, the SY STEM and OWNER categories both have read (R), write (W),
execute (E), and delete (D) access to the file. However, the GROUP category only has R and E
access, and the WORLD category has no access at all:

SYSTEMFRVED, OMNER=RWED, GROUP=RE, WORLD=<NO ACCESS>

File Ownership Mapping. Table 12-3 shows how the Client maps file ownership between
server and client.

Table12-3  File Ownership Mapping

NFSfileattribute.. | Mapsusing... For OpenVM Sfile attribute...
uiD, GID PROXY database | Owner UIC
GID List GROUP database (specia group handling)

File Protection Mapping. File protection mapping from server to client is slightly different than
mapping from client back to server. Both map the access privileges for non-group file access
categories to the corresponding privileges on the other system. However, you must establish group
access through the GROUP database.
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The Client handlesfile protection mapping from server to client asin Table 12-4.

Table12-4  File Protection mapping from Server to Client

NFS category... | In OpenVMSis... | With NFStype... | In OpenVMSis...

user OWNER/ r R
SYSTEM
w W
X E

D (unless ADF denies) 1

group GROUP r R (if GROUP database allows) 2
w W (if GROUP database allows) 2
X E (if GROUP database allows) 2

D (unless ADF denies) 1

other WORLD r R
w W
X E

D (unless ADF denies) 1

1TheClient allows delete (D) access only if aspecial attributes data file (ADF) the Client may create (and
associates with the file) does not explicitly deny file deletion.

2 |f aGROUP entry that mapsto arightsidentifier (such as ACCOUNTING) exists, the Client
ignores the group protection mapping as given and uses the protection scheme in the special
Access Control List (ACL) it createsinstead. If a GROUP entry that maps to other than arights
identifier (such as awildcarded group reference like [1000,*]) exists, the Client honors the group
protection mapping as given.

Note! The Client honors the file protection scheme in the special, invisible ACL it creates for the file,
and not in any other regular ACL.

The Client also handlesfile protection mapping from client back to server (such aswhen you create
afile or changeits attributes in OpenVMS), asin Table 12-5.
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Table12-5 FileProtection Mapping from Client to Server

OpenVMS category... | In NFSis... With OpenVM Stype... In NFSis...
SYSTEM (not mapped)
OWNER user R r

w w

E X

D (not mapped)
GROUP group R r

w w

E X

D (not mapped)
WORLD other R r

w w

E X

D (not mapped)

Special Users and Privileges
Systems have users (or privileges given to users) that OpenVM S treats specially when checking

acCess.

OpenVMS provides SY SPRV privilege (which gives access to the SY STEM category), BY PASS

privilege (which bypasses all checking, giving all access), and READALL privilege (which

provides a user at least READ and CONTROL access).

So that the NFS server can grant these privileges, the user must have super user accesson the
server. The super user usually acquires UID=0.

The Client places undefined users by default in the nobody category, which provides a set of

minimum access privileges. UID=-2 becomes user nobody and GID=-2 becomes group nobody.

Filename Mapping
For specific rules for mapping filenames between client and server, see Appendix A, NFS-to-

OpenVMS Filename Mapping.
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File Version Mapping

File version mapping can get rather complex due to the difference in behavior between OpenVMS
and NFS systems. The general rule isthat OpenV M S supports file versions; many NFS systems do
not, and simply overwritefiles on upgrading them. However, the TCPware Client does preservefile
versions on the server (unless you use the NFSMOUNT /NOVERSION qualifier to limit file
versionsto one).

The Client still preserves an unversioned file on the server, which it hard-links to the highest (not
necessarily most recent) version of thefile every timeit is upgraded.

In OpenVM S you could find the following DIRECTORY output:

Directory NFS4:[000000]
FILE-A.TXT;2 FILE-A.TXT;1 FILE-B.TXT;3 FILE-C.TXT;1
Total of 4files.

The corresponding | s output on a UNIX NFS server would have the same files as follows:

total 6

174771-rwxr-x---2 root5 Jun2 11:36file-a.txt
174768-rwxr-x---1 root2 Jun2 11:35file-a.txt;1
174771-rwxr-x---2 root5 Jun2 11:36file-a.txt;2
174769-rwxr-x---2 root2 Jun2 11:36file-b.txt
174769-rwxr-x---2 root2 Jun2 11:36file-b.txt;3
174770-rwxr-x---1 root2 Jun2 11:36file-c.txt

Table 12-6 shows the file version rules when tranglating files from OpenVMS to NFS. Table 12-7
shows the file version rules when trand ating files from NFS to OpenVMS.

Table12-6 OpenVM S-to-NFS Filename Translation Rules

Rule | What Happensto Filenamesfrom OpenVM Sto NFS...

1 Aninitial version of afile gets no version number:
FOOBAR. TXT; 1 becomes f oobar . t xt

EXCEPTION: A file explicitly created as version 1 when a higher version already
exists, which creates an explicit f oobar . t xt ; 1.

2 An upgraded fileis linked with the unversioned file, and if the previous version was
unversioned, it gets a version number:

FOOBAR. TXT; 2 becomesf oobar .t xt (withahardlink tof oobar . t xt; 2)
FOOBAR. TXT; 1 becomesf oobar.txt; 1

Thisrule also appliesif using NFSMOUNT /NOVERSION and upgrading afile that
already has aversion in NFS, or creating one with an explicit version.

12-10



Managing NFS-OpenVMS Client

Table12-6  OpenVM S-to-NFS Filename Trandation Rules (Continued)

Rule | What Happensto Filenames from OpenVM Sto NFS...

3 If using NFSMOUNT /NOVERSION and upgrading afile that shows only as
unversioned in NFS, the file is overwritten and remains unversioned:

FOOBAR. TXT; 1 becomesf oobar.txt (withfoobar.txt; 1 purged)

EXCEPTION: An attributes data file (ADF) specifies aversion limit other than one, or
an explicit version upgrade is specified.

Table12-7 NFS-to-OpenVM S Filename Trandation Rules

Rule | What Happensto Filenamesfrom OpenVMSto NFS...

1 An unversioned file gets a version number preceded by a semicolon:

foobar.txt becomes FOOBAR.TXT;1

2 If afilename does not include afile extension dot (.), it acquires one before the version
number semicolon:

foobar becomes FOOBAR.;1

3 After being translated, the file will not show up in the OpenVMS listing if its version
number is greater than 32767.

Filesystem Mounting

The Client links authorized (exportable) remote NFS filesystems to your OpenVMS system by
mounting them (making them available) on afile structure you specify.

OpenVM S arranges file storage the user can accessin directory trees. OpenVM S roots each tree (at
the top) at an NFS device (such as NFS1:). The format of an NFS device is the following, wheren
isanumber from 1to 9999, is NFSn: .

If you specify NFS0: , the Client uses the template device and increments the n number by one for
each new mount on the client host. For example, if someone mounts a filesystem on your host’s
NFS5: device and you specify amount on NFSO:, the next mount ison NFSL1.: (or the next available
device). The Client uses the template device only when you specify NFS0: or omit the mount point
specification entirely.

The mount point is both the point on the remote directory tree to be mounted and the point on the
local directory tree where the Client "attaches' the remote filesystem. A mount point can be at any
level. OpenVMS's Record Management Services (RMS) lets you specify eight directory levelsin
addition to the master file directory (MFD or [000000]).
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The most common Client mount point is the MFD of the NFS device (NFSn:[000000]). Lower
level mounts create virtual directories. For example, if you specify amount point NFS1:[A.B], the
Client creates virtual directories A and B on NFS1. These directories disappear once you dismount
the filesystem.

NFS mounts are node-specific and not cluster-wide. Other nodes in the cluster cannot access these
files. This hasimplications for printing files and running batch jobs and programsin a cluster. (See
the next section.)

Cluster Environments

NFSisnot VMS clustering. VM Sclusters use RM S file locking that is more tightly coupled than
the NFS advisory file level locking mechanism. In NFS, cluster-wide programs that store or
exchange file IDs are unlikely to function properly. The NFS device is not avail able cluster-wide
and the same filesystem mounted on different nodes has different file IDs.

The best NFS strategy isto alow only one NFS client system to write to the server files. If you
need multiple clientsto write to the samefile, use the Network Lock Manager (NLM) by specifying
NFSMOUNT /LOCK. Also ensure that all systems (client and server) use the NLM to coordinate
file access of the participating systems. NLM provides advisory locking, not mandatory locking as
with VM Sclusters.

The fact that the Client mounts filesystems only on the local OpenVMS cluster node has
implications for printing files and running batch jobs and programs in a cluster environment. In
printing a file, make sure that you set up the printer on the node on which you mount the NFS
filesystem. Also make sure that no one remounted the NFS filesystem during the print operation.
Otherwise the print operation fails because the Client changes the file ID with each mount (the
printing system keeps track of jobs using file IDs). The same applies to batch jobs involving NFS
files.

To print filesin or submit batch jobs for mounted NFS filesystems across the cluster, first copy the
filesto a"standard" non-NFS disk which you can access cluster-wide.

For details on network file locking and itsimplications for both client and server users, see Chapter
13, NFS-OpenVMS Server Management, Network File Locking. Also see Network File Locking in
this chapter.

Mount Example
Figure 12-5 shows an example of an exported UNIX filesystem mounted in OpenVMS.
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Figure12-5 Mountinga UNIX Filesystem on the OpenVM S Client
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In the figure, an OpenVM S user on host IRIS needs accessto the/ usr/ users/ smith
subdirectory on UNIX system server Daisy. Other IRIS users may need access to subdirectories
below / usr.

Using the NFSMOUNT command at the DCL prompt, IRIS's system manager mounts/ usr on
IRIS's NFSL1: device, where the files are now "attached" to NFS1:[000000]. The Client creates two
virtual directory levels ((USERS.SMITH]) below NFS1:[000000]. If the user wants access to files
in/usr/users/snith, theway to access them is through NFS1:[USERS.SMITH].

Had the system manager mounted / usr/ user s/ smi t h instead of just/ usr on the same mount
point, / usr/ user s/ smi t h would be equivalent to NFS1:[000000]. However, the user would then
be excluded from any directory level above/ smi th (/ usr and/ users).

Mount Flexibility

The flexibility of the Client’s mount capabilities appearsin Figure 12-6. The NFS filesystem ison
the | eft and the corresponding OpenVMS filesystem is on theright. Each row isadirectory level.
The solid line pointing from / usr to [000000] indicates the mount scenario indicated in Figure 12-
5, where the user mounted the/ usr filesystem on NFS1:[000000].

The dotted lines indicate that you can essentially bend the arrow anywhere around the central pivot
point so that you can mount any server filesystem level on any client filesystem level. You can
mount a low server directory on ahigh client mount point, a high directory on alow mount point, a
low directory on alow mount point, and so on.
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Figure12-6 Possible Client Mount Scenarios
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You can even mount afileon afile, such as/ usr/ users/snith/junk.txt on
NFS1:[USERS.SMITH]JUNK.TXT. However, mounting afile limits the user to accessing that file
only. This makes new file creation impossible since the Client cannot "go up" the directory tree to
get the necessary attributesto create anew file.

You can only access server resources from the mount point on down. For example, if you use the
following NFSMOUNT command, you can access all available resourcesin Daisy’s/ usr/ user/
smi t h directory mounted locally as NFS1:[USERS.SMITH], but you cannot back up to
NFS1:[USERS] and expect to accessresourcesin Daisy’s/ usr directory that arenotinthe/ users
subdirectory:

$ NFSMOUNT DAI SY "/usr/users/smth" NFS1:[ USERS. SM TH]|

You can use NFSMOUNT command options for certain mount strategies for your specific
implementation, such as automounting and background mounting.

For details, see Mount Srategies.

Mount Commands
The Client commands related to file mounting appear in Table 12-8.

Table12-8 Client Mount Commands

Command Description

$NFSMOUNT Mounts a remote NFS directory on alocal mount point; similar to
UNIX systems' / et ¢/ mount file

$NFSDISMOUNT Dismounts a remote NFS directory from alocal mount point;
similar to UNIX systems'/ et ¢/ unnmount file

$NFSMOUNT /CONFIG | Mounts aremote NFS directory on alocal mount point based on
information in a configuration file

$NFSMOUNT /SHOW Shows the mount information for the local mount point
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Perform mount commands at the DCL level. The NFS mount command format is:

NFSMOUNT server " pat hnanme" [nountpoint [logical]]

server is the name of the remote NFS server.

" pathname" isthe server’'s exported pathname (enclosed in quotation marks).

mountpoint isthe optional NFS device (and directory path, if necessary) where the mount
occurs on the OpenVMS host. If you do not specify the mount point, the default
is NFS0:[000000], the MFD mount on the template device, as discussed earlier.

logical isthe optional logical name associated with the mountpoint.

The following command mounts Daisy's/ usr / user s filesystem on the NFS1:[000000] mount
point:

$ NFSMOUNT DAI SY "/ USR/ USERS" NFSO: DAl SY$USR USERS
The Client immediately creates the NFS1: mount point based on the NFSO: template specification.
The mount point also gets the (optional) logical name DAISY$USR_USERS.
The NFS dismount command format is:

$ NFSDI SMOUNT mount poi nt
where mountpoint is the mount point or logical name, as defined above.

Mount Srategies discusses the various mount and dismount options. For details on the mount and
dismount commands, see Client Commands.

Symbolic Links

The Client supports symbolically linked (known as "soft-linked") files on UNIX servers. This
support preserves existing symbolic links when you back up your client filesystems and restore
them on these servers.

The Client does not "chase" symbolic links. If you open a soft-linked file in OpenVMS, it displays
the pathname of the linked file, unlike UNIX systems that display the actual content of the linked
file.

Client Auditing

The Client supports OpenV M S security auditing that keeps track of security events users can cause
and issues security alarms for these events.

See Compag’'s Guide to VMS System Security for details.
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Mount Strategies

The Client offers several waysto mount a filesystem:

* Regular mount

*  Shared mount

¢ Automount

¢ Background mount

e Overmount

¢ Occluded mount

* Mount using network file locking

Regular

The following shows a sample confirmation message given when mounting SIGMA’s/ usr
directory on an NFSO: template device:

$ NFSMOUNT SI GVA "/usr" NFSO:
YNFSMOUNT- S- MOUNTED, /usr mounted on NFS101: [ 000000]

If you use the same command again, the Client creates a new mount point (such as
_NFS102: [ 000000] ).

There are other options you can set using command qualifiers during a regular mount, such as
setting SY SGEN parameters and cache timeout.

These options appear in Other Mount Options. For the mount qualifiers, see the NFSMOUNT
command in Client Commands.

Shared

The Client supports shared mounting through the use of the/SHARE qualifier to the NFSMOUNT
command. The format of a shared mount request is as follows:

$ NFSMOUNT BART "/ENG' NFS1: BARTMOUNT
$ NFSMOUNT/ SHARE BART "/ ENG' NFS1:

Thefirst mount request creates the NFS1: device, and putsthe BARTMOUNT logical in the system
logical name table. The mount count is set to one. The second (shared) mount request, which
includes the same mount information, increments the mount count by one. Unless you specify the
/SHARE qualifier and the same hostname, path, and device/mount point for the second mount
request as for the first, the second mount request is considered a new mount request and not a
shared mount request.

Logical names go into the SY STEM logical name table by default. A /SHARE mount, however,
puts the logical name in the JOB logical name table. In this way the logical nameis only available
to processes of the job mounting the device.

The mount count increments and decrements under the following circumstances, instead of being
automatically set to zero:
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e Withaninitial SYSTEM or GROUP mount

* WithaDCL MOUNT /SHARE or TCPware NFSMOUNT /SHARE command that
completes without an error (the exception being an overmount, where the previous mount
point is dismounted, in which case it may even be decremented if the previous mount point

was shared)

In thisway, if the main process of the job logs out, the job mount is deallocated, and the volume
mount count decrements by one (and if zero, dismounts the device). OpenVMS handles
dismounting differently based on whether you use TCPware's NFSDISMOUNT or the DCL

DISMOUNT command:

If using...

Then...

TCPware's NFSDISMOUNT

The NFS Ancillary Control Process (NFSACP) dismounts one
or more (in the case when using the /ALL qualifier) mount
points. If the mount point being dismounted is the only or last
one for the device, the deviceis dismounted for all users who
mounted it and the mount count is decremented to zero. If more
than one mount point exists, the mount point is dismounted
along with any specifically shared mounts.

DCL DISMOUNT

OpenVMS checksfor JOB mountsfirst. If aJOB mount for the
specified device exists, the JOB mount is dismounted, the
associated logical (if any) is deallocated, and the mount count
is decremented by one. If no JOB mount exists, OpenVMS
checksfor SY STEM and GROUP mounts. If one of these
exists and the user has the required privilege (SY SNAM or
GRPNAM), the SY STEM or GROUP mount is dismounted,
any associated logical name is deallocated, and the mount
count is decremented by one. No mount points are dismounted
until the mount point hits zero.

If the user does not have the required SY SNAM privilege, the
error message SYSTEM F- NO- SYSNAM  oper at i on

requi res SYSNAM pri vi | ege isreturned, with asimilar
message for the GRPNAM privilege.

Consider the mount counts in the mount/dismount sequence shown in Table 12-9.

Table12-9 Mounting and Dismounting a Shared M ount

Command...

Creates mount count...

1 | NFSMOUNT BART "/ENG" NFSL[A] 1 (system: increment)

2 | NFSMOUNT/SHARE BART "/ENG" NFSL:[A] | 2 (shared: increment)
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Table12-9 Mounting and Dismounting a Shared M ount

Command... Creates mount count...
3 | MOUNT/SHARE NFS1: 3 (shared: increment)
4 | NFSMOUNT MARGE "/TEST" NFS1:[B] 3 (system again: do not increment)
5 | NFSDISMOUNT NFS1:[A] 2 (remove #1: do not decrement, and
remove #2: decrement)
6 | DISMOUNT NFSL: 1 (remove #3: decrement)
7 | DISMOUNT NFSL: 0 (remove #4: decrement)

Note! That the mount count in #5 is not decremented because the first NFSMOUNT is a system
mount. The original mount for BART "/ENG" on NFS1:[A], along with its shared mount, is
dismounted. #6 and #7 further decrement the mount count to zero.

Automounting

Use the/AUTOMOUNT qualifier to automount a filesystem, which automatically and
transparently mounts aremote server path as soon as the Client obtains the pathname. You can
specify an inactivity period (the default is five minutes, seconds being rounded to the nearest
minute), after which the Client automatically dismounts the path.

In this example, the Client mounts SIGMA’s/ usr filesystem when it references the pathname,

keeping the path mounted until an inactive period of 10 minutes, after which time it unmounts the

filesystem (subsequent references causing the Client to remount it):
$ NFSMOUNT SIGVA "/usr" NFS0: /AUTOMOUNT=(| NACTI VI TY=00: 10: 00)

Background

Use the/BACKGROUND qualifier to mount afilesystem in background mode, where the Client
tries to mount afilesystem at least once. If thefirst try fails, the Client informs you of the failure

and tries again every 30 seconds (by default). Unless you set it otherwise, the Client stops retrying

after 10 attempts.

In this example, the Client triesto mount the/ usr filesystem; if it cannot, it waits one minute and

retries the connection up to 20 times:
$ NFSMOUNT SIGVA "/usr" NFS0: /BACKGROUND=( DELAY=00: 01: 00, RETRY=20)

Overmounting

Use the /[FORCE qualifier to overmount a filesystem, where you mount another path on an already
existing mount point. The Client dismountsthe original filesystem and replacesit with the new one.
(If you omit /FORCE, the message over mounting requires the use of /FORCE appears.)

Mounting a higher or lower directory level in a previously used path also causes an overmount, as

in the following example:
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$ NFSMOUNT SI GVA "/usr" NFS1: [ USERS. MNT]
UNFSMOUNT- S- MOUNTED, /usr nounted on _NFS1: [ USERS. IWNT]

$ NFSMOUNT SI GVA "/ usr/users" NFS1: [ USERS. MWNT] /FORCE
UYNFSMOUNT- S- REMOUNTED, _NFS1: [ USERS. MNT] renpunted as /usr/users on
SI GVA

Occluded

Use the /FORCE qualifier for an occluded mount, where you mount a filesystem onto a client
mount point that is higher or lower in the directory structure than an existing, active mount. (If you
omit /FORCE, the message occl usi on requires the use of /FORCE appears.) No
dismounting occurs and both mounts are visible. However, the Client occludes (hides from view)
the subdirectory (or subdirectories) added to or dropped from the original mount specification
when you perform a directory listing.

In the following example, the mount point specification moves up one subdirectory. If you enter the
NFSMOUNT /SHOW command, both mounts are visible. However, if you do adirectory listing on
NFS2:[USERS.SMITH], the [MNT] directory is no longer visible. To make the directory visible
again, dismount NFS2:[USERS.SMITH].

$ NFSMOUNT SI GVA "/usr" NFS2: [ USERS. SM TH. MNT]

YNFSMOUNT- S- MOUNTED, /usr mounted on _NFS2: [ USERS. SM TH. MNT]
$ NFSMOUNT SI GVA "/usr" NFS2:[USERS. SM TH] / FORCE

YNFSMOUNT- S- MOUNTED, /usr mounted on _NFS2: [ USERS. SM TH]

- TCPWARE- | - OCCLUDED, previous contents of _NFS2:[USERS. SM TH]|
occl uded

Network File Locking

Use the NFSMOUNT /LOCK command to enable network file locking during an NFS mount. The
NLM appliesthe lock to any file you create or to which you request exclusive access in the
specified filesystem. The locks are on entire files only and not on file regions or byte ranges. Here
isatypica example:

$ NFSMOUNT SI GVA “/usr" NFSO: /LOCK

Other Mount Options

This section identifies other mount options you can set.

Auto-converting Text Files

By default, the Client automatically converts newly created text files of variable-length, implied
carriage return control (VAR-CR) format to STREAM-LF format. Thisis appropriate for UNIX
system servers, where the files show up asst ream | f . For a PC system server, however, use the
NFSMOUNT /CONVERT=STREAM_CRLF option to do a carriage-return-line-feed conversion
for the mount point. Converted files will show up on the server as stream files, as do files that do
not have attributes data files (ADFs) associated with them (see the next section).
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Some OpenVMS applications require that certain files remain in VAR-CR format on the client
(such as with TCPware's NFS-OpenVMS Server). You can retain the VAR-CR format by
specifying the /NOCONVERT qualifier during a mount. For example;

$ NFSMOUNT SI GVA "/usr" NFSO: / NOCONVERT

Attributes Data Files

Attributes data files (ADFs) are special companion files the Client maintains on anon-VMS server
to preserve attribute information the server would not normally recognize.

The Client maintains regular and default ADFsfor files such that:

1 | If aregular ADF exists, the Client uses the attributes from that file.

2 | If adefault ADF exists, the Client uses the attributes from that file.

3 | If no ADF exists, the file must be STREAM-LF.

The Client may create aregular ADF for afilein response to awrite attributes operation that setsan
OpenVMS attribute that NFS cannot normally maintain. For example, a SET FILE /NOBACKUP
command would cause the Client to create an ADF, since NFS has no concept of this OpenVMS
attribute.

Default ADFs minimize the number of regular ADFs, since one default ADF can serve al files of a
particular type. The Client provides default ADFsfor fileswith .EXE, .HLB, .MLB, .0OBJ, .OLB,
.STB, and .TLB extensions. The Client does not provide ADFsfor fileswith the . TXT and .C
extensions, since most of these are STREAM-LF.

For example, TCPWARE:EXE.ADF is the default ADF for all .EXE type files. When you create
.EXE files (or if they exist on the server), the record attributes from the single default ADF are
probably enough to define each file. Each file does not need its own regular ADF.

Note! The Client uses only certain record attributes and file characteristics in default ADFs. It uses the
32-byte ATR$C_RECATTR attributes other than the FAT$L_HIBLK, FAT$SL_EFBLK,
FAT$W_FFBYTE, and FAT$W_VERSION fields, and uses four-byte ATR$C_UCHAR attributes
other than the FCH$M_DIRECTORY and FCH$M_CONFIG bits. All other information stored in
an ADF is ignored for default ADFs. For additional details on these file attributes, see Compaq’s
OpenVMS I/0O User’s Reference Manual, the ACP-QIO Interface chapter.

When a user creates afile on the client, the Client only creates a "regular" ADF for it if the default
ADF attributes or default attributes do not match.

You can create customized ADFs for special applications. To do so:

1 | Ontheclient, create a special application file that creates an ADF on the server.
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Suppose that application fileis TEST.GAF. On the server, check thelisting for the datafile,
along with its ADF (. $ADF$t est . gaf ; 1):

>|s -a

. $ADF$t est . gaf; 1
test. gaf

On the server, copy the ADF file to anewly created default ADF file on the client:

> cp . ADFtest.gafl gaf. adf
Note the backslashes (\) required to recognize the UNIX system non-standard $ symbol and
the; symbol required to specify a version number.

On the client, copy the new default ADF file to the TCPWARE_COMMON:[ TCPWARE]
directory:

$ COPY GAF. ADF TCPWARE_ COMVON: [ TCPWARE]

Dismount al the NFS volumes and remount them again. This starts another NFS ancillary

control process (ACP) so that the newly copied default ADF file can take effect.

You can also specify how you want ADFs used. The Client offers three options with the /ADF
qualifier of the NFSMOUNT command:

CREATE | If ADFsexist on the server, the Client uses them, updates them, and creates them
for new files. This setting is the default and recommended setting.

UPDATE | If ADFsexist onthe server, the Client uses them and updates them, but does not
create them for new files.

USE If ADFs exist on the server, the Client uses them, but does not update them, nor
doesit create them for new files.

Note! Avoid using UPDATE and USE. The Client may still create ADFs in certain cases, such as
when renaming files. Also, changing OpenVMS attributes for a hard-linked file can result in
inconsistent OpenVMS attributes between the linked files.

You can also specify /INOADF. In this case, the Client treats al files as STREAM-LF unless a
default ADF matches and it can useit. Note that this mode of operation isonly appropriate for read-
only filesystems, since the Client cannot adequately handle application-created files when
INOADF isin effect.

Cache Timeout

Usethe/CACHE_TIMEOUT qualifier to set the caching timeout period for the mount point. For

example:

$ NFSMOUNT / CACHE _TI MEQUT=( DI RECTORY=: : 15, ATTRI BUTE=: : 10)
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The DI RECTORY tiner specifies the time (in delta tinme) the dient
wai ts between rereading a directory’s status or contents. The default
is ::30 (30 seconds). The ATTRIBUTE tiner specifies the tine the
Client waits between rereading a file's attributes fromthe server.
The default is ::15 (15 seconds).

Read/Write Transfer Size
Use the /DATA qualifier to specify the largest amount of NFS data you want to read (receive) or
write (transmit) in asingle network operation. For example:

$ NFSMOUNT / DATA=(1024, 1024)

Thefirst valueisthe read value and the second is the write value. Most serverslet you read or write
8192 bytes (the maximum and default setting). However, some may require less. The minimum you
can specify is 512 bytes.

If you eliminate the parentheses and specify only one value, this serves for both the read and write
value. However, if the NFS server requests a smaller transfer size than the one you set, the server’s
requested value will override yours.

Default User
Use the /USER qualifier to specify the default user to which you want to map unknown UIDs. For
example:

$ NFSMOUNT / USER=SM TH

The Client tries to use the USER account. If not found, the DECNET account becomes the default.
If the DECNET account is not found, the [200,200] account becomes the default.

Default UIDs and GIDs

Usethe /UID and /GID qualifiers to specify the default UID and GID. The Client uses the default
UID and GID if there is no mapping for the requesting user in the PROXY database. Usually the
default UID is-2 and default GID is-2. For example:

$ NFSMOUNT /Ul D=100 /G D=15

Limiting File Versions

Use the/NOVERSION qualifier to enforce alimit of one version on anon-TCPware server file.
Thisisaway of imposing an NFSfile versioning scheme on OpenVMSfiles. (/VERSION,
allowing multiple versions, is the default).

With /NOVERSION, unversioned files stay unversioned, and new files are unversioned along with
any subsequent upgrades (which is consistent with most NFS servers). When higher versions
already exist, the number of versions cannot grow beyond the current number, so that the lowest
version is purged on each upgrade.

For example, with /NOVERSION in effect, if you start with FILE.TXT;1 (which shows up as
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file.txt ontheserver) and you edit FILE.TXT, you have an overwritten FILE.TXT;1 on the
client,andfil e. t xt ontheserver. If you already have FILE.TXT;1 and FILE.TXT;2 and you edit
FILE.TXT, you end up with FILE.TXT;3 and FILE.TXT;2 on the client, with version 1 purged.
Theserver showsfile.txt,file.txt;2,andfile.txt;3 (hard-linkedtofile.txt).

To prepare adirectory for use with /INOVERSION, it may be best to purge and renameitsfiles, as
follows, being aware that purged files are lost forever and to back up your files whenever possible:

$ PURGE *.*; deletes old versions
$ RENAME *. *:* * *-1- forces server to renane files to unversioned
$ SET FILE /VERSION=1 *.*; overrides existing ADFs

Superusers

Use the /SUPERUSER qualifier if you want to allow access to the superuser account UID on the
server. For example:

$ NFSMOUNT / SUPERUSER=200

To enable super user privilege, the server must allow access to the super user and the
OpenVMS user must have SY SPRV, BY PASS, or READALL privileges. Normally, the superuser
UID is 0. The default is/INOSUPERUSER.

Mount Type

If you specify alogical name for the mount point, the Client creates a system logical name by
default. Thisis equivalent to using the /SY STEM qualifier of the NFSMOUNT command. If you
specify the /GROUP qualifier, the Client considers the mount a group mount and places the logical
name (if specified) in the group table. Both mounts are subject to a privilege check.

Server Type

Usethe /SERVER_TY PE qudlifier to set the server type to UNIX, TCPware, or IBM_VM. By
default, the server typeis UNIX or TCPware, depending on the server. For example:

$ NFSMOUNT / SERVER TYPE=I BM VM
The server types displayed in Table 12-10 are available with the Client.

Table12-10 /SERVER_TYPE Qualifier Options

Option Description

IBM_VM IBM Virtual Machine (VM) machines

TCPWARE | OpenVMS systems running NFS-OpenVMS Server

UNIX All UNIX system machines
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TCPWARE Server Type

When mounting afilesystem served by TCPware’'s NFS-OpenVMS Server (Version 4.0 and later),
either omit /SERVER_TY PE or specify /SERVER_TYPE=TCPWARE. If omitted, the Client
determines the TCPWARE server type automatically. Note the following:

* The Client and Server map UICsto UIDs and GIDs. As long as system managers on each
system maintain the PROXY databases properly, this saves having to maintain the same set
of UICson the client and server systems.

* TheClient and Server use ACLs asis. This means that identifiers on the client and server
systems must be the same to produce the desired results.

IBM_VM Server Type
IBM'sVM NFS server partially supports requests to change file size. This means that:

* OpenVMSFiles-11 ODS-2 is ablock-oriented filesystem. Applications (and RMS) can only
read and write 512-byte blocks. The Client uses ODS-2 file attributes to maintain
information about the true last data byte of afile.

To accommodate the IBM VM NFS server’sinability to truncate afile to itsreal size (the
Client normally truncates the file based on the end-of-file information), the Client stores the
sizeinformation in the ADF for thefile.

* With any accessto the file from a non-TCPware NFS client or an application on the server,
you may see garbage beyond the true end of the data. (This garbage data exists because of the
block nature of ODS-2 and the server’s inability to truncate the fileto itsreal size))

* With afile stored on the IBM VM NFS server by anon-TCPware client or an application on
the server itself, the ADF does not reflect any changes to the file. This can cause problems if
aclient later opensthe file, expecting changes.

When mounting afilesystem on an IBM VM minidisk, you must specify certain IBM VM NFS
server specific parameters in the pathname parameter of the mount command. For example, a
mount to an IBM VM minidisk might be:

$ NFSMOUNT | BWM "t est 2. 191, rw, user =si npson, pass=bart, record=nl"

You may need to specify one or both of the following parameters:

* record={binary | nl | text}

bi nary | ThelBM VM NFS server does not convert datato EBCDIC. This mode is most
(default) | useful when storing data to which you do not have access from applications on the
IBM system, or when transferring binary data.

nl The IBM VM NFS server translates EBCDIC to ASCII (and vice versa). This mode
ismost useful when storing text files to which you have access from applications on
the IBM system. Do not use it when you have access to or store binary datafiles.

t ext Thefile conformsto the IBM VM CMS structure. Use of this parameter value is not
generally recommended.
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* name={trans|fold | mixed}

trans Supports the widest range of filenames. The IBM VM NFS provides transparent
(default) | mapping for filenames that contain invalid characters or are longer than CMS
allows. However, the Client does not use this mapping if the filename (ignoring
case) is valid on the CMS filesystem. Therefore, for short filenames, the mapping
may not be transparent.

fold Only supports filenames valid to the CMS filesystem and ignores case.

mi xed Like name=f ol d except that it preserves case.

For complete details on these server types, seethe IBM TCP/IP for VM: User’s Guide.

Retry Times

Use the /RETRIES qualifier to specify the maximum number of times the Client retransmits a
Remote Procedure Call (RPC) request. For example:

$ NFSMOUNT / RETRI ES=10

Thereis no maximum value you can specify. The default is zero (0) retries, where the Client retries
the reguests indefinitely.

Timeout Times

Usethe /TIMEOUT qualifier to set the minimum timeout period (specified in OpenVM S deltatime
— see Table 12-12) for initial RPC request retransmissions.

The timeout period value should reflect the estimated typical round trip time for RPC requests.
slower speed links (such as over SLIP or WAN lines), use a larger value than the default of on
second. For example, for a maximum read/write size of 8192 bytes (see the /DATA qualifier) o
a 19,200-baud SLIP line, the absolute minimum timeout value is:

10240 bytes * 8 hits per byte
= 4.27 seconds

19200 bits per second

The 10240 bytes are 8192 plus RPC overhead. Since 4.27 seconds is the absolute minimum, ¢
realistic value for this link is in the range of 15 to 30 seconds to allow for other traffic.

Volume Labels

Use the /LABEL qualifier to specify the volume label to use for the remote pathname during a
mount. If you omit /LABEL, the Client uses a default label consisting of the first 12 characters
the combinederver:mountpoint parameter. The Client applies the /LABEL qualifier on the first
mount of an NFS device only and ignores it with subsequent mounts on that device. If you perf
a SHOW DEVICE NF8&: DCL command, you see only the first 12 characters of the volume labi
specified.
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Cache Space

One of the options during a mount is the /PROCESSOR=UNIQUE qualifier setting. As a general
rule, the larger the remote filesystem, the more likely you are to use this option.

With /PROCESS=UNIQUE, anew NFSACP processis created for each mount. This creates
multiple address space, in which case the collective ACPs can accommodate much more cached
information. The size of the cached information depends mostly on the number of NFS files the
client recognizes by obtaining afile handle and creating a mapping to afile ID. This happens with
any file or directory access.

Each NFSACP process can support up to 250 mounted filesystems. If one process is handling all
mounts, there is only one address space to cache the information. The size of this address space
depends on a number of system parameters such as VIRTUALPAGECNT, and process parameters
such as the working set limits and paging file limits.

Disk Quotas

You can display quotainformation for the current user's mount by using the NFSMOUNT /SHOW
command with the /QUOTA qualifier. The output displays block usage, soft limit (quota), hard
limit, and grace period. Using the additional /FULL qualifier displays four additional values that
arerelevant to UNIX servers: file usage, quota, limit, and grace period.

You can use the additional /USER qualifier to request quotas for other than the current user.
However, the NFSMOUNT required the /SUPERVISOR qualifier and SY STEM, BYPASS, and
READALL privileges. (The DCL command SHOW QUOTA also worksin this case.)

The following shows sample output:
$ NFSMOUNT / SHOW NFS2: / QUOTA / FULL
_NFS2: [ 000000] nounted

vi ol a: / pct est
Di sk Quotas for user [SMTH]: (inactive)

Bl ocks Quot a Limt G ace Files Quot a Limt Gace
117355 500000 600000 0 0 0

Transport UDP Witing Enabl ed
Read/wite size 8192/ 8192 Wite conversion Di sabl ed
RPC ti nmeout 0 00:00: 01.00 ADF usage USE, UPDATE, CREATE
RPC retry limt 0 Fil eids Uni que, Nol ookups
Attribute tine 0 00: 00: 15. 00 Server type TCPwar e
Directory time 0 00: 00: 30. 00 Advi sory Locking Di sabl ed
Cache Validation MODI FY Tl ME Def aul t user [ USER]
Super user No Default U D GD 100, 15

Implementation

There are only minor differences between the way the Client and Files-11 ODS-2 handle files. For
example, the Client:

* Does not determine the physical placement of files on the disk.
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¢ Does not support the INDEXF.SY Sfile, which means that you cannot perform operations
such as ANALY ZE/VERIFY and BACKUP/IMAGE in OpenVMS.

Note! The NFS-OpenVMS Client is not supported in the POSIX environment.

Client Commands
Tablel2-11 shows the mount and dismount commands available at the DCL level in OpenVMS.

Table12-11 Mount and Dismount Commands

DCL command Description

$NFSMOUNT Mounts aremote NFS directory on alocal mount point; similar to

UNIX systems'/ et ¢/ nount file

$NFSDISMOUNT Dismounts a remote NFS directory from alocal mount point;

similar to UNIX systems'/ et ¢/ unnount file

$NFSMOUNT /CONFIG | Mounts aremote NFS directory on alocal mount point based on

information in aconfiguration file

$NFSMOUNT /SHOW Shows the mount information for the local mount point

The mount and dismount commands use OpenVMS deltatime for all time-related values.

The deltatime syntax is:

dddd hh: mm ss. cc

Isthe number of ...
dddd days (0-9999); if less than one day, specify zero (0); follow with a blank space
hh hours (0-23)
mm minutes (0-59) preceded by a colon (3)
ss seconds (0-59) preceded by acolon (:)
cc hundredths of a second (0-99) preceded by a period (.)

You can truncate a delta time on the right. You can omit fieldsin the time format as long as you
include the punctuation that separates the fields. You must specify the daysfield even if you omit
all timefields.

Table 12-12 shows some examples of deltatime.
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Table12-12 Delta Time Examples

Deltatime... Can betruncated... | And means...

3 3 3 days from now

303:00:00 33 3 days and 3 hours from now
000:03:00 0:3 3 minutes from now

000:00:03 0:3 3 seconds from now

000:00:00.03 | 0::.3 3 hundredths of a second from now

Troubleshooting

NFS-OpenVMS Client can produce messages for the NFSMOUNT and NFSDISMOUNT
commands, and in OPCOM .

Access error messages help by entering HELP TCPWARE MESSAGES [ denti fier], or connect
toweb siteht t p: / / www. pr ocess. com(select Cust oner Support followed by the Err or
Messages button).
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NFSMOUNT

Mounts a remote NFS directory to alocal mount point. The command is similar to the UNIX
system/ et ¢/ nount command.

DCL Format
NFSM OUNT server "nfs-path” [mountpoint [logical]]

Parameters
server
Name of the remote server, in domain name or | P address format.
"nfs-path”

Pathname (enclosed in quotation marks) on the remote server. The pathname must match an
exported directory, subdirectory, or file of an exported filesystem on the server. (You can use the
SHOW EXPORT command in the TCPware Network Control Utility (NETCU) to obtain alist of
the exported directories.)

mountpoint

NFS device (and, optionally, directory tree) specification for the local mount point. If specified,
this parameter must be in the format:

NFSn: [[dir.dir....1][filenane]
The value n can range from 1 to 9999, and dir is adirectory level (up to eight in addition to the

[000000Q] directory). If you omit the mountpoint specification or specify NFSO: , the Client creates
an NFSn: [ 000000] mount point, and increases n by one for each subsequent mount.

logical
Optional logical name associated with the volume. The Client defines the logical as follows:

¢ |f youmount NFSn:[000000] NFSn:
¢ If you mount NFSn:[dir.dir] NFSn:[dir.dir.]

The extradot after the last dir in the second definition allows for relative directory specifications. If
you perform the following function:

SET DEFAULT [/ ogical: [ subdir]

the full default definition becomes:

NFSn: [ dir. dir. subdir]
The Client places the logical namein the SY STEM logical name table unless you specify the
/GROUP or /SHARE qualifier. The Client deletes the logical name from the SY STEM table when

you dismount the volume. The process must have SY SNAM privilege to mount a system mount
point. Without SY SNAM or GRPNAM privilege, the user must specify /SHARE for a JOB mount.
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Qualifiers
JACP_PARAM S=([BUFFER_LIMIT=limit-valug]

[,LDUMP]
[,O_DIRECT=valug]
[,JO_BUFFERED=value]
[LMAX_WORKSET=pages]
[,PAGE_FILE=filespec]
[,PRIORITY =base-priority]
[lWORKSET=pages])

Includes SY SGEN ACP and detached process parameters the system manager can set or modify.
The SY SGEN parameters that affect ACPs are dynamic. The Client applies the ACP parameters
only at theinitia start of an ACP and ignores them in subsequent mount requests when the Client
uses the same ACP.

/ADF=option
/NOADF
Controls whether you want to use attributes data files (ADFs). These files appear on anon-VMS

server as. $ADF$f i | enane files and the server uses them to store OpenVMS file attributes. You
cannot directly view these files on the client system. The possible ADF option values are:

CREATE (the default and forced | If ADFsexist on the server, the Client will use, update,
if /ISERVER_TYPE=TCPWARE) | and create them for new files.

UPDATE If ADFsexist on the server, the Client will use and update
them, but not create them for new files.

USE If ADFs exist on the server, the Client will use them, but
not update them nor create them for new files.

Avoid using UPDATE and USE. The Client may create ADFs anyway in certain cases, such as
when renaming files. Also, changing VMS attributes for a hard-linked file may result in
inconsistent VM S attributes between the linked files.

IAUTOMOUNT[=(INACTIVITY=inactive-time)]

Mounts a server filesystem automatically and transparently when you obtain the pathname.
INACTIVITY specifies a maximum inactive period for the mount attempt. When the Client
reaches this period, it unmounts the pathname. Specify the time in delta (see Table 12-12). The
default is five minutes (:5). Seconds are rounded to the nearest minute.

/BACK GROUND[=(DELAY =delay-time,RETRY =retries)]

Attempts to mount the filesystem at |east once in background mode. If the first mount attempt fails,
it informs you and keeps retrying after an optionally specified time delay and number of retries. If
omitted, the DELAY defaultsto 30 seconds (::30 in delta time). The maximum delay period you
can specify is approximately 49 days. The default RETRY timesvalueis 10. If you specify
RETRY =0, the Client uses 1 instead.
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ICACHE_TIMEOUT[=([DIRECTORY =t][ AT TRIBUTE=t][, READ_DIRECTORY])]

Caching timeout information for the mount point. The following keywords apply:

The DIRECTORY timer Specifies the amount of tifjetlfe Client waits betweer
rereading a directory's status or contents. Specify the
time in delta format (see Table 12-12). The default is |30
seconds:(: 30 in delta time).

The ATTRIBUTE timer Specifies the amount of delta tirfjett{e Client waits
between rereading a file's attributes from the server. The
default is 15 seconds (::15 in delta time)

The READ_DIRECTORY keyword Forces the Client to read the contents of the directory
requested when the cache timeout occurs, rather tha
relying on the directory's modified time. By reading th
directory contents, the client can be aware of any

changes to the number of files within the directory even
if the directory's modify time was not updated.

O]

/ICONVERT={ STREAM_LF (default) | STREAM_CRLF}
/INOCONVERT (forced for TCPware's NFS Server)

Controls whether the Client should convert sequential, variable-length, carriage return carriage
control (VAR-CR) filesto STREAM-LF filesfor UNIX system serversor STREAM_CRLF for PC
system servers. Some OpenV M S applications require that certain files remain VAR-CR. The
default is/CONVERT=STREAM _LF unlessyou use /SERVER_TYPE=TCPWARE, in which
case TCPware forces a/NOCONVERT.

You can only convert files opened using RM S sequential accessto STREAM-LF or
STREAM_CRLF format when written by the client.

The NFS Client does not perform conversions when “block mode transfers” are performed. CC
and EDT use block mode transfers when copying or creating files. Instead of COPY, use the
CONVERT command. Instead of EDT, use the TPU command. Most applications do RMS
sequential access when they create files on the export and these will be converted.

IDATA=[(Jread-byteq] write-bytes][)]

Largest amount of NFS data receiveeh@-bytes) or transmittedwrite-bytes) in a single network
operation. The default for both is 8192 bytes, the maximum allowable value appropriate for mc
servers. The minimum is 512. If you specify only one value, that value applies tedmband

write. However, you can use different values for each.

You do not normally need to use the /DATA qualifier unless a remote server imposes a restrict
on data size. Also, if the NFS server requests a smaller transfer size than the one set with this
qualifier, the server's requested value will override the one set by /DATA.

/FILEIDS={UNIQUE (default) | NONUNIQUE}
With UNIQUE (the default), the client uses filenames and 32-bit NFS file IDs when processing
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directory information returned by the server, to determine whether cached information is valid.

With NONUNIQUE, the client usesfile handles instead of file IDsin retrieving directory
information. This can refresh directory entriesin the client’s cache more quickly, resulting in fewer
"no such file" errors. However, this can degrade performance since the Client must issue additional
RPC requests. /FILEIDS=NONUNIQUE automatically implies a/LOOKUPS, so do not use it
together with an explicit NOLOOKUPS.

IFORCE
INOFORCE (default)

Controls whether or not to force an overmount or amount that can cause filesystem occlusion. This
qualifier requires OPER privilege. Overmounting a/SY STEM mount requires SY SNAM privilege.
Overmounting a/GROUP mount requires GRPNAM privilege.

/GID=gid

Default GID if no GID mapping exists for file access. The default valueis - 2. Reguires OPER
privileges.

/IGROUP

Places the logical name in the group logical name table. If the mount is the first group or system
mount on the volume, /GROUP marks the volume as group-mounted and increments the mount
count. Requires GRPNAM privilege. Do not use with /SY STEM.

/LABEL =volume-label

ODS-2 volume label used for the remote pathname. You can use this qualifier to provide a unique
volume label on a system where thereis a conflict. The default isthe first 12 characters of the
combined server:mountpoint parameter. The Client accepts only the first 12 charactersfor all other
entries. The Client appliesthe /LABEL qualifier on the first mount of an NFS device only and
ignoresit with subsequent mounts on that device.

JLOCK
INOLOCK (default)

Specifies whether the Client should use advisory network file locking by way of the Network Lock
Manager (NLM) to coordinate access to server files.

/NOL OOK UPS (default)
/LOOKUPS

With /NOLOOKUPS (the default), the Client does not look up file handles when building directory
caches. However, when accessing an individual file, it does look up itsfile handle; and with a
directory operation, it still looks up the handle for every filein the directory. Do not use an explicit
/INOLOOKUPS together with /FILEIDS=NONUNIQUE.

/IOWNER_UIC=uic

Specifies the UIC assigned ownership of the volume while you mount it, thereby overriding the
ownership recorded on the volume. The Client applies the /OWNER_UIC qualifier on thefirst
mount of an NFS device only and ignores it with subsequent mounts on that device.
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/PROCESSOR={UNIQUE | SAME:nfs-device | FIL E:filespec}

Requests that NFSMOUNT associate an Ancillary Control Process (ACP) to process the volume,
which overrides the default manner in which the Client associates ACPs with NFS devices. The
qualifier requires OPER privilege. The possible keyword values are;

UNIQUE Creates anew ACP (additional address space) for the new NFS device.
Thisis useful for mounting large remote filesystems so that you can
accommaodate more cached information. (See Cache Space.)

SAME:nfs-device | Usesthe same ACP as the specified device. The nfs-device specified
cannot be mounted as UNIQUE.

FILE:filespec Creates anew ACP running the image specified by aparticular file. You
cannot use wildcards, node names, and directory names in the filespec.
Requires CMKRNL or OPER privilege.

/PROTECTION=protection-code

Protection code assigned the volume, following the standard syntax rulesfor specifying protection.
If you omit a protection category, the Client denies that category of user access. The default is
(S: RAED, O RVED, G RVED, W RVED) .

The Client applies the /PROTECTION qualifier on the first mount of an NFS device only and
ignores it with subsequent mounts on that device. /PROTECTION requires OPER privilege.

IRETRIES=max-retries

Maximum number of times the Client retransmits an RPC request. The default is zero (0), where
the Client retries the request indefinitely.

/SERVER_TY PE=server-type

Type of server from which the Client mounts data. The valid values for server-type are:

UNIX TCPWARE IBM_VM

The default is either UNIX or TCPWARE (if the server runs TCPware's Server).

With /SERVER_TYPE=TCPWARE, TCPware forces/NOCONVERT and /ADF=CREATE
regardless of their specified settings.

/ISHARE

Places the logical namein the job logical name table and increments the volume mount count
regardless of the number of job mounts. When the job logs out, all job mounts are dismounted,
causing the volume mount count to be decremented. (See Shared.)
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/SUPERUSER=uid
/NOSUPERUSER (default)

Controls whether the Client maps users with SY SPRV, BY PASS, or READALL privilegesto the
superuser UID. The server must allow superuser access. The normal superuser UID isO.

ISYSTEM (default)

Places the logical name in the system logical name table (the default action). If the mount is the
first group or system mount on the volume, this marks the volume as system mounted and
increments the volume mount count. Requires SY SNAM privilege. Do no use with /GROUP.

/TIMEOUT =timeout-period

Minimum timeout period (in OpenVMS deltatime) for initial RPC request retransmissions. The
default is::1 (one second).

The timeout-period value should reflect the estimated typical round trip time for RPC requests. For
slower speed links (like NFS traffic over SLIP or WANS), alarger value than the default would be
appropriate.

For example, for a maximum read/write size of 8192 (see the /DATA qualifier) over a 19,200-baud
SLIP line, the absolute minimum timeout value should be:

10240 bytes * 8 bits per byte
= 4227 seconds

19200 bits per second

The 10240 bytes are 8192 data bytes plus the worst case RPC overhead of 1048 bytes. Since 4.27
seconds is the absolute minimum, amore realistic value for this link would be in the range of 15 to
30 secondsto allow for other traffic.

ITRANSPORT =protocol-type
Network protocol used to transfer the data. The valid values are TCP and UDP (the default).
/UID=uid

Default UID, if no UID mapping exists for file access. The default valueis -2. Requires OPER
privileges.

/USER=username
Existing OpenVM S account to which the Client maps unknown UIDs. The default isthe USER

account. If the Client does not find the USER account, the DECNET account becomes the default.
If the Client does not find the DECNET account, [200,200] becomes the default.

IVERSION (default)
INOVERSION

Use the/NOVERSION qualifier to enforce alimit of one version on afile. Thisisaway of
imposing an NFS file versioning scheme on OpenVM S files. /VERSION, allowing multiple
versions, isthe default. This qualifier is disabled if connected to a TCPware NFS server. (See
Limiting File Versions.)
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IWRITE (default)
INOWRITE

Allows that you mount the filesystem either with write access (/WRITE) or read-only
(/NOWRITE) on the local machine. If INOWRITE, file creation, deletion, and other modifications
are not allowed.

Examples

1

In this example, the Client mounts the /usr filesystem from sigma onto the OpenV M S mount
point when it references the pathname. The Client keeps the path mounted until the Client
reaches an inactive period of 10 minutes, after which it unmounts the pathname. Subsequent
references cause the Client to remount the filesystem.

$ NFSMOUNT SI GVA "/usr" NFS0: /AUTOMOUNT=( | NACTI VI TY=00: 10: 00)

This example shows an overmount. The second mount specifies alower level in the server
path.

$ NFSMOUNT SI GVA "/usr" NFS1: [ USERS. MNT]

UYNFSMOUNT- S- MOUNTED, /usr nounted on _NFS1: [ USERS. IWNT]

$ NFSMOUNT SI GVA "/usr/users" NFSL: [ USERS. MWNT] /FORCE

YNFSMOUNT- S- REMOUNTED, _NFS1: [ USERS. MNT] renmpunted as /usr/users on
S| GVA

This example shows an occluded mount. The mount point specification is "backed up" one
subdirectory on the second mount. Both mounts are visible in an NFSMOUNT/SHOW.
However, if you do adirectory listing on NFS2:[USERS.SMITH], the[MNT] directory is no
longer visible. To make the directory visible again, dismount NFS2:JUSERS.SMITH].

$ NFSMOUNT SIGVA "/usr" NFS2:[ USERS. SM TH. MNT]

YNFSMOUNT- S- MOUNTED, /usr mounted on _NFS2: [ USERS. SM TH. MNT]
$ NFSMOUNT SIGVA "/usr" NFS2:[USERS. SM TH / FORCE

YNFSMOUNT- S- MOUNTED, /usr nounted on _NFS2: [ USERS. SM TH]

- TCPWARE- | - OCCLUDED, previous contents of _NFS2:[USERS. SM TH]
occl uded
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NFSMOUNT /CONFIG

Mounts one or more remote NFS directories based on information in a configuration file. In this
way, you can maintain aregular list of server filesystems that you can automatically mount using
one command.

DCL Format
$NFSMOUNT /CONFIG=filespec

Parameter
filespec

OpenV M S file containing the configuration information. The contents of the file should include
line entriesin the format prescribed by the NFSMOUNT command:

server "nfs-path" nountpoint [logical] [qualifiers]
The configuration file must have complete information for amount on each line (continuation lines

are not allowed). The Client ignores blank or comment lines. Mount requests in the file can have
further configuration file references, although thereis limited nesting of these requests.

Qualifiers

Note! The Client uses qualifiers specified with the NFSMOUNT /CONFIG command as defaults for
mount requests in the configuration file. However, qualifiers included with mount requests in the
file override these defaults.

See the NFSMOUNT command for details on the following qualifiers:
IACP_PARAMS=([BUFFER_LIMIT=limit-value]

[,LDUMP]
[,O_DIRECT=valug]
[,lJO_BUFFERED=valu€]
[LMAX_ WORKSET=pages]
[,PAGE_FIL E=filespec]
[,PRIORITY =base-priority]
[,lWORK SET=pageq])

/ADF=option
/NOADF

/AUTOMOUNT[=(INACTIVITY=inactive-time)]
/BACK GROUND[=(DEL AY =delay-time,RETRY =retries)]
/CACHE_TIMEOUT[=([DIRECTORY=t][, ATTRIBUTE=t])]

JCONVERT={ STREAM_LF |STREAM_CRLF}
INOCONVERT

12-36



NFSMOUNT /CONFIG Managing NFS-OpenVMS Client

IDATA=[(]read-byteq] ,write-bytes][)]
/FILEIDS={UNIQUE | NONUNIQUE}

/IFORCE
INOFORCE

/GID=gid
/GROUP
/L ABEL =volume-label

/LOCK
/INOLOCK

/LOOKUPS
/INOLOOKUPS

IOWNER_UIC=uic
/PROCESSOR=keyword
/PROTECTION=protection-code
/IRETRIES=max-retries
/SERVER_TY PE=server-type
ISHARE

/SUPERUSER=uid
INOSUPERUSER

ISYSTEM

/TIMEOUT =timeout-period
ITRANSPORT =protocol-type
/Ul D=uid

/USER=username

IWRITE
INOWRITE

Examples
1 Thefollowing command consults the CONFIG_NFS.TXT file for mounting information.

$ NFSMOUNT / CONFI G=CONFI G_NFS. TXT

2 Thefollowing command also sets data size and username parameters (which can be
overridden by qualifiersin the configuration file).

$ NFSMOUNT / CONFI G=CONFI G_NFS. TXT / DATA=512 / USER=BART
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NFSMOUNT /SHOW

Displays the mounted directories at all mount points or at a particular mount point.

DCL Format
$NFSMOUNT /SHOW [mountpoint | device:]

Parameters
mountpoint

Full NFS device name and directory tree for which to show mount information. For example:

NFS1: [ USER. NOTES]

Alternately, you can use alogical name for the mount point.

device:

NFS device name part of the mountpoint parameter (such as NFS1:).

Alternately, you can use alogical name for the mount point. With the /ALL qualifier, the Client
uses only the device portion of the logical nhame.

Qualifiers
/ALL

Shows mount information for all servers, or a specified server or NFS device.
/FULL
Displays the full, current operating parameters related to each mount.

See the NFSMOUNT command for descriptions of the qualifiers that correspond to each of the
operating parameters.

IQUOTA

Displays quota information for the current user’s mount. The quaifier used by itself shows four
columns at the top of the display indicating the block usage, soft limit (quota), hard limit, and grace
period.

Use /QUOTA with the /FULL qualifier to show four additional columns indicating any possible
file quotas. These show as zeros for an OpenVMS system but as actual values for UNIX systems
that support file quotas.

Use /QUQOTA with the /JUSER qualifier to request quotas for other than the default user.
/USER=username

Use with /QUOTA to show quotas for a specific user. This requires the mount to have been
performed using the /SUPERVISOR qualifier, which maps users with SY SPRV, BY PASS, or
READALL privileges to the superuser UID. /USER requires SY SPRV or GRPPRV privileges.
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Examples

1 Thisexample provides the default command display.

$ NFSMOUNT / SHOW
_NFS1: [ 000000]
S| GVA. PROCESS. COM / usr
_NFS2: [ 000000] nounted

| RI S. PROCESS. COMt / usr/ users

aut omount (inactivity tiner

0 00: 23: 00. 00),

This example shows characteristics of all mounts on a specific NFS device.

$ NFSMOUNT / SHOW NFSO: / ALL
_NFS1:[A B] nounted
S| GVA. PROCESS. COM / usr

NFS2: [A.C] nounted

SI GVA. PROCESS. COM / wor k

nmount ed

This example shows the full mount display with all operating parameters for a specific NFS
device. Note that you can either enable or disableWiti ngand Wite conversion.

$ NFSMOUNT / SHOW NFS1:
_NFS1:[000000] nrounted

/ FULL

MERAK. PROCESS. COM / eng/ nf suser
Transport UDP

8192/ 8192
0 00:00:01.00

Read/write size
RPC ti neout

RPC retry limt
Attribute tinme
Directory time
Cache Validation

0 00:00:15. 00
0 00: 00: 30. 00

MODI FY TI ME
Super user No

Witing Enabl ed
Wite conversion Di sabl ed
ADF usage USE, UPDATE, CREATE
Fi | ei ds Uni que, Nol ookups
Server type TCPwar e
Advi sory Locki ng Di sabl ed
Def aul t user [ USER]
Default U D, GD 100, 15

4 This example shows the additional full block and file quotas for the user’'s mount.

$ NFSMOUNT / SHOW NFS2: / QUOTA / FULL

_NFS2: [ 000000] rmount ed
vi ol a: / pct est
Di sk Quotas for user [SMTH]: (inactive)
Bl ocks Quot a Limt G ace Files Quot a Limt G ace
117355 500000 600000 0 0 0
Transport UubP  Witing Enabl ed
Read/wite size 8192/ 8192 Wite conversion Di sabl ed
RPC ti neout 0 00:00:01.00 ADF usage USE, UPDATE, CREATE
RPC retry limt Fil eids Uni que, Nol ookups
Attribute tine 0 00: 00:15.00 Server type TCPwar e
Directory time 0 00: 00: 30.00 Advi sory Locki ng Di sabl ed
Cache Validation MODI FY TIME  Default user [ USER]
Super user No Default U D G D 100, 15
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NFSDISMOUNT

Dismounts an NFS mount point from the local device and directory structure.

DCL Format
$NFSDISMOUNT [mountpoint | device:]

Parameters
mountpoint

Full NFS device name and directory tree to dismount. For example:

NFS1: [ USER. NOTES]

You can also use alogical name for the mount point. At the end of the NFSDISMOUNT operation,
the Client deletes the logical name from the job logical name table.

device:

NFS device name part of the mountpoint parameter (such as NFS1:). You can use the device: alone
only with the/ALL qualifier.

Alternately, you can use alogical name for the device specification. TCPware considers only the
NFS device part of the logical name.

Qualifiers
/ALL

Dismounts all filesystems from al servers, or a specified server or NFS device. The following
options are available:

NFSDI SMOUNT / ALL Dismounts all filesystems from all servers

NFSDI SMOUNT / ALL / HOST=ser ver Dismounts all filesystems on the specified server.
(Seethe /HOST qualifier below.)

NFSDI SMOUNT devi ce: [ ALL Dismounts all filesystems on the specified device
(such as NFSL.).

Note! Dismounting a /SYSTEM mount requires SYSNAM privilege. Dismounting a /GROUP mount
requires GRPNAM privilege.

[HOST =server

When used with the /ALL qualifier, dismounts all filesystems from the specified server. The
/HOST quadlifier is otherwise meaningless.
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IWAIT
INOWAIT (default)

Specifies whether or not to dismount the mounted filesystem if there are still outstanding activities.

With /WAIT, the command waits until the Client completes the dismount. If you try to open any
files on the mount point, the dismount fails.

With /NOWAIT, the Client completes the command immediately. However, the dismount does not
actually occur until all file activity has completed.

Examples

1 This example dismounts the specified mount point only. The Client dismounts only
[USR.MNT] and no other mount in the directory structure of the NFS3: device.

$ NFSDI SMOUNT NFS3: [ USR. MNT]
2 This example dismounts the NFS1:[000000] mount point and waits for it to occur.

$ NFSDI SMOUNT NFS1: /VWAI'T
3 This example dismounts all mount points on all devices.

$ NFSDI SMOUNT / ALL
4 This example dismounts all mount points served by host SIGMA.

$ NFSDI SMOUNT / ALL / HOST=SI GVA
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Chapter 13
Managing NFS-OpenVMS Server

Introduction
This chapter describes how to manage the NFS-OpenVMS Server. It includes the following topics:

*  Server security

* Mounting directories on a client

* Network file locking

* Managing Server parameters

* Maintaining databases

* PCNFSD services and remote printing

* Filename mapping

¢ Server implementation of NFS protocols

See the NETCU Command Reference, Table 1-4, for a description of the commands used to
manage NFS servers and clients.

Server Security
The Server provides severa features that maintain the integrity of the OpenVMS filesystem.

First, the Server requires that the local system must register any user trying to access OpenVMS
files. You do this through the PROXY database when you configure the Server and through later
modifications as needed.

Second, you must export an OpenVMS directory for an NFS user to accessit. The Server does this
through the EXPORT database when you configure the Server and through later modifications as
needed.

You can take the following additional system security measures:
* Assignan NFSrightsidentifier to further restrict file access (see the
NFS _ACCESS IDENTIFIER logical under Server Parameters).
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* Require al Remote Procedure Call (RPC) requests to originate from privileged ports (see
Table 13-6).

* Restrict all remote mounts to the NFS superuser only (see Table 13-6).

* Restrict mounts only to explicit directories and not their subdirectories (see Table 13-6).

* Requirethe PROXY database to define the mount requester’s identification (see the next
section).

PROXY Database

Mai
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The PROXY database maps OpenVMS user identification to NFS user identification. NFS user
identification is different from that of OpenVM S in that it follows the UNIX model.

OpenVM Sidentifies users by ausername and user identification code (UIC). The UIC consists of a
group and a member number. An OpenVMS user can belong to only one group, which can have
many members.

NFS follows the UNIX model in identifying users by user ID (UID) and group ID (GID) numbers.
An NFS user can belong to many groups, and thus have several GIDs. Each NFS request includes
the NFS user’s effective UID, GID, or list of GIDs. You can find users’ UIDs and GIDs in the

/ et ¢/ passwd file on the UNIX client.

The Server uses the PROXY database:

When an NFS user requestsaccess | TCPware maps an NFS user's UID and GID to an
to the OpenVM S filesystem OpenVM S username and UIC. The Server usesthe UIC to
check file access permission.

When the NFS client requestsfile | The Server maps the file owner’'s UIC to a UID/GID pait.
attributes from the server

When a PC requests The Server uses the username and password to validate
authentication using PCNFSD the user, and the UIC to find and return a UID/GID pair.

ntaining PROXY

The Server creates an empty PROXY database during installation. You maintain the PROXY
database with the ADD PROXY, CREATE PROXY, REMOVE PROXY, and SHOW PROXY
commands in TCPware Network Control Utility (NETCU).

A PROXY database entry specifies an OpenVMS username and a corresponding NFS user’'s UID
and GID. The/HOST qualifier with the ADD PROXY command also lets you specify the name of
the hosts or hosts where the user account isvalid.

The following example shows how to use the ADD PROXY command to assign the SMITH
OpenVMS account to an NFS user with aUID=210 and GID=15on host t ul i p:

$ NETCU
NETCU> ADD PROXY SM TH /U D=210 / d D=15 /HOST=TULI P
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The PROXY database must contain an entry for each NFS user, including the superuser (see the
next subsection).

When you add entries to the PROXY database:

* The OpenVMS username determinesfile accessrights, not the NFS user’s UID and GID. The
NFS user account has the same access rights as are assigned the OpenVM S account.

¢ Assign each NFS user the same UID/GID on each NFS client. (See your NFS client
documentation for details on global user ID space.)

* Avoid using wildcard UIDs or GIDs. A one-to-one mapping between OpenVM S users and
NFS usersiseasier to maintain.

¢ Usethe/HOST qualifier to allow access only to users from a particular host.

* For PCNFSD users, assign an arbitrary UID and GID for each PC user. Choose aunique UID
for each user. Give the same GID to users that need to have group access to each other’sfiles.

Adding Superusers

The superuser (or r oot ) isa UNIX system user with UID=0 who can perform any operation on a
file or process on the client system. However, the superuser cannot automatically access the
OpenVMS filesystem on the server. The PROXY database must register a superuser.

The NFS convention is to replace the superuser’s UID/GID pair (UID=0, and any GID) with the
default values of UID=-2 and GID=-2. By UNIX conventions, this translates to user nobody,
which gives the superuser limited access rights. To register a superuser, you must use UID=0 and
GID=1, asfollows:

NETCU> ADD PROXY DECNET /U D=0 /G D=1

The OpenVMS account to which you assign the superuser access rights determines what rights a
superuser has on the OpenVM S system. Superusers require enough access rights so that they can
mount directories. (In fact, some server configurations restrict mounting to the superuser). Also,
when auser runsaset ui d to root program, the UID/GID in any resulting NFS request has the root
UID and, therefore, requires superuser access.

You can create a PROXY entry for a superuser that provides limited access to an OpenVMS
filesystem but still allows a superuser to mount exported directories. One example isthe DECNET
account. Alternately, you can use the OpenVMS AUTHORIZE command to add an account for the
superuser on the OpenVMS host.

If you have trusted superusers at particular hosts and wish to give them full privileges on the
OpenVMS system, add a separate superuser entry. Assign the superuser to a privileged account
(such as SYSTEM) and use the /[HOST qualifier to restrict access to a specified host. In the
following example, only the superuser on | i | ac has SY STEM account privileges:

NETCU> ADD PROXY SYSTEM /Ul D=0 /G D=1 / HOST=LI LAC
Reloading PROXY

The PROXY database is normally static. This means that you have to reload the database every
timeyou use ADD PROXY or REMOVE PROXY to changeit. However, you can opt to update the
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PROXY database dynamically (make it dynamic). You can do so in two ways:

1 | Definethe TCPWARE_NFS DYNAMIC_PROXY logical to enable dynamic PROXY
database rel oading, as follows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_NFS_DYNAM C_PROXY keywor d[, keywor d]

The keywords are CLIENT, SERVER, NOCLIENT, and NOSERVER, used in any
reasonable combination.

Use CLIENT to enable Client reloading and SERVER to enable Server rel oading.
However, the/NOCLIENT and /NOSERVER qualifiers used with the ADD PROXY or
REMOVE PROXY commands override the logical setting.

2 | Usethe/CLIENT or /SERVER qualifiers with the ADD PROXY or REMOVE PROXY
commands. You can also mix and match by using /CLIENT with/NOSERVER,
/NOCLIENT with /SERVER, and so on. Hereis an example of its use:

$ NETCU ADD PROXY SM TH /U D=210 /G D=5 / NOCLI ENT / NOSERVER

If you disable PROXY database reloading on either the Client or Server, both of these
methods requires the RELOAD PROXY command. RELOAD PROXY is best used if you
also specify a username parameter, so that you can reload for a specific username only.
Otherwise, it reloads the entire database into memory each time. Therefore, it is best to use
RELOAD PROXY at theinitial configuration, and only sparingly thereafter.

EXPORT Database

The EXPORT database contains entries that specify an OpenVMS directory and the host or group
of hosts allowed to mount that directory. More than one host can access a directory. The EXPORT
database differs from the PROXY database in that the Server grants accessto a host rather thanto a
user. If an OpenVMS directory is not in the EXPORT database, an NFS client cannot mount that
directory.

An EXPORT database entry specifies a pathname for the OpenVM S directory. Because the
OpenVMS device and directory specifications differ from those NFS clients use, the Server lets
you reference the OpenVM S directory by a UNIX-style pathname. You can assign any pathname to
the OpenVMS directory.

CAUTION! An authorized user at a remote host can access all subdirectories and files below the
export point you specify. Unless you work in a trusted environment, do not export a top
level directory, even though it may seem easier to do so. Export only the level of
directories that the remote users need, and none higher.

Maintaining EXPORT

The Server creates an empty EXPORT database during installation. You maintain the EXPORT
database using the ADD EXPORT, CREATE EXPORT, REMOVE EXPORT, RELOAD
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EXPORT, and SHOW EXPORT commands in NETCU. For example, the following command
places an entry in the EXPORT database:

NETCU> ADD EXPORT "/work/ notes"” $DI SK2: [ WORK. NOTES] -
_NETCU> / HOST=( ORCHI D, ROSE)

This command exports the OpenVMS directory $DISK2:[WORK.NOTES] as path

"/ wor k/ not es" to hosts ORCHID and ROSE. The pathname is an arbitrary one selected to
reference the OpenVMS directory. The ADD EXPORT command requires that you enclose the
pathname in quotes.

When a client mounts a subdirectory of an exported directory, each element in the path beyond the
exported path must match the corresponding OpenVM S subdirectory name. Separate each element
with aslash (/). For example, suppose the NFS client mounts:

$ DI SK2: [ WORK. NOTES. LETTERS. STUFF]

To match / wor k/ not es, the NFS client uses this path:

/work/ notes/letters/stuff

The NFS filename mapping rules apply to the path elements below the export point.

Reloading EXPORT

Updating the EXPORT database (using ADD EXPORT or REMOV E EXPORT) usually updates
only the server on the host executing the command. You must use either the RELOAD EXPORT
command, or restart all the other servers on the cluster to implement changes to the EXPORT
database on them.

However, you can automatically reload updates to the shared database on the cluster by setting the
TCPWARE_NFS_DYNAMIC_EXPORT logica to CLUSTER, asfollows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_NFS_DYNAM C_EXPORT CLUSTER

This causes the Server to use locks to communicate changes to all the servers on the cluster. The
default for TCPWARE_NFS DYNAMIC_EXPORT is LOCAL (not to use locks).

EXPORT Options

The options you can specify while adding entriesto the EXPORT database are as follows, using the
indicated ADD EXPORT command qualifiers:

¢ |f youwant only specified host or hosts to access the exported OpenV M S directory, use the
/HOST=[host[,host,...] quaifier.

* Whether or not to enable on-the-fly file conversion: /[ NO]CONVERT.

* Whether or not clients can mount subdirectories of a mount point:
/[NO]EXPLICIT_MOUNT.

¢ What kind of filename mapping you want to use: /FILENAME=option.

The NFS-OpenVMS Server includes the UPPERCA SE keyword for this qualifier.
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UPPERCA SE changes the default case for exported filenames from lowercase to uppercase,
for SRI filename mappings only. The full syntax of the command is

$ NETCU ADD EXPORT / FI LENAME=( SRI, UPPERCASE)
Examples of filename conversions are as follows:

VM S Name L owercase Uppercase
foobar.txt foobar.txt FOOBAR.TXT
$foobar.txt FOOBAR.TXT | foobar.txt
foo$bar.txt fooBAR.TXT FOObar.txt

Whether or not you want only the highest version files to appear in adirectory request:
/[NOJHIGHEST_VERSION.

Whether or not you want incoming requests to originate from a privileged port:
/[NO]PRIVILEGED_PORT.

Whether or not you want mount requests to originate from a user mapped in the PROXY
database: [[NO]PROXY _CHECK.

What kind of record format you want to use for newly created files: /RFM=options.
Whether or not you want the server (and not just the client) to perform file access checking:
/[[NO]SERVER_ACCESS.

Whether or not you want only the superuser to mount filesystems:
/[NO]SUPERUSER_MOUNT.

Whether or not the filesystem should be read-only: /[[NOJWRITE.

PCNFSD Services

This section describes PCNFSD authentication services and how to configure for remote printing

services. The PCNFSD server supports both the PCNFSD Version 1 and Version 2 protocols.
(Version 2 offers enhanced printing features.)

PCs and other NFS clients use PCNFSD if they do not have multiuser accounts or do not provide
user authentication. PCNFSD lets the client user obtain the UID/GID that the NFS protocol
requires. It also provides remote print spooling services.

TheDo you want PCNFSD enabl ed? prompt in the Server configuration procedure allows a
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YES, NO, and PRINTING-ONLY response. PRINTING-ONLY enables print spooling of fileson
the server without enabling PCNFSD authentication.

If you configure PRINTING-ONLY, PCNFSD simply discards aut h requests. Use this support
primarily when you do not want the Server to respond to PCNFS aut h requests sent to a broadcast
address.
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PCNFSD Authentication

To use the Server, the PC user must obtain a UID and GID through PCNFSD authentication. The
PC user provides avalid OpenVMS username and password, and PCNFSD provides the UID and
GID.

See your PC documentation for the command to specify the username and password.

PCNFSD checks the OpenVMS User Authorization File (UAF) to validate the username and
password. If these are valid, PCNFSD uses the UIC to return the corresponding UID/GID from the
PROXY database.

When you create an entry for a PC user in the PROXY database, assign any UID. Assign a unique
UID to each user and give the same GID to users that need to have group access to files. The UID
and GID cannot be wildcards.

If PCNFSD cannot validate a user for any reason, it writes an error message to the Server log file.
This message includes the username and internet address of the remote host that issued the request.

Remote PC Printing
PC users can use PCNFSD for remote printing if you:

* Create aspool directory to hold the files you want printed, as well as a subdirectory for each
PC client.

* Make surethat this spool directory (or a subdirectory) isinthe EXPORT database. Note that
the EXPORT database should not list the subdirectory for each client host.

For printing large application files from the PC, we recommend adding the EXPORT option
using the following NETCU command:

ADD EXPORT "/spool" device:[directory] [ NOCONVERT / RFM=UNDEFI NED

This overcomes an OpenV M S file conversion buffer error that may occur, especially with
files over 32,768 bytes, which the SY SGEN parameter PQL_MBY TLM reflects.

* Definethe NFS_PCNFSD_SPOOL parameter, either during configuration at the Ent er t he
spool directory: prompt or by defining the TCPWARE_PCNFSD_SPOOL logical.

The parameter value must match the NFS pathname to the newly created spool directory.
This pathname must be mapped to the OpenVM S spool directory in the EXPORT database.
Make sure you enable the NFS_PCNFSD_ENABLE parameter before defining
NFS_PCNFSD_SPOOL.

See your PC documentation for printing information for your particular PC.

Mounting Client Directories

NFS clients access OpenVMS files on the NFS server by mounting directories on the client. The
MOUNT protocol services the mount request.

Mounting procedures vary by client and may require superuser privileges, or in the case of PC
clients, a username and password. Some clients mount aremote directory automatically when they
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reboot the system (asin the case of f st ab). Others mount aremote directory dynamically when
they reference the remote file (as with an automount).

Mount procedures require the following information:

¢ The pathname of the exported directory that matches the pathname in the EXPORT database
* The name of the host running the server that contains the files you want mounted
* A pathname on the client designated as the mount point

Example 13-1 shows a mount command provided by TCPware NFS-OpenVMS Client:

Example13-1 NFS-OpenVMS Client Mount Command

NFSMOUNT | RI'S "/ WORK/ RECORDS" NFSO: [ USERS. WNT]

In the example, IRIS isthe name of the OpenVM S server host. / WORK/ RECORDS is the pathname of
the exported directory. NFSO:[USERS.MNT] is the mount point on the OpenVMS client host.

Check your NFS client documentation before mounting directories. Mount commands and
procedures vary by operating system. Chapter 12, NFS-OpenVMS Client Management, Client
Commands describes the client mount commands.

Network File Locking

The Server supports file locking through its implementation of the Network Lock Manager (NLM)
and Network Status Monitor (NSM) protocols. Many NFS client systems support file locking, even
on the record and byte level, aslong as the byte ranges do not overlap. File locking on the Server is
multi-threaded, where the Server can satisfy more than one lock request at atime.

NFSfile locking is only advisory. When a client requests alock on a server file, the goal isfor one
of its processesto gain exclusive access to thisfile (or part of the file) and force other processes to
wait until the original process releases the lock again. However, the only way NFS denies aclient
user access to alocked fileisif the user also requests alock on it.

There are two views on network file locking, one from the NFS client’s viewpoint and one from the
OpenVM S resident user’s viewpoint. (See the following sections.)

NFS Client Users’ View

When an NFS client user requests an advisory lock on a server filesystem, thissendsal ockd
request to the NLM of the server also running NFSD. This server checks itslock database to seeif
it can grant the lock. The server cannot grant the lock if:

* Another client has the samefile (or region or byte range of the file) already locked.
* AnOpenVMS user has the same file open for exclusive access.
* The server waits to reclaim locks during the grace period described bel ow.

The Server also includes a Network Status Monitor (NSM). The NSM cooperates with other status
monitors on the network to notify the NLM of any changes in system status (such as when a crash
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occurs).

For example, if the server crashes and comes back up, the server NSM noatifies the client NSM that
it should resend requests for locks in place before the crash, within a certain grace period (usually
45 seconds). You can request new locks only after this grace period. However, if a client with
mounted server files crashes, nobody knows to resend lock requests until the client comes back up

again.

OpenVMS Users’ View

To prevent OpenVM S users from accessing files that NFS clients have locked, the Server's NLM
requests NFSD to open these files for exclusive access. This essentially prevents all accessto these
files by OpenVMS users. When the client releases the lock by closing the file, the NLM requests
NFSD to close the file, at which point OpenVMS users again access it.

If network file locking is to occur in a VM Scluster environment, we advise exporting a filesystem
from asingle node in the cluster only. Thisway, only asingle OpenVMS exclusive lock need
occur. Client users can then apply locks on files (or parts of filesif enabled) without conflicting
with exclusive locks applied from other nodes.

Mapping Filenames

Once you mount a filesystem, the Server tries to make the client files recognizable in OpenVMS.
Often the filename syntax for NFSfilesis very different from that of OpenVMSfiles. For example,
NFS filenames do not include file version numbers.

The Server trandates (maps) filenames from the client so that your OpenVMS host can recognize
and use them. Three types of mapping schemes are available:

¢ Stanford Research Institute (SRI) International mapping, the default scheme between NFS
and OpenVMS systems

* PATHWORKS case-insensitive mapping (PATHWORKS)

* PATHWORKS case-sensitive mapping (PATHWORKS_ CASE)

Set up the appropriate filename mapping scheme using the /FILENAME qualifier of the ADD
EXPORT command in NETCU. If you do not specify the scheme using this qualifier, the Server
uses the SRI International scheme by default.

Table 13-1 shows examples of how the Server maps NFS directory names and filenames using the
SRI International mapping scheme. All the client filesin the table are NFSfiles.

For the filename mapping rules, see Appendix A, NFSto-OpenVMS Filename Mapping.
The filename mapping schemes for the Server and the NFS-OpenVMS Client areidentical and
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totally compatible.

Table13-1 Server Filename Mapping

Filename on server...

I smapped to filename on client...

SERVERFILE.;1 serverfile
$CHASESSSHIFTEDSFSILE.; 1 CaseShiftedFile
DOT.FILE$5NTEXT;1 dot.file.text

DOT$5NDIRECTORY $5NLIST.DIR;1

dot.directory.list (identified as a
directory in the UNIX listing)

SPECIAL$5CCHARS$5FFILE.;1

special#charé&file

DOLLARS$$$SSI GN$$S5CFILE.;1

dollar$Sign$scfile

Protecting Files

The Server protects an OpenVMS file by comparing its protection information with the user’'s

identification and access rights. It then grants or denies access based on the results of these

comparisons.

When an NFS user requests access to an OpenVM S file, the Server uses the PROXY database to
map the user’s user and group identification (UID/GID) on the remote host to a username and UIC
on the OpenVMS host. In most cases, this allows the NFS user to have the same accessto files as

the proxy OpenVMS user.

The NFS client can also do local access checking based on its user and file information and access
checking rules before sending the request to the Server host. In some cases, thisresultsin the NFS

user not having the same access to files as the proxy OpenVMS user.

The following sections explain how the Server resolves differences between the two filesystemsto

provide the best possible mapping between client and server.

UIC Protection

The type of access an OpenVMS user has to afile depends how the file and user UICs are related.

OpenVMS has four file ownership categories: SY STEM, OWNER, GROUP, and WORLD. Each
category can have up to four access types: read (R), write (W), execute (E), and delete (D). Each

file has a protection mask that defines:

* The categories assigned to thefile

* Thetypes of access granted to each category

Hereis an example of an OpenVM S protection mask:
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SYSTEMFRWED, OMNER=RWED, GROUP=RE, WORLD=<NO ACCESS>

UID/GID Protection

NFS uses asimilar protection scheme as OpenVMS.

Each NFS user hasa UID and GID. The file protection categories are: OWNER, GROUP, and
OTHER, with thefile access types of read (r), write (w) and execute (x). The NFS user's accessto a
file depends on how the file and owner UIDS/GIDs are related.

The Server maps OpenVM S and NFS system protection masks and user identifications so that the
relationship between a user and afile remains consistent. For example, if an OpenVMS user ownsa
particular file and an NFS user is mapped to the account through the PROXY database, the NFS
client also considers the local user to be the owner of thefile.

Note! In OpenVMS, the owner of the file has absolute control over it. This also applies to files remote

users create in the mounted filesystem.

OpenVMS-to-NFS File Attribute Mapping

When the NFS client requests the attributes of afile, the Server maps:

* The protection mask to an NFS protection mask
* Theowner UICtoaUID/GID

Table 13-2 shows how the Server maps the protection mask from OpenVMSto NFS.

Table13-2 OpenVM S-to-NFS Protection Mapping

OpenVMS category... | In NFSis... With OpenVM Stype... | In NFSis...
SYSTEM (not mapped)
OWNER user R r

w w

E X

D (not mapped)
GROUP group R r

w w

E X

D (not mapped)
WORLD other R r

w w
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Table13-2 OpenVM Sto-NFS Protection Mapping (Continued)

E

X

D

(not mapped)

The Server does not map the OpenVM S SY STEM category and delete (D) access type because

they do not exist in the NFS system environment.

The Server maps OpenVM S execute (E) to NFS execute (x). However, the OpenVMS system uses
the E access type more often than does NFS. Thus, some files might appear to be executable to an

NFS host when they are not.

Table 13-3 shows the rules the Server follows to ensure that it correctly maps the UIC to the

UID/GID.

If the Server cannot find the UIC in the PROXY database, or the UID or GID are wildcards, the

Server returns the default UID or GID.




Managing NFS-OpenVMS Server

Table13-3 UIC-to-UID/GID Mapping Rules

If thefilesOWNER UIC...

Then the Server Returnsthe...

Matches the requesting NFS user's UIC

UID/GID of the requester

group

Group matches the requesting NFS user's UIC

GID of the requester and returnsthe UID from
the PROXY database

Does not match the requesting NFS user's UIC

UID/GID from the PROXY database

NFS-to-OpenVMS File Attribute Mapping
When the NFS client sets or changes the attributes of afile, the Server maps the NFS file protection

mask to an OpenVMS file protection mask.

Table 13-4 shows how the Server maps the protection mask from NFS to OpenVMS.

Table13-4 NFS-to-OpenVM S Protection Mapping

NFS category... | In OpenVMSis... With NFStype.. | In OpenVMSis...
user OWNER/SYSTEM | r R
w W
X E
D (unless ADF denies) 1
group GROUP r R
w w
X E
D (unless ADF denies) *
other WORLD r R
w w
X E
D (unless ADF denies) 1

1 The Server allows delete (D) access only if aspecial attributes data file (ADF) the Server may create (and
associates with the file) does not explicitly deny file deletion.

13-13



PART V Managing Applications

Access Control Lists

Access Control List (ACL) file protection is an OpenVMS feature that grants or denies accessto a
file based on arights identifier.

If afile hasan ACL, the OpenVMS system first uses the ACL for protection checking. If the ACL
grants or denies access, OpenVMS goes no further. If the ACL does not grant or deny access,
OpenVMS checks the protection mask.

NFS clients using the OpenVMS filesystem may encounter files or directories protected by ACLs.
But since the ACL s are unique to the OpenVMS system, the NFS client only checks the protection
mask. If the protection mask denies access, the NFS client does not attempt access, even if thefile's
ACL overrides the protection.

Because the NFS client uses only the protection mask, it is recommended that OpenVM Sfiles
protected by ACLs have:

* TheACL set to deny access
* The protection mask set to alow file access

This allows the NFS client to attempt access on the basis of the protection mask, and lets the
OpenVMS system control whether accessis granted or denied.

When an NFS user creates afile on the OpenVMS host and the directory has an ACL that specifies
+DEFAULT, the new file gets the ACL of the directory.

File Formats

The NFS protocol does not define standard file and record formats or a way of representing
different types, such astext or datafiles. Each operating system can have aunique file structure and
record format.

The Server provides accessto al OpenVM S files. However, even though an NFS client can access
afile, the client may not be able to correctly interpret the contents of a file because of the
differencesin record formats.

The UNIX operating system stores afile as a stream of bytes and uses aline feed (LF) character to
mark the end of atext file line. PC systems also store afile as a stream of bytes, but use a carriage-
return/line-feed (CRLF) character sequence to mark the end of atext file line. PC systems
sometimes al so use a Ctrl/Z character to mark the end of afile.

The OpenVMS operating system, with its Record Management Services (RMS), provides many
file organizations and record formats. RM S supports sequential, relative, and indexed file
organizations. It also supports FIXED, STREAM, STREAM_CR, STREAM_LF, UNDEFINED,
VARIABLE, and variable with fixed size control area (VFC) files.

NFS clients most commonly need to share text files. STREAM isthe RM S record format that most
closely matches PC text files. STREAM_LF isthe RMS record format that most closely matches
UNIX text files.

In OpenVMS, you can store standard text filesin VARIABLE, STREAM_LF, or VFC record
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format. Most OpenV M S utilities can process these text filesregardless of the record format because
the utilities access them through RMS.

Theintent of the Server is to provide convenient access to the majority of OpenV M Sfiles. Because
many OpenVMStext files are VARIABLE or VFC format, the Server converts these filesto
STREAM or STREAM_LF format asit reads them.

Reading Files

The Server reads all files (except VARIABLE and VFC) block by block without interpreting or
converting them. It reads VARIABLE and VFC files by converting them to STREAM or
STREAM_LF, based on a selected option. The file on the NFS server remains unchanged.

The Server’s automatic file conversion process can cause a slow reading of VARIABLE and VFC
files. For example, in returning the file size, it reads the entire file. Full directory listings can also

be slow if the directory contains a number of VARIABLE or VFC record format files. If you need
frequent access to these files, consider converting them using the OpenVMS CONVERT utilities

described in Converting Files Manually.

Seethe NFS_DIRREAD _LIMIT parameter in Advanced Parameters.

Writing Files
By default, the Server creates STREAM _LF files, but can also create STREAM files on demand. It
writes all files except VARIABLE and VFC block by block without interpreting or converting
them. If an NFS client triesto write to or change the size of an existing file not having STREAM,
STREAM_LF, STREAM_CR, FIXED, or UNDEFINED format, the Server returns an EI NVAL
error.

Converting Files Manually

You can improve server performance by manually converting files using the OpenVMS
CONVERT utilities described in this section.

Variableto STREAM _LF

Use this conversion procedure to make a variable-length file available to a UNIX system client
without using the Server's automatic conversion feature. To convert a variable-length record file to
STREAM_LF, the command format is:

CONVERT/ FDL=TCPWARE: STREAM_F source-fil e destination-file
The source-file specification is the variabl e-length record file. The destination-file specification is
the name of the new file to contain the STREAM _LF records.
STREAM_LF to Variable

Use this conversion procedure to make afile created by a UNIX system client available to an
OpenVMS application that does not understand the STREAM _LF record format. To convert a
STREAM_LFfileto variable-length, the command format is:

CONVERT/ FDL=TCPWARE: VMSTEXT source-file destination-file
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The source-file specification isthe STREAM _LF file. The destination-file specification isthe name
of the new file to contain the variable-length records.

Variableto STREAM

Use this conversion procedure to make an OpenVMS variable-length file available to a PC client.
Keep in mind that the Server’s automatic conversion procedure uses LF characters, not CRLF
character sequences, for record terminators.

To convert avariable-length record fileto STREAM format (with CRLF line terminators), the
command format is:

CONVERT/ FDL=TCPWARE: STREAMCRLF source-fil e destination-file

The source-file specification is the variabl e-length record file. The destination-file specification is
the name of the new file to contain the STREAM records.

Note! The variable-to-stream conversion does not add a Ctrl/Z to the end of the file. If the PC
application requires the Ctrl/Z, use the conversion program the NFS client software provides.

Server Parameters

TCPware provides several basic parameters you can adjust to better suit your needs. To change the
value of any of these parameters, invoke the network configuration command procedure
(CNFNET) by entering the following command:

$ @CPWARE: CNFNET NFS

The Server also provides advanced parameters that you rarely need to change but appear here for
reference purposes only.

The default parameter values appear in parentheses following the parameter name. All parameters
are logicals and are static. When you make a change to a parameter, you must stop and restart the
Server for the change to take effect. TCPware uses logical names (the parameter names prefixed by
TCPWARE ) to communicate the parameters to the NFS server. The STARTNET procedure
defines these logicals.

Basic Parameters

The basic parameters described here are in the same order in which the Server prompts you to
provide values for them during the NFS configuration procedure. The default setting for each
parameter appears in parentheses.
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NFS_ACCESS_IDENTIFIER | Specifiesthe name of arightsidentifier you want assigned to all
(nul 1) NFS users. You can then modify the access contral lists (ACLS)
of filesto grant or deny access to holders of therightsidentifier.
The default is null (no rights identifier).

OpenV M Sfiles protected by ACL s should have the UIC-based
protection mask set to alow file access and the ACL set to deny
access. Thislets the NFS client access on the basis of the
protection mask, and letsthe OpenVM S system control whether
to grant or deny access.

NFS_SECURITY (0) Enables various security features. This parameter is a bit mask
value (in decimal) as defined in Table 13-5.

The following global parameters supersede the values set using
the corresponding qualifiers of the ADD EXPORT command, if
applicable, asindicated in Table 13-5.

CAUTION! Do not use bits 0 and 1 for PC clients using
PCNFS.

If you use PC-NFS printing with mask value=2,
add an entry to the EXPORT database for each
client subdirectory (not just a single entry for the
spool directory.) The pathname listed in the
EXPORT database should be the
NFS_PCNFSD_SPOOL parameter value
concatenated with the name of the client
subdirectory.

If you set bit 5, PC-NFS users can print to batch
gueues. This may present a security risk, since
users could submit batch jobs under a privileged
(or another) user by forcing the UID/GID values of
their choice.

Disabling use of the intrusion database for
PCNFSD, by setting bit 6, affects all exports.

A bit mask 8 value of 128 disables PCNFSD
deletion of printed files from the spool directory.

NFS_LOG_CLASS (-1) Enables the type of information written to the log file
TCPWARE:NFSSERVER.LOG. This parameter is a bit mask
value (in decimal), as defined in Table 13-5.

You cannot disable fatal errors and the Server writes them to OPCOM. The default (- 1) isall
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classes of information enabled.

Table13-5 NFS LOG_CLASSBit Mask Values

Bit... Meanswhen set... | Which are...

1 Warnings Error recovery messages

2 MOUNT requests | MOUNT call messages

4 General General operation messages
8 Security Security violation messages
16 NFS errors NFSERR_1O messages
(remaining) Reserved for future use

NFS_PCNFSD_ENABLE (1)

Enables or disablesthe PCNFSD services support. A value of 1
enablesthe PCNFSD services support. A value of 0 disablesthe
support. A value of 3 enables print spooling of files on the
server without enabling PCNFSD authentication. The logical
name for NFS_ PCNFSD_ENABLE is
TCPWARE_PCNFSD_ENABLE.

NFS_PCNFSD_SPOOL

Specifies the name of the PCNFSD print spool directory asa
UNIX style pathname. The directory must be an exported
directory. Thisis, the directory must be an entry in the
EXPORT database, or a subdirectory of an exported directory.
Thelogical name for NFS_ PCNFSD_SPOOL is
TCPWARE_PCNFSD_SPOOL.

If the path specifies a subdirectory of an exported directory,
each path element below the exported directory must match the
corresponding OpenVMS subdirectory name. The filename
translation rules, as described in Appendix A, NFSto-
OpenVMSFilename Mapping, apply to the path elements below
the export point.

Note! Because you export different OpenVMS directories to
different clients with the same path, it is possible for the
NFS_PCNFSD_SPOOL parameter to refer to different
OpenVMS directories depending on which PCNFSD
client requests the print spooling services.
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Advanced Parameters

You should not normally change the parameters described in this section. If you need to change a
value for an advanced parameter, edit the
TCPWARE_SPECIFIC:[TCPWARE]TCPWARE_CONFIGURE.COM file.

The advanced parameters that follow appear in alphabetical order. The default setting for each

parameter isin parentheses.

Parameter

Description

NFS_DFLT_UID (- 2),
NFS_DFLT_GID (- 2)

Specifiesthe default UID and GID. The Server uses these
defaultsin the following cases:

* The server receives arequest from a user without a
PROXY mapping and who is also the superuser
(UID=0, and any GID). The Server replaces the
superuser UID and GID with the default UID and
GID.

* Theserver processesaget attri but es request and
cannot find afile's owner UIC in the PROXY
database. The Server uses the default UID and GID
instead.

NFS_DIRLIFE_TIMER (:3)

Setswhen to delete internal directory cache data
structures. The Server periodically scans these data
structures and deletes them if adirectory’s cache has
existed for longer thanthe NFS_DIRLIFE_TIMER value.
This preserves memory. Specify the interval as
OpenVMS deltatime. The default is 3 minutes.

If you are unfamiliar with delta time, see Chapter 12,
NFS-OpenVMS Client Management, Client Commands.
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Parameter

Description

NFS_DIRREAD_LIMIT (- 1)

Sets the maximum size in bytes for each file read while
processing aget attri but es request. If the estimated
file size exceeds this value, TCPware does not read the
file to determine its exact size and returns an estimated
sizeinstead. The estimated file sizeis always larger than
the exact size. The - 1 default effectively turns off filesize
estimation.

This parameter applies only to filesystems exported with
the /CONVERT option (the default). A value of 0
disables TCPware from determining exact file sizes on
requests.

This parameter may provide the NFS Client with inexact
file sizes. Thisis generally not a problem, but may affect
some applications.

NFS_DIRTIME_TIMER (::30)

Setsatimeinterval that determines when the Server
updates the directory access time between NFS
operations. Specify theinterval as an OpenVMS delta
time. The default is 30 seconds.

NFS_FILE_CACHE_SIZE (1024)

Determines the maximum number of filesallowed to have
attributes in cache at any one time. The number must be
larger than the SY SGEN parameter CHANNELCNT. The
value must also be larger than the number of combined
TCP and UDP threads (see the NFS_TCP_THREADS
and NFS_UDP_THREADS parameters).

NFS_NOCHECKSUM (0)

Enables or disables checksum generation for UDP
datagrams. This parameter is a boolean value. When the
valueis O (false), the Server generates checksums for
outgoing datagrams. When the value is 1 (true), the
Server does not generate checksums. Enabling checksums
maintains data integrity, and is the default.

Note: Disabling checksums may increase system
performance but could have an adverse affect on certain
NFS clients.
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Parameter

Description

NFS_OPENFILE_TIMER (::6)

Setsatimeinterval (in deltatime) afile remains open
after you last accessed it. This can speed up request
processing since afile can remain open for successive
read or write requests. You do not need to open and close
it for each request. The default is six seconds. You should
not leave afile open for extended time, nor leave it open
for too short an interval, which can decrease performance.

The following parameters are only meaningful if PCNFSD was enabled during TCPware

installation:

Parameter

Description

NFS_PCNFSD_DFLTPRTOPT

Specifies the default print options when submitting a
spooled print job for printing. The TCPware logical name
for NFS_PCNFSD_DFLPRTOFPT is
TCPWARE_PCNFSD_DFLTPRTOPT.

NFS_PCNFSD_JOB_LIMIT

Specifies the maximum packet size of the information
displaying the queued print jobs. Some systemsrequire this
limitation. Note that if the actual queued job information
exceeds the byte limit set by this parameter, TCPware
truncates the information. The TCPware logical name for
NFS_PCNFSD_JOB_LIMIT is
TCPWARE_PCNFSD_JOB_LIMIT. If you do not define
thislogical, TCPware determines the size of the packet at
run-time.

NFS_PCNFSD_PRINTER
(SYS$PRI NT)

Specifies the print queue you want used if the NFS client
does not specify aprinter. Thisisan optional parameter and
the default is SY SBPRINT when the client does not specify
aprinter (most clients specify the printer). The TCPware
logical name for NFS_PCNFSD_PRINTER is
TCPWARE_PCNFSD_PRINTER.

NFS_PCNFSD_PRINTER_LIMIT

Specifies the maximum packet size of the information
displaying the printers known on the server. Some systems
require this limitation. Note that if the actual printer
information exceeds the byte limit set by this parameter,
TCPware truncates the information. The TCPware logical
name for NFS_PCNFSD_PRINTER_LIMIT is
TCPWARE_PCNFSD_PRINTER_LIMIT. If you do not
define thislogical, TCPware determines the size of the
packet at run-time.
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Parameter

Description

NFS_PORT (2049)

Sets the TCP and UDP port through which the NFS,
MOUNT, and PCNFSD protocols receive data.

NFS_TCP_THREADS (20)

Controls the number of simultaneously serviced requests
received over TCP connections the Server can support. The
Server requires athread for each TCP request it receives.
Thisthread is active for the amount of time it takes the
server to receive the request, perform the operation, and
send areply to the client.

The more threads the Server supports, the better the
performance, because the Server can process more requests
simultaneously. Note that the number of threads has no
impact on the number of TCP connections the Server
supports.

NFS_UDP_THREADS (20)

Thisissimilar to the NFS_TCP_THREADS parameter but
relates to UDP threads.
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Parameter

Description

NFS_XID_CACHE_SIZE (40)

Sets the maximum number of XID cache entries. The XI1D
cache stores replies to requests for all NFS protocol
operations. When the server receives arequest for an
operation, it checks the XID cache for areply to the same
reguest. If the server locates the reply, it retransmitsit. If it
cannot locate the reply, it processes the request normally.

The X1D cache prevents the system from transmitting false
error messages for operations such as delete, create,
rename, and set attributes. When TCPware receives a
reguest for one of these operations, it checksthe X1D cache
for areply to the samerequest. If thereply exists, the server
retransmitsit.

For example, the Server receives a delete file request from
aremote host. After the Server deletes the file and sends a
success reply, the network loses the reply. Because the
remote host does not receive areply, it sends the deletefile
reguest again. Without an X1D cache, TCPware would try
to process the request again and send afalse error message
that it could not find the file. The X1D cache prevents the
system from sending the false error because it stores and
retransmits the original reply.

Set the NFS_XID_CACHE_SIZE parameter to at least
twice (2 times) the largest of the number of:

* NFSclients using the NFS Server

¢ UDP threads (as set by the NFS_UDP_THREADS
parameter)

* TCPthreads (as set by the NFS TCP_THREADS
parameter)

The parameter sets the size of both the UDP and TCP XI1D
caches (each protocol has a separate X1D cache).

Implementation

This section describes the Server restrictions and implementation of the Network File System
(NFS) protocol. The material presented here requires a thorough understanding of the protocols. It
does not explain or describe the protocols.
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Restrictions

The Server has the following OpenVM S-related restrictions:

* The Server supports Files-11 ODS-2 structure level disks and any CD-ROM format.
* The Server does not implement volume protection. All exported devices should be public

devices.

* The Server does not generate security or audit alarms. However, the Server writes access
violationsto log file TCPWARE:NFSSERVER.LOG (aslong as you enable security logging
through the NFS_LOG_CLASS parameter).

* When creating files and directories, the Server sets the owner UIC of the file or directory to
the UIC derived from the UID/GID in the create request authentication information or to the
UID/GID in the set attributes information (if available).

NFS Protocol Procedures
The Server implements the following NFS protocol (version 2) procedures:

Procedures Description
CREATE FILE The Server creates files using the record format specified in the EXPORT
(create) database entry. If afile of the same name exists, the Server overwrites the

existing file unless the filename version number is zero or negative.
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Procedures Description

GETATTRIBUTES | Getsafile'sattributes. The Server handles certain file attributes in ways
(getattr) that are compatible with the OpenVMS system. These attributes are:

File protection--The Server maps the OpenV M S file protection mask to
the UNIX file protection mask.

Number of links--Although OpenVMS supports hard links, it does not
maintain a reference count. Therefore, the Server setsthisvalueto 1 for
regular filesand 2 for directory files.

UID/GID--The Server maps afile owner's UIC to aUID/GID pair
through the PROXY database.

Device number--The Server returns the device number as-1.

Number of blocks--The number of blocks returned is the number of
blocks alocated to the file.

Filesystem id--The Server returns the filesystem ID as 0.

Access, maodify, status change times--The OpenVMS system does not
maintain the same file times as NFS requires. The Server returns the
OpenVM S revision (modify) time for all three NFS times.

For directory files, the Server returns the access, status change, and
modify times as a reasonably recent time, based on the time of the last
Server-initiated directory change, and the NFS_DIRTIME_TIMER
parameter. Thisisabenefit to clients that cache directory entries based on
the directory times.

OpenVM S bases its time on local time, while UNIX basesitstime on
Universal time (or Greenwich mean time), and these times may not agree.
The offset from Universal time specified when configuring TCPware
resolves the difference between local and Universal time.

GETFILESYSTEM | Returnsfilesystem statistics. The Server handles certain file attributesin
STATISTICS ways that are compatible with the OpenVMS system. These attributes are:

(statfs) Block size-The block sizeis 1024.

Total number of blocks--The total number of blocksisthe
SYS$GETDVI MAXBLOCK parameter divided by 2.

Blocks free--The number of blocks free isthe SY SSGETDV |
FREEBLOCK parameter divided by 2.

Blocks available--The number of blocks available to unprivileged users
is the same as the number of blocks free.

LINK (I i nk) Creates ahard link to afile. The Server storesthe link count in an
application access control entry (ACE) on thefile.
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Procedures Description

LOOKUP FILE Looks up afile name. If the file name does not have afile extension, the

(I ookup) Server first searches for a directory with the specified name. If the Server
failsto locate adirectory, it searches for the file name without an
extension.

MAKE Creates adirectory. The OpenVMS system does not allow the remote host

DIRECTORY to create more than eight directory levels from the root of the OpenVMS

(mkdir) filesystem. The Server ignores access and modify times in the request.

READ Reads a directory. The Server returns file names using the filename

DIRECTORY mapping scheme as specified in the EXPORT database entry. The Server

(readdir) also drops the VM S version number from the file name for the highest

version of thefile.

READ FROM FILE | Readsfrom afile. The Server converts VARIABLE and VFC filesto

(read) STREAM or STREAM_LF format (depending on the option set) as it
reads them.

REMOVE Deletes adirectory.

DIRECTORY

(rndir)

REMOVE FILE Deletes afile.

(renove)

RENAME FILE Renames afile. If the destination filename is the same as an existing

(renane) filename and the destination filename does not have a zero or negative
version number, the Server overwrites the existing file.

READ LINK Reads the contents of a symboalic link.

(readl i nk)
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Procedures

Description

SET ATTRIBUTES
(setattr)

Setsfile attributes. The Server handles certain file attributes in ways that
are compatible with the OpenVM S system. These attributes are:

File protection--The Server maps the UNIX file protection mask to the
OpenVM S file protection mask, as shown earlier in this chapter.

UID/GID--The client changes the file owner's UIC. The PROXY
database maps the new UID/GID to an OpenVMS UIC. If the Server
cannot locate the new UID/GID in the database, it returns an error and
does not change the owner UIC.

Size--If the file sizeislarger than the allocated size, the Server extends
thefile. If the sizeis O, the Server truncates the file and sets the record
attributes to sequential STREAM_LF. You cannot change the size of
variable length or VFC files (except to zero).

Access time--Changing the access time has no effect on the OpenVMS
system.

M aodify time--The modify time updates the OpenVMS revision time.

SYMBOLIC LINK
(sym i nk)

Creates asymbolic link. The Server creates the file with an undefined
record structure and uses an application ACE on the fileto mask it asa
symbolic link.

WRITE TO FILE
(wite)

Writes to afile. The Server does not allow aremote host to write to a
directory file, or to VARIABLE and VFC files.

If the Server allowed aremote host to write to an existing OpenVMSfile
that was not a STREAM_LF or fixed-length record format file, the file
could become corrupted. The Server does not allow aremote host to
explicitly change the record format of an OpenVMSfile.

The Server can return the non-standard NFS error ETXTBSY (26) and
EINVAL (22). The Server returns ETXTBSY when an OpenVMS user
has afile open for exclusive access and an NFS user triesto usethefilein
away that isinconsistent with the way the OpenVMS user opened the
file. The Server returns EINVAL if an NFS user triesto writeto or change
the size of aVARIABLE or VFC record formeat file.

PCNFSD Protocol Procedures

The NFS Server implements both the PCNFSD Version 1 and Version 2 protocol procedures,
offers printer support, and offers additional break-in security.
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PCNFSD Version 1

The PCNFSD Version 1 procedures include:

AUTHENTICATE

Performs user authentication. Maps a username and password into a
UID/GID pair from the PROXY database.

INITIALIZE PRINTER

Prepares for remote printing. Returns the pathname of the client’s
spool directory. The Server concatenates the spool directory path
(derived from NFS_PCNFSD_SPOOL parameter) with the client
name.

NULL

The null procedure; standard for all RPC programs.

START PRINTING

Submits a spooled print job for printing. The print dataisin afile
created in the spool directory, which the Server identifies by the client
name. If the user omits a printer, the Server uses the default printer set
by the NFS_PCNFSD_PRINTER parameter. (See Print Options.)

PCNFSD Version 2

The supported PCNFSD Version 2 procedures include:

ALERT OPERATOR Sends a message to the system operator. If the user does not specify a
printer, the Server uses the default printer set by the
NFS PCNFSD_PRINTER parameter. You cannot use batch queues.
AUTHENTICATE Performs user authentication. Maps a username and password into a

UID/GID pair from the PROXY database.

CANCEL PRINT

Cancels aprint job. If the user does not specify a printer, the Server
uses the default printer set by the NFS_PCNFSD_PRINTER
parameter. You cannot use batch queues.

HOLD PRINT Places ahold on a previously submitted print job. The job remainsin
the queue but the Server does not print it. If the user does not specify a
printer, the Server uses the default printer set by the
NFS PCNFSD_PRINTER parameter. You cannot use batch queues.

INFORMATION Determines which services the current PCNFSD implementation

supports.

INITIALIZE PRINTER

Prepares for remote printing. Returns the pathname of the client’s
spool directory. The Server concatenates the spool directory path
(derived from NFS_PCNFSD_SPOOL parameter) with the client
name.
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LIST PRINTERS

Lists all printers known on the server, except if the
NFS PCNFSD_PRINTER_LIMIT parameter sets the packet size less
than the actual amount of information.

LIST QUEUE Listsall or part of the queued jobsfor a printer, depending on how you
set the NFS_PCNFSD_JOB_LIMIT parameter.
NULL The null procedure; standard for all RPC programs.

PRINTER STATUS

Determines the status of aprinter. If the user does not specify a printer,
the Server uses the default printer set by the
NFS_PCNFSD_PRINTER parameter. You cannot use batch queues.

RELEASE PRINT

Releases the "hold" on a previously held print job. If the user does not
specify a printer, the Server uses the default printer set by the
NFS_PCNFSD_PRINTER parameter. You cannot use batch queues.

START PRINTING

Submits a spooled print job for printing. The print dataisin afile
created in the spoal directory, which the Server identifies by the client
name. If the user does not specify a printer, the Server uses the default
printer set by the NFS_PCNFSD_PRINTER parameter. The Server
submits the job using the print options described next.
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Print Options
The NFS Server submits the job using the print optionsin Table 13-7.

Table13-6 Print Options Settings

Print option...

Hasvalues...

r (RFM type)

u (undefined), s (stream), | (streamlf), c (streamcr), n (none)*

f (fileflag) + (flag) - (no flag)*

e (paginate) + (feed) - (no feed)*

h (page header) + (header) - (no header)*

s (double space) + (double space) - (no space)*

b (file burst) + (burst) - (no burst)*

t (file trailer) + (trailer) - (no trailer)*

p (log spool) + (log spool) - (no log spool)*
| (passall)** + (passal) - (no passall)*

¢ (number of copies)

character string in range from 1 to 255, otherwise=1*

* Defaults set by PCNFSD; when defined, the NFS_PCNFSD_DFLTPRTOPT parameter
overrides any or al of the default values

** |f you use the |+ option (passall), TCPware ignores all the other options

The following steps show the procedure and syntax for setting up an
NFS_PCNFSD_DFLTPRTOPT parameter using several of the available print options:

1 | Edit the TCPWARE_SPECIFIC:[TCPWARE]TCPWARE_CONFIGURE.COM file.

2 | Find theline containing the definition for the NFS_PCNFSD_DFLTPRTOPT parameter in
the code. It originally appears in the TCPWARE_CONFIGURE.COM file as follows:

$ NFS_PCNFSD_DFLTPRTOPT == ""

3 | Modify theline to specify the desired print options in the quotation marks. The syntax is as
in the following example;

$ NFS_PCNFSD _DFLTPRTOPT == "h+t +r| "

4 | Shut down and restart NFS as follows:
$ @ CPWARE: SHUTNET NFS
$ @CPWARE: STARTNET NFS
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This example submits the print job using a page header, afile trailer, and STREAMLF record
format type. This example also uses the remaining print option defaults.

The PC-NFS client can further override the print options default values. These print options
specified by the PC-NFS Client are only relevant for the filename specified in the PC-NFS client
request packet.

Break-in Security

PCNFSD uses the OpenVMS Intrusion database to store intrusion records, unless disabled during
NFS-OpenVMS Server configuration. When the PC sends an invalid user authentication request to
the NFS Server, the Server checks the Intrusion (break-in) database. The database indicates the
number of invalid mount requests that exceeds the threshold set for detecting break-in attempts.

If the NFS Server reaches the threshold number of invalid mount requests, it logs this as an
attempted break-in. Thislocks out the PC until you remove the intrusion record or through other
ways described in Compaq’'s Guide to System Security.

You can show intrusions by using the SHOW INTRUSION/OLD command at the DCL level. You
can then remove any offending entries by using the DELETE/INTRUSION_RECORD source
command on the DCL level. The source parameter is the remote device or system where the user
triesto log in. (Both commands require the SECURITY privilege.)

See the SHOW INTRUSION/OLD and DELETE/INTRUSION_RECORD commandsin
Compag's VMSDCL Dictionary for details.

Troubleshooting

If you are experiencing network communication-related problems on the NFS-OpenVM S Server,
please check the following items:

1 | Make sure TCPwareisrunning on the OpenVMS system.

2 | Make surethe Server isrunning. If not, start it by entering the following command at the
DCL prompt:

@ CPWARE: STARTNET NFS

If the Server is not running but was started, examine the TCPWARE:NFSSERVER.LOG
file. Thisfile contains information to help you isolate problems with the Server. After
correcting any problems that were reported in the log file, restart the Server.

3 | Toverify general connectivity between the two systems, try using FTP or TELNET, if
purchased and installed on your system. For example, try to open a TELNET connection
with the remote host in question. If another TCPware product is not available on your
system, try using the TCPware PING utility.

4 | Verify theinternet addresses the local host and the remote hosts are using. If your local
network includes a gateway, also verify the gateway address.
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If you are experiencing problems performing NFS operations from a NFS client, check the Server’s
TCPWARE:NFSSERVER.LOG file. It may contain messages that can help isolate the problem.

Certain messages can also come up with the NETCU SHOW EXPORT, SHOW MOUNT, and
UNMOUNT commands.

Access error messages help by entering HELP TCPWARE MESSAGES.
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Chapter 14

Introduction

Managing Print Services

This chapter describes how to manage the TCPware print services, which include the Line Printer
Services (LPS) client and server, and the Terminal Server Print Services (TSSY M).

Line Printer Services Client

You can configure an OpenVMS host with both an LPS client and a server. The LPS client lets
users send print jobsto printers attached to remote hosts. It supports the UNIX-like LPR commands
and the OpenVMS PRINT command. You can configure the LPS client to use:

UNIX-style LPR commands
(Ipr,1pg, and! prm

During configuration, enter information about the default remote
host and printer when you use an LPR command.

PRINT

Command used with one or more OpenVMS print queues on the
client. TCPware creates and starts these queues during
STARTNET. These queues can use:

* OpenVMS/FORM features on the local or remote print
queues.

* The/PARAMETERS qualifier to achieve minimal
formatting on remote print queues.

You can set up the print queues during TCPware configuration, or base the settings on entriesin a
local PRINTCAP (printer capability) database.

The PRINT command supports two different print symbionts:

TCPWARE_VMSLPRSMB

Provides local print queue formatting
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TCPWARE_LPRSMB Provides remote print queue formatting

LPS Client Commands
The LPS client supports the following commands:

Command Description Command Description

LPQ Displaystheremoteprint | LPRM Removes ajob from aremote print
job status queue

LPR Sendsajobtothedefault | PRINT Places ajob in the designated print
remote printer designated queue; then sends the job to the
during configuration printer associated with that queue.

Figure 14-1 shows how to use an L PR command with an L PS configuration.

Figure14-1 Usinga UNIX-Syle LPR Command

. Local Open'M 5 Host Rermote LW IE Host -~
= ;ﬁ_-_—:.' ] % LFR MEMO.TAT :. | =
 E— 7
Prirter B —— ——— Printer A i
[y =]

LPRE command lssued

okl

ﬂ LP% -- Local host sends the file to the remote default part quews forpinting

OpenVMS Print Queues

The LPS client uses LPS print symbionts to control where document formatting and device control
occurs: locally or remotely. The two symbionts (shown in Table 14-1) provide different kinds of
print format support, configurable during the CNFNET procedure.

Table14-1 LPSPrint Symbionts

Symbiont... Supportsthecommand... | And formsdefinition...

TCPWARE_VMSLPRSMB | PRINT/FORM All DEFINE/FORM qualifiers
(provideslocal print
formatting control)
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Table14-1 LPSPrint Symbionts (Continued)

Symbiont... Supportsthecommand... | And formsdefinition...

TCPWARE_LPRSMB PRINT/PARAMETERS DEFINE/FORM /SETUP
(prowd_es remote print and some PRINT/EORM /STOCK /DESCRIPTION only
formatting control)

See the User’s Guide, Chapter 5, Network Printing, and your OpenVM S documentation for
information about the PRINT command and its qualifiers.

You can also configure the OpenVMS print queues to support additional qualifiers available with
the OpenVMS INITIALIZE /QUEUE command. Use the /LIBRARY=LNO3DEVCTL qualifier to
enable the device control library. The device control library contains device control modules and
residesin SYS$LIBRARY.

Print Forms

You must configure the print forms specifically for LPS to control the local or remote printer’s
setup for each print job. Use the OpenVMS DEFINE /FORM command format, with the qualifiers
listed in Table 14-2, as supported for each of the print symbionts:

DEFINE/FORM form-name form-number qualifier ...

Table14-2 Supported DEFINE/FORM Qualifiers

DEFINE/FORM
qualifier... Description
/LENGTH=n Sets various page setup print parameters.
IMARGIN= (Use with TCPWARE_VMSLPRSMB only.)
(BOTTOM=n,
LEFT=n,
RIGHT=n,
/TOP=n)
/PAGE_SETUP=module
/SHEET_FEED,
ITRUNCATE,
/WIDTH=n,
IWRAP
/SETUP=module Device control module or modules (separated by commas) that
contain the print control sequences for the remote printer.
(Use with TCPWARE_VMSLPRSMB or TCPWARE_LPRSMB.)
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PRI

14-4

Table14-2 Supported DEFINE/FORM Qualifiers (Continued)

DEFINE/FORM
qualifier... Description

/STOCK=string Type of paper stock to associate with the form (if not the same as
the form-name); string can be up to 31 characters.

(Use with TCPWARE_VMSLPRSMB or TCPWARE_LPRSMB.)

/DESCRIPTION=string Operator information about the form (the default isthe form-name)
that appears when you issue the SHOW QUEUE/FORM
command; use quotes to preserve case or if using spaces; string
can be up to 255 characters.

(Use with TCPWARE_VMSLPRSMB or TCPWARE_LPRSMB.)

NTCAP Database

During TCPware configuration, you can select whether to use the PRINTCAP (printer capability)
database, if it exists, to start your local OpenVMS queues for the PRINT command. (Make any
subsequent queue definitions during the usual LPS configuration.) The PRINTCAP database is the
equivalent of the UNIX / et ¢/ pri nt cap fileand resideslocally in the TCPWARE: PRI NTCAP. file.
If you do not have or opt not to use the PRINTCAP database to define local print queues, you must
define these queues one by one during configuration.

The PRINTCAP database requires a special syntax. Each entry in the database describes one
printer. According to the UNIX convention, each entry in thefile is one or more lines consisting of
fields separated by colon (: ) characters. Thefirst entry for each printer gives the name or names
under which the printer is known, separated by vertical bar (| ) characters. Entries can continue
onto multiple lines by adding a backslash (\) after the last character of aline. You caninclude
empty fields for readability.

You can use a number of boolean, numeric, and string type options (or capabilities) with each
database entry, although TCPware only supports three string type capabilities:

I p Local printer's device name

rm Remote machine name

rp Remote printer name

An equal sign (=) separates the capability code from its value.
Example 14-1 shows a sample entry in the PRI NTCAP. file.
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Example14-1 Remote Print Queue Namesin the Local PRINTCAP. File

#

# LOCAL PRI NTERS

#

test_printer:
;I p=test_printer:
:rnFal cor:
. rp=eng2_printer:

In this example, the name of thelocal printer (I p) is t est _pri nt er. The remote machine (r m) is
al cor, and theremote printer (r p) iseng2_pri nt er. Lines starting with the pound sign (#) and
blank lines are ignored.

To printto TEST_PRINTER, users specify:
$ PRI NT/ QUEUE=TEST_PRI NTER fi | espec

The output appears on node ALCOR's ENG2_PRINTER printer.

Note! The PRINTCAP database is not dynamic. To institute any changes you make to it, you must
reconfigure the OpenVMS print queue using the configuration procedure.

LPS System Logicals

LPS uses several system logicals. TCPware defines only those LPS logicals required for features
that you enable during CNFNET in the TCPWARE_SPECIFIC: TCPWARE _

CONFIGURE.COM file. STARTNET uses the information in thisfile to create the logicals when
you start the network. For example, TCPware defines logical s related to the LPD server only if you
enable the server during CNFNET. Change features that you enable by rerunning CNFNET.

After you start the network, use the SHOW LOGICAL command in OpenVMS to examine the
logical definitions. To set up a generic LPS client queue to print to a machine, set up the
TCPWARE_LPR _gname PRINTER logical for both the generic and server queues. The server
gueue automatically sets up the logical after you defineit.

Client Logicals
Table 14-3 explains the purpose of each LPS client logical.

Table14-3 LPSClient Logicals

LPSlogical... Description

TCPWARE_LPR QUEUES Lists the names of all TCPware print
symbiont queues. Defined only if you
defined one or more print queue.
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Table14-3 LPSClient Logicals (Continued)

LPSlogical...

Description

TCPWARE_LPR_gname_PRINTER

Definesthe absolute printer for the PRINT
command. You cannot override this
logical when submitting aprint job. Useto
restrict printing to one printer per queue.

TCPWARE_LPR_gname_PRINTER_DEFAULT

Defines a default remote printer for the
PRINT command. Used if neither
TCPWARE_LPR_gname PRINTER nor
the PRINT command specify aremote
printer. You must define either
TCPWARE_LPR_gname PRINTER or
TCPWARE_LPR_gname PRINTER_DE
FAULT for each queue for the PRINT
command.

TCPWARE_LPR_SPOOL

Points to the work directory for the
PRINT command. This directory holds
temporary files.

TCPWARE_LPR_PRINTER

Defines the default remote printer for the
LPR, LPRM, and LPQ commands. You
can define your own
TCPWARE_LPR_PRINTER logical ina
LOGIN.COM file.

VMSLPRSMB Tuning Logicals

The TCPWARE_VMSLPRSMB print symbiont provides the retry interval and timeout tuning
logicals (all are executive mode system logicals) listed in Table 14-4.

Table14-4 VMSLPRSMB Tuning Logicals

VMSLPRSMB logical... Description

TCPWARE_VMSLPRSMB _* | Definestheinterval at which the symbiont retries to make a
RETRY _INTERVAL connection to aprinter after an attempt fails. The connection
can fail either by the remote printer rejecting it due to abusy
state, or by the network timing out. The default value for a
retry interval is 2 minutes (:2 in deltatime). Note that a
connection failure can take 1.5 minutes to time out, which is
not included in thisinterval value.
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Table14-4 VMSLPRSMB Tuning Logicals (Continued)

VMSLPRSMB logical...

Description

TCPWARE_VMSLPRSMB_
gname RETRY _INTERVAL

Same as

TCPWARE_VMSLPRSMB_*_RETRY _INTERVAL, but
for a specific queue only, and overrides
TCPWARE_VMSLPRSMB_*_RETRY_INTERVAL.

TCPWARE_VMSLPRSMB_*_
TIMEOUT

Definesthe time it takes for a print job to abort if the
connection to the printer is never established. The default
timeout isinfinite (it never times out).

TCPWARE_VMSLPRSMB_
gname _TIMEOUT

Same as TCPWARE_VMSLPRSMB_*_TIMEOUT, but for
a specific queue only, and overrides
TCPWARE_VMSLPRSMB_*_TIMEOUT.

TCPWARE_VMSLPRSMB_
gname_PRECONN

Makes the connection to the printer before processing the
file. Normal behavior isto make the connection to the
printer after processing the file.

LPRSMB Tuning Logicals

The TCPWARE_LPRSMB print symbiont provides similar retry interval and timeout tuning
logicals as those for TCPWARE_VMSLPRSMB (see the descriptionsin Table 26-4). The

TCPWARE_LPRSMB logicals are:

* TCPWARE_LPRSMB_* RETRY_INTERVAL

» TCPWARE_LPRSMB_gname RETRY_INTERVAL
e TCPWARE_LPRSMB_* TIMEOUT

* TCPWARE_LPRSMB_gname TIMEOUT

e TCPWARE_LPRSM_gname PRECONN

Troubleshooting LPS

You may have a SETUP module in your LPS print queues (TCPWARE_VMSLPRSMB or
TCPWARE_TSSY M) that causes the OpenVMS print symbiont to insert unexpected form feeds

(<FF>). (See Print Forms.)

You can remove these form feeds by adding an undocumented escape sequence to the SETUP

module, as follows:

<ESC>] WMS; 2<ESC>

1 | Start the SETUP module with the special escape sequence:
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2 | Enclose the setup text with:

<ESC>Pst ri ng<ESC>

For example, if you want to send the setup text set up to the printer, the SETUP module
could look like this (or you could have two setup modules, one with the

<ESC>] VMS; 2<ESC>FO0> text and the other with the <ESC>Pset up<ESC>F0>
text):

<ESC>] VMS; 2<ESC>Pset up<ESC>F0>

LPD Server

Ser
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The LPD server on thelocal host accepts print requests from remote users. It then placesthe remote
filesin local OpenVMS print queues. You must define and initialize these OpenVMS print queues
before you configure the TCPware LPD server.

Sending filesfrom remote UNIX systemsto alocal OpenVMS printer requiresthe UNIX systemto
havean entry inan/ et ¢/ pri nt cap file. Some UNIX systems do not have thisfile and rely on
another method. (See your UNIX documentation for more information.) Hereis a sample entry in
an/etc/ printcap file

rpl | renote printer:
2lop=:

: sd=/usr/spool /| pd:

: rmedai sy:

:rp=I n03r $print

The following UNIX command puts myfile in the InO3r$print queue on daisy:

I pr -Prpl nyfile

ver Supported Options

The LPD server supports the options listed in Table 26-5. (It does not support other options and
ignores print requests you issue with such options, without issuing an error message.)

Table14-5 Options Supported by L PD Server

For This

command... | option... | Does...

LPQ -l Displays the status of each job on more than one line

LPR -C Printsthejob classification on the burst page (likethe PRINT/NOTE

command in OpenVMS)
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Table14-5 Options Supported by LPD Server (Continued)

For This
command... | option... | Does...
-f Interprets the first character of each line as a standard FORTRAN
carriage control character
-h Prevents the burst page from printing (like the PRINT/NOFLAG
command in OpenVMS)
-J Prints the job name on the burst page (like the PRINT/NAME
command in OpenVMS)
- Prints control characters and suppresses page breaks (like the
PRINT/PASSALL/NOFEED/NOHEADER command in
OpenvVMYS)
-m Notifies the OpenVMS user when printing has completed for the job
(like the PRINT/NOTIFY command in OpenVMS)
-0 Indicates the file contains PostScript input
-p Prints the file with page headers (like the PRINT/HEADER
command in OpenVMS)
-v Prints the Sun raster format file as a binary file with no formatting
-X Specifies not to require filtering before printing (like the PRINT/
PASSALL/NOFEED/HEADER command in OpenVMS)
-# Prints multiple copies (like the PRINT/COPIES command in
OpenvVMYS)
LPRM - Removes all jobs that only you own

Data and Control Files

The LPD server accepts only data files and control files from clients. Data files contain copies of
the data you want printed or executed. Control files store the commands that specify how you want
the data printed.

LPD receives the data and control filesin STREAM-LF format unlessyou usel pr -1 to send the
print job to the printer. It stores the filesin the spooling directory until the job ends. The
TCPWARE_LPD_SPOOL logical points to the spooling directory.

LPD Access File

The LPD server requires an LPD accessfile. It checks this file before accepting any requests from
remote clients. Thisfile:
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* Determines which remote hosts can access the local LPD server.
* Mapsremote users to OpenVMS usernames.

You can create the LPD access file during or after TCPware configuration. Use any text editor to
enter datain thefile. If you create the file after configuring TCPware, give it the name
TCPWARE_COMMON:[TCPWARE]JLPD_USERS.DAT. Use the following format:

vms-username remote-host remote-user

vms-username | Username defined in the OpenVMS User Authorization File. Upper- or
lowercase characters are acceptable. You can enter an asterisk (*) as
wildcard to designate the incoming user asvihe-username. Use a hyphen
(-) to specifically disallow access to printing services.

o

remote-host Host on which the remote user resides. Enter the full or partial domain name,
or the internet address. (Using the internet address improves performance.)
Upper or lowercase characters are acceptable. You can enter an asterisk (*)
as a wildcard to designate all remote hosts. Do not partially wildcard the host
name.

remote-user Username on the remote host. Enter the username in the same case (upper-
or lowercase) as the remote host uses to define it. You can enter an asterisk
(*) as a wildcard. The wildcard maps all remote users tosthésusername
account entry.

CAUTION! Use wildcards cautiously. They can cause severe security problems.
Use the exclamation point (1) or pound sign (#) asthefirst character of aline to indicate acomment
line.
Include at least one space or tab between each item.

When the remote user tries to access the LPD server, LPD looks at LPD_USERS.DAT for valid
username mapping. If avalid username mapping is not found, LPD checks the system logical
TCPWARE_LPD DEFAULT_USER to determine the OpenVMS username. If this system logical
isnot found, the LPD server discards and never printsthe file. You define the OpenVM S username
for thislogical during network configuration.

When LPD receives ajob from aremote system, the format of the print job's NOTE is:
remote-ID: user @host - note

* user — Remote username
* host — Remote hostname
* note— Note as specified on the LPR command, or the default (often the hostname)
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Hereisasample LPD accessfile:

I virs- user nanme r enot e- host r enot e- user
| o e e e e e e e e e e e e e e e e e e e e e e f e e e e e e e e e e e e e e e e m ==
smth dai sy smth

j ones dai sy j ones

j ones rose j ones

harri ngt on 192.168.95.1 harringt on
harri ngt on tulip harringt on
wal | ace * wal | ace
harri ngt on iris *

It is recommended you place wildcard entries later in the file, as the first acceptable mapping will
be used.

The following exampleillustrates an access file which provides a specific mapping for remote user
gertrude. It allows access to all users with matching names on both systems, and provides a default
mapping for all other users on node daisy.

I'vis- user namne r enot e- host r enot e- user

- dai sy thorn
rose dai sy gertrude
* dai sy *

dai sy_defaul t dai sy *

Inthefirst ling, user thorn on system daisy is denied access to printing services.
In the second line, the remote user gertrude on daisy is mapped to the OpenVM S username rose.

In thethird line, the LPD server isinstructed to map, asis, usernames having corresponding
OpenVMS accounts.

In the fourth line, if the remote user on daisy does not have a corresponding OpenVM S account on
thelocal system, it is mapped to account DAISY_ DEFAULT.

Batch Queues

The LPD server can place jobs in batch queues for execution. You enable this feature during
network configuration. To send ajob to a batch queue, specify the batch queue name instead of the
print queue name when you enter the PRINT or LPR command.

The LPD server does not support qualifiers or options that are analogous to the following
OpenVMS SUBMIT command qualifiers: /CLI, /CPUTIME, /LOG_FILE, /PRINTER,
/IWSDEFAULT, /WSSEXTENT, and /WSQUOTA.

LPD Logicals
See LPS System Logicals.
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Table 14-6 explains the purpose of each LPD server logical.

Table14-6 LPD Server Logicals

LPD logical...

Description

TCPWARE_LPD_DEFAULT_USER

Defines adefault OpenVM S username for remote
users connecting to the local LPD server. Used only
when you define aremote host in the LPD accessfile
and the remote username is not mapped to a specific
OpenVMS username.

TCPWARE_LPD_OPTIONS

Determinesif the server handles batch queues.

TCPWARE_LPD_gname_FORM*

Defines the form used for print jobs. Thislogical is
similar to TCPWARE_LPD_gname_PARAMETER.

Usethe TCPWARE_LPD * FORM logical to define
the form for all queues. Note that a specific queue
setting overrides the global setting for that queue.

TCPWARE_LPD_gname_OPTION

Specifies additional PRINT command qualifiersto
pass to the specified print queue:

/BURST, /FEED, /[FLAG, /FORM,/HEADER,
/LOWERCASE, /PASSALL, /PRIORITY,
/RESTART, /SPACE, /TRAILER

Usethe TCPWARE_LPD *_OPTION logical to
define the option for al queues. Note that a specific
gueue setting overrides the global setting for that
queue.

TCPWARE_LPD_gname_
PARAMETER*

Defines the specified parameters when the remote
user submits a print request to the OpenVMS print
system (gname is the queue name).

Thefirst equivalence string for the logical (if defined)
isthefirst parameter; the second is the second
parameter; and so on, for up to eight parameters. See
Example 26-2.

Use the TCPWARE_LPD *_PARAMETER logical
to define the parameter for all queues. Note that a
specific queue setting overrides the global setting for
that queue.
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Table14-6 LPD Server Logicals (Continued)

LPD logical... Description

TCPWARE_LPD_gname QUEUE* Defines the print queues for an alias queue name
(gname). Typically supports clients that may not
allow standard OpenV M S queue names as the remote
printer (such as IBM’s Al X, which restricts remote
printer names to seven characters). See Example 26-2.

TCPWARE_LPD_ SPOOL Points to the work directory for the LPD server. This
directory holds temporary files.

* STARTNET does not definethe TCPWARE_LPD_gname QUEUE logical. Definethis
system logical in the system startup file.

Be aware of security when you definethe TCPWARE_LPD DEFAULT_USER logical. Remote
users can submit batch jobs to your local OpenVMS host. To prevent unauthorized users from
submitting batch jobs, do not define a username belonging to a privileged account (such as the
SYSTEM username). Use AUTHORIZE instead to create a special user account with restricted
access.

Example 14-2 shows how to use the TCPWARE_LPD_gname PARAMETER and

TCPWARE_LPD_gname QUEUE logicalsto support an LNO3R PostScri pt® printer. These
logical definitions define two alias queues (L PO and PS0) for the LNO3R printer queue, $LNO3R1,
and define the parameters for these queues. The LPO queue prints jobs submitted as ASCII files.
The PSO queue prints jobs submitted as PostScript files.

Example14-2 UsingtheLPD Logicalsto Support a Printer

$ DEFI NE/ SYSTEM EXEC TCPWARE_LPD LPO_QUEUE $LNO3RL
$ DEFI NE/ SYSTEM EXEC TCPWARE_LPD PSO_QUEUE $LNO3RL
$ DEFI NE/ SYSTEM EXEC TCPWARE_LPD LPO_PARAVETER " DATA=ANSI "
$ DEFI NE/ SYSTEM EXEC TCPWARE_LPD PS0O_PARAVETER " DATA=POST"

Troubleshooting LPD
Facilities to aid in resolving problems you may encounter with LPD include:

¢ OPCOM error messages (OPCOM)
e LPDlogfiles

LPD sends messages to OPCOM under some error conditions.
Access error messages help by entering HELP TCPWARE MESSAGES.

LPD also writes the OPCOM messages and several other informational messages to the following
LPD log file, shared by all LPD servers: TCPWARE:LPDSERVER.LOG. It is often useful to

14-13



PART V Managing Applications

review the messagesin thislog file.

You can also obtain more details about LPD processing by using the Network Control Utility
(NETCU) to specify an output file for SY SSOUTPUT for the LPD server. Normally, LPD’s output
goesto NLAO: (the null device) and is, therefore, lost. By redirecting the output to alog file, you
can examine a detailed trace of LPD’s execution:

$ NETCU MODI FY SERVI CE printer TCP / QUTPUT=fi /e

Terminal Server Print Services

Terminal Server Print Services (TSSY M) provide an efficient way for OpenVMS users to send
print requests to printers attached to TCP/IP-based terminal servers. Users on the host can easily
access printers attached to aterminal server asif they were any other OpenVMS printer.

You can configure the print queues to the remote printer using standard OpenVMS print operations.
Users can initiate print jobs with the usual OpenVMS commands. Figure 14-2 shows using the
PRINT command with a TSSYM configuration.

A special print symbiont sends the print request over the network instead of writing it to alocal
printer. The symbiont performs all the necessary device-related functions on the remote terminal
server. These include allocating the device, assigning a channel to it, obtaining its device
characteristics, and determining its device class.

For further information on setting up print queues and initiating print commands on the OpenVMS
host, see your OpenV M S documentation.

Figure14-2 The OpenVMSPRINT Command and TSSYM

Termingzl Senser

Liocal OpenyMS Host

e
= - i FRlNT."QUE‘=ENG$FR|NTMBu‘|D;|_}{|’
= }"fn TCPAP Metwork il ® meme. kil
e &
Printer B

PRINT cofmand lssusd i
=
Terminal Print Services -- Local or Remote Wit host }"ﬁ:‘
a on TCRAP netwark to teminal serverto Pinter C  ——

Supported command -- PRINT Printer C

The symbiont processes the data so that the terminal server can pass the job to the printer. Unless
you keep the connection open, the symbiont also closes the TCP connection to the terminal server
after every print job and opens a connection with anew terminal server.

TSSYM Print Queue
Initializing the terminal server print queue requires OPER privileges. Starting the queue requires
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OPER privileges or execute (E) access to the queue.

You can set up the terminal server print queue as you would any other OpenVMS printer queue,
using standard OpenV M S queue commands. If you want to modify the terminal server printer
queue, specify any standard printer queue commands and options the INITIALIZE/QUEUE,
START/QUEUE, and SET QUEUE commands support.

When you set up the queues, the terminal server queues must specify:

/PROCESSOR=TCPWARE_TSSYM | TCPWARE_TSSYM identifies the special print
symbiont.

/ON=string string specifies the terminal server information using
the host, port, options, and gname parameters (see
Table 26-7).

/AUTOSTART_ON implements an autostart queue (if enabled) on one or
more nodes if used together with the
TCPWARE_TSSYM_gname logical.

Initialize the print queue and then start it. Add the command lines shown in Table 14-7 to your
printer startup commands or in your system startup file (SY STARTUP_V5.COM or
SYSTARTUP_VMS.COM).

Table14-7 Printer Startup Commands

$ | NI T/ QUEUE/ PROCESSOR=TCPWARE_TSSYM ON=" host, port [, options]" qnane
$ START/ QUEUE gnane

host With /ON, Internet address or host name (if in the HOSTS. file or resolvable using
DNS) of the terminal server

port With /ON, port humber on which the terminal server accepts incoming connections
for the printer port (Table 14-8 shows some common port humbers)

options | Usethefollowing /ON options singly or in the combinations given (each option
separated by a comma):

EXPNTAB | Expands <TAB> charactersto be the equivalent number of <SPACE>
charactersin print files. TSSYM normally ignores <TAB> characters.

KEEP K eeps the connection open between jobs and closesit only on errors or when
exiting. Prevents several systems from sharing the printer. This eliminates
opening and closing the TCP connection with every print job, thereby not
tying up network resources.

Do not combine with NOFF.
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NOCRNUL

The TELNET standard (RFC 856) requires that a carriage return character
(<CR>) not followed by aline feed character (<LF>) be converted to
<CR><NULL>. TCPware supports this standard. Use the NOCRNUL option
to disable the character sequence conversion for printers that do not support
the TELNET standard.

NOFF

Does not send aform feed to the printer for each new connection. However,
NOFF till sends both aform feed and a carriage return for thefirst file printed
after you initialize the queue.

Do not combine with KEEP.

NO NI FF

Suppresses an initial form feed before the very first job after queue startup.
Uses the sequence <CR><CR> instead of <CR><FF>.

NOOPCOM

Suppresses OPCOM messages the terminal server print symbiont may
produce.

RAW

Makes the connection araw, binary connection, not a TELNET connection.
TCPWARE_TSSYM does not double IAC characters (ASCII 255) in the data
stream. Also, <CR> is not converted to <CR><NULL>.

TRI MFF

gnane

A print job normally ends with a carriage return (<CR>) and form feed
(<FF>). Using the TRIMFF option, you can prevent the symbiont from adding
these to the end of the print job. TRIMFF also replaces <CR> and <FF> with
<CR><CR> at the beginning of the print job.

Name of the print queue.

Table 14-8 Common Printer Port Numbers

Printer or server... Isgiven port number...

Emulex NetQue Print Server | 2501

Emulex NetQue Serial Card | 2502

HP Jet Direct Card 9100

Lantronics

20nn, where nn is the port number

Raca

100n, where n is the port number

Xylogic

70nn, where nn is the physical port on the terminal server

Xyplex 720 Terminal Server | 2000 + (100 nn), where nn is port number; for example, port 14

would be 3400 for the TCP/IP listener port
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Hereisatypical command sequence to set up a standard ANSI printer:

$ | NI T/ QUEUE/ PROCESSOR=TCPWARE_TSSYM ON="192. 168. 25. 50, 2005" PR1
$ START/ QUEUE PR1

If you use more than 31 charactersfor /ON qualifier parameters (including the quotes), the message
YQUENAN- F- | NVQUAVAL, val ue ' " host, port, options"’ invalid for /ON qualifier
appears. If you need to use more than 31 characters, define the TCPWARE_TSSY M_gname
logical, described in Autostart Queue.

The standard OpenVMS qualifiers for the INITIALIZE and START commands are available. You
can also set up ageneric print queue where you can move print jobs to compatible execution
gueues, so that you can print to the first available printer on a SY SSPRINT request.

You need to start TCPware to print to the printer connected to the terminal server. If you do not
start TCPWARE, the printer is down, or the system does not recognize the domain name, the print
symbiont waits until you resolve the problem. This putsthe print queue into a"stalled" state. In this
case, you can either correct the problem while the queue is up, or stop and restart the queue using
STOP/QUEUE/RESET and START/QUEUE.

Spool Device

You can set up aspool device so that you can use TSSY M to associate the device with aprint queue
and then perform operations such as copying afile to the device. The Compag DATATRIEVE isan
application that could use this functionality:

1 | Setup aprint queue, such aswith the typical command sequence shown earlier.

2 | Use SYSGEN to set up the spool device. Select anew device (such as QPAO: ) and useitin
the CONNECT command with the/DRIVER=FTDRIVER and /NOADAPTER qualifiers.
Then specify the queue name from step 1 in the SET DEVICE /SPOOLED command, asin
the following example:

$ RUN SYS$SYSTEM SYSGEN

SYSGEN> CONNECT QPAO: /DRI VER=FTDRI VER / NOADAPTER
SYSGEN> EXI T

$ SET DEVI CE QPAO: / SPOOLED=PR1

3 | Copy afileto the device, or define the system output to be the device and run a program
whose output goes to it, such as the following:

$ COPY FOOBAR QPAO:
$ DEFI NE SYS$QUTPUT QPAO:
$ RUN PROGRAML! out put from PROGRAML goes to the device

Autostart Queue

You can set up an autostart queue on a node that automatically starts up again after it stops. You
can also set up such a queue to autostart on other failover nodes.
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Starting an autostart queue requires the /AUTOSTART _ON qualifier for the INITIALIZE/QUEUE
command. Since you cannot use /AUTOSTART_ON together with the /ON qualifier toinitialize a
terminal server print queue, you need to define the TCPWARE_TSSYM_gname logical for this
purpose. Thislogical defines the parameters normally set with the /ON qualifier.

The format of the logical definitionis:
DEFINE/SYSTEM TCPWARE_TSSYM_gname" host,port[,option...]"

The format of the /AUTOSTART_ON qualifier (use the parentheses when specifying multiple
nodes):

/AUTOSTART_ON=(node::[,node::,...])

Example 14-3 shows atypical command sequence to define the TCPWARE_TSSYM_gname
logical, initialize and start up an autostart queue (QUEUEL) on two nodes, and enable autostart on
these nodes. You can also add the commands to your startup command procedure. Note that there
are two nodes: NODE2 can be afailover node in case NODEL goes down.

Example14-3 Command Sequenceto Set Up an Autostart Queue

$ DEFI NE/ SYSTEM TCPWARE_TSSYM QUEUEL "192. 168. 25. 50, 2005, KEEP"
$ I NI T/ QUEUE / START / PROCESSOR=TCPWARE_TSSYM -

_$ / AUTOSTART _ON=( NODEL: : , NODE2: :) QUEUEL

$ ENABLE AUTOSTART / QUEUES / ON=NODE1

$ ENABLE AUTOSTART / QUEUES / ON=NODE2

Sample TSSYM Configuration

A sample configuration includes a host connected to a DECserver 300 terminal server, as shown in
Figure 14-3.

Figure14-3 Sample TSSYM Configuration

OpenyM3 running TCPware

G il terrminal
OpenVMS DECSEI"J&[
Ty PRZ Terminal
il Server _
PR3 192.168.95.100 terminal
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The following example shows how to configure the OpenVMS host to process print requests to the
PR1 printer on the DECserver 300. The procedure then shows how to set up the queue and execute
aprint request.

For details on configuring a TELNET port and the recommended settings for access through a
TELNET listener for a specific printer, see Compag's DECserver 300 Management guide.

The setup valuesin the next example are for the DECserver 300 terminal server only. For setup
values specific to your terminal server, see your server documentation.

The steps in the sample configuration and startup are as follows:

1 | Initialize the DECserver 300 terminal server.

2 | AttheLlocal > prompt, enable privileged status to access all terminal server commands.

3 | Configurethe terminal server port for the printer. For example, if printer PR1 is connected
to port 5:

access renote autobaud di sabl ed

break di sabl ed

character size 8 dedicated none

dsrl ogout disabl ed

flow control xon inactivity |ogout enabled
parity none

password di sabl ed preferred none

signal check enabl ed

signal control disabled speed 9600

type hardcopy

Local > define port
Local > defi ne port
Local > defi ne port
Local > defi ne port
Local > define port
Local > define port
Local > define port
Local > defi ne port
Local > define port
Local > defi ne port
Local > | ogout port

g1 o1 o1o1 o1 ororor o1 ool

4 | Configurethe TELNET server characteristics of the terminal server port for the printer. For
example, to set up TELNET server carriage control handling:

Local > define port 5 telnet server newine to host <CRLF>
Local > set port 5 telnet server newine to host <CRLF>

5 | Configurethe TELNET listener port to associate the listener with the printer port. Thevalid
TCP listener port numbers for the DECserver 300 are 2001 through 2016. For example:

Local > define telnet |istener 2005 ports 5 enabl ed
Local > set telnet |istener 2005 ports 5 enabl ed

Local > define telnet |listener 2005 identification "PRL"
Local > set telnet listener 2005 identification "PRL"
Local > define telnet |listener 2005 connection enabl ed
Local > set telnet listener 2005 connection enabl ed
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6 | Onthe OpenVMS hogt, initialize and start up the print queue, as follows:

$ I NI T/ QUEUE/ PROCESS=TCPWARE_TSSYM ON="192. 168. 95. 100, 2005" PR1
$ START/ QUEUE PR1

OpenVM S users can how issue print commands to the printer, such as:

$

PRI NT/ HEADER/ QUEUE=PR1/ COPI ES=10 TEST1, TEST2, TEST3

TSSYM Tuning Logicals

T

SSY M provides the retry interval and timeout tuning logicals (all are executive mode system

logicals) listed in Table 14-9. See LPS System Logicals.

Table14-9 TSSYM Tuning Logicals
TSSYM logical... Description
TCPWARE_TSSYM _* Definestheinterval at which the symbiont retries
RETRY _INTERVAL to make aconnection to aprinter after an attempt
fails. The default is 0::15 (15 seconds deltatime).
TCPWARE_TSSYM_gname_ Same as
RETRY_INTERVAL TCPWARE_TSSYM_*_RETRY_INTERVAL,

but for a specific queue only, and overrides
TCPWARE_TSSYM_*_ RETRY_INTERVAL.

TCPWARE_TSSYM _* TIMEOUT Definesthetimeit takesfor aprint job to abort if
the connection to the printer is never established.
The default timeout isinfinite (it never times
out).

TCPWARE_TSSYM_gname_TIMEOUT | Sameas TCPWARE_TSSYM_*_TIMEOUT,
but for a specific queue only, and overrides
TCPWARE_TSSYM_*_TIMEOUT.

Trou

bleshooting TSSYM

OPCOM can send a number of status messages that can help you troubleshoot TSSY M.

Access error messages help by entering HELP TCPWARE MESSAGES.
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Chapter 15

Managing R Commands

Introduction
This chapter describes how to:

Manage and troubleshoot the Berkeley R Commands Services, and set up host equivalence
files on the server.
Manage the R Shell (RSH) server, which handles Remote Copy Program (RCP) requests.

Manage the Remote Magnetic Tape (RMT) Server.

R Services

Configure the Berkeley R Services as part of TCPware configuration (CNFNET). The following
are the specific steps in the process:

Specify whether you want to enablethe | ogi n, shel |, and exec services. Specify YES or
NO in each case.

For | ogi n service, also specify whether you want NORMAL or SECURE login
authorization (the default is SECURE), as described in Table 15-2.

If desired, create a service access list (as described in the Service Access Lists section).

Set up a host equivalence file (as described in the Host Equivalence Files section on the
following page).

Service Access Lists
You may want to set up a service access list to control which hosts, group of hosts, or network can
access the service.

Usethe ADD ACCESS LIST command in TCPware's Network Control Utility (NETCU) that lets
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you specify alist number and PERMIT or DENY condition for a specific network internet address
(and optional network mask). Here is the command format:

$ NETCU ADD ACCESS LIST /ist condition ia nmask

For details on the ADD ACCESS LIST command, see the NETCU Command Reference.

Host Equivalence Files

Host equivalence files are security access files on the server host used to authorize access to
services by other hosts or users. The files list hostnames (and, optionally, usernames) and indicate
which remote hosts and users have equivalent access as local users.

(Host equivalence files authorize accessto | ogi n andshel | servicesonly, sincetheexec service
relies on direct username and password authorization.)

Two types of equivalence files are available: HOSTS. EQUI V and . RHOSTS. These files serve
dlightly different needs and are in different locations on the OpenVMS host, although they use the
same data format:

* TheHOSTS. EQU V file defines which remote hosts or users can have equivalent accessto the
server host, and is analogous to the / et ¢/ host s. equi v filein UNIX. Place the
HOSTS. EQUI V filein either the TCPWARE_COMMON:[TCPWARE] or
TCPWARE_SPECIFIC:[TCPWARE] directory, depending on your configuration.

* The. RHOSTS file lets remote users access local accounts beyond what the HOSTS. EQUI V
file specifies, and is analogous to the UNIX ~/ . r host s file. Placethe. RHOSTS filein the
local accounts login directory. Here are some things to keep in mind:

— Aremote user specified in &HOSTS file can access the local account only if the account
owns the file.

— Access to the SYSTEM (root) account, or one that has a system UIC group, requires a
. RHOSTS file, and does not work in thHdOSTS. EQUI V file.

— To disable user-specifi@¥S$LOG N: . RHOSTS files (and use thEOSTS. EQUI V file
only), set the TCPWARE_RCMD_FLAGS system logical tit is 0 by default).
Both theHOSTS. EQUI V and. RHOSTS files contain line entries for hostnames and optional
usernames, in the following format, whdaest is the name of the remote host allowed access and
the optionalusername is the name of a specific user on that host:

host [username]

Here are some sample lines in a host equivalence file, with the following considerations:

ALPHA

BETA snith
GAMVA Jones
DELTA +

+ JackSpr at

¢ If you specify only host on aline (omitting username), users having accounts with the same
names on both hosts can access the local system.
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¢ |If you specify both host and username on aline, the specified user on that host can access the
local system or account. The username must match case exactly with the incoming username
(JackSpr at does not match with j ackspr at ).

* You can use the plus symbol (+) asawildcard for host and username, but do not use an
asterisk (*) since UNIX does not recognize it as awildcard. A wildcarded host entry grants
access to any host, provided username checks pass. A wilcarded username entry grants
access to any user, provided the hostname passes.

* TheHOSTS. EQUI V and . RHOSTS files may handle some entries differently, as described in
Table 15-1.

Table15-1 Usernamesand Wildcardsin HOSTS. EQUI V and . RHOSTS Files

Inthe. RHOSTS file (with account

Sampleentry... | IntheHOSTS. EQUI Vfile... owner Betty)...

ALPHA Accepts anyone from ALPHA for | Accepts only username Betty from
accessto alocal account withthe | ALPHA
same name as the remote username

ALPHA Betty Accepts only username Betty from | Accepts only username Betty from
ALPHA for any account other than | ALPHA
SYSTEM

ALPHA Davi d Accepts only username David Accepts only username David from
from ALPHA for any account ALPHA who requests username
other than SY STEM Betty (such aswithr | ogi n

/user="Betty")

ALPHA + Accepts anyone from ALPHA for | Accepts anyone from ALPHA who
any requested account requests username Betty

+ Betty Accepts only username Betty from | Accepts only username Betty from
any host for any account other than | any host
SYSTEM

+ David Accepts only username David Accepts only username David from
from any host for any account any host who requests username
other than SY STEM Betty

+ + Accepts anyone from any host for | Accepts anyone from any host who
any reguested account other than reguests username Betty
SYSTEM

CAUTION! Use username values or wildcards in the HOSTS. EQUI V file with security in mind.
Because HOSTS. EQUI V files apply system-wide, any remote user (or group of users) can
masquerade as a local user. Especially avoid using double pluses (+ +) in either file.

Host equivalence files grant access authorization differently depending on how you configure each
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R Service during the regular TCPware configuration:

* Forl ogi n service, CNFNET offers NORMAL and SECURE optionsfor login authorization
(see Table 15-2).

Table15-2 login Service Access Matrix

When... With NORMAL | ogi n. .. With SECURE | ogi n. ..
Hostname and username Userisloggedin User is prompted for
appear inthe . RHOSTS or password

HOSTS. EQUI Vfile

Hosthame or usernamedoes | User is prompted for username | Accessis denied
not appear inthe. RHOSTS | and password (standard login
or HOSTS. EQUI Vfile sequence)

* Theshel | servicechecksthe host equivalence files for command execution. If the check
fails, shel | denies access.

* Theexec service performs a standard username and password check before allowing
command execution on the host.

The exec service also tracks break-in attempts using the OpenVMS Intrusion database. If a

remote user enters an invalid login, TCPware creates an intrusion record based on the remote

source’s | P address. If TCPware reaches the threshold number of invalid login attempts, no

one at the remote | P address can use the exec service. The Intrusion database shows who the

offending addresses are; you can re-enable login attempts by deleting the intrusion records.
See the SHOW INTRUSION and DELETE/INTRUSION_RECORD commandsin Compag's VMS
DCL Dictionary for details.

Customizing the shel | and exec Services

Incoming shel | and exec servicesinvoke the TCPWARE: TCPWARE_RSERVICE.COM
procedure to perform the requested operation. You can customize this command procedure to map
an incoming command to an OpenVM S command. (Just make sure that you do not destroy
mapping for TCPware operations such as RCP and RMT.)

The REXEC and the RSHELL servers have the functionality to set up a DECwindows display to
the client’'s IP address if the TCP/IP transport is loaded. To enable this functionality, define the
logical as:

$ DEFINE/SYSTEM/EXEC TCPWARE_RCMD_ENABLE_DISPLAY “TRUE*

R Services Log File

You can set up alog file for incoming R Services such as RCP and RSH by defining the
TCPWARE_RCMD_OUTPUT logical to log messages in the RCMD.LOG file, asfollows:

$ DEFINE/SYSTEM/EXEC TCPWARE_RCMD_OUTPUT RCMD.LOG
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Troubleshooting R Services

Access error messages help by entering HELP TCPWARE MESSAGES [ denti fier], or connect
toweb siteht t p: / / www. pr ocess. com(select Cust oner Support followed by the Err or
Messages button).

RCP Server

Use the SHOW SERVICES command in NETCU to make sure that the R shell daemon (r shd) is
operating before client users can use the RCP command. On TCPware hosts, the service should
show up asshel | under the "Port" column. If it does not, use CNFNET to enable the R Services.

You also need to usether exec server if client users need to specify the RCP command's /USER,
/PASSWORD, and /TRUNCATE qualifiers. On TCPware hosts, the service shows up as exec
under the "Port" column.

CAUTION! The /IPASSWORD qualifier requires entry of a plain text password, which could cause a
security problem. You can avoid having users specify the /USER or /PASSWORD qualifier
by checking that remote hosts include your hostname entry in their host equivalence files
(such as the / et ¢/ host s. equi v file in UNIX systems, or the TCPWARE: HOSTS. EQUI V
or SYS$LOG N: . RHOSTS file locally).

Make sure that your users login files (aswell asthe~/ . | ogi n fileson UNIX system clients) do
not contain commands that generate output.

You can log RCP activity by defining the TCPWARE_RCMD_OUTPUT logical. (See R Services
Log File))

Troubleshooting RCP

Here are some steps to follow to ensure that the RCP command given from a UNIX system works
correctly with TCPware's R Services. First make sure that the R Services were configured by
running @TCPWARE:CNFNET RCMD to make sure that RCPis at the very least enabled and the
image installed. Then follow these steps:

On the TCPware system:

1 | Setthe default to the login directory of the user account to which you will be copying files.

2 | Editthe SYS$LOAG N: . RHOSTS file and add the UNIX hostname and username.

3 | Edit the TCPWARE: HOSTS. file and add the | P address and hostname of the UNIX system
from which you will be copying files.

4 | Check the user account’s UAF record (using SET DEFAULT SY S$SY STEM followed by
MCR AUTHORIZE).
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5 | Check that the owner of the login directory and . RHOSTS file is the same as the UAF
record’s IDENTIFIER/UIC (using DIRECTORY/OWNER). If different, you must set the
ownership of the login directory and .RHOSTS file to match the IDENTIFIER/UIC.

On the UNIX system:

1 | Issuether cp command. If yougetalLogi n i nfornation not recognized at
renot e node message, run NETCU DEBUG /TCP /DATA=1500 /DI A=unix-host-ip-
address, preferably with the additional /OUTPUT=RCPDEBUGLOG

2 | If thereisadebug trace, look for the uni x. user nane. vax- user nane. r cp
fil enane. ext . If you noticethat the case of the usernameis different from how it appears
inthe. RHOSTS file, change the case in the . RHOSTS file to match.

A perni ssi on deni ed message usually indicates a protection error on the UNIX side.

RMT Server

Here are some preliminary tasks to make sure the remote client can access the tape or CD-ROM
drive:

1 | Makesuretheshel | and exec services and the RMTSETUP image areinstalled during

TCPware configuration at theDo you want to activate ... service: and
Do you want to INSTALL the ... inmage: prompts, or make surethat at least
RCMD_SERVI CES == ": SHELL: EXEC' and RCVD _CLI ENTS == ": RMISETUP" appear

inyour TCPWARE: TCPWARE_CONFIGURE.COM file,

2 | Make sure the magnetic tape or CD-ROM, recognizable to the system, isloaded in the
device. With a tape device, the client essentially mounts and all ocates the tape; you do not
need to perform thistask. With a CD-ROM device, you need to make the device accessible
by issuing aMOUNT command.

3 | Makesurether sh command works from the UNIX system user'sr oot directory to the
OpenVMS user SY STEM’s directory.

4 | For SYSTEM accounts, RMT ignoresthe TCPWARE: HOSTS. EQUI Vfileand usesan explicit
entry in the SYS$LOG N: . RHOSTS file to grant access.

5 | Make sure nothing is output from SY S$SY LOGIN procedure or from
SY S$LOGIN:LOGIN.COM when issuing ther sh command to SY STEM.
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6 | Make sure you suppress output by including the following commandsin the
SYS$SYLOGIN and LOGIN.COM procedures:

$ RMI_VERI FY = ’ F$VERI FY(0)

$ | F (F$MODE() .NES. "OTHER') THEN RMI_VERI FY = F$VERI FY( RMI_VERI FY)

RMT Client Utilities

On the remote host, auser can employ ther dunp utility to dump files to OpenVMS tapes, or the
rrest or e utility to restore files from OpenVMS tapes. The functionality of r dunp andrrest ore
depends entirely on the type of UNIX system you use and not on TCPware's RMT service. For
example, not all UNIX systems let the user restore files selectively using rr est or e.

When remote users use these remote dump and restore commands, they must specify either the
OpenVMS device name or afilename. If they specify a device name, it must be avalid OpenVMS
type of magnetic tape device name.

See the UNOS Reference Manual, the Maintenance chapter, the sections on dunp, r dunp,
restore,andrrestore,or your particular client system’s documentation for details. Users
should be careful about the order in which they specify options on the command line.

Hereis an example of an r dunp command:

> [etc/rdunp Of lilac:muaO:/nonmount /usr

The remote user requests to remotely dump the/ usr file system onto device nua0: on system
l'i I ac, and specifiesthe nomount qualifier and atape density of 1600 bits per inch.

TCPware's RMT Server lets you specify the qualifiers with magnetic tape device names indicated
in Table 15-3. The qualifiers are avail able with the RMTSETUP command.

Table15-3 RMT Magtape Qualifiers

Qualifier... Defines...

IASSIST Whether to use operator assistance to mount the volume. /ASSIST is

INOASSIST the defaullt.

/BLOCKSIZE=n Default block size for magnetic tape volumes. The default is 65534
bytes.

/COMMENT="string" | Additional information included with the operator request when the
mount operation requires operator assistance (/ASSIST). The
comment appears in the OPCOM message for the operator.

/DENSITY=n Density (in bits per inch) at which to write aforeign or unlabeled
magnetic tape. The default isthe current density.
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Table15-3 RMT Magtape Qualifiers (Continued)

Qualifier... Defines...
IMOUNT Whether to use the OpenVM S MOUNT service to mount the tape.
/INOMOUNT /INOMOUNT gains access to the tape directly without mounting it.

Usethisfor UNIX utilities that expect the tape drive to hold its
position (not rewind) if the utility closesit. The default is/MOUNT.

With/NOMOUNT, the qualifiers/ASSIST, /BLOCKSIZE,
/COMMENT, and /DENSITY are not allowed. With/NOMOUNT,
the defaults are /NOUNLOAD, /INOREWIND, /STREAM, and

/IWRITE.
/REWIND Whether to rewind the drive when it is closed. The default is
/INOREWIND /REWIND.
/ISTREAM Whether to read the tape in record (/NOSTREAM) or byte-stream
INOSTREAM (/STREAM) mode. The default is/STREAM.
/UNLOAD Whether to unload the drivewhen it is closed. The default is
/INOUNLOAD /UNLOAD.
/WRITE Whether you can write to the volume. The default is/WRITE.

INOWRITE

Table 15-4 indicates the supported option for remote access to the CD-ROM drive.

Table15-4 RMT CD-ROM Qualifiers

Qualifier... | Defines...

/ICD Indicates that the remote device isa CD-ROM device.

Client Examples

The following steps perform r dunp and r r est or e from a Sun UNIX client system. They dump
two Sun directoriesto the tape by issuing separate r dunp commands. They then restore files
selectively from the tape to the Sun client system:

1 | Put the directories on the tape by issuing two r dunp commands:

SUN> /etc/rdunp Of honer: mkb600/ nomount /
SUN> /etc/rdunp Of honer: nmkb600/ nomount/ rew nd /usr

Include the/ nomount qualifier with thefirst r dunp to keep OpenVMS from rewinding the
tape (even though r dunp on the Sun reports to the contrary). The additional
/ rewi nd qualifier for the second r dunp actually rewinds the tape.

15-8



Managing R Commands

Restore the files selectively from the tapeusing r r est or e. Inthisexample, rrest or e
extracts. r | ogi n from the second (2) dump file on the tape:

SUN> /etc/rrestore fsx homer: mkb600/ nonount/rewind 2 .rlogin

Inthis example, r r est or e invokes the interactive utility to let the user specify particular
files that were put on the tape in the first (1) dump file. The add command then adds the
filesto the extraction list and the ext r act command restores them:

SUN> /etc/rrestore fis honer: nkb600/unl oad 1
restore> add /users
restore> extract

Ther r est or e command may display messages such asYou have not read any
vol umes yet and ask you to specify the next volume. Although the messages may appear,
rr est or e should work properly.

15-9






Chapter 16

Managing Mail Services

This chapter describes how to configure the TCPware SMTP (Simple Mail Transport Protocol)
server to send and receive electronic mail.

The chapter a so includes information about the Internet Message Access Protocol (IMAP) and the
Post Office Protocol (POP).

If you are running PMDF or another mail system that provides its own SMTP support, refer to that
mail system’s documentation.

For information about modifying the TCPware SM TP configuration file, see the Modifying the
TCPware SMTP Configuration File section.

For information about configuring mail parameters, see the Configuring Mail Parameters
section.

For information about configuring the SMTP server for inbound mail, see the Configuring the
SMTP Server for Inbound Mail section.

For information about configuring the SMTP symbiont and mail queues for outbound mail, see
the Configuring the SMTP Symbiont and Mail Queues for Outbound Mail section.

For information about using the IMAP Server for accessing remote message storage, see the
IMAP Server section.

For information about delivering inbound mail to remote hosts via Post Office Protocol (POP),
see the Post Office Protocol (POP) Versions 2 and 3 section.

For information about configuring SMTP service for ALL-IN-1 users, see the Configuring
SMTP Service for ALL-IN-1 Users section.

For information about transferring mail between TCPware and DECnet-only hosts, see the
Configuring the STP-DECnet Mail Gateway section.

Modifying the TCPware SMTP Configuration File

TCPware SMTP configuration is stored in the START_SMTP.COM and
START_SMTP_LOCAL.COM startup command procedures. TCPware provides a utility for
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editing these files:

MAIL-CONFIG Invoked with the TCPWARE CONFIGURE /MAIL command

After using these configuration utilities, stop and restart the mail queues with
@TCPWARE:START_SMTP.COM to update the VM Scluster or with
@TCPWARE:START_SMTP_LOCAL.COM to update the local host only.

Pipelining and Extended SMTP
The current release of SM TP implements Extended SMTP (RFC-1869) and Pipelining (RFC-2197)

Delivering Mail to Specific Folders

The SMTP server supports mail delivery to folders other than the NEWMALIL folder. The
foldernames are restricted to UPPERCA SE characters only, the pound sign (#), and the underscore
(1)- Use of the comma (,) in afoldername causes an error. Mail addressed to user+folder @host is
delivered to the specified folder. You can disable this mechanism by defining the system-wide
logical name TCPWARE_SMTP_DISABLE_FOLDER_DELIVERY.

Using the New Mail Delivery Mechanisms

The current release of SMTP supports alias file extensions that request mail delivery to afile or
specify addressesin a separate file. You must use the SMTP aiasesfile, specified with TCPWARE
CONFIG/MAIL, tolist al of these new mail delivery mechanisms. The default is

TCPWARE:SMTP_ALIASES. The syntax for these aliases follows the form of those described in
Configuring Mail Aliases found later in this chapter. It is hecessary to use the colon and semicolon
in the command lines as shown in the examples.

<device:[directory] address.list

Delivers mail to the list of addressesin the specified file.

aliasl : "<filespec" ;

| device:[directory] procedure.com
parameter(s)

16-2

Submits the specified command procedure to the queue
identified by the logical name
TCPWARE_SMTP_BATCH_QUEUE, SY S$BATCH by
default. The first parameter (P1), passed to the submitted
procedure, is always the name of atemporary file
containing the mail message that the procedure must
delete. Any parameter (s) specified in the alias file are
passed to the submitted procedure in asingle string asits
second parameter (P2).

alias2 : "|filespec p2 p3" ;
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>device:[directory]mail file Appends mail to the specified file. If no filetypeis
specified, the default is .yyyy-mm, where:

* yyyy and mm are to the current year and month,
respectively.

alias3 : ">filespec" ;

Rejecting Mail Messages
The SMTP server supports a set of rulesfor rejecting mail messages received by itself based on the
mail header contents or any combination of MAIL FROM, RCPT TO, and Source |P Address
values. Mail matching the criteria can be quietly ignored or rejected with a message to the SMTP
client or delivered to an address rewritten according to the rule specification. This capability can be
useful for controlling SPAM and preventing your system from being used as amail relay.

Thefile TCPWARE:SMTP_SERVER_REJECT. contains the rejection and rewrite rules. You may
specify an aternate file viathe logical name TCPWARE_SMTP_SERVER _REJECT FILE. A
rejection file line of the form #include device:[ directory] reject.file temporarily suspends
processing of the current file and begins processing of the specified file. Rejection files can be
nested to arbitrary depth. Comments may be included in rejection files by placing any of the
characters; or ! or #inthe first column of aline.

Thefollowing is a sample rejection file;

This is a sanple reject file for the conmpany FLOWNERS. COM
Entries can have one of the follow ng formats:
fromuser [from.ip to_user action action-data]
:rfc822 header
W dcards can be used in FROM USER, FROM IP, and TO USER ACTION is the
reject action, which is one of:
If ACTI ON-DATA is blank then we sinply deliver to TO USER
y Rej ect and use optional ACTION-FIELD as a rejection nessage
format that can contain up to three % formatting designators
for mail from nmail to, and | ocal donai nnane.
q Reject quietly -- don’t inform Sending SMIP dient that
message will be discarded. If only FROM USER is specified
other fields default to FROMIP=*, TO USER=*, and ACTI ON=n.

!
!
!
!
!
!
!
!
!
I
1
!
! n Don't reject, but rewite TO address to be ACTI ON- DATA.
!
I
1
!
!
!
!
I
!
!
I Accept all nessages with MAIL FROM <> (bounce nessages)

!
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<> * * n

Don't rewite or reject any nail to "postnmaster*"

!

!

!

* * post master*n

!

I Reject anything with a Message-ID that appears to have originated from
I cyber prono. com or nowhere.com

!

Message- |1 D <*@yber prono. conp

Message- | D <* @owhere. cone

!

I Reject mail fromwell-known SPAM sites with sanpl e non-standard error

I messages.

!

<*answer ne. cone * * 'y "Spamfrom<%> rejected"

<*cyberprono.conm> * * 'y "Spamfrom<%> to <%> rejected"

<*pl easeread.com> * * 'y "Spamrejected; % 0s% 0s Contact postnaster @s

Di sal | ow percent - hacks (e.g, joe¥%sonmewhere.com@ | owers. com
* *a@@flowers.com y "No forwardi ng-path relaying all owed"
Rewite all mail to webmaster to the postnaster
*  webmaster @fl owers.com n postnaster @l owers. com
Di sal | ow rel aying through our mailer, and only allow users on our
networks to claimto be fromour conpany (flowers.com
* *@I|owers.com n

*  *@lai sy.flowers.com n
*  *@10.0.0.1] n

=k bkt tm e e em e em e e

<*fl owers. conp 10.0.0.* * n
<*fl owers. conp 10. 115. 140. * *n

<*fl owers. conp 10. 115. 141. * *n
|

@ @ y "no relaying through this site"

* @ y "mssing domain name in MAIL PATH'
|

lend of sanple file
Mail rejection rules have two formats:

* :RFC822 header pattern

This format causes rejection of any mail in which aline with the specified header matches the
given pattern. The following rejection message is sent to the client:

554 Message rejected due to header contents
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Note! Use caution when rejecting mail based on header contents. No other criteria are considered
during rejection processing.

e from user ip address to user action action_data

Thisformat causes rejection or aternate delivery of all messages that match all of the patterns
specified. The action item can be as follows:

n  Meansdo not reject the mail, but deliver it to the address specified as the action_data. If
action_data is not specified, deliver the message to its intended recipient.

y  Meansrgject the mail, sending the action_data string to the SMTP client asarejection
message. The action_data item is actually used as a format string and may contain from
one to three %s formatting designators to include the from_user, theto_user, and the
SMTP server name, in that order. If action_data is missing, the default rejection message
is

553-Mail to <to_user> not allowed;
553 Contact Postmaster@< smtpserver> to remove block

g Meansreect the mail, but do not give the SMTP client any indication that it has been
rejected. Use caution when rejecting messages quietly.

Each of the pattern specifications pattern, from_user, ip_address, and to_user may contain the
OpenVMS * and % wildcard characters.

You can represent f r om addr expressionsin the SMTP_SERVER_REJECT filter with the <>
syntax. So, * @ domai n. comand <* @ domai n. cone are the same expression. To allow all
bounce mail in without the filter rules being applied, add the following line to the top of your
SMTP_SERVER_REJECT file:

<> * ok n
(Accept any mail with a MAIL FROM of <>)

When comparing the RCPT TO: address with the SMTP_SERVER_REJECT file expressions, any

‘%’ signs in the RCPT TO: address are changed to ‘@’. You can write filter rules in the
SMTP_SERVER_REJECT files that can match against forward-path relays. You can add the r
of

***@*@localdomain y “No forward-path relaying allowed”

toyour SMTP_SERVER_REJECT file above the rules that accept mail with the destination of your
domains. RCPT TO.: addresses will replace any % character with the @ character for matching
purposes only so you can filter with * @* @* -type rules. So, RCPT TO.:<xxx%yyy@zzz> is
changed to xxx@yyy@zzz. You can use the logical name

TCPWARE_SMTP_SERVER_ REJECT INFO to control debug and informational OPCOM
messages produced during rejection processing. You should define it to have some non-zero value
to request OPCOM messages. The following values may be combined to control message quantity
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and content:
Values  Toshow...
1 mail rejected dueto action y
2 rewritten addresses (action n with action_data)
4 the regject message sent to the remote system
8 configuration file parsing
16 non-written addresses (action n and no action_data)
32 mail rejected dueto action q
64 mail rejected due to header rules

The value 65 is appropriate for auditing rejection activity.
The remainder of this chapter describes the configuration tasks.

For general information on the MAIL-CONFIG utility, see Chapter 2.

Configuring Mail Parameters
The parameters that control the operations of the TCPware mailer are described in Table 16-1.

Configuring Mail Parameters with MAIL-CONFIG
To configure mail parameters with the MAIL-CONFIG utility:

Start MAIL-CONFIG with the TCPWARE CONFIGURE /MAIL command.

Use the SET parameter_name commands.

1
2
3 | Savethe configuration with the SAVE command.
4

Quit MAIL-CONFIG with the QUIT command.

The modified configuration takes effect the next time your system reboots or the queues are
restarted.

Mail Parameters
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Table 16-1 describes all the mail parameters you can set with the MAIL-CONFIG utility.

Table16-1 Mail Parameters

Parameter

Description

ALIASFILE

Fileinwhich SMTP aliases are stored; seethe Configuring
Mail Aliases section.

DECNET-DOMAIN

Domain name for DECnet gateway function; see the
Configuring the SMTP-DECnet Mail Gateway section.

DELIVERY-RECEIPTS

When TRUE, causes the SMTP processor to honor
Delivery-Receipt-To: headers.

DISABLE-PSIMAIL

When TRUE, the SMTP symbiont looks for messages
addressed through PSImail (usualy of the form
PSl%address::user) and returns messages with those
addresses to the sender marked "user unknown."

DISALLOW-USER-REPLY-TO

When TRUE, prevents VM S MAIL users from setting a
Reply-To: header address with the logical name
TCPWARE_SMTP_REPLY_TO.

FORWARDER

Identifies a host (known as a mail hub) to which mail
should be forwarded if a host name cannot be resolved for
an address. The specified name must resolveto an IP
address; it must not resolve to an MX record.

FORWARD-LOCAL-MAIL

Forwards all mail designated for local usersto the mail hub
instead of delivering it locally. Can be overridden by
entriesinthe SMTP_ALIASESfile.

FORWARD-REMOTE-MAIL

Forwards all SMTP-delivered mail to the mail hub instead
of directly to the destination host. Can be overridden by a
GATEWAY or LOCAL-DOMAIN entry.

HEADER-CONTROL

Controls which RFC-822 headers appear in messages
delivered to VMS MAIL users.

HOST-ALIAS-FILE

Contains alist of host names considered aiases for the
local host name.

LOCAL-MAIL-FORWARDER

I dentifies a host to which mail should be forwarded when a
local mail delivery fails because the user name is unknown.

POSTMASTER

I dentifies the user name of the system postmaster.

QUEUE-COUNT

Specifies the number of mail processing queues to create
on aparticular system.
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Table16-1 Mail Parameters (Continued)

Parameter

Description

REPLY-CONTROL

Specifies how Internet mail headers should be mapped to
the VMS MAIL from header. Permitted values are FROM
and REPLY-TO. You may specify both as acomma-
separated list.

RESENT-HEADERS

When FAL SE, the SMTP symbiont omits the Resent-From,
Resent-To, and Resent-Date headers that are usually
included when amessage isforwarded usingaVMS MAIL
forwarding address.

RETRY-INTERVAL

Specifies the amount of time (in minutes) that should
elapse after afailed attempt before another attempt is made.

RETURN-INTERVAL

Specifies the amount of time (in hours) a message can
remain in the processing queue beforeit is returned to
sender.

SEND-BROADCAST-CLASS

Controls the OpenVMS broadcast class used by SMTP for
SEND-type messages (which are sent to aterminal).

SMTP-HOST-NAMES

A list of up to 16 host names to consider as aliases for the
local host. See the Specifying SMTP Host Aliases section.

START-QUEUE-MANAGER

Determines whether START_SMTPRP.COM startsthe VM S
gueue manager if it isnot already running.

Configuring the SMTP Server for Inbound Mail
The TCPware SMTP server accepts mail from remote hosts and delivers it to users’ mailboxes.

By default, the SMTP server is enabled when you install TCPware. For details on configuring and
controlling TCPware servers, see Chapter 4.

Translating UNIX-Style Linefeeds to SMTP-Compliant End-of-Line Character

Sequences

TCPware provides alogical hame to solve the problem of systems sending messages containing
lines terminated by an LF character only instead of the proper CR/LF sequence. The following
command tells TCPware to accept the bare LF as the end-of-line indicator:

$ DEFI NE/ SYSTEM EXEC TCPWARE_SMTP_ACCEPT UNI X_LF_BRAI N_DAMAGE TRUE

TCPware lets you validate the contents of the envelope-from field by defining the system-wide
logical name TCPWARE_SMTP_REJECT_INVALID_DOMAINS. Use the equivalence string
STRICT to require the presence of a host in those addresses. For example, require MAIL FROM:
<user @host> rather than MAIL FROM: <user>. The host specified in the MAIL FROM: address
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must exist in the DNS database.

Configuring the SMTP Symbiont and Mail Queues for Outbound Mail

TCPware lets users send mail to remote destinations by submitting outbound messages to mail
queues that are processed by TCPware's SMTP symbiont.

You can configure the SMTP symbiont to:

¢ Control users' ahility to specify their own REPLY-To: headers (see the Specifying the
REPLY_TO Header section.)

* Provide more than one server queue for each cluster node. By default, TCPware provides one
server queue for each cluster node running TCPware (see the Configuring Mail Queues
section.).

¢ Forward mail through a central mail hub (see the Forwarding Mail through a Mail Hub section.)

* Use gateways to reach specific hosts, domains, or "virtual" domains (see the Configuring Mail
Gateways section.)

* Use host aliases (see the Specifying SMTP Host Aliases section.)

¢ Usemail aliases (see the Configuring Mail Aliases section.)

You can also write your own SMTP dispatcher by modifying and compiling the SMTP user exit
TCPWARE_ROOT:[TCPWARE.EXAMPLESJUSER_SMTP_DISPATCH.C. Instructions for
modifying the dispatcher are outside the scope of this manual.

For outbound mail, TCPware SM TP eases the 255 character limitation on RFC-822 To: and CC:
header lengths. The limit of 255 characters was imposed because some mail applications cannot
handle headers longer than 255 characters.

The default header length is 1024 characters. The maximum length is configurable by defining the
logical name TCPWARE_SMTP_MAXIMUM_822 TO_LENGTH to be the maximum number of
charactersto allow in the header. If that maximum is exceeded, only as many addresses as will fit
are put into the header. VM Smail always creates X-VM Smail-To: and -CC: headersthat contain all
of the given addresses.

To automatically lower the case of usernamesin outbound messages, define the logical name
TCPWARE_VMSMAIL_LOCASE _USERNAME.

Specifying the REPLY _TO Header
The TCPWARE_SMTP_REPLY_TO logical name lets you specify the value for the RFC822
REPLY-TO: header. For example, to set your Reply-To: header to FNORD @FLOWERS.COM,
use the command:
$ DEFI NE TCPWARE_SMTP_REPLY_TO " FNORD@-LONERS. COM'

Thislogical name only affects mail agents that use the SMTP% interface (for example, OpenVMS
and DECwindows mail). The system manager can disable the use of thislogical name with the SET
DISALLOW-USER-REPLY-TO command of the TCPWARE CONFIGURE /MAIL utility.

Disabling VRFY and EXPN
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To disable VRFY and EXPN processing, use the logical name
TCPWARE_SMTP_SERVER DISABLE VRFYEXPN. Defineit to have some non-zero value to
disable the requisite functions. The following values may be combined to specify which function:

Value Function

1 to disable VRFY
2 to disable EXPN
3 to disable both VRFY and EXPN

Configuring Mail Queues

TCPware uses OpenVMS server queues for SMTP processing. Initially, TCPware configures each
cluster node running TCPware with a server queue and configures a generic queue for the entire
cluster. New messages are placed in the generic queue for processing, which distributes mail
processing to the first available server queue.

For example, if three clustered nodes, Huey, Louey, and Dewey, are running TCPware, TCPware
creates three server queues and one generic queue. The queue names are:

SMIP_HUEY [ Executi on queue]
SMIP_LQOUEY [ Executi on queue]
SMTP_DEVEEY [ Executi on queue]
TCPWARE_SMIP [ Generic queue]

The following example lists the queues for node Huey:

$ SHOW QUEUE TCPWARE SMIP/ FULL

CGeneric server queue TCPWARE_SMIP
/ GENERI C=( SMTP_HUEY, SMIP_LOUEY, SMIP_DEVEY) / ONNER=[ SYSTEM
/ PROTECTI ON=( codes)

$ SHOW QUEUE SMTP_HUEY/ FULL

Server queue SMIP_HUEY, idle, on HUEY::, nounted form DEFAULT
/ BASE_PRI ORI TY=4 / DEFAULT=( FEED, FORM=DEFAULT) / OAMNER=[ SYSTEM
/ PROCESSOR=TCPWARE_SMI'P_SYMBI ONT / PROTECTI ON=( codes)

The queues SMTP_LOUEY and SMTP_DEWEY are also created, and are similar to the
SMTP_HUEY queue shown. Note that a standal one (non-clustered machine) has two queues
created by default; that is, one generic queue (TCPWARE_SMTP) and one execution queue
(SMTP_ nodename).

Configuring Multiple Queues

If mail traffic is heavy on your system, you can configure multiple server queues on one or more
nodes using MAIL-CONFIG.
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To configure multiple queues with the MAIL-CONFIG utility:

Start MAIL-CONFIG with the TCPWARE CONFIGURE /MAIL command.

Usethe SET QUEUE-COUNT command to specify the number of queues on the node.

1

2

3 | Savethe configuration with the SAVE command.
4 | Quit MAIL-CONFIG with the QUIT command.

The modified configuration takes effect the next time your system reboots.

Configuring Queue Groups

In heterogeneous cluster environments, you may need to partition mail processing by grouping
homogeneous subsets of your cluster into queue groups using MAIL-CONFIG

To configure queue groups with the MAIL-CONFIG utility:

1 | Start MAIL-CONFIG with the TCPWARE CONFIGURE /MAIL command.

2 | Usethe ADD QUEUE-GROUP and DELETE QUEUE-GROUP commands to add or
delete queues.

3 | Savethe configuration with the SAVE command.

4 | Quit MAIL-CONFIG with the QUIT command.

The modified configuration takes effect the next time your system reboots.

Forwarding Mail through a Mail Hub

Many sites provide outbound e-mail access to the Internet through a single system known as a mail
hub to deliver al outbound mail on behalf of the other hosts at the site. A mail hub typically
implements a single-address scheme for e-mail users at the site, so that all users have addresses of
the form user name@sitename rather than username@hostname.sitename. Site administrators often
configure mail hubsto provide Internet e-mail access to hosts that do not have direct access to the
Internet.

To forward mail through amail hub:

1 | Specify the host that will serve asamail hub.

2 | Specify the conditions under which TCPware forwards mail to the mail hub.

The following sections describe these procedures.

Specifying a Mail Hub
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To specify the host that will serve as amail hub for your TCPware host:

Start MAIL-CONFIG (TCPWARE CONFIGURE /MAIL).

Modify the FORWARDER parameter:
¢ With MAIL-CONFIG, use the SET FORWARDER mailhub_hosthame command.

If desired, set any of the following conditions for forwarding mail to the mail hub:

* Forward mail addressed to users on remote hosts (see the Forwarding Mail Addressed
to Remote Hosts section.)

¢ Exclude hosts in specific domains from remote mail hub forwarding (see the Excluding
Hosts in Specific Domains From Mail Forwarding section.)

¢ Forward mail addressed to users on the local host (see the Forwarding Local Mail
section.)

Exclude specific local users from mail hub forwarding (see the Excluding Specific Local
Users from Mail Forwarding section.)

Exit the configuration utility. When prompted, save the new parameters.

To make the changes take effect immediately, stop and restart the mail queues. To update
the VM Scluster, use the @TCPWARE:START_SMTP.COM command. To update the
local host only, use the @TCPWARE:START_SMTP_LOCAL.COM command.
Otherwise, your changes take effect the next time you reboot your system.

Forwarding Mail Addressed to Remote Hosts
To configure TCPware to forward mail addressed to remote users viaa mail hub:

Make sure the FORWARDER parameter specifies the host you want to use asamail hub
(see the Specifying a Mail Hub section.).

Start MAIL-CONFIG (TCPWARE CONFIGURE /MAIL).

Modify the FORWARD-REMOTE-MAIL parameter:
*  With MAIL-CONFIG, use the SET FORWARD-REMOTE-MAIL TRUE command.

If desired, exclude hosts in specific domains from mail hub forwarding (see the
Excluding Hosts in Specific Domains from Mail Forwarding section.).

If desired, specify other conditions under which TCPware forwards mail to the mail hub
(see the Specifying a Mail Hub section.).

Exit the configuration utility. When prompted, save the new parameters.
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7 | To make the changes take effect immediately, stop and restart the mail queues with
@TCPWARE:START_SMTP.COM to update the VM Scluster or with
@TCPWARE:START_SMTP_LOCAL.COM to update the local host only. Otherwise,
your changes take effect the next time you reboot your system.

Excluding Hosts in Specific Domains From Mail Forwarding

If you configure TCPware to forward mail addressed to remote users viaa mail hub (see the
Forwarding Local Mail section), you can exclude hosts in specific domains from the mail
forwarding system by adding the domain to alist of "local domains."

To modify the local domain list:

1 | Make sure remote mail forwarding is enabled (see the Forwarding Mail Addressed to
Remote Hosts section.).

2 | Start MAIL-CONFIG (TCPWARE CONFIGURE /MAIIL).

3 | Toadd adomainto thelist:

¢ With MAIL-CONFIG, use the ADD LOCAL-DOMAIN domain_name command. |f
domain_name begins with a dot, it specifies adomain name. Otherwise, domain_name
specifies a host name.

4 | Todelete adomain from thelist:
¢ With MAIL-CONFIG, use the DELETE LOCAL-DOMAIN domain_name command.

5 | Exit the configuration utility. When prompted, save the modified configuration.

6 | To make the new configuration take effect immediately, stop and restart the mail queues
with @TCPWARE:START_SMTP.COM to update the VM Scluster or with
@TCPWARE:START_SMTP_LOCAL.COM to update the local host only. Otherwise,
your changes take effect the next time you reboot your system.
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Forwarding Local Mail
To configure TCPware to forward mail addressed to local users viaamail hub:

1 | Make surethe FORWARDER parameter specifies the host you want to use as a mail hub
(see the Specifying a Mail Hub section.).

2 | Start MAIL-CONFIG (TCPWARE CONFIGURE /MAIL).

3 | Modify the FORWARD-LOCAL-MAIL parameter:
*  With MAIL-CONFIG, use the SET FORWARD-LOCAL-MAIL TRUE command.

4 | If desired, exclude specific local users from mail hub forwarding (see the Excluding
Soecific Local Users from Mail Forwarding section.).

5 | If desired, specify other conditions under which TCPware forwards mail to the mail hub
(see the Specifying a Mail Hub section.).

6 | Exit the configuration utility. When prompted, save the new parameters.

7 | To make the changes take effect immediately, stop and restart the mail queues with
@TCPWARE:START_SMTPCOM to update the VM Scluster or with
@TCPWARE:START_SMTP_LOCAL.COM to update the local host only. Otherwise,
your changes take effect the next time you restart your system.

Excluding Specific Local Users from Mail Forwarding

If you configure TCPware to forward local mail viaamail hub (see the Forwarding Local Mail
section), you can exclude specific local users from the mail forwarding system by creating mail
aiases for them in the TCPWARE:SMTP_ALIASES file. Each users' alias must bein the
following format: user nanme: *;

For more information on configuring mail aliases, see the Configuring Mail Aliases section.

Configuring Mail Gateways

You can configure TCPware with gateways to particular hosts or domains to override the normal
host lookup used by SMTP or to configure "virtual" domains not actually present on the network.
You can use MAIL-CONFIG.

To configure mail gateways with MAIL-CONFIG:

Start MAIL-CONFIG with the TCPWARE CONFIGURE /MAIL command.

Use the ADD GATEWAY and DELETE GATEWAY commands.

1
2
3 | Savethe configuration with the SAVE command.
4

Quit MAIL-CONFIG with the QUIT command.
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The modified configuration takes effect the next time your system reboots.

Specifying SMTP Host Aliases

If your system is a member of a VM Scluster, you can define host aliases, which are host names
interpreted by the mailer as aliases for the actual local host name. You can specify these aliasesin
return addresses for individual users.

Setting Host Aliases
TCPware relies on two parameters to obtain itslist of host aliases:

SMTP-HOST-NAMES  Isacomma-separated list of up to 16 host aliases. If defined, the first
dliasin thelist is the name used for outgoing mail. Any aliases are
names for which your host accepts incoming mail.

HOST-ALIAS-FILE Isthe complete file specification of afile containing an unlimited list
of host alias entries (one entry per ling). The HOST-ALIAS-FILE
value defaultsto TCPWARE:SMTP_HOST_ALIAS.

To change your host aliases with MAIL-CONFIG, use the SET SMTP-HOST-NAMES command
or the SET HOST-ALIAS-FILE command and save the modified configuration with the SAVE
command. The new configuration takes effect the next time you reboot the system or the queues are
restarted.

Specifying Host Aliases for Individual Users

Thelogical name TCPWARE_SMTP_FROM_HOST letsyou change the host name that appearsin
your return address on outgoing mail.

Normally, the host name you choose must be a "local" host name; that is, it must be one of the
registered SMTP host name aliases on the system (either from the SMTP-HOST-NAMES setting
or the HOST-ALIAS-FILE). If it isnot aknown alias, the setting isignored.

If you define the host name in executive mode, however, TCPWARE_SMTP_FROM_HOST can
be any arbitrary host name. The name is not checked against the SMTP host name.

This feature lets users from different administrative entities within an organization have return
addresses that reflect the names of those entities. To enable this feature:

1 | Setup MX recordsin DNS so mail is routed to the local host for each separate host name.
For information about M X records, see the discussion of zone filesin Chapter 6.

2 | Setup SMTP-HOST-NAMES or the HOST-ALIAS-FILE with alist of host names.

3 | Definethelogical name TCPWARE_SMTP_FROM_HOST for each user. Base the value
for thislogical name on some aspect of the department or organization to which the user
belongs.
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Configuring Mail Aliases

The TCPware SMTP system supports system-wide mail aiases, system-wide mailing lists, and per-
user mail aliases. The default system-wide diasfileis TCPWARE:SMTP_ALIASES. You can
configure this name or specify alist of aias file names.

Per-user mail aliases are kept in the file SMTP_ALIASES in each user’s login directory. The
format for aliasentriesis. alias: real _address[,...];

— aliasis an alphanumeric string.
— real_addressis either a local or remote electronic mail address.

You can specify multiple addresses by separating them with commas; the alias definition may span
multiple lines, if needed, and must always be terminated with a semicolon (;).

For example, a local user has the user name "JB134A", but wants to receive SMTP mail sent to the
address "john". The system manager adds the following line to the aliasjfien: j b134a;

You can both forward a mail message and deliver it to a local mailbox by adding the mailbox name,
preceded by an underscore, to the TCPWARE:SMTP_ALIASES file.

The following example shows such an alias entry:

FNORD: FNORD@OVEWHERE. FLONERS. COM  _FNORD;

The leading underscore on the second address (_ FNORD), tells the SMTP symbiont to skip any
further alias processing.

Mailing Lists
Mailing lists are a special form of mail alias and are supported only in the system-wide alias files.
The format for specifying a mailing listis: | i st - name: : owner-address, file-spec;

where:

— A double-colon (::) signifies that this alias is a mailing list.

— owner-address is the address of the mailing list owner. Messages sent to this mailing list go to
each subscriber on the list with the return-path set to this address. The owner address can be an
actual user's address or an alias, if desired.

— file-spec is the file specification for the file containing the subscribers to the mailing list. Specify

a complete path name for this file, including the device and directory.
For example, you might want to set up a mailing list called OPERATIONS-STAFF for your
operations staff, and have your operations manager, user OPER1, manage that list. You might set
up the mailing list this way:

Qperations-Staff:: Operations-Minager, USERS:[ OPERL] STAFF. LI ST;
Qper at i ons- Manager: OPER1;

Mail sent to OPERATIONS-STAFF is forwarded to the addresses listed in

USERS:[OPER1]STAFF.LIST. Because this file is in OPER1's area, the operations manager has
control over who is included in the list. The list is set up in this example so the return-path on list
messages is set to "Operations-Manager" instead of user OPER1; setting up the list owner as an
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alias makes it easier to change list owners at alater date.

Specifying the System-Wide Mail Alias File
By default, the TCPware SMTP system obtains system-wide mail aliases from the
TCPWARE:SMTP_ALIASESfile. You can configure TCPware to use any other file, or to use
multiplefiles.
To change the SMTP aliases file with MAIL-CONFIG, use the SET ALIASES-FILE command,
then save the modified configuration with the SAVE command. The new configuration takes effect
the next time you reboot the system.

Using Mail Aliases and Mailing Lists From VMS MAIL

If you want aliases configured within the TCPware SMTP dias file to be accessible to local VMS
MAIL users (or those connected via DECnet), specify the address using the TCPware SMTPVMS
MAIL foreign mail protocol interface.

For example, alocal user wishing to send mail to the "gcc-users" mailing list would specify the
address SMTP%"gcc-users'. Note that you can, however, defineaVMS MAIL aias containing the
SMTP% specification.

To definethe VM S MAIL alias "Operations-Staff," use the VMS MAIL SET FORWARD
command:

MAI L> SET FORWARD SMIP% "" Oper ati ons- St af f - USERS""" [ USER=Cper ati ons-
St af f

TCPware SMTP uses the RFC-822 To: and CC: headers to provide the contents of the VM Smail
To: and CC: fields. To enable this processing, define the logical name
TCPWARE_VMSMAIL_USE_RFC822 TO _HEADER.

Note! VMSmail limits the length of its To: and CC: fields to 255 characters.

IMAP Server

The Internet Message Access Protocol (IMAP) server lets an IMAP-compliant client mail program
access remote message storage asif the storage were local. TCPware's implementation is based on
IMAP Version 4, Revision 1.

IMAP and the Post Office Protocol (POP3), described in the next section, operate differently.
IMAP retains the message on the server, whereas POP3 retrieves the message and storesit " off-
line" on the client, thereby deleting it from the mail server. IMAP does not delete the mail message
and lets you access your mail from more than one client host at atime.

IMAP was designed to:

¢ Befully compatible with Internet messaging standards, such as MIME.

* Allow message access and management from more than one computer.

* Allow access without relying on less efficient file access protocols.

* Provide support for "onlineg," "offline," and "disconnected" access modes
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* Support concurrent access to shared mailboxes.
¢ Eliminate the need for the client software to know about the server’s file storage format.

The IMAP protocol includes operations for:

¢ Creating, deleting, and renaming mailboxes

* Checking for new messages

¢ Permanently removing messages

® Setting and clearing flags

* Server-based RFC-822 and MIME parsing and searching

¢ Selective fetching of message attributes, texts, and portions thereof, for efficiency

For other IMAP features and how they contrast with those of POP3, see either of these web sites:

http://www.imap.or g/imap.vs.pop.brief.html

http://www.imap.or g/imap.vs.pop.html.

CNFNET asksif you want to use the IMAP server, and if so, provides additional prompts:

* Enter the user (account) the IMAPD (daemon) process should execute as. The default is
SYSTEM. Whatever user you choose must have SY SNAM, TMPMBX, NETMBX, and
SYSPRV or BY PASS privileges.

* Do you want to enable full message caching?

The IMAP Server usually caches only the text of the last accessed message, in addition to the
attributes of all messagesin the currently selected folder. Enabling message caching causes the
server to cache the text of all messages once seen and until the folder is closed. This canincrease
server performance, but requires considerably more memory.

¢ What isthe desired logging level? The options are:

NONE--Does no error logging (the default)
ERROR--Logs errors only

INFO--Logs errors and informational messages
DEBUG--Complete debug logging

TCPware creates a log file, TCPWARE_SPECIFIC:[TCPWARE]IMAPSERVER.LOG,
when the server is started.

IMAP Mail Folders

In contrast to POP3, IMAP allows you to access server mail folders (message stores) other than
INBOX. In MAIL, for example, if you create a NOTES folder, you can access mail in that folder.
This NOTES folder can be in a mail file other than the default MAIL.MAI file. In fact, you can set
a configuration parameter that determines the way mail folders are presented to the client so that
you can use folders in these other mail files.

Your default mail directory includes a .IMAPRC file in which you can set certain configuration
directives (described more fully in thIAP Directives File section that follows). Among these
directives isallow-subfolders. This directive specifies that folder names are comprised of a
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directory (optional), mail file, and folder. For example, the NOTES folder in MAIL.MAI is
represented as mail/notes (as opposed to just notesiif the directive were not set). This would
distinguish it from another NOTES folder in the OLD.MAI mail file, for example, which would be
named old/notes.

Each level beyond the second in this hierarchy represents a subdirectory of the default mail
directory. For example, the NOTES folder in [.ARCHIVED]MAIL.MAI hasthe IMAP equivalent
of archived/mail/notes.

Because of thisfolder syntax ambiguity, directory names, file names, and folders can overlap, such
as the examplesin the following table.

Table16-2 IMAP Mail Folders Overlapping Syntax Examples

Thismail file... Containing thisfolder... HasthisIMAP equivalent...
MAIL.MAI NOTES mail/notes
[.MAIL]INOTES.MAI STUFF mail/notes/stuff
[.MAIL.NOTES|STUFFMAI  BOBS mail/notes/stuff/bobs

Entriesin the syntax can at different times be mail files, directories, subdirectories, or folders.
Because of this overlap, the server must keep an internal representation of the hierarchy and mark
what each level of the folder name means. Thisinformation is critical when renaming or deleting
folders. Mail file definitions do not have to match.

Onerestriction isthat afirst level folder (MAIL, for example) cannot be a message store, since it
represents only afile and not amail folder. INBOX, however, is a specia case. INBOX is aways
INBOX, cannot be deleted or renamed (a rename moves messages to the renamed folder but does
not delete INBOX), and never goes away. In IMAPR, INBOX is maill/NEWMAIL by default, and is
hidden to the user.

(Note that you can change the mail "in-box" from INBOX to another folder by defining the file-
inbox-messages-to-folder directivein the IMAPRC file. See the next section for details.)

You can aso access mail filesin your login directory (SY SBLOGIN) by prefixing the folder name
with atilde (~). The ~ folder is reserved and cannot be used by other folders.

IMAP Directives File

Users can set certain preferences by creating afile in their default mail directory called .IMAPRC
and including directives. The following table lists these directives along with their meanings. Each
directive must be on its own line and in lowercase.
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Table16-3 IMAP Configuration Directivesin .IMAPRC

Thisdirective...

Doesthefollowing...

allow-subfolders

Changes the way folders are represented to the client. (See the
previous section for details.)

disable-purge-reclaim

Instructs the server to not purge del eted messages upon closing
afolder. Purge and reclaim are enabled by default.

file-inbox-messages-to-fol der
folder

Moves seen messages from INBOX to the specified folder
upon closing INBOX.

check-new-mail-timer
delta time

Specifies, using OpenVMS delta time format, how often the
server checks afolder for new mail. (Note that checking for
new mail istime consuming for large folders.) The default is
0::30 (30 seconds).

check-new-folder-timer
delta_time

Specifies, using OpenVMS delta time format, how often the
server scans the user’s directories for folders. The defdult i
:2 (2 minutes).

case- insensitive-folders Specifies that folder names are case-insensitive. Otherwise,
two folders with the same name but with different cases could
become inaccessible to the IMAP client. Newly created folders
are created in uppercase.
IMAP State Information Files
The IMAP server includes files created in the user’s mail directory where it maintains state
information, as shown in the following table.
Table16-4 |IMAP Satelnformation Files
Thisfile... Sores...
.MAILBOXLIST Folders to which the user subscribes.
.NEWMAILBOXES List of folders known to be empty. OpenVMS MAIL deletes
folders once it deletes the last message, so that the serven must

"remember" these folders.

*.MAI-UID

UIDVALIDITY information for folders in a mail file.
Persistant UIDs allow clients to operate in “offline” and
“disconnected” modes, and can improve performance if
clients implement sensible caching schemes.
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Table16-4 |IMAP Satelnformation Files

Thisfile... Sores...

folder.uidvalidity For each folder, the UIDs for all the messages. The file name
is composed of the folder name and its UIDVALIDITY cod

11

POP3 Server

The Post Office Protocol Version 3 (POP3) is a multithreaded server that can handle up to 31
simultaneous client connections. It does not perform any mail delivery functions but simply allows
clients (mostly PCs) to retrieve new mail from VMS MAIL inboxes.

CNFNET asksif you want to use the POP3 server, CNFNET FULL asks the following additional
guestions:

* What isthe maximum number of new mail messages to return per connection?
¢ What isthe desired logging level? The options are:

— ERROR-- Logs errors only (the default)

— INFO--Logs errors and informational messages

— THREAD--Logs errors, informational messages, and detailed thread logging
— DEBUG--Complete debug logging

TCPware creates a log file, TCPWARE_SPECIFIC:[TCPWARE]POP3SERVER.LOG,
when the server is started.

* Doyouwant to do aMAIL PURGE/RECLAIM operation for each mailbox after its use?
If TRUE, this not only purges (del etes all messages in) the wastebasket folder, but releases
deleted message space back to RMS for reuse. The default is TRUE.

POP3 runs on the local mail server so that client software on a PC can check the server for

incoming mail and display it on the PC. The POP3 server down-loads the incoming mail on its
machine to the PC, and deletes the original message. This is known as an “off-line” mail opera
where all message processing is local to the client and distinct from the server.

POP3 processes only new, incoming mail and does not manipulate folders other than INBOX.

The POP3 server first listens on TCP port 110 for a client request (in the form of a greeting) to
download mail. The POP3 session then passes through the following three states:

AUTHORIZATION--The client identifies itself to the POP3 server and the server acquires
resources associated with the client's mail drop.

TRANSACTION--The client acquires resources and signs off.
UPDATE--The POP3 server releases resources and signs off.

The client sends commands to the POP3 server in each state and the server responds with ar
affirmative +OK (or negative -ERR) status. TCPware’s POP3 server supports all the minimal
commands described in RFC 1939 (Post Office Protocol--Version 3) as well as the optional TC
command:
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* USER
* PASS
e QUIT
o STAT
e LIST
* RETR (or TOP)
* DELE
* NOOP
e RSET
e QUIT
 UIDL

The APOP optional command is not supported.

For more information on the POP3 commands, see RFC 1939.

AUTHORIZATION State
After receiving a response of +OK POP3 server ready to the client’s original greeting, the client
sends the USER and PASS command combination to authenticate itself to the server. When
authenticated, the server requests an exclusive lock on the client mail drop (or responds with -ERR
unable to lock maildrop). Once the server opens the mail drop, it assigns each message a
consecutive number and notes the message size in bytes.

TRANSACTION State

The client can now issue a series of STAT, LIST, RETR, TOP, DELE, NOOP, or RSET commands
to acquire and process the messages:

* STAT requests adrop listing, the number of messages in and size of the maildrop

* LIST requests a scan listing for all messages or a particular message. This returns the assigned
number for and size of each message.

* RETR requests the actual message text for a particular mail message. The client can optionally
issue the TOP command, which requests the message header and a specified number of lines of
the message body to send.

* DELE requests that a particular message be marked for deletion. (The message is not actually
deleted until the session entersthe UPDATE state.)

* NOOP isadummy request for asimple +OK response; it has no other purpose.

* RSET requeststo unmark all messages marked for deletion (DELE).

UPDATE State

Once all mail is processed, the client issues the QUIT command to enter the UPDATE state. Here
the server rel eases resources, deletes the messages locally, and closes the connection. (This does
not occur if for any reason a session does not terminate with a QUIT command.)

If the MAIL PURGE/RECLAIM option is enabled during POP3 configuration, the server also
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purges all messagesin it wastebasket folder and rel eases del eted message space back to RMS. This
is the default behavior, which does not occur if you disable this option during configuration.

Configuring SMTP Service for ALL-IN-1 Users

The TCPware mailer supports users of Compag's ALL-IN-1 office automation environment (often
referred to as ALL-IN-1 10S or ALL-IN-1 Classic) and ALL-IN-1 MAIL viaan interface to
Message Router, the backbone of Compag’s MAILbus product line. Thisinterface allows both
ALL-IN-110S and ALL-IN-1 MAIL usersto send and receive SMTP mail. Message Router V3.1
or later is required for this feature to function properly. For information on sending and receiving
SMTP mail fromwithin ALL-IN-110Sand ALL-IN-1 MAIL, seethe electronic mail chapter in the
User’s Guide.

Before Configuration

You must have Message Router V3.1 or later installed on your system before configuring the
TCPware SMTP to Message Router (SMTP/MR) interface. If you wish to support automated
conversion of WPS and DX documentsin ALL-IN-1 messagesto ASCII, you must also have the
Message Router VM S MAIL Gateway (MRGATE) installation kit.

You do not need to install MRGATE on your system; however, certain object librariesin the
MRGATE kit are needed to provide the necessary document conversion functions. The SMTP/MR
gateway software functions even if the document conversion is not built. It does, however, cause al
WPS and DX message bodyparts to be discarded as the ALL-IN-1 message passes through
SMTP/MR.

Configuring SMTP/MR

The MR_CONFIGURE.COM command procedure in the TCPware: directory is used to configure
the SMTP/MR gateway software. Execute this procedure with the DCL command:

$ @CPWARE: MR_CONFI GURE

The command procedure presents a series of prompts. Enter a question mark (?) at any timeto
display more information about that prompt. The configuration command procedure prompts you
for the following information:

1 Whether to display a detailed explanation before each question. It is recommended that
you answer Y ES to this question the first time you run the configuration procedure.

2 The domain name of the gateway system. Thisisadomain-style host name used to refer to
the gateway from the Internet. Be sure the name you choose is within a domain or
subdomain over which you have administrative authority, and is not currently being used
for another host. If your local domain is FLOWERS.COM, areasonable choice for this
domain name would be MR.FLOWERS.COM. This nameis largely for internal use, and
should not be needed to address mail to ALL-IN-1 users.
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The domain name to be used for local ALL-IN-110S users. Thisis a domain-style host
name used to indicate to the TCPware mailer that it should pass the message to the
Message Router for delivery to an ALL-IN-1 user. Be sure the name you choose is within
adomain or subdomain over which you have administrative authority, and is not currently
being used for another host. If your local domain is FLOWERS.COM, areasonable choice
for this domain name would be A1.FLOWERS.COM. Note that if you are not running
ALL-IN-110S, you should specify NONE.

The domain nameto use for local ALL-IN-1 MAIL users. Thisis adomain-style host
name used to indicate to the TCPware mailer that it should pass the message to Message
Router for delivery to an ALL-IN-1 user. Be sure the name you choose is within a domain
or subdomain over which you have administrative authority, and is not currently being
used for another host. If your local domain is FLOWERS.COM, a reasonable choice for
this domain name would be AM.FLOWERS.COM. Note that if you are not running ALL-
IN-1 MAIL, you should specify NONE.

The Message Router mailbox name used for the gateway. This Message Router mailbox
nameis used by ALL-IN-1 usersto send outbound SMTP mail. You are directed later to
create this mailbox with the Message Router MRMAN utility. The default value of
"SMTP" should be used.

Both ALL-IN-110Sand ALL-IN-1 MAIL users use the address form user @host@SM TP
to specify remote SMTP recipients. Each ALL-IN-1 mail utility places this outbound mail
in the Message Router mailbox named SMTP. The TCPware mailer "picks up" mail from
this mailbox and sends it viathe normal SMTP delivery mechanism.

The current version of TCPware allows both ALL-IN-110Sand ALL-IN-1 MAIL usersto
reply to messages imported with the V. command or forwarded into ALL-IN-1 using an
address of the form MRGATE:"AL::user" or MRGATE::"AM::user". Return addresses
are translated from Message Router format to a more standard RFC-822 format in a
fashion anal ogous to the DECnet to SMTP gateway conversion.

The following logical names can be used to customize the transl ation:

TCPWARE_SMTP_MRGATE-NAM E--Change the name of the Message Router
gateway mailbox. The default valueis MRGATE.

TCPWARE_SMTP_A1 NAME--Change the name of the ALL-IN-1 |OS gateway
mailbox. The default valueis AL

TCPWARE_SMTP_AM_NAM E--Change the name of the ALL-IN-1 MAIL gateway
mailbox. The default valueis AM.

TCPWARE_SMTP_A1 DOM AIN--Specify the RFC-822 domain associated with the
ALL-IN-110S gateway. Use the domain you specified when configuring your SMTP/MR
gateway.

TCPWARE_SMTP_AM_DOM Al N--Specify the RFC-822 domain associated with the
ALL-IN-1 MAIL gateway. Use the domain you specified when configuring your SMTP/
MR gateway.
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The Message Router mailbox name used for delivery to ALL-IN-1 MAIL users. This
Message Router mailbox is used to deliver inbound SMTP mail to ALL-IN-1 MAIL users.
Normally this mailbox is named "AM", but the name is configurable. If your site uses a
name other than AM, enter that name.

The Message Router mailbox name used by default when mail is sent to the domain name
of the gateway system (for example, MR.FLOWERS.COM). Specify the default value,
"MRGATE," to indicate the Message Router VM S MAIL Gateway mailbox.

The Message Router mailbox name for the local system. Specify the DECnet node name
of the local system. SMTP/MR uses this name to generate addresses that are valid on
remote systems.

The names of any null routes. Specify the name of the local DECnet node and any other
nodes in ahomogeneous VM Scluster (including the cluster alias). Message Router routing
information often includes local DECnet node names or a cluster aliaswhichis
superfluous in outbound SMTP mail. To determine the names of any null routes, use the
MRMAN utility SHOW * command. Null routes have the general form:

nul | nane, Repl ace=

The names you specify at this point are automatically stripped from addresses passing
through SMTP/MR, greatly simplifying them when they passinto the SMTPworld. Use a
blank entry to terminate the list.

10

The SMTP address of the local postmaster, which should be the full domain-style e-mail
address of the user who should receive error messages generated by SMTP/MR.

n

The password associated with this gateway’s M essage Router mailbox (SMTP by default).
Message Router protects each mailbox with a password to ensure privacy of mail

messages.

12

Whether you wish to have messages with WPS and DX bodyparts automatically converted
to ASCII. SMTP/MR can perform these conversionsif it is linked against libraries
provided as part of various Message Router products, notably MRGATE. If you intend to
have messages in these special formats converted to ASCII, answer YES. If you answer
NO, these bodyparts are not converted, and may be discarded.

13

You are then prompted for the names of several SMTP/MR configuration files. Accept the
defaults for each of these file names.

14

You are then asked if you wish to generate the configuration files. If you are satisfied with
all of your responses, type YES.

In the following example, which shows an MR_CONFIGURE.COM session, the local host's
DECnet node name is MIGUEL, while its TCP/IP host name is MIGUEL .FLOWERS.COM. The
DECnet cluster dliasis IRISDN; and other hostsin the homogeneous VA X cluster are named
WHARFIN, BIGBTE, and YAYA. The e-mail address of the local postmaster is
POSTMASTER@FLOWERS.COM.
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$ @CPWARE: MR_CONFI GURE
SMIP-MR Configuration Uility, Version V3.1

This utility creates aninitial pair of databases for mappi ng SMIP

RFC 822-styl e addresses to Message Router X 400-style addresses and
back again. Only minimal nappings are created to support ALL-IN1
users sending and receiving SMIP nmail. |If you need full MAlILbus to
SMTP gat ewayi ng capabilities, contact |Innosoft International, Inc. at
(714) 624-7907 about their PMDF and PMDF-MR e-mmil gateway products.

I mportant note: No changes are made to existing SMIP-MR dat abase
information until all questions have been answered. This utility can be
aborted at any pronpt by entering a CTRL/Z. The files output by this
utility nay optionally be redirected to a different location so they wll
have no inpact on the existing SMIP- MR dat abases.

Do you wish to continue [Y]?

Do you wish to have a detail ed explanation printed before each question
[N ?

Donmai n nanme of the gateway: MR FLONERS. COM

Domai n name for local ALL-IN1 ICS users [Al. FLOAERS. COM :
Domai n name for local ALL-IN-1 MAIL users [AM FLOAERS. COM :
Message Router mail box name for the gateway [SMIP]:

ALL-1N-1 1GCS nail box known to Message Router [Al]:

ALL-IN-1 MAIL mail box known to Message Router [AM:

Message Router nmil box used by default [ MRGATE]:

Local systenis Message Router mailbox [M GUEL]:

Local node name or other null routes [RETURN if no nore]: M GUEL
Local node name or other null routes [RETURN if no nore]: WHRFIN
Local node name or other null routes [RETURN if no nore]: BIGBTE
Local node name or other null routes [RETURN if no nore]: YAYA
Local node nanme or other null routes [RETURN if no nore]: |RI SDN
Local node nanme or other null routes [RETURN if no nore]:

RFCB822 address of |ocal PostMster: postnaster@| owers.com

Password for the Message Router nmail box: flowers

Convert WPS-PLUS and DX nessages to ASCI| automatically [Y]?
SMIP to MR mapping text file [ TCPWARE: TO MR ]:

MR to SMIP mapping text file [ TCPWARE: FROM MR ]:

Gat eway options file [ TCPWARE: MR_OPTI ONS. | :

SMTP- MR checklist file name [ TCPWARE: SMIP- MR. CHECKLI ST] :

Al'l configuration questions have been answer ed.
Do you wish to generate the configuration files [Y]?

CGenerating SMIP to MR mapping text file...
SMIP to MR mapping text file is conplete.

Generating MR to SMIP mapping text file...
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MR to SMIP mapping text file is conplete.

Cenerating the setup checklist...
Checklist file is conplete.

Generating options file...
Options file is conmplete

Rk T R I O R R S O O O R R I

* To conpl ete your SMIP-MR configuration, carry out the steps
* detailed in the setup checklist TCPWARE: SMIP- MR CHECKLI ST.

R R S R S S S S S o S S kR R S o S S R R S S R R S R

$

Configuring SMTP/MR Document Conversion

The DCF document conversion utility is used by SMTP/MR to convert WPS and DX message
bodypartsto ASCII text. This utility is built from document conversion library routines supplied as
part of the Message Router VMS MAIL Gateway (MRGATE) distribution kit. SMTP/MR can
function without this utility, but cannot convert WPS and DX bodypartsto ASCII without it.
Bodyparts in outbound SMTP mail that cannot be converted to ASCII are discarded.

The DCF utility is not supplied in executable form with SMTP/MR; it must be built after
SMTP/MR is configured. The command procedure TCPWARE:DCF_BUILD.COM is provided to
accomplish this. This procedure prompts for two items:

* Thelocation of the save set from which to extract the necessary conversion libraries

¢ The name of adirectory into which the libraries should temporarily be placed while the utility is
being linked. Under MRGATE V3.1, the name of the save set containing the conversion libraries
isMRGATEQ31.A.

You need not copy the saveset from the distribution mediafor DCF_BUILD.COM to work. For
example, if you wish to access the libraries on a TK50 containing MRGATE whileon a
VA Xstation 3100, you would specify the saveset name as MKA500:MRGATEOQ31.A.

The following example shows how to build the DCF utility from a saveset located in the
SYSSMANAGER directory:

$ @CPWARE: DCF_BUI LD

Directory to put libraries in [ SYS$SCRATCH: |:

File specification of save set fromwhich to extract libraries:
SYS$MANAGER: MRGATEO031. A

Extracting libraries...

YBACKUP- S- CREATED, created SYS$SYSROOT: [ SYSMGR] KOALA. OLB; 1
YBACKUP- S- CREATED, created SYS$SYSROOT: [ SYSMGR] DCF_BASE. OLB; 1
YBACKUP- S- CREATED, created SYS$SYSROOT: [ SYSMGR] DCF_TRANSLATE. OLB; 1
YBACKUP- S- CREATED, created SYS$SYSROOT: [ SYSMGR] DCF_MAI L_CONVERSI ONS. OLB; 1
YBACKUP- S- CREATED, created SYS$SYSROOT: [ SYSMGR] DCF_DSAF. OLB; 1
YBACKUP- S- CREATED, creat ed SYS$SYSROOT: [ SYSMGR] WPADCC. OLB; 1
YBACKUP- S- CREATED, created SYS$SYSROOT: [ SYSMGR] WPABASE. OLB; 1
YBACKUP- S- CREATED, creat ed SYS$SYSROOT: [ SYSMGR] XPORT. OLB; 1

Linking DCF utility...
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Cl eani ng up. ..
Done
$

The DCF utility is never invoked interactively. It is aways invoked automatically by the SMTP/
MR gateway whenever it has mail containing WPS or DX bodypartsit heedsto send viaSMTP.

Note! You must use the A save set from MRGATE V3.1 or V3.2 to build DCF. Versions V3.3 and later
do not contain the object files needed to link to DCF. If you upgrade to MRGATE V3.3, save
your V3.1 or V3.2 distribution media.

Completing SMTP/MR Configuration

In addition to the SMTP/MR configuration datafiles, the file TCPWARE:SMTP-
MR.CHECKLIST is created by the MR_CONFIGURE.COM command procedure. Thisfile
contains the steps needed to complete the SMTP/MR configuration, which include:

1 | Adding the SMTP/MR gateway mailbox to your Message Router configuration. Run the
MRMAN utility exactly as documented in the checklist file. The Message Router mailbox
name and password must be exactly the same as you specified to MR_CONFIGURE.COM.

2 | Building the WPS and DX document conversion utility. See the previous section for details
on building this utility.

3 | Configuring your Domain Name System (DNS) name server for SMTP/MR operation. You
must add a Mail eXchanger (M X) record to your name server configuration for the
following:

* The domain name of the gateway itself (MR.FLOWERS.COM in the example in the
Configuring SMTP/MR section)

¢ The domain name used to direct mail to your ALL-IN-1 IOS users
(A1.FLOWERS.COM in the example in the Configuring SMTP/MR section)

* The domain name used to direct mail to your ALL-IN-1 MAIL users
(AM.FLOWERS.COM in the example in the Configuring SMTP/MR section).

If the host running SMTP/MR is named MIGUEL .FLOWERS.COM, the DNS Resource
Records (RRs) you would use in the DNS configuration file for the domain
FLOWERS.COM are:

MR FLONERS.COM IN MX O M GUEL. FLONERS. COM
Al. FLOAERS.COM IN MX 0 M GUEL. FLOWERS. COM
AM FLONERS.COM  IN MX 0 M GUEL. FLOWERS. COM

For more detailed information on configuring a DNS name server, see Chapter 6, "Host
Tables and DNS."
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4 | If you are not running a DNS name server locally, you must add additional host records to
the TCPWARE:HOSTS.LOCAL file for the host names of the gateway and your ALL-IN-
1 users. Using the names from the above example, and assuming that the |P address for
MIGUEL.FLOWERS.COM is 128.0.0.1, you would add the following lines to
TCPWARE:HOSTS.LOCAL.:

HOST : 128.0.0.1 VR. FLOVERS. COM :
HOST : 128.0.0.1 : Al. FLOAERS. COM :
HOST : 128.0.0.1 : AM FLOWERS. COM :

Note that you should:

* Placethese lines after the entry for MIGUEL .FLOWERS.COM.

¢ Specify each name on aline by itself. Merging entries in the hosts file prevents the
gateway from functioning properly.

* Recompile and re-install the host tables after adding the new entries.

For detailed information on adding entries to your host tables, see chapter 6.

5 | Submitting the command procedure TCPWARE:MR_TO_TCPWARE.COM to the
appropriate batch queue on your system. This command procedure runs periodically to
transfer mail from the SMTP/MR Message Router mailbox (normally SMTP) to the
TCPware mailer. Examine this command procedure before submitting it to ensure it runsin
the batch queue and under the desired user name.

Enhanced MAILbus Support

If you need additional MAILbus support for ALL-IN-1 users beyond sending and receiving SMTP
mail, contact Innosoft International, Inc., about their PMDF-MR product. PMDF-MR is designed
to be afully-functional gateway between MAILbus and the extensive list of protocols supported by
their PMDF e-mail gateway product. For additional information on PMDF-MR and PMDF,
contact:

Innosoft International, Inc.

1050 East Garvey Ave. South, Suite 250
West Covina, CA 91790

Phone: (818) 919-3600

Fax: (818) 919-3614

iii @innosoft.com

Configuring the SMTP-DECnet Mail Gateway

TCPware can be set up as a gateway to route mail between SMTP and DECnet-only hosts, with
appropriate address translations to make the DECnet-style addresses easier for Internet hosts to
interpret. To do this, you set the DECNET-DOMAIN mail parameter and add an appropriate M X
record to the Domain Name Service. The addresses of DECnet mail sent out via SMTP will be
rewritten such that the DECnet node name(s) appear under the DECNET-DOMAIN namein the
host-part of the address. The addresses of incoming SMTP mail for hosts under the DECNET-
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DOMAIN are automatically converted into DECnet addresses and delivered to the DECnet-only
hosts.

DECnet-to-SMTP Mail

In the DECnet-to-SMTP direction, aVMS MAIL user on a DECnet-only host sends SMTP mail by
specifying an address of the form: node::SMTP%" user @host"

— node is the DECnet node name of the system running TCPware.

TCPware recognizes that the mail originated in DECnet and, if the DECNET-DOMAIN parameter
is set, rewrites the originating address in the fosen@node.decnet-domain.

For example, FLOWERS.COM has set up node HQ as a DECnet-SMTP gateway. A user named
JOHN on DECnet-only node WHARFIN at FLOWERS.COM addresses mail to the Info-TCPware
mailing list as: HQ : SMIP% | nf o- TCPWARE@ABC. COM'

JOHN's DECnet return address, WHARFIN::JOHN, is rewritten by the gateway as:

JOHN@WHARFI N. DNET. FLOVERS. COM

instead of:

"WHARFI N: : JOHN' @1HQ. FLOWERS. COM
which some Internet mailers would have trouble parsing.
SMTP-to-DECnet Mail

For the SMTP-DECnet gateway to work in the SMTP-to-DECnet direction, other hosts on your
network must be told that mail for host names under the DECNET-DOMAIN should be sent to the
gateway host. If you use Domain Name Service, the easiest way to do this is to set up a wildcard
MX record for the DECNET-DOMAIN. In our example, the MX record looks like this:

*. DNET. FLOVERS. COM I'N MX 0 HQ FLOWERS. COM

This MX record causes other hosts on the Internet to send mail destined for any host under
DNET.FLOWERS.COM to node HQ. The gateway automatically recognizes the DECNET-
DOMAIN in the host-name part of the address, rewrites the address to its DECnet form, and sends
it through VMS MAIL.

If you do not use DNS, you must add a fully qualified host name for each DECnet node to your host
tables. In our example, a return message to user JOHN on node WHARFIN would be addressed to:

JOHN@WHARFI N. DNET. FLOAERS. COM
When HQ receives that message, it translates the address to its DECnet form:

VWHARFI N: : JOHN
and sends the message to that address using VMS MAIL.



Chapter 17
Managing TELNET-OpenVMS Server

Introduction

This chapter describes the TELNET-OpenVMS Server from the system manager’s point of view.
Topicsinclude:

e TELNET logicals
* TELNET control functions
® Setting up Virtual Terminals
e TELNET options
RFCs 854 through 858, RFC 885, and RFC 1091 describe the TELNET protocol. The User’s

Guide, Chapter 11, TELNET: Connecting to Remote Terminals, the Command Reference section
describes the commands you can use with TELNET.

TELNET Logicals
Thelogicalsin Table 17-1 appear inthe TCPWARE: TELNET _CONTROL.COM file.
CAUTION! Editing the TELNET_CONTROL.COM file is not recommended, since each TCPware

installation replaces this file. If you want to define a special purpose logical, do so in
another place, such as in your system startup file.
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Table17-1 TELNET Logicals

Logical

Description

TCPWARE_TELNETD_INTRO_MSG

Definethislogical as aspecial message that appears
whenever a user reaches the host through TELNET.

If the system logical name table contains avalue for
thislogical, the Server sends the equivalence string

to the peer before the standard login sequence starts.
Usethislogical to issue warnings such as

Aut hori zed Use Only for remotelogins.

TCPWARE_TELNETD_DEFCHAR

Define thislogical to set up the default terminal
characteristics for TELNET sessions. You can
thereby avoid having to change the SY SGEN
TTY_DEFCHAR and TTY_DEFCHARZ fields
system-wide. (See Mirtual Terminals.)

TCPWARE_TELNET_WINDOW

If defined, specifies the window size that the
TELNET Server offersto the peer. By default, this
valueis 4096. If the
TCPWARE_TELNET_WINDOW logica’svalueis
lessthan 512, TELNET uses 4096.

TCPWARE_TELNETD_FLAGS

Thislogical has severa purposes. The default value
is 1. Table 31-2 describes the bit options. Setting
either bit 0 or 1 can improve Server performance
and reduce system processing overhead. Note,
however, that doing so means that you are not
adhering to the TELNET protocol.

17-2

Table17-2 TCPWARE_TELNETD_FLAGS Logical Bit Description

Bit... | (Mask) | Setto... Description

0 1 0 Insertsa<NULL> character following a<CR> character that
is not followed by an <LF> character. (Ignored if bit 1 is set
tol)

1 (default) | Insertsnothing after a<CR> character that is not followed by
an <LF> character.

1 2 0 (default) | Server does not run in raw mode. It doubles <IAC> data
characters as required by the TELNET protocol.
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Table17-2 TCPWARE_TELNETD_FLAGSLogical Bit Description (Continued)

Bit... | (Mask) | Setto... Description
1 Ignores bit 0: Sends all characters without special processing
doubling of characters, or inserting <NULL> after <CR>.
7 128 0 (default) | Incoming TELNET sessions are REMOTE.
1 Incoming TELNET sessions are LOCAL (compatible with

earlier TCPware versions).

8 256 O(default) | Tries to return the peer's hostname in the NTA terminal's
TT_ACCPORNAM field. Otherwise uses the IP address.

1 Ignores bit 9: Adds the port number to the IP address, such a:
192. 168. 95, 1094 (compatible with an earlier
TCPware).
9 512 0 (default) | Tries to return the peer's hostname in the NTA terminal's

TT_ACCPORNAM field" Otherwise uses the IP address.

1 Adds the port number to either the hostname or IP address,
such adart . nene. com 1094 or
192. 168. 95, 1094. (Ignored if bit 8 is set to 1.)

The combination of bit 8 and 9 settings has the following effect on TT_ACCPORNAM:

Bit8 | Bit9 Returned Renpt e Port | nfo (TT_ACCPORNAM Field)

0 0 host or address (default):bart . nene. comor 192. 168. 95
0 1 host,port or address,port: bar t . nene. com 1094 or
192. 168. 95, 1094
1 0 address,port: 192. 168. 95, 1094
1 1 address,port: 192. 168. 95, 1094

" The TT_ACCPORNAM field is limited to 63 bytes; if the value s too long, the port number may be
truncated or even dropped.

Virtual Terminals

Virtual terminals (VTAS) alow users to disconnect from a physical terminal without terminating a
process — the process remains active on a virtual terminal. Virtual terminals are used to reconn
a process when the connection is lost, and to maintain sessions on more than one disconnect
terminal.

17-3



PART V Managing Applications

17-4

To set up the TELNET Server to support VTAS:

Set up VTA devices asfollows:
VAX:

$ RUN SYS$SYSTEM SYSGEN
SYSCEN> CONNECT VTAO: / NOADAPTER /DRI VER=TTDRI VER
SYSGEN> EXIT

ALPHA:

$ RUN SYS$SYSTEM SYSMAN

SYSVAN> | O CONNECT VTAO / NOADAPTER-

_SYSVAN> / DRI VER=SYS$LOADABLE_| MAGES: SYS$TTDRI VER. EXE
SYSMAN> EXIT

Edit the TELNET_CONTROL.COM fileto define the TCPWARE_TELNET_DEFCHAR
logical (see TELNET Logicals):

$ DEFI NE/ SYSTEM TCPWARE_TELNETD_DEFCHAR 402657952, 135174
TCPWARE_TELNETD_DEFCHAR permits TELNET server devices to override the
valuesinthe SYSGEN TTY_DEFCHAR and TTY_DEFCHARZ parameters, if they are

not set up correctly for TELNET sessions. These SY SGEN parameters apply to all
terminals and only take effect after areboot.

In the above logical definition:

* 402657952 (9X180012A0) isthe VM S default value for TTY_DEFCHAR.

* Anoptiona value 135174 (%X0021006) for TTY_DEFCHARZ is appended.

* Thedefault valuefor TTY_DEFCHARZ2 isnormally 90001002, whichis
TT2$M_SECURE combined with TT2$M_AUTOBAUD.

* Thevalue 135174 (%X00021006) reflects the addition of TT2$M_DISCONNECT
(131072, or %<00020000) and TT2$M_HANGUP (4).
(See the SYSS$LIBRARY:TTDEF.H fileand SY S$LIBRARY:TT2DEF.H filefor bit
definitionsfor TTY_DEFCHAR and TTY_DEFCHAR?2, respectively.)

e TT2$M_DISCONNECT isneeded to alow disconnected virtual terminals.

e TT2$M_HANGUP is aso recommended, since you want the TELNET sessions to
disconnect when you log out.
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3 | Restart TELNET for the changes to take effect:
$ @CPWARE: RESTART TELNET

When aclient opens a session to the server set up with VTAs and the virtual terminal
disconnects, the opening sequence might be as follows:

User nane:
Passwor d:
You have the follow ng di sconnected process:
Ter m nal Process nane | mmge nane
VTA2: VTA2: (none)

Connect to above listed process [YES]:
Connecting to term nal _VTA2:

Options
The Client-TELNET utility and TELNET Server support the following options:
ECHO END-OF-RECORD REMOTE-FLOW-CONTROL
TERMINAL-SPEED TERMINAL-TYPE TRANSMIT-BINARY

SUPPRESS-GO-AHEAD WINDOW-SIZE

The Client and Server negotiate options using the TELNET protocol WILL, WONT, DO, and
DONT commands.

ECHO

The ECHO option enables or disables echoing data received over the network. You can configure
each side of a connection independently. The initial default is no echoing.

The Client supports enabling and disabling of echoing for characters it sends over the network. It
does not support echoing for characters it receives over the network. The Server supports enabling
and disabling of echoing for charactersit receives over the network. It refuses any attempts to have
the Client echo characters that the Client receives over the network.

The user’s or interactive process terminal setsthe OpenVM S terminal device driver
TT$M_NOECHO characteristics depending on the echo requirements. Both the Client and Server
attempt to negotiate for the Server to echo the charactersit receives over the network from the
Client.

END-OF-RECORD

Use the END-OF-RECORD option during IBM 3270-classterminal emulation. This option affirms
that the client and server both use the TELNET end-of-record character. Use this character to
delimit TELNET screens.
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REMOTE-FLOW-CONTROL

The Remote Flow Control Option (RFC 1372) is supported on both the Client and Server to enable
or disable local flow control on the client, or the handling of [Ct r 1/ S] and [Ct r | / Q] keystrokes
to stop and resume TELNET transmission, respectively. These controls are usually processed
locally by the terminal driver and are not sent to the remote server.

The SET LOCAL_FLOW_CONTROL and SET NOLOCAL_FLOW_CONTROL commands are
provided on the Client if the remote server does not support the Flow Control Option. By
specifying SET NOLOCAL_FLOW_CONTROL, the flow control characters are passed to the
remote server and are not processed locally.

The default flow control setting depends onthe TT$V_TTSYNC vaue for the terminal. You can
set "TTSync" mode (local flow control) outside of TELNET by using the DCL SET TERMINAL
ITTSYNC command, or set "No TTSync" mode (server flow control) by using the DCL SET
TERMINAL /NOTTSY NC command; some full-screen editors also set these modes. However, if
you areinside TELNET, SET NOLOCAL_FLOW_CONTROL can force the terminal into "No
TTSync" mode for a particular connection.

SUPPRESS-GO-AHEAD

The SUPPRESS-GO-AHEAD option enables or disables sending the TELNET "go-ahead" (GA)
control function. You can configure each side of a connection independently. The initial default is
not to suppress go-aheads.

Both the Client and Server support negotiating this option. Regardless of the option’s state, both
ignorethe GA control function if they receiveit and never transmit it. The user can send this option
by entering the SET GA or SEND commandsin the Client. Both the Client and Server attempt to
negotiate for GA suppression.

TERMINAL-SPEED

The Terminal Speed Option (RFC 1079) is useful for applications that may want to adjust some
actions based on the baud rate at which a user connects. The Server does an equivalent of a DCL
SET TERMINAL/SPEED command. Thisis supported on the Client and Server.

TERMINAL-TYPE

TELNET usesthe TERMINAL-TY PE option to negotiate the type of terminal used. TELNET uses
this option if both the client and server support the option and are willing to useit. This option tells
the TELNET server what type of terminal the client has.

TRANSMIT-BINARY

The TRANSMIT-BINARY option enables or disables the full eight-bit ASCII character set. You
can configure each side of a connection independently.

Theinitial TELNET protocol default isto use the seven-bit ASCII character set. However, the peer
TELNET implementation can strip the eighth bit unless you use the TRANSMIT-BINARY option.
For the Client, use the SET BINARY command to enable full eight-bit mode.

17-6



Managing TELNET-OpenVMS Server

The Client and Server aways transmit the full eight-bit ASCII character set over the network,
regardless of the option’s status.

When you request the Client to enable the TRANSMIT-BINARY option, it setsthe OpenVMS
terminal device driver TT$M_EIGHTBIT characteristics. When you request the Server to enable
this option, it does not change the TTSM_EIGHTBIT characteristic.

Depending on the state of the EIGHTBIT terminal option, OpenVMS may strip the eighth bit.
OpenVMS strips the eighth bit on input if the terminal attribute is NOEIGHTBIT. However,
OpenVMS does not strip this bit on output.

WINDOW-SIZE

The Window Size Option (RFC 1073) is also known as the Negotiate About Window Size
(NAWS) option. The client and server negotiate sending the window size information using the
standard TELNET WILL/DO/DONT/WONT mechanism. If the client and server agree, the client
may send a subnegotiation to convey the window size. If the client’s window size later changes, the
client may send a subsequent subnegotiation. Thisis supported on the Client and Server.

Control Functions

The TELNET protocol defines several control functions. Some of these functionsinclude
interrupting a process, aborting output, and erasing a character or line.

The Client sends these functions with the SEND command, or if the user types characters defined
with the SET commands. The Client ignores these functionsiif it receives them.

The Server never sends these functions. The Server replaces the received functions with an
OpenVMS character sequence as shown in Table 17-3. The exception isthe "are you there" (AYT)
function that returnsthe BELL character (ASCII 7).

The Server recognizes the control functions listed in Table 17-3; it ignores al other control
function.

Table17-3 Supported TELNET Control Functions

TELNET control function... | Recognizes OpenVMS character sequence...
Interrupt Process (1P) Ctrl/Y

Abort Output (AO) Ctrl/O

Erase Character (EC) DELETE

Erase Line (EL) Ctrl/U
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Exiting Status

17-8

To exit TELNET usethe EXIT command or type(Ctr|/ Z

TELNET exitswith the last error status, if any. DCL command procedures can use the $STATUS
and $SEVERITY symbolsto test for success or failure of the TELNET commands issued. A
success status indicates that all commands succeeded. A warning, error, or severe status indicates
that one or more commands failed to execute, either because of syntax errors or because of
operational problems.

When possible, the status code is a System Service (defined in $SSDEF), RM S (defined in
$RMSDEF), or shared (defined in $SHRDEF) status. In some cases, status codes are TCPware
private codes with afacility number of 1577.
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Chapter 18

Managing TCPware Security

Introduction
This chapter presents the security features available with TCPware.

TCPware security features can be divided into two parts: independent, free-standing security
features, and those inherent within products. The free-standing security features include:

Incoming Access Restrictions | Kerberos Services Packet Filtering

Outgoing Access Restrictions | P Security Option (1PSO) Token Authentication

TCPware products for which security features are available include:

Berkeley R Services NFS-OpenVMS Server FTP-OpenVMS

DECwindows Remote Copy Program (RCP) | TELNET-OpenVMS

Security Tips

Here are some general tipsto maintain system security on your TCPware system:

1 | Implement an aggressive password strategy for users and especially for privileged
accounts. This means long passwords and frequent password changes.

2 | Disableall unused accounts, especialy privileged ones that are predefined with the
operating system (such asfield test accounts).

3 | If abreak-inisin progress, use one of the DEBUG commands in the Network Control
Utility (NETCU) to capture the packets. However, be advised that monitoring might be
construed as an invasion of privacy.
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Carefully consider the system announcement or welcome messages. Do not welcome
peopleto the site. Instead, make it clear that the system isfor authorized users only, and that
all users may be monitored for security reasons.

For details, see arecent book on computer security, such as Cheswick, William R. and
Steven M. Bellovin, Firewalls and Internet Security — Repelling the Wily Hacker

Subscribe to CERT (Computer Emergency Response Team) announcements by e-mail. If
you believe that your system was compromised, contact the CERT Coordination Center or
your representative in Forum of Incident Response and Security Teams (FIRST). If you
wish to send sensitive incident or vulnerability information to CERT staff by e-mail, we
strongly advise that the E-mail be encrypted. The CERT Coordination Center can support a
shared DES key, PGP (public key available through anonymous FTPoni nf o. cert . or g),
or PEM (contact CERT staff for details).

Here are the contacts at CERT:

Internet E-mail: cert @ert.org

Telephone: +1 412-268-7090 (24-hour hotline)

CERT personnel answer 8:30 AM—5:00 PM EST (GMT-5) or

EDT (GMT-4), and are on call for emergencies during other hours.
Fax: +1 412-268-6989

Postal address:CERT Coordination Center

Software Engineering Institute

Carnegie Mellon University

Pittsburgh, PA 15213-3890

USA

The following documents are also available on the Web using the following URLS:

ftp://info.cert.org/pub/tech_tips/security_info
ftp://info.cert.org/pub/tech_tips/anonynmous_ftp_abuses
ftp://info.cert.org/pub/tech_tips/packet_filtering

CERT posts advisories and bulletins ondhep. security. announce USENET
newsgroup. If you wish to have future advisories and bulletins mailed to you or to a 1
exploder at your site, send mailder t - advi sory-request @ert. org.

Past advisories, CERT bulletins, information about FIRST representatives, and other

information related to computer security are available by anonymous FTP from
i nfo.cert.org. (CERT is a service mark of Carnegie Mellon University.)

Independent Security Features
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This section describes the security features that you can use with more than one TCPware product.
These include incoming and outgoing access restrictions, packet filtering, Kerberos Services, IP
Security Option, and Token Authentication.
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Incoming Access Restrictions

With incoming access restrictions, the system imposes restrictions on the remote hosts having
access to local services.

Manage incoming access restrictions using the following NETCU commands:

ADD ACCESS LIST REMOVE ACCESS LIST | MODIFY SERVICE

ADD SERVICE SHOW ACCESS_LISTS

To manage incoming access restrictions, see Chapter 19, Access Restrictions.

Outgoing Access Restrictions

With outgoing access restrictions, you restrict access to outside services such as FTP or TELNET
for local users. You can baserestrictionson auser’s ID (UIC or rightsidentifiers), or the destination
address or port (service). Since the system checks only outgoing access restrictions with active
open connections and not on each and every datagram, it involvesrelatively low system overhead.

M anage outgoing access restrictions using two commands in the TCPware Network Control Utility
(NETCU):

¢ SET OUTGOING_ACCESS_RESTRICTIONS
¢ SHOW OUTGOING_ACCESS_RESTRICTIONS

To manage outgoing access restrictions, see Chapter 35, Access Restrictions.

Packet Filtering

Packet filtering restricts the datagrams that may be received on a network interface. The system
drops all datagrams it denies entry. This software-based filtering allows you to filter datagrams by:

* Protocol (IR, TCP, UDP, or ICMP)
* Source or destination address
¢ Destination port (TCP or UDP) or ICMP message type

Packet filtering prevents a site from receiving datagrams from certain networks or hosts. For
example, asite might wish to restrict incoming access from the rest of the Internet, but allow local
users to have full access to Internet resources.

Use packet filtering only when absolutely necessary since the system must scan the packet filter for
each datagram. If there is a question whether to use packet filtering or access restrictions on
incoming datagrams, packet filtering is more complete, since it covers all connections. However,
packet filtering requires more overhead than incoming access restrictions.

Manage packet filtering using the following NETCU commands:

e SET FILTER or SET NOFILTER
¢ SHOW FILTER
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To manage packet filtering, see Chapter 20, Packet Filtering.

Kerberos Services

TCPware provides the following Kerberos Services:

Kerberos Server

Kerberos for RCP Kerberos Administration
Server

Kerberos User Commands

Kerberosfor RLOGIN Kerberosfor TELNET

K erberos Management Commands | Kerberosfor RSH

Some Terms

Some of the terms commonly associated with Kerberos include:

Term

Description

Principal

Kerberosrefersto clients and servers as principals. Kerberos
assigns each principal a name, in the general format:

name.instance@realm

-name, for clients, isthe user'slogin name; for servers, isthe name
of the service provided, usually r cnd.

-instance, for clients, is usually omitted and is not necessary; for
Kerberos administrators, the valueis admi n; for servers, instance
identifies the machine name of the application server that has
Kerberos authentication support. For example, if ther | ogi n
server on ner | i n has Kerberos authentication support, the
principal would have the following format:

rcmd.merlin@your_realm

-realm isassociated with all principalsin a Kerberos database and
is the name of a group of machines, such asthose on aLAN;
realm identifies the Kerberos domain.

You can omit the last two components from some principal s. For
example, apossible principal could bej ones (for user Jonesin
the local domain) or j ones@lai sy. com for user Jonesin the
dai sy. comdomain. A possible principal could also be

rcrd. mer | i n (for ther | ogi n server in thelocal domain) or
rcrd. mer | i n@lai sy. com(for ther | ogi n serveronnerlinin
the domain dai sy. com).
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Term Description

Ticket-granting ticket Contains an encrypted form of the user’s Kerberos password. Use
it to obtain application service tickets from the Kerberos Server.
You cannot use Kerberos authentication without first having this
ticket-granting ticket.

The ticket-granting ticket has an associated lifetime that the
Kerberos Server specifies. Thislifetimeis generally eight hours.
You can use the same ticket over and over again, until you no
longer need the ticket or it expires.

Application service ticket The Kerberos protocol application uses service tickets to verify a
client'sidentity to an application server. The Kerberos Server
encrypts the service ticket with the application server’s private
key. Only that application server can decrypt the service ticket.

Authenticator The Kerberos protocol uses authenticators to prevent
eavesdroppers from stealing aticket. The client sends anew
authenticator with each service request. An authenticator consists
of the client's name, client’s | P address, and a timestamp showing
the current time.

The server uses the information in the authenticator to confirm
that the rightful owner presents the accompanying ticket. For this
to betrue, the client and server must synchronizetheir clocks. One
way isthrough the Network Time Protocol (NTP).

Note that a service ticket and authenticator only accompany the request for a service; you do not
use them for data exchange once you initiate the service.

Kerberos Process
There are three main steps in the Kerberos process. The user:

¢ Gets aticket-granting ticket from the Kerberos Server.

* Employs this ticket-granting ticket to get the application service ticket.

* Reguests service by presenting the service ticket and an authenticator to the application
server.

The Kerberos process uses tickets, authenticators, and messages. These elements provide specific
encrypted information about clients and servers. Kerberos uses keysto encrypt and decrypt tickets,
authenticators, and messages.

Some things to remember about tickets and authenticators:

¢ A client must have service tickets for access to any application server.
* Theclient cannot read service tickets since the Kerberos Server encrypts them with the
private key of the application server. Every ticket has a session key.
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Kerberos requires a new authenticator from the client each time the client starts a new
connection with a server.

The encrypted service ticket and authenticator contain the client’s network address.
The service ticket and authenticator have a short lifetime (generally five minutes).

Command Users

Regular users and K erberos administrators use the Kerberos commands in TCPware's Network
Control Utility (NETCU). Regular users and Kerberos administrators can also use parts of the
KADMIN Server.

Regular users can:

— Get tickets.
— Manage (show and remove) their tickets.
— Change their Kerberos passwords.

Kerberos administrators can:

— Create the Kerberos database (KDB).

— Manage the KDB.

— Control remote access to the KDB.

— Add Kerberos users remotely.

— Show Kerberos users remotely.

— Change a Kerberos user's password remotely.

Typical Session
The following list and Figure 18-1 present a typical implementation of the Kerberos process:

The client submits a request to the Kerberos Server to obtain a ticket-granting ticket
The Kerberos Server consults the Kerberos database (KDB) to get the user's Kerbe
password, and encrypts it.

The Kerberos Server sends back the encrypted password in the TGT. When the client

TGT).
0S

receives the TGT, it asks the the user for his Kerberos password, encrypts the password,
and compares it with the password in the TGT. This is how the user authenticates himself to

the Kerberos Server.

The client uses the TGT to apply for service tickets so that it can use specific applica
Each service ticket proves the client's identity to an application server.

The client presents the service ticket to the application server for authentication. The
application server decrypts part of this ticket to check its authenticity.

If the application server deems the service ticket to be authentic, it applies the acces
control it previously defined for that client. If the server cannot decrypt the service tick
the service ticket expired or is not authentic, it does not authenticate the client.
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Figure18-1 Typical Kerberos Session Sequence

Kerberos Server  1rusted Third Party
(secure)

1 Secure database (KDE)
T (namedkey)
1000000

Client o
A -

Application Server

(password
(password - = private key)
private key) BE -

Kerberos Server

Kerberos is an authentication system for networks designed as part of Project Athena at the
Massachusetts Institute of Technology. Kerberos provides network security by regulating user
access to networking services. Kerberos uses a set of keys and encrypted tickets to authenticate
users.

In a Kerberos environment, at least one system runs the Kerberos Server. Keep this system secure.
This trusted server provides authentication services to prove that the requesting user is genuine.
Another name for the Kerberos Server is the Key Distribution Center (KDC).

The system manager assumes that other servers on the network and all clients are untrustworthy.
For the Kerberos protocol to work, al systems relying on Kerberos must trust only the Kerberos
system itself.

The Kerberos Server maintains a secure database, the Kerberos database (KDB), listing the names
and private keys of all clients and servers allowed to use the Kerberos Server. Kerberos assumes
that all users keep their passwords secure.

User Commands

TCPware provides commands for usersto get aticket-granting ticket, show the ticket-granting
ticket and any service tickets, and remove all Kerberos user tickets. Kerberos tickets allow use of
Kerberos applications.

TCPware implements the following user commands through NETCU:

GET TGT | SET KERBEROS PASSWORD | REMOVE TICKETS | SHOW TICKETS

For details on the Kerberos user commands, see Chapter 4, Kerberos User Commands, in the
User’s Guide.
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Management Commands

TCPware provides the system manager with an interface to the Kerberos database (KDB) using the
following commands:

ADD KACL MODIFY KDB MODIFY KERBEROS USER
ADD KDB REMOVE KACL SET MASTER_PASSWORD
CREATE KDB REMOVE KDB SHOW KERBEROS USER
CREATE SRVTAB SHOW KACL STASH MASTER_PASSWORD
DUMPKDB SHOW KDB ADD KERBEROS USER
LOAD KDB

Kerberos Server management also includes setting certain configuration logicals.

For details on the Kerberos management functions, see Chapter 38, Managing Kerberos.

Administration Server

The Kerberos Administration Server allows remote administration of the Kerberos primary server
database. It also allows Kerberos users to change their Kerberos passwords.

Authentication for RCP

You can configure the RSH server, which also handles Remote Copy Program (RCP) requests, to
require K erberos authentication requests, to alow both Kerberos authentication and standard
authentication requests, or to disallow any Kerberos authentication requests. RCP users must
authenticate themselves to the Kerberos Server before using K erberos authentication for RCP.

Authentication for RLOGIN

You can configure the RLOGIN server to require Kerberos authentication regquests, to allow both
Kerberos authentication and standard authentication requests, or to disallow any Kerberos
authentication requests. RLOGIN users must authenticate themselves to the Kerberos Server before
using Kerberos authentication for RLOGIN.

Authentication for RSH

You can configure the remote shell (RSH) server to require Kerberos authentication requests, to
allow both Kerberos authentication and standard authentication requests, or to disallow any
Kerberos authentication requests. RSH users must authenticate themselves to the Kerberos Server
before using Kerberos authentication for RSH.

Authentication for TELNET

You can configure the TELNET server to require K erberos authentication requests, to allow both
K erberos authentication and standard authentication requests, or to disallow any Kerberos
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authentication requests. TELNET users must authenticate themselves to the Kerberos Server before
using Kerberos authentication for TELNET.

IP Security Option

The IP Security Option (IPSO) is astandard for preventing a system from receiving or transmitting
unauthorized datagrams. It was developed for the U.S. Department of Defense and conforms to
RFC 1108, U.S Department of Defense Security Options for the Internet Protocol. IPSO
incorporates both a Basic Security Option and an Extended Security Option. TCPware supports
both of these options.

To manage IPSO, see Chapter 23, IP Security Option (IPSO).

Token Authentication

Token Authentication allows you to set additional security restrictions on your FTRP, TELNET,

RLOGIN, and SET HOST logins. You can set up Token Authentication through TCPware's Access
Control Encryption Client (ACE/Client) on the OpenVMS host, which communi cates with Security
Dynamics' ACE/Server on a UNIX or Windows NT host. The authentication takes place through a

physical SecurlD! token "smart card" that you use to provide the ACE/Server with the necessary
login information.

To manage Token Authentication, see Chapter 21, Managing Token Authentication.

Component Security

This section describes the TCPware security features available with particular TCPware products.

Berkeley R Commands

The Berkeley R Commands implement security at TCPware configuration and later through
Service Access Lists and host equivalence files. The R Services use standard TCPware and
OpenVMSS security facilities to ensure that only authorized hosts and users have access to the
TCPware host.

TCPware implements Berkeley R Command security through:

Configuration During TCPware configuration, you first select whether you want to enable
thel ogi n, shel | , and exec services. For | ogi n service, you a so specify
whether you want NORMAL or SECURE login authorization (the default is
SECURE). Thel ogi n serviceisused for RLOGIN, whileshel | or exec
isused for RCP, RMT, and RSH (exec if you specify a username and
password).

Service Access If desired, create a Service Access List to control which hosts, group of
Lists hosts, or network can have access to the service.
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Hostequivalence | Host equivalence files allow a set of remote hosts access to the server. They
files

contain single-line entries for each authorization. The system manager can
set up a TCPWARE:HOSTS.EQUIV file on the system level. Each
individual client user can also set up a SY SSLOGIN:.RHOSTSfile. This
allows equivalent access beyond that specified in the
TCPWARE:HOSTS.EQUIV file. The format for SY SSLOGIN:.RHOSTS
and TCPWARE:HOSTS.EQUIV file entriesisidentical.

See Chapter 15, Managing R Commands, for details on host equivalencefiles.

The typical Berkeley R Commands server security steps are that the server:

Checks that the Service Access List (if any) is configured to protect the desired service.

Checks that the client’s port number isin areserved range.

Checks the password file for an entry for the supplied username.

1
2
3
4

Searchesthe/ et c/ host s. equi v (on UNIX systems) or TCPWARE:HOSTS.EQUIV (on
OpenVMS systems) file for the hostname and username.

Searchesthe. r host s (on UNIX systems) or .RHOSTS (on OpenVMS systems) filein the
user's home directory for the hosthame and username. Note that if Kerberos authentication
isused, the server searchesthe . kl ogi n (on UNIX systems) or .KLOGIN (on OpenVMS
systems) file in the user’s home directory for the user's Kerberos principal name.

Prompts for a password if SECURE | ogi n is specified (for RLOGIN) and thereisa
match-up in the . RHOSTS or HOSTS.EQUIYV file, or a username and password if
NORMAL | ogi n is specified (for RLOGIN) without a match-up in the . RHOSTS or
HOSTS.EQUIYV file.

If the user is prompted for the password, and the TCPware ACE/Client is enabled and the
user designated for Token Authentication, the user is also prompted for the PASSCODE.

Grants or rejects access depending on the server configuration and authorization results:

* Grantsaccessfor shel | , exec, or NORMAL | ogi n service without alogin
prompt if thereis amatch-up in the . RHOSTS or HOSTS.EQUIV. file, or for
SECURE | ogi n serviceif the password entered is authorized.

* Rejectsaccessif the server is configured for shel |, exec, or SECURE | ogi n
service and there is no matchup in the . RHOSTS or HOSTS.EQUIYV files, or for
NORMAL | ogi n serviceif the password entered fails authorization.

Additional password protection is available using Kerberos authentication. Thisfeatureis available
for the RCP, RLOGIN, and RSH Berkeley R Commands.

For details on Service Access Lists, seethe ADD ACCESS LIST inthe NETCU Command
Reference.

18-10




Managing TCPware Security

DECwindows

TCPware provides the following security for the DECwindows Transport I nterface:

Target display host configuration

Configure the target display host to allow incoming X
Window System applications from the OpenVMS system
host.

Displaying on the local host

Bring upthe Secur i t y option under the Session Manager’s
Opt i ons menu.

Displaying on the remote host

Configure "security" on the remote host to allow incoming
connections on the currently active session.

To manage DECwindows security, see Chapter 44, DECwindows Transport Interface.

FTP-OpenVMS

FTP-OpenVMS Server provides the following security functions and options:

Table18-1 Security Functionsand Options

Functions and Options

Description

Passwords

Similar to DECnet, you cannot use FTPto log in to multiple-
passworded accounts.

If the TCPware ACE/Client is enabled and the user is
designated for Token Authentication, the user must provide
the PASSCODE at the password prompt.

Directory accessrestrictions

Server-FTP lets you define the TCPWARE_FTP_ROOT
logical for directory access restrictions on a system-wide
basis, the TCPWARE_FTP_ANONYMOUS_ROOT logical
for ANONYMOUS user directory access restrictions, and
the TCPWARE_FTP_username ROQT logical for directory
access restrictions for specific user accounts.

Logfile

The FTPSERVER_DTPLOG file contains information
about files transferred during the FTP session. Examining
thisfile helpsto isolate security problems.

Idle timeout

If the control connection (other than during a datatransfer) is
idle for more than 10 minutes, the system aborts the
connection.

SYLOGIN.COM

This procedure and user account login command procedures
can contain commands that cause the login to fail.
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Table18-1 Security Functions and Options (Continued)

Functions and Options Description

FTP ANONYMOUS Accounts | FTP-OpenVMS supports ANONY MOUS accounts whereby
the user can log in using the ANONYMOUS login and the
GUEST password. You set up ANONYMOUS accounts
using the AUTHORIZE utility.

ANONYMOUS users only have read-only access unless you
define the TCPWARE_FTP_ANONYMOUS _RIGHTS
logical to allow write, rename, and delete access rights. In
addition, the TCPWARE_FTP_ANONYMOUS_ROOT
logical allowsyouto restrict ANONYMOUS userstofilesin
the root directory and its subdirectories.

TCPWARE_FTP_LOGFILE Define this system logical name to specify the log file name
if you suspect break-in attempts through the server.

TCPWARE_FTP_ 421 REPLY | Thislogica defines amessage to send when a user you want
to prevent from logging in connects to the server. After
sending the message, the connection closes.

To manage FTP-OpenVMS Server security, see Chapter 20, Managing FTP-OpenVMS

NFS-OpenVMS Server

The NFS-OpenVMS Server provides several features that maintain the integrity of the OpenVM S
file system:

PROXY database | The Server requiresthat the local system must register any user
attempting access to OpenVM S files. You do this through the PROXY
database when you configure the Server, and through later modifications
as needed.

EXPORT database | You must export an OpenVMS directory for an NFS user to have access
toit. The Server does this through the EXPORT database when you
configure the Server, and through later modifications as needed.

You can take the following additional system security measures:

¢ Assign an NFSrightsidentifier to further restrict file access

* Requireal RPC requests to originate from privileged ports

* Redtrict all remote mounts to the NFS superuser only

* Restrict mounts only to explicit directories and not their subdirectories

* Requirethe PROXY database to define the mount requester’sidentification
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See Chapter 13, Managing NFS-OpenVMS Server.

Remote Copy Program

Passwords can be a problem in RCP since the /PASSWORD qualifier requires entry of plain text
that someone on the network can intercept.

You can prevent users from having to specify the /USER, /PASSWORD, or /TRUNCATE qualifier
with the RCP command. Check that remote hosts include your hostname entry in their host
equivalencefiles (such asthe/ et ¢/ host s. equi v filein UNIX systems). On OpenVMS hosts,
the TCPWARE:HOSTS.EQUIV or SY SSLOGIN:.RHOST S file serves as the host equivalencefile
to permit remote hoststo log in.

Kerberos password protection is also available for the RCP service.

To manage RCP security, see Chapter 15, Managing R Commands. To manage K erberos
authentication for RCP, see Chapter 22, Managing Kerberos.

TELNET-OpenVMS

The TELNET-OpenVMS Server providesthe TCPWARE_TELNETD_INTRO_MSG option.

With thislogical, you can define a special message that appears whenever a user attempts access to
the host through TELNET. You can use thislogical to issue warnings such as "Authorized Use
Only" for remote logins.

If the TCPware ACE/Client is enabled and the user is designated for Token A uthentication, the user
isaso prompted for the PASSCODE in addition to the username and password.

K erberos password protection is also available for the TELNET service.

To manage TELNET-OpenVMS security, see Chapter 17, Managing TELNET-OpenVMS Server.
To manage Kerberos authentication for TELNET, see Chapter 22, Managing Kerberos.
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Chapter 19

Access Restrictions

Introduction

This chapter describes how to manage incoming access restrictions:

* Incoming access restrictions are used to restrict the hosts (or groups of hosts) allowed access
to TCP-based services that the TCPware master server initiates. You can use incoming
access restrictions to help secure your host by restricting which hosts have access to its
services.

¢ Qutgoing access restrictions apply to outgoing TCP connections made from the TCPware
host. You can use them to limit the TCP-based services that TCPware host users can use on
other systems. You can base these restrictions on user rights identifiers, or destination IP
addresses or ports.

You can also use outgoing access restrictions to log or alarm outgoing connections. Log means that
arecord is written to the TCPWARE:NETCP.LOG file, which identifies the user and the
destination of the connection. Alarm means that this same message is sent to OPCOM. Even if you
do not restrict the connections users can make, you might want to log or alarm all attempts.

If the process attempting to open a connection has SY SPRV or BY PASS privilege or isrunning
under a system UIC, outgoing access restrictions are not applied. However, logging and alarming
entries are still honored.

Incoming Access Restrictions

Permit or deny incoming access using access lists controlled by commandsin the Network Control
Utility (NETCU), asfollows:

$ NETCU [ conmand]

The commands are:

e ADD ACCESS LIST
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* ADD SERVICE

* MODIFY SERVICE

* REMOVEACCESS LIST
¢ SHOW ACCESS _LISTS

See the NETCU Command Reference for details on each command.

You first set up an access list using the ADD ACCESS _LIST command to specify the hosts or
groups of hosts you want to have explicit use of the service. Access lists should be defined in
SERVERS.COM. You then define (or modify) a service using the ADD SERVICE (or MODIFY
SERVICE) command and use the /ACCESS_LIST qualifier to indicate the access list number. If a
host'sinternet addressisnot in the permitted list, it cannot use the service. Any connections the host
makes to that service are immediately closed. The special /ACCESS_LIST=0 entry means that all
users are allowed access to that service.

Animplicit DENY isadded to the end of each accesslist, meaning that you need an explicit permit
to allow access. Also, an empty access list denies all users access to the service.

Subnet Masks
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Consider the ADD ACCESS LIST command syntax:
$ NETCU ADD ACCESS LI ST /ist condition ia mask

The list is the access list number, condition is either DENY or PERMIT, iais the internet address,
and mask is the subnet mask. The mask is the most significant field used to determine the order of
entriesin the file, followed by DENY before PERMIT conditions, followed by the address.

Often in entries without masks, all DENY entries are listed before all PERMIT entries. If you do
use masks, this order can change based on your intent. Consider the following sequence of
commands where you want to deny access to a Class C network yet permit access for a particular
host on that network:

$ NETCU ADD ACCESS LI ST 1 DENY 192.168. 142. 0 255. 255. 255.0 -

_$ / MESSAGE="Sorry, access denied."

$ NETCU ADD ACCESS LIST 1 PERM T 192. 168. 142. 25

$ SHOW ACCESS LI STS

Li st Condition Internet Address Address Mask Access Deni ed Message

1 PERM T 192. 168. 142. 25 255. 255. 255. 255 "Sorry, access denied."
DENY 192.168. 142.0 255.255.255.0

The longer mask (255.255.255.255) is more specific about the entry and has priority in thefile.
That iswhy the PERMIT entry appears before the DENY entry, so that host 192.168.142.25 has
access while other hosts on its Class C network do not.

Note that the Access Deni ed Message you can add using the /IMESSAGE qualifier appliesto
DENY entriesfor a particular list. The message appears next to the first list entry in a SHOW
ACCESS _LISTSdisplay, evenif itisaPERMIT entry asin the previous example.
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Examples
The following example restricts FTP server access to hosts only on the local network.

$ NETCU ADD ACCESS LI ST 21 PERM T [ ocal - net wor k | ocal - net wor k- nask

$ NETCU MODI FY SERVI CE 21 TCP/ ACCESS LI ST=21

The following example uses an empty access list to make a service temporarily unavailable:
$ NETCU REMOVE ACCESS LIST 1

$ NETCU MODI FY SERVI CE FTP TCP/ ACCESS LI ST=1

To make the service available again | ater, use:

$ NETCU MODI FY SERVI CE FTP TCP/ ACCESS LI ST=0
The 0 access list is special and means all users are allowed access.

Outgoing Access Restrictions

To use outgoing access restrictions, you create afile that contains the list of restrictions. Once you
create thisfile, load it using the SET OUTGOING_ACCESS RESTRICTIONS command in the
Network Control Utility (NETCU). Once loaded, TCPware checks the outgoing access restrictions
list whenever an active, outgoing connection attempt is made. If the outgoing access restrictions list
permits the access, the connection attempt is allowed. If not, the connection attempt fails with a
privilege violation status.

When building an outgoing access restrictions list, be sure to add permit entries for all permitted
activity, since an implicit "deny everything else" is aways at the end of thelist. Therefore, you
need an explicit permit entry to alow access.

The format of outgoing access restrictions list entriesis as follows:
action ID [destination [mask] [operator port]]
Tablel9-1 describes the fields in each entry.
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Table19-1 Fieldsin an Outgoing Access Restrictions File Entry

Field... With valid values... | Description
action Keyword or keyword list (separated by commas; no
spaces in between). Do not use PERMIT together with
DENY.
permit Permits access.
deny Denies access.
log L ogs the access attempt in the NETCPLOG file.
alarm Generates an OPCOM message on the access attempt.
ID username or UIC Local user’s username or UIC, such as SM TH,
[10,100], or [SM TH].
rights-ID Local user'srightsidentifier, such as ACCOUNTING
* Wildcard used by itself (to mean "anyone") or asin
[*,100] or [ 10, *].
destination | Example: Destination | P address to check, in dotted-decimal
192.168.95.126 format. If omitted, indicates all destination addresses.
mask Example: Destination address mask to check, in standard bit mask
255.255.255.0 format. Each bit set indicates that the corresponding bit in
(This example sets the destination field is significant. If omitted, TCPware
only the firg three determines the mask based on whether the host portionis
b tés in the 0; if 0, TCPware uses the network or subnet mask; if not
yiesin 0, TCPware uses the mask 255.255.255.255 (meaning all
destination address ; o
- . bits are significant).
assignificant. This
restricts accessto a
class C network.)
operator It Use with the port field:
le Less than
eq Less than or equal to
ge Equal to
ot Greater than or equal to Greater than
port port-number Destination port specification of either the port number
port-name (such as 2049 for the NFS port) or the port name (such as
SMTP). If aname, must be defined it in the
TCPWARE:SERVICES. file.
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The order of the entriesin the file isimportant. TCPware looks at each condition in sequence and
stops testing after the first match that involves a permit or deny, ignoring any subsequent condition
for an address. To use outgoing access restrictions:

1 | Createoutgoing access restrictionslist entriesin afile.

2 | Apply thefile entriesto your system using commandsin NETCU.

To create an outgoing access restriction file, edit afile and add entries in the format described. For
example, you can set the following outgoing access criteria:

I Log all connections

log * 0.0.0.0 0.0.0.0

I Deny access to SMIP applications over the network

deny * 0.0.0.0 0.0.0.0 eq 25

I Pernmit all connections to the | NTERNET_USER rights identifier only
permit internet_user 0.0.0.0 0.0.0.0

Any number of spaces or tabs can separate each entity. Lines beginning with an exclamation point
(1) are comment lines. Use the dash (- ) continuation character at the end of aline continuing onto
the next.

Animplicitdeny * (deny al) isthelast entry in thefile. This meansthat an explicit per mi t entry
must exist to allow any outgoing access. However, per nmi t access always exists for privileged
users (with SY SPRV or BY PASS privilege or running from a system UIC).

In addition, facilities that use a TCPware internal interface are also considered privileged users; for
example, any application that uses the PWIPDRIVER interface (such as the PATHWORKS V5
server and the DECnet/OSl| product from Compag).

Once you load the file using SET OUTGOING_ACCESS RESTRICTIONS, the outgoing access
restrictions indicated in the file go into effect. You can use a subsequent SHOW
OUTGOING_ACCESS RESTRICTIONS command to display the results:

$ NETCU SET QUTGO NG _ACCESS_RESTRI CTI ONS HOVERRESTRI CT. DAT
$ NETCU SHOW OUTGO NG_ACCESS_RESTRI CTI ONS
TCPware(R) for OpenVMs Qutgoi ng Access Restrictions List

Actions Userid Destination Address Destination Mask Port
LOG * 0.0.0.0 0.0.0.0

DENY * 0.0.0.0 0.0.0.0 EQ 25
PERM T | NTERNET_USER 0.0.0.0 0.0.0.0

Setting and Showing
Use the outgoing access restrictions commands on the NETCU level. The commands are:

* SET OUTGOING_ACCESS RESTRICTIONS
¢ SET NOOUTGOING_ACCESS RESTRICTIONS
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SHOW OUTGOING_ACCESS _RESTRICTIONS

All commands require OPER privilege. The SET OUTGOING_ACCESS RESTRICTIONS
command only affects the running system. To load the outgoing access restrictions each time you
start TCPware, you can:

1 | Place outgoing access restrictionsin the
TCPWARE: TCPWARE_OUTGOING_RESTRICTIONS.DAT file (STARTNET loads
thisfileif it exists).

2 | AddaSET OUTGOING_ACCESS RESTRICTIONS command to the

TCPWARE:ROUTING.COM file.

See the NETCU Command Reference for details about these commands.

CAUTION! Avoid using the SET OUTGOING_ACCESS_RESTRICTIONS NLAO: command. You can

deny all outgoing access.

Examples
Examples of how you might use outgoing access restrictions include:
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For service bureaus or sites that want to limit which users are allowed access to TCP-based
services, you might consider creating an INTERNET _USER rightsidentifier, and granting it
to those users that purchase or need TCP/IP access. Then, you would create avery simple
outgoing access restriction list such as:

permt | NTERNET USER

Thislist would permit all userswiththe INTERNET _USER rightsidentifier to establish TCP
connections. Anyone without that rights identifier would not be alowed to establish TCP
connections.

Note that users can still send SMTP mail using SMTP-OpenVM S mailer. To disable use of
this service, you would need to add ACLs to the TCPWARE:SMTP_MAILSHR.EXE fileto
allow only users with the INTERNET _USER rights identifier access.

If you have problems with TELNET users accessing the SMTP port and creating fake mail
messages, prevent this by using an outgoing access restriction list:

deny * 0 0 eq smtp

permt *

Note that users can till send and receive SMTP mail using SMTP-OpenVMS (which runs
with privileges that allow it to bypass the outgoing access restrictions list).

If you want to log all outgoing connections:

permt,log *

To aarm all connections, use:

permt,alarm*

You can also log or alarm selected outgoing connections. For example, to log all outgoing
SMTP connections:




Access Restrictions

permt,log * 0 0 eq sntp
permt *
Note that the second entry (per mi t *) permits all other outgoing connections.
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Chapter 20

Packet Filtering

Introduction
This chapter describes how to manage TCPware packet filtering.

Using Packet Filtering

Packet filtering is used today in amost all (from basic to sophisticated) security firewalls. Packet
filtering firewalls apply filtering rules to each packet received to determine whether to accept or
discard it. These filtering rules specify the protocol, source and destination | P addresses, and
destination ports (for TCP and UDP) for accepted or discarded packets.

You use packet filtering on routers between an internal network and one or more external networks
(such as a connection to the Internet). Packet filter rules restrict what may come in over the
interface connected to the external network.

Packet filtering can also be useful on hosts. For example, you can restrict the hosts allowed access
to services. In particular, these are UDP-based services and services that the TCPware master
server does not activate, and thus cannot use incoming access restrictions.

TCPware's packet filtering support is similar to what many routers provide. Once you create afile
containing the packet filter rules and load it for an interface, any | P datagrams received on that
interface are filtered before being processed or forwarded. (Packets are only forwarded if you
enable forwarding; see the NETCU ENABLE FORWARDING command for details.)

Note that when you use packet filtering, each and every datagram received on the interface is
filtered. This increases processing overhead depending on the size of the filter list.

Packet filtering can be an effective and useful security mechanism. However, it cannot solve all of
your security problems. To be effective, you must construct the filtering rules carefully.
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Cautions
Consider the following cautions when setting up packet filtering on an interface:

Packet filtering does not use state information. Each datagram is filtered without any
knowledge of packets that preceded it.

This meansthat for UDP-based applications, it is not possible to add arule that says to accept
replies to requests. This also affects connection-oriented protocols such as FTP that use two
connections, one for commands and the other for data.

Fragmented datagrams for UDP or TCP are difficult to filter, since only the first fragment
has the necessary port information. TCPware solves this problem by applying the filter rules
only to the first fragment of UDP and TCP datagrams. The other fragments are accepted and
processed or forwarded, but are eventually discarded since they cannot be reassembled
without the first fragment. For all other IP protocols, the filter rules apply to each fragment.
To set up secure packet filtering lists, you need a detailed knowledge of IR, ICMP, TCP,
UDP and applications protocols.

Suggested reading includes the protocol RFCs (listed elsewhere in the TCPware documentation)
and books such as Cheswick, William R. & Steven M. Bellovin, Firewalls and Internet Security:
Repelling the Wily Hacker.

Packet Filter File

Packet filtering uses afilter list to determine whether you can receive a datagram. Filter listsarein
packet filter files having the .DAT extension by default. Create one of these filesfirst and then edit
it. Format each file entry in the manner described in Table 20-1.

Table20-1 Fieldsin a Packet Filter File Entry

Field... With valid values... Description

Entry Format:
action protocol saddr smask [sport] daddr dmask [dport [doption]]

action permit per m t permits the datagram; deny

denies the datagram and sends the
ICMP; dr op denies the datagram
deny without sending an |CMP destination
unreachabl e message to the sender.

drop

protocol | ip ip-nunber Protocol to check: the valuesindicated or

the numeric IP protocol number. The

tcp
valuei p matches any IP protocol.

udp
icnp
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Table20-1 Fieldsin a Packet Filter File Entry (Continued)

Field... With valid values... Description
saddr Example: 192. 168. 123. 123 Source | P address to check.
smask Example: 255. 255. 255. 255 Source address mask to check, in
standard bit mask format. To match a
single address, use 255.255.255.255. To
match any address, use 0.0.0.0
sport operator  operand Optional source port specification to
't port check (for TCP and UDP entries only).
Consists of an operator, space, and port
le name or number. If port name, must be
eq defined in the TCPWARE: SERVI CES.
ge file. If omitted, any source port isvalid.
gt Example: gt 1023
ne
daddr Example: 192. 168. 123. 123 Destination | P address to check.
dmask Example: 255. 255. 255. 255 Destination address mask to check, in
standard bit mask format, asin
s- mask above.
dport oper at or oper and Optional destination port (for TCP and
|t port UDP entries) or ICMP message type
_ specification consisting of an operator,
le Ienp-nsg-type space, and operand. If a port name, must
eq be in the TCPWARE:SERVICES. file. If
ge icmp-msg-type, use:
gt 0 Echo Reply
ne 3 Destination Unreachable
4 Source Quench
5 Redirect
8 Echo
11 Time Exceeded
12 Parameter Problem
13 Timestamp

14 Timestamp Reply
15 Information Request
16 Information Reply
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Table20-1 Fieldsin a Packet Filter File Entry (Continued)

Field... With valid values... Description

doption est abl i shed Matches only established connections
(TCP segments with ACK or RST bits
set).

Each entry specifies a packet filtering condition for a particular protocol type, source or destination
address and mask, and destination port and mask specification, with certain additional options. The
system looks at each condition in sequence, looks for a match, and takes a permit (accept) or deny
(reject) action. The system stops testing conditions after the first match. This means that the order
of the entries in the file isimportant; if the file lists a subsequent condition for an address, the
system ignoresit.

Animplicit deny terminates the list of entriesin the packet filter file. This means that if no
condition matches, the system rejects the datagram. To use packet filtering:

1 | Create address list entries in the packet filter file.

2 | Apply the list to interfaces on your system by using packet filtering comm?nds.

To create a packet filter file, edit afile and add address list entries in the format described.

Any number of spaces or tabs can separate each entity. Lines beginning with an exclamation point
(1) are comment lines. You can use the dash (=) continuation character at the end of a line that
needs to continue onto the next.

To apply the list to a particular network interface or interfaces on your system, use the SET
FILTER command, as describedSetting and Showing.

Configuration Recommendations

A packet filtering configuration might look something like Figure 20-1. A packet filter is installed
at the ISA-1 interface to prevent unwanted packets from the external networks from entering the
internal network. TCPware's packet filters are applied to packets received on a specific interface
(no filtering of transmitted packets is done).
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Figure20-1 Tunneling DECnet over |P

TCPware Host

1540 Interface 154-1 Interface

External
Metwork

Internal
Metwork

Constructing the address filter list requires carein that you only want to let in the packets you need.
Here are some recommendations in setting up an addressfilter list for an interface:

Add an entry to prevent IP spoofing (that is, having an external host send a datagram asiif it
came from alocal machine). For arouter (asin Figure 20-1), this makes sense since no
datagram received from an external network should ever have alocal source address. Add
the following entry to thefilter list for the external interface (ISA-1in Figure 20-1):

deny ip local -network |ocal -network-mask

Be careful with services that use "unprotected" port numbers (greater than 1024). Some
examples are NFS (port 2049) and X Windows (port 6000 and higher). Explicitly denying
these servicesisagood idea:

deny udp 0 0 O 0 eq 2049

deny tcp 0 0 O 0 eq 2049

deny tcp 0 0 0 0 eq 6000

deny tcp 0 0 0 0 eq 6001

Prevent broadcast and loopback packets from entering your network. It is best to restrict the
broadcast (the first two of the following entries) to an external interface; apply the loopback
restriction (the last entry) to any interface:

drop ip 0.0.0.0 255.255. 255. 255

drop ip 255.255.255. 255 255. 255. 255. 255

drop ip 127.0.0.0 255.0.0.0

Guard against datagrams from invalid source addresses when connected to the Internet
(provided you are not using these network numbers for internal-only traffic purposes). Add
the following to thefilter list for the external interface (ISA-1 in Figure 20-1):

drop ip 10.0.0.0 255.0.0.0

drop ip 172.16.0.0 255.240.0.0

drop ip 192.168.0.0 255.255.0.0
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* You generally need to allow in domain name (DNS) requests using:
permit udp 0 0 0 0 eq 53

Whether to allow TCP DNS traffic (usually used for zone transfers) is also something to
consider. To disallow TCP DNS traffic, add:

deny tcp 0 0 0 O eq 53

* You should not be concerned with what services local users use in the external world. You
would want to add:
permit tcp O 0 0 O gt 1023 established
Thisalowsall TCP datagramsin to ports greater than 1023 that have either the ACK or RST
bits set in the TCP flags. Connection establishment requests have just the SYN bit set, so
they are not allowed in by this entry.

You may want to drop the est abl i shed option if you want to allow incoming connections
to unprotected ports. This would alow use of the FTP PASV capability.

* You may offer services to the externa world such as a World Wide Web or anonymous FTP
server. Add the following entries:
permit tcp O O (web-server) 255.255.255. 255 eq 80
permt tcp O O (ftp-server) 255.255.255. 255 eq 21
If you have several hosts for each service, add an entry for each. Note that for the FTP
Server, the data connections are normally outgoing and thusthe earlierpernit tcp 0 0 0
0 gt 1023 establ i shed configuration worksto alow these. However, if users switch to
PASV mode, the connections will be incoming (to unprotected port numbers) and therefore
thepermit tcp 0 0 0 O gt 1023 configuration (without theest abl i shed option) may
be more effective.

¢ Allow al ICMPs except ICMP redirectsin:
deny icnrp 0 0 0 0 eq 5
permit icnp
Thisisuseful for informing hosts about problems. But it can open up denial of service
attacks, especialy if hosts are not careful about the ICMP redirects that they accept. That is
why discarding them is recommended.

* Watch the order of the entriesin the table carefully.
permit tcp O 0 0 O gt 1023
deny tcp 0 0 O O eq 2049
Thisentry would not work since the permit entry allows the datagram in and processing stops
as soon as amatch isfound. TCPware processes the entries in the order in which you specify
them.

* Remember that an implicit "deny everything" is added to the end of the filtering list. This
means that to permit a datagram in, you need to have a permit entry in the list.

* Onceyou applied your filter list, test it first. Get an account on a host on an outside network
that you can use to connect to your local hosts. Check that you are not allowing any access
you do not want, and that you are allowing access that you do want. If something is not right,
modify the filter list, reload it, and retest.

While packet filtering is very useful, it is by no means the only step you should take to secure your
network. You must take special care to secure the system to assure that it cannot be compromised.
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Oneway to do thisisto greatly limit the services it offers.

Setting and Showing

The commands to set and show packet filters are:

SET FILTER Associates a packet filter list with particular network lines

SET NOFILTER | Removesapreviously associated packet filter list from network line(s)

SHOW FILTER Displays the current packet filter list for network lines

See the NETCU Command Reference manual for details on these commands.

Setting at Startup

When you start TCPware, the STARTNET procedure looks for a TCPWARE:FILTER-line-
id.DAT filefor each interface it starts. If the file exists, STARTNET issues the following NETCU
command to set the filter list for the interface:

SET FILTER /ine-id TCPWARE: FI LTER- / i ne-i d. DAT

You can also add the necessary NETCU commands to the TCPWARE:ROUTING.COM file.

20-7






Chapter 21

Managing Token Authentication

Introduction

This chapter describes how to manage the TCPware Access Control Encryption (ACE) Client
(ACE/Client) and how to set up user accounts in the Security Dynamics ACE/Server.

ACE/Client

The TCPware Token Authentication system consists of Security Dynamics Corporation’s Access
Control Encryption Server (ACE/Server) authentication software running in a trusted environment
and TCPware ACE/Client software on devices that are to be protected by SecurlD authentication.
A backup server that provides backup authentication services if the main server is not running,
administration software, and audit trails are part of the server environment.

Security Dynamics' Securl D smart card and ACE/Server software produce a two-factor
authentication process that can provide an effective, secure environment. The SecurlD smart card
contains a microprocessor that generates and displays a new, unpredictable password (card code)
every 60 seconds. The card displays this unique password, which is different for each card, on a
liquid crystal display. Each card is programmed with a unique seed number and Security Dynamics
powerful proprietary algorithm.

The following TCPware components and OpenVM S functionality use the TCPware ACE/Client to
authenticate a user before allowing access:

* FTP-OpenVMS

* RLOGIN command

* TELNET-OpenVMS

* SET HOST command

The TCPware ACE/Client is designed to do the following:

* Monitor and control token-holders
¢ Authenticate for interactive logins
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¢ Authenticate based on network logins
¢ Authenticate based on remote logins

Terms
Special terms used in this chapter include:

21-2

ACE/Client Computer or other device that is protected by the ACE/Server to prevent
unauthorized access. Designated users of this computer must provide avalid
SecurlD PASSCODE in order tologin.

ACE/Server Security Dynamics Corporation’s authentication software running on a TCP/
IP networked UNIX machine, providing authentication, administration, and
audit trail services.

CERT Computer Emergency Response Team.

PASSCODE User's PIN plus the tokencode displayed in the Securl D token.

PIN User’s Personal Identification Number. The PIN is one factor in the Security
Dynamics authentication system.

sdadni n Program used on the main server to administer the ACE/Server system.

sdconf.rec ACE/Server configuration file that contains information about the server that

is distributed to the ACE/Clients. The ACE/Clients must have thisfile on
their system in order to determine what parameters are needed to establish
communication with the server.

SDI Encryption

Security Dynamics' proprietary encryption.

securi d.

Node secret file that contains a random string only known between the client
and server. Along with other information, securi d. is used to encrypt and
decrypt messages between the client and server.

token

Device that displays a Securl D tokencode. It may be a standard SecurlD
Card, a SecurlD Key Fob, or a SecurlD PINPAD card. The token is one of
thefactorsin Securl D two-factor authentication. The other factor isthe user’s
PIN.

two-factor
authentication

Authentication method used by the ACE/Server in which the user must enter
a secret, memorized personal identification number (PIN) and the current
code generated by the user’s assigned Securl D token. The PIN and tokencode
make up the PASSCODE.
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Documents and Standards
See the following documents for more information:

ACE/Server V2.2 Administration Manual, August 1996

ACE/Client for OpenVMS V1.0, December 1995

ACE/Server V2.2 Installation Guide, August 1996

Developers Guides to the ACE/Server V2.2 Database and Client API, August 1996
ACE/Server Client Implementation Guide, August 26 1996.

Security Dynamics SecurlD FAQ, ht t p: / / www. securi d. conl ser vi ce/ FAQs/

ACE/Server Functions

To administer the ACE/Server functions, use the sdadmni n program, which you can run either in
graphical interface mode or in character mode. To use graphical interface mode, go to the proper
directory location of the program on the server machine, and enter the following:

# directory-pat hl sdadm n

To use character mode, enter the following:

# directory-pathl/ sdadmn -c

Note! See Security Dynamics’ ACE/Server Administration Manual for full details on server
administration. The following is only a review of the functions.

The following is a sequence of steps on the server:

Sep | Action Description

1 Add token From the Token pull-down menu, select | nport Tokens, enter
recordstoanew | the path and filename of the token recordsfile, and select Li st
ACE/Server Tokens to verify.
database

2 Create clients Fromthed i ent pulldown menu, select Add C i ent and add a

client. To duplicate information activation information from one
client to another, use the Copy Cl i ent selection. Repeat thisas
often as needed.

3 Create groups From the Gr oup pulldown menu, select Add G oup and add a
group (thisis optional but useful) along with its members
(although you can do this later). To duplicate information
activation information from one group to another, use the Copy
G oup selection. Repest this as often as needed.
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4 Set system PIN From the Syst empulldown menu, select Syst em Par anet er s
parameters and set the PIN parameters such as whether to allow alphanumeric
or just numeric PINSs, if they should all be the same character
length, and whether the system generates them or the user can

generate them.
5 Createusersand | From the User pulldown menu, select one of the following: Add
assign tokensto User,Edit User, or Copy User to create users (thisisaso
them where you can determine group membership).

The server administrator’s responsibilities also includes distributing tokens to users and educating
them about their security responsibilities (such as keeping PINs secret and securing and protecting
their tokens).

The server administrator can also monitor the authentication process on the server and generate
reports using sdadmi n. Do this from the Repor t pulldown menu and by selecting Acti vi ty.
Enter the parameters for the report and select OK. You can also log statistics.

ACE/Client Logicals
Thelogicalslisted in Table 21-1 define the ACE/Client environment.

Table21-1 ACE/Client Logicals

Logical Description

TCPWARE_ACECLIENT_CL Points to the shareabl e image activated by
LOGINOUT when loginis performed.

TCPWARE _ACECLIENT _ Points to the directory that contains ACE/Client

DATA_DIRECTORY datafiles. Set by theEnt er directory were

the TCPware ACE/Cient data file
resi des: promptin CNFNET.

TCPWARE_ACECLIENT_ENABLE If set to 1, indicates that authentication by the
TCPware ACE/Client is enabled. Set by the Do
you want to use the TCPware ACE
CLI ENT to authenticate user

| ogi n?: promptin CNFNET.

TCPWARE_ACECLIENT _NETWORK | If setto 1, indicates that authentication is
performed on logins over network terminals, for
example, NT physical devices created if using
TELNET. Set by theDo you want to

aut henti cate user network | ogins?
prompt in CNFNET.
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Table21-1 ACE/Client Logicals (Continued)

Logical Description

TCPWARE_ACECLIENT _ Number of seconds allowed for the user to input

PASSCODE_TIME the PASSCODE. Set by theEnt er t he
PASSCODE i nput timeout tine: prompt
in CNFNET.

TCPWARE_ACECLIENT_REMO If set to 1, indicates that authentication is

performed on logins over remote terminals, for
example, _RT physical devices are created if using
SET HOST. Set by theDo you want to

aut henticate user renote | ogins?:
prompt in CNFNET.

TCPWARE_ACECLIENT_SHR Points to the ACE/Client API.

Disabling ACE/Client

If there is a malfunction with the TCPware ACE/Client or if the main ACE/Server and the backup
ACE/Server are not running and the TCPware ACE/Client is enabled, users who are designated for
Token Authentication are not allowed access to the system. To disable the TCPware ACE/Client,
perform the following command:

$ @CPWARE: SHUTNET ACECLI ENT

If you wish to disable the TCPware ACE/Client but cannot log in the system to do so, use the
console to login. The console should be in asecure areaand login is granted if the user password is
correct. It does not prompt you for the PASSCCODE: . Once you are logged in, you can disable the
TCPware ACE/Client with the command described.

If you do not have a console, shut down the system and perform a minimum reboot. Log in and run
CNFNET to disable the TCPware ACE/CLIENT for your particular configuration by responding
with NO to the following prompt:

Do you want to use the TCPware ACE/ CLIENT to authenticate user login ? NO

In the event that you cannot disable the TCPware ACE/Client using SHUTNET, you can do the
following to manually disableit:

* Check the system, executive logical LGI$SCALLOUTS to make sure that it does not include
the TCPWARE_ACECLIENT_CL logical initsdefinition. If it does, redefine
LGI$CALLOUTS to exclude TCPWARE_ACECLIENT_CL.

* Check the SY SGEN parameter LGI_CALLOUTS to make sure that it represents the correct
number of shareable images as shown in the system, executive logical LGISCALLOUTS. If
it does not, set it to the correct value as follows in SY SGEN:
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Da
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SYSGEN> USE ACTI VE

SYSGEN> SET LG _CALLOUTS nunber - shar eabl e- i mages
SYSGEN> WRI TE ACTI VE

SYSGEN> EXI T

However, if you start TCPware as part of your site auto-startup, it enables the TCPware ACE/
Client after rebooting. Use CNFNET to permanently disable the TCPware ACE/Client.

tabase Transfer and Startup

To usethe ACE/Client, you must copy the ACE/Server configuration file, SDCONF.REC, from the
ACE/Server to the ACE/Client machine. It must go into the
TCPWARE_ACECLIENT _DATA DIRECTORY described in the previous section.

If the TCPware ACE/Client and the ACE/Server do not have the same SDCONF.REC file,
communication between them will be impossible. To view the SDCONF.REC file to make sure it
matches the one one on the server, run the TCPWARE:ACEMAIN_CL.EXE utility on the client, as
follows:

$ RUN TCPWARE: ACEMAI N_CL
Here is sample output:

Configuration file is version 6

Maxi mum nunber of ACE/ Servers is 2

Maxi mum nunber of ACE/Client retries is 3
ACE/dient tinmeout is 10 seconds

DES has been di sabl ed

Dur ess node has been di sabl ed

The ACE/ Server is a trusted server

Nurmber of bad Tokencodes allowed is 3
Nunber of bad PIN allowed is 3

ACE/ Server service nane is securid

Mast er ACE/ Server protocol is udp

Mast er ACE/ Server port 5500

Mast er ACE/ Server is fred

Mast er ACE/ Server address is 192.168.142.63
Sl ave ACE/ Server is wilna

Sl ave ACE/ Server address is 192.168. 95. 82
Sl ave ACE/ Server port is 5510

If the display contains garbage characters, the SDCONF.REC fileis corrupted. If thefileis
corrupted or the entries do not match those of the SDCONF.REC file on the ACE/Server, recopy
the server file using FTP in binary mode.

The TCPware startup process.
* Checksto seeif the ACE/Client is enabled.
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¢ Definesthelogicals described in the previous section.

¢ Installsthe TCPWARE_ACECLIENT_SHR.EXE and TCPWARE_ACECLIENT_CL.EXE
shareables.

¢ Definesthe LGI$SLOGINOUT_CALLOUTSto include TCPWARE_ACECLIENT_CL.

¢ Incrementsthe SY SGEN parameter LGI_CALLOUTS by one.

Commands

The following NETCU commands are available to monitor and control which users should be
authenticated before granting access:

ADD ACE_USER username Adds the username to the ACE/Client database. The
ACE/Server authenticates the user.

REMOVE ACE_USER username Removes the username from the ACE/Client database.
The ACE/Server no longer authenticates the user.

SHOW ACE_USER Displays the ACE/Client database and lists the
usernames that are being authenticated.

CREATE ACE_USER_DATABASE | Createsanew ACE/Client database and renames the
old database if there was one.

ACE/Client Functions
The TCPware ACE/Client supports the following functions:

1 | Enter PASSCODE: prompt to authenticate users by challenging them for SecurlD
PASSCODE information

New PIN operation

Next Tokencode operation

Backup servers

g | |l W DN

Encryption algorithm

The first three functions requires user interaction. Support of an optional backup ACE/Server is
transparent to the users.

Ent er PASSCODE: Prompt

Thisisthe challenge for the Securl D authentication. Users must respond by entering their SecurlD
PASSCODE, comprised of their secret PIN, followed by the tokencode currently displayed on the
user’s Securl D token. PINPAD tokens require that the user’s PIN be entered into the PINPAD token
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itself; the result that is displayed on the user’s token is the complete PASSCODE and is entered as

displayed. The PASSCODE prompt is normally displayed after the user has responded to the usual
login prompts.

New PIN Operation

When a Securl D token isfirst assigned to a user, a PIN is not yet associated with it. A SecurlD
token cannot be used for authenticating until a PIN is assigned to it. When using their SecurlD
token for the first time, or in cases when anew PIN must be assigned to an existing user, users need
to interact with the ACE/Server. This interaction is known as"New PIN mode."

Next Tokencode Mode

"Next Tokencode mode" requires that the user input a second successive tokencode from their
SecurlD Token. The ACE/Server puts atoken into Next Tokencode mode if it has drifted out of
synchronization with the server system’s clock, or a PIN has been compromised and a hacker is
attempting to guess avalid tokencode. Requiring two consecutive token-codes ensures that the user
actually has possession of the Securl D token associated with the PIN that was entered. This feature
must be supported for the ACE/Server to properly identify a user whose Securl D token clock may
have drifted out of synch with the ACE/Server's clock. It is also required to allow the ACE/Server
to perform evasive-action processing, asis the case when someone has learned auser’'s PIN and is
attempting to guess the valid tokencode without having possession of the associated Securl D token.

Backup ACE/Server

The optional backup ACE/Server runs on a second UNIX machine and acts as a temporary backup
to the ACE/Server. Backup ACE/Server software runs on any platform that can run the ACE/
Server, but does not have to be the same operating system as that running the ACE/Server software.
The backup ACE/Server isin regular communication with the ACE/Server via a dedicated TCP/IP
socket. In the event of afailure of the ACE/Server platform or of the network connection, the
backup ACE/Server processes authentication requests and generates audit trail records. The backup
ACE/Server has all the features of the main ACE/Server except the administrative capabilities.

Encryption

Ap

The ACE/Server supports Security Dynamics' proprietary encryption. The ACE/Server system uses
this method to secure transmissions between the ACE/Server, ACE/Client and backup ACE/Server.

plication Functionality

FTR, RLOGIN, TELNET, and SET HOST provide different login prompts for Token
Authentication.

FTP
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Tokencode or New PIN maode) when in FTP, since thereis no interaction between the FTP user and
the ACE/Client.

When in FTP, the user must enter the username prompt and the PASSCODE at the usual
Passwor d: prompt. If the user is not assigned for token authentication, the user provides their
password when FTP prompts for it.

TELNET, RLOGIN, and SET HOST

A user running TELNET, RLOGIN, or SET HOST must provide login information in order to be
authenticated before access is allowed. In addition to the username and password information, the
user is also asked to provide the PASSCODE.

User Messages

Following are the messages that the ACE/Client will display to the user who is attempting to
authenticate.

Enter PASSCODE:

Thisisthe ACE/Client prompt the user usually sees when attempting to authenticate. (New
PIN mode, Next Tokencode mode and certain authentication failures are the exceptions). At
this prompt, users must enter their SecurlD PASSCODE. The PASSCODE is comprised of
the secret PIN and the current tokencode displayed on the user’s Securl D token. The two
values, when combined, are referred to as a PASSCODE. The format of the PASSCODE is
dependent on the type of SecurlD token being used.

PA SSCODE accepted

This message is displayed on users' screens when they enter avalid PASSCODE. The user is
successfully authenticated and now has access to the ACE/Server-protected environment.

Access denied

The ACE/Client uses this message to indicate a failed authentication request (an invalid
PASSCODE). The individual is denied access to the Securl D-protected system. After this
message is displayed, the user may be prompted with another Ent er PASSCCODE: prompt.
This message may be displayed for a number of reasons such as:

— The user entered a valid PIN followed by an invalid tokencode. The entered value co

be a previously used code or a guessed number.
— When using a PINPAD token, the user entered an invalid tokencode.

— The user entered an invalid PIN followed by a valid tokencode. The user entered a nur

other than the PIN associated with the token they are attempting to use.
— When using a PINPAD token, the user entered an invalid PIN.

— The user's SecurlD token is disabled, either automatically to evade a system attack, ¢

administrative action.
— A person attempting to gain unauthorized access is guessing PASSCODEs.
— The user is not activated on the Client.
— The Client was not found in the ACE/Server database.
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— Access was attempted with a PASSCODE already in use.
— Mismatch of node secret or encryption type.
— The token, or the user's temporary access period, expired.

Press to generate anew PIN and display it on screen
or

to cancel the New PIN procedure:

This message is displayed when the user’s Securl D token isin New PIN mode and the user
entered the current tokencode (or tokencode and PIN). This prompt indicates that the ACE/
Server isready to generate anew PIN for the token and display it to the tokenholder, unless

the process is aborted by pressing

Enter your new PIN, containing 4 to 8 characters, or Press to generate anew PIN
and display it on screen or to cancel the New PIN procedure:

A message similar to thisis displayed when the user’s Securl D token isin New PIN mode
and the user initiated a Securl D authentication. This prompt indicates that the ACE/Server is
ready to generate anew PIN for the token or to allow users to create their own PIN.

Enter your new PIN, containing 4 to 8 characters, or <Ctrl d> to
cancel the New PIN procedure:

This prompt appears when the user’s Securl D token isin New PIN mode and the user
initiated a Securl D authentication. In this case, the user MUST create a PIN or abort the
operation using .The ACE/Server does not generate a PIN automatically. Pressing
at this point re-displays the prompt. The new PIN, whether
ACE/Server-generated or user-created, is displayed to the tokenholder, unless the processis

aborted by pressing [Ct r / D).
PIN rejected

The user selected an unacceptable PIN. The PIN specified by the user must conform to the
system PIN specifications for length and allowabl e characters (digits only or letters and
digits). PIN numbers must be composed of digits (0-9) or letters A-Z. PINPAD cards require
that the PIN be composed exclusively of digits 0-9, the PIN cannot begin with zero, and the
PIN length cannot exceed the length of the tokencode.

Pl ease enter the next code from your token:

Securl D authentication is based on a patented time synchronization technology. If users have
not used their Securl D token for an extended time, the Securl D token's clock may appear to
the ACE/Server to be out of synch, or beyond the limits of normal synchronization. Thisis
usually aresult of mutual drift between the SecurlD token’s clock and the time source for the
ACE/Server. In this event, the user will be prompted to enter the next tokencode.

Error Messages

Each of the following error messages indicates some failure with the ACE/Client, where xxx
indicates the cause of the error:
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ERRSDCONF

<Error reading xxx>

NOCLISERCOM

<Cannot initialize client-server communications>

FAILSYNCSER

<Failed to synchronize with server>

GTHOSTFAIL

<gethostname failed>

GTHOSTBYFAIL

<gethostbyname failed for host xxx>

ERRSELECT

<Error from select>

EXPSELECT

<Exception from select>

UNLOCUNIXFL

<Unable to locate xxx in the TCPware services file>

UNCRESOCK <Unable to create ACE/Server socket>

UNBINDSOCK <Unable to bind ACE/Server socket>

UNLOCSERHT <Unable to locate ACE/Server host>

UNSNDSERV <Unable to send to the ACE/Server>

ASSIGNFL <SYS$ASSICN failed: >

QIOWFAIL <SY S$QIOW failed: >

CRENODESECR | <Can not create servicefile x>

PASSCODETO <PASSCODE Ti meout, you have xxx seconds to i nput the

PASSCCDE>

If the user is experiencing login failures, check the ACE/Server activity menu for additional
information. Run sdadni n on the ACE/Server system and select the Repor t menu.

See the ACE/Server Administration Manual for detail s about authentication and ACE/Server errors.
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Chapter 22

Managing Kerberos

Introduction
This chapter describes:

¢ Kerberos Server

¢ Kerberos management commands
e Kerberos administration server

¢ Kerberos. KLOG Nfile

¢ Managing Kerberosfor TELNET

Configuration Checklist

To set up Kerberos authentication between systems, all machines have to be configured for
Kerberos: the Kerberos server, application server, and client application machines. You must first
decide which machinein the Kerberos realm (domain) will be the Kerberos Server, and which
machines will support application clients and servers with Kerberos authentication. You also need
to define the Kerberos realm, the location of the user’'s Kerberos ticket file, and who the Kerberos
users and administrators are going to be.

On the Kerberos Server machine, you need to create a Kerberos database, add application service
entries to it, and create a service table file for each application server (such asthe RLOGIN server
machine). For each service table, you need to transfer (preferably hand-carry) a copy of the fileto
each application server. You also need to add user entries and administrator accounts (with access
control list entries) on the Kerberos Server.

The service table file you create from the Kerberos database is host - NEW SRVTAB. (where host
isthe specific host name) for each application server with Kerberos authentication. This file should
be located within the same directory where the NETCU CREATE SRV TAB command was issued.
The file must be copied (preferably hand-carried) from this directory to the application server’'s
remote host and renamed TCPWARE: SRVTAB. . Also, Kerberos must be configured for each
application server.
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Only the Kerberos configuration needs to occur on each client application machine. This defines
the Kerberos logicals needed. Kerberos must also be started on each machine. No Kerberos
database entry is needed for client applications, but entries are needed for server applications and
user accounts. See Figure 22-1.
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Figure22-1 Kerberos Configuration Checklist

Decide which machine will be the Kerberos Server.
Decide on the name of the Kerberos realm.
Decide which Kerberos applica tions to support on each machine.

Know which users will use t he Kerberos applications.

| I I

(Optional) Decide who  will have a Kerberos administrator account, and with
what access rights.

On the Kerberos Server machine:

Configure and start Kerberos (@TCPWARE:CNFNET KERBEROS). At this point,
Kerberos will stop until yo u complete the next few steps.

Create the Kerberos dat abase (NETCU CREATE KDB), specifying a master password.

Stash the Kerberos mas ter password (NETCU STASH MASTER_PASSWORD).
Restart Kerberos (@ TCPWARE:ST ARTNET KERBEROS).

Add Kerberos database entries for each Kerberos user (NETCU ADD KDB).

(Optional) Add a Kerberos administrator account (NETCU ADD KDB).

(Optional) Add Kerberos Ac cess Control List entries for the administrator
account(s) (NETCU ADD KAC L).

Add Kerberos database entries fo r each application service and its machine
(NETCU ADD KDB).

Create service table ( SRVTAB) files for each application service machine
(NETCU CREATE SRVTAB).

Handcarry the SRV TAB files to their respective application servers.

HE NN

On each Kerberos appl ication server machine:

D Make sure that the TC PWARE:SRVTAB. file is the newest one from the
Kerberos database.

D Configure each system as a Kerb eros application service
(@TCPWARE:CNFNET KERBEROS).

D Start Kerberos on each sys tem (@ TCPWARE:STARTNET KERBEROS).

On the Kerberos appli cation client machine:

D Configure each system as a Kerberos application service (no Kerberos
application servers are need ed during configuration).

D Start Kerberos on each syst em.
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Server Concept

Kerberos provides network security by regulating user access to network services. Kerberos solves
the problem of how a server can be sure of aclient'sidentity by having both the client and server
trust athird party, in this case the Kerberos Server. The Kerberos Server verifies the client’s

identity.

If you set up your machine as a Primary Kerberos Server, TCPware creates two processes:

¢ Kerberos Server (TCPWARE_KERBV4)
The Kerberos Server handles authentication requests. This server uses UDP as its transport

protocol.

* Kerberos Administration Server (TCPWARE_KADMV4)

The Kerberos Administration Server handles remote administration of the Kerberos database
(KDB). This server uses TCP asiits transport protocol.

Configuring the Server

During configuration, CNFNET defines each of the logicalslisted in Table 22-1.

Table22-1 KerberosLogicals

Logical

Description

TCPWARE_KERBV4_MAXAGE

Sets the maximum age of the Kerberos database

TCPWARE_KERBV4_PRIMARY

Sets the Primary Kerberos Server name

TCPWARE_KERBV4_REALM

Sets the realm name of the Kerberos Server

TCPWARE_KERBV4_RLOGIN

Determinesif the RLOGIN Server mandates, accepts, or
disallows any Kerberos request

TCPWARE_KERBV4_RSHELL

Determines if the RSH Server mandates, accepts, or
disallows any Kerberos request

TCPWARE_KERBV4_SRVTYP

Setsthe type of server (primary, or applications only)

TCPWARE_KERBV4_TELNET

Determines if the TELNET Server mandates, accepts, or
disallows any Kerberos request

TCPWARE_KERBV4_TKFILE

Sets the location of the user’s ticket file

Service Type

The TCPWARE_KERBV4 SRVTYP logical determines the type of service on the local machine.
You can have the Primary Kerberos Server and K erberos applications running on it, or just

K erberos applications running on it.
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You usually set the service type during CNFNET. If you need to define the logical manually, do so
in one of the following two ways:

1 $ DEFI NE/ SYSTEM EXEC TCPWARE_KERBV4_SRVTYP P

The P indicates that this machine is to have a Primary Kerberos Server and Kerberos
applications running on it

2 $ DEFI NE/ SYSTEM EXEC TCPWARE_KERBV4_SRVTYP A

The A indicates that this machine is to have only Kerberos applications running on it.

Realm Name

The TCPWARE_KERBV4 REALM logica determines the name of the Kerberos realm. You
normally set the name of the local realm during CNFNET. The following example shows how to
define the logical manually:

$ DEFI NE/ SYSTEM EXEC TCPWARE_KERBV4_REALM DAl SY. COM

DAISY.COM isthe realm (domain) in which the Kerberos Server resides. To set up arealm:

¢ GateD or the TCPWARE:ROUTING.COM file (but not both) must be set up to handle other
subnets within the Kerberos realm.

* Domain Name Services should be configured on both the client and server applications using
Kerberos V4 authentication.

Primary Server Name
The TCPWARE_KERBV4 PRIMARY logical determines the name of the primary Kerberos
server. All Kerberos functions use the primary server.

You normally set the name of the primary server during CNFNET. The following example shows
how to define the logical manually with the primary server defined as CHARON:

$ DEFI NE/ SYSTEM EXEC TCPWARE_KERBV4_PRI MARY CHARON

Maximum Database Age

The TCPWARE_KERBV4 MAXAGE logical determines the maximum age (in seconds) of the
Kerberos database. The Kerberos Server usesthislogical to determineif the database istoo old. If
thelogical valueis -1, the Server does not check the database age. Otherwise, the value must be
between 3600 (seconds, or one hour) and 259200 (seconds, or three days).

If, when checking the age of the database, the Server detects that it istoo old, it logs an error
message in the Kerberos log file (TCPWARE:KERBEROS.LOG). The Server then continues,
using an "old" database, if needed.

You normally set the maximum database age during CNFNET. The following example shows how
to define the logical manually with the maximum age of the database set to one hour:

$ DEFI NE/ SYSTEM EXEC TCPWARE_KERBV4_NMAXAGE 3600
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Management Commands

The management interface with Kerberos comprises the following NETCU commands:

ADD KDB Adds an entry to the KDB
CREATEKDB Createsthe KDB

CREATE SRVTAB Creates a Kerberos service table
DUMPKDB Dumps the KDB into atext file
LOAD KDB Loads the KDB from atext file
MODIFY KDB Modifies an entry in the KDB
REMOVE KDB Removes an entry from the KDB
SET MASTER_PASSWORD Sets the Kerberos master password
SHOW KDB Shows a KDB entry

STASH MASTER_PASSWORD | Stashes the master password

See the NETCU Command Reference for details.
All commands require the OPER or SY SPRV privilege and entry of the Kerberos master password.

NETCU prompts for the master password the first time you use a K erberos management command,
unless you specify /INOPROMPT with the command. In the latter case, TCPware reads the master
password from the file created by the STASH MASTER_PASSWORD command. You do not need
the master password for the remainder of the NETCU session.

Uppercase entries convert to lowercase in these commands. If you have mixed case values or want
to preserve case, enclose the value in double quotes. Use an asterisk (*) asawildcard in
parameters, but do not combine it with any other character.

Kerberos Database

Use the CREATE KDB command to create the KDB and enter the master password. CREATE
KDB isequivalent to the UNIX command kdb_i ni t . The command format is:

CREATE KDB
Ent er Kerberos master password:
Verifying, please re-enter:

You must enter the Kerberos master password at the prompt and re-enter it as verification at the
next prompt. TCPware does not echo the password. However, keep the master password as secure
as the password for the SY STEM account.

The KDB, by default, isin the TCPWARE:PRINCIPAL.OK file. When you create the KDB, you
can also specify an alternate location, using the /KDBFILE qualifier. CREATE KDB uses your
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local domain name by default asthe Kerberos realm inthe KDB. If you want to specify an alternate
realm name, use the/REALM quadlifier.

Stashing the Master Password

Usethe STASH MASTER_PASSWORD command to stash the master password in a protected file
(TCPWARE:KSTASH.KEY). This allows you to add entries to the KDB without being prompted
for the password. STASH MASTER_PASSWORD is equivalent to the UNIX command kst ash.
The command format is:

STASH MASTER_PASSWORD

If you do not stash the Kerberos password, after you create the Kerberos database (using CREATE
KDB) and try to useit, you will not get aresponse; the Kerberos Server terminates automatically
when this happens. The Kerberos Server cannot get the master key.

To fix this, perform the following commands:

$ NETCU STASH MASTER_PASSWORD
$ @CPWARE: SHUTNET KERBERCS
$ @CPWARE: STARTNET KERBEROCS

Adding Entries
Use the ADD KDB command to add an entry to the KDB. ADD KDB is equivaent to the UNIX
command kdb_edi t . The command format is:

ADD KDB princi pal password [instance]

where:

¢ principal isthe client user'slogin name or the name of the service provided.
* password isthe user password.

Specifying " RANDOM' as the password generates a random password and is recommended
for the application services entries; do not use this for Kerberos users or administrators. You
can also specify " NULL" asthe password; its entry will have no password.

* instanceis usually omitted for a general Kerberos user, adni n for an administrative user, or
the name of the machine on which the Kerberos application resides.

You can specify the alternate location of the KDB (using the /KDBFILE qualifier). You can also
indicate the maximum lifetime and expiration date of the KDB entry in minutes, using the
IMAX_LIFE and /EXP_DATE qualifiers, respectively.

Modifying Entries
Use the MODIFY KDB command to modify an entry in the KDB. MODIFY KDB is equivalent to
the UNIX command kdb_edi t . The command format is:

MODI FY KDB princi pal [instance]

22-7



PART VI Managing Security

Entry of the master password and options are the same as for the ADD KDB command.

Removing Entries

Use the REMOVE KDB command to remove an entry in the KDB. REMOVE KDB is equivalent
to the UNIX command kdb_edi t . The command format is:

REMOVE KDB princi pal [instance]

You can also use /KDBFILE and /NOPROMPT with this command.

Showing Entries

Use the SHOW KDB command to show the status of KDB tickets. SHOW KDB is equivalent to
the UNIX command k! i st . The command format is:

SHOW KDB pri nci pal [instance]

You can use /KDBFILE and /NOPROMPT with this command.

Changing the Master Password

Use the SET MASTER_PASSWORD command to change the master password you entered at the
CREATE KDB Ent er Kerberos master password: prompt.

SET MASTER_PASSWORD is equivalent to the UNIX command kdb_uti | new _mast er _key.
The command format is:

SET MASTER_PASSWORD
Aswith creating the KDB, you need to enter the current Kerberos master password. You can then

enter the new master password. You can also specify an aternate KDB file other than
PRINCIPAL.OK using the /KDBFILE qudlifier.

Dumping to Another File

Use the DUMP KDB command to dump the contents of the KDB into an ASCI|I text file. DUMP
KDB is equivalent to the UNIX command kdb_ut i I dunp. The command format is:

DUMP KDB fil espec
You can use /KDBFILE and /NOPROMPT with this command.

Loading from Another File

Use the LOAD KDB command to load the KDB from the ASCI| text file produced by DUMP
KDB. LOAD KDB is equivalent to the UNIX command kdb_uti | | oad. The command format
is:

LOAD KDB fil espec

You can use /KDBFILE and /NOPROMPT with this command.
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Creating the Service Table File

Use the CREATE SRV TAB command to create an encrypted service table file for aremote host.
The remote host’s application servers use this to authenticate principals. CREATE SRVTAB is
equivalent to the UNIX command ext _sr vt ab. The command format is:

CREATE SRVTAB i nstance

You can use the /KDBFILE, /NOPROMPT, and /REALM qualifiers with the SRVTAB command.
The Kerberos Server uses the instance as part of the service table filename, as shown in the next
example.

You must create a service table for the Kerberos application server after its service ticket entry is
added to or modified in the Kerberos database. After adding a service ticket entry (using NETCU
ADD KDB rcmd " RANDOM™" BART) for remote host bar t , create the servicetablefor bar t as
shown in the next example:

CREATE SRVTAB BART

The Kerberos Server creates the BART- NEW SRVTAB. fileinthe local directory. You must bring
thisfile over to remote host bar t . If bart runs TCPware, you must copy itto bart’ s
TCPWARE:SRVTAB. file. If bart isUNIX, you must copy it into its/ et c/ sr vt ab file.

CAUTION! You must keep the service table file secure. Copy the file to a tape or disk for transfer to
the remote host rather than transferring it over the network. This way, no one can intercept
it.

Administration Server

The Kerberos Administration Server (KADMIN) allows remote administration of the Kerberos
primary server database. Kerberos administrators can add, modify and show Kerberos user records.
KADMIN also allows Kerberos users to change their Kerberos passwords. You can create
Kerberos administrator accounts and the Access Control Lists (ACLSs) used to control access to the
database.

KADMIN automatically starts up when you configure the machine to be a Primary Kerberos
Server. However, Kerberos users can only get accessto KADMIN to change their Kerberos
passwords, unless further configuration takes place.

Figure 22-2 shows arequest to a KADMIN Server. The following list describes each step:

1 | The KADMIN client sends arequest to the Kerberos Server for a Kerberos administrator
ticket.

2 | TheKerberos Server checks the Kerberos database to seeif the client islegitimate.

3 | Iftheclient islegitimate, the Kerberos Server returns a Kerberos administrator ticket to the
client. (If the client is not legitimate, the Kerberos Server returns an error message.)
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The KADMIN client places the ticket in atemporary ticket file. Thisticket contains an
encryption key.

The KADMIN client encrypts its request for service, opens a TCP connection, and sends
the encrypted request to the KADMIN server for processing. The KADMIN server
recognizes four operations:

— A user changing his password

— Changing a Kerberos user's password

— A user displaying a Kerberos user record
— Adding a Kerberos user record

If the server detects an error at any point, it sends an error message to the KADMIN client.

The KADMIN server decrypts the request, and checks the ACL lists to see if the KADMIN

client has the necessary privileges for the requested operation.

If the request is legitimate, the KADMIN server consults the Kerberos database, performs

the requested operation, and saves the results.

The KADMIN server encrypts the status of the operation and any requested data, s¢
back to the KADMIN client, and closes the TCP connection.

To perform this operation, use the following KADMIN commands at the NETCU level on the
server system:

REMOVE KACL | Removes a KACL entry

SHOW KACL Shows the KACL entries

Use the following KADMIN commands at the NETCU level from aremote client system:

ADD KERBEROS USER Adds a user entry to the KDB

MODIFY KERBEROS USER Modifies a user record in the KDB

SET KERBEROS_PASSWORD Changes a user's Kerberos password

SHOW KERBEROS USER Lists a Kerberos user entry

See Chapter 2, NETCU Commands, in the NETCU Command Reference for details.
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Figure22-2 Kerberos Administration Server

Temp Ticket
File Kerberos
° Server \
: Kerberos
FADMIN : ; Database

kADMIMN i Access Control
Server List File

Accounts

Thefirst step in the KADMIN processis to create Kerberos administrator accounts by adding
KADMIN usersto the Kerberos primary server database. These accounts take the form:

username.admin

For example, to create a Kerberos administrator account for per sephone, use the following
NETCU command on the Kerberos server, where per sephone isthe principal name, spri ng is
the password, and adni n isthe instance that identifies the Kerberos administrator:

$ NETCU ADD KDB PERSEPHONE SPRI NG ADM N
Ent er Kerberos master password:
Verifying, please re-enter:
Use the following command to see the results of the operation:

$ NETCU SHOW KDB PERSEPHONE ADM N

Nane : per sephone

| nst ance : adm n

Expiration Date : 31- DEC- 2099 23:59
Modi fication Date : 1-Feb-1999 09:21: 09
Attributes : 0

Maxi mum Lifetinme : 255

Key Version : 1

Access Control Lists

The next step isto add the ACL entries specifying what per sephone can do. There are three
possible operations: ADD, SHOW, and MODIFY access. ADD allows the administrator to add
new Kerberos users. SHOW allows the administrator to show Kerberos user records. MODIFY
allows the administrator to change the Kerberos password of other Kerberos users. Perform all
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these operations on the machine on which the K erberos database resides.

To add ACL entries for Kerberos administrator account per sephone, do the following at the
NETCU prompt:

On

ADD KACL ADD PERSEPHONE ADM N HADES. COM
ADD KACL MODI FY PERSEPHONE ADM N HADES. COM
ADD KACL SHOW PERSEPHONE ADM N HADES. COM

thefirst ling, the ADD after ADD KACL isthe ACL type, per sephone isthe username,

admi n istheinstance, and hades. comis the optional realm name. The above commands allow
add, modify, and show operations.

To see the added ACL records, do the following at the NETCU prompt:

SHOW KACL PERSEPHONE ADM N HADES. COM
ACL Type Ker ber os user

ADD per sephone. adm n@ades. com

MODI FY per sephone. adm n@ades. com

SHOW per sephone. adm n@ades. com
Examples

Once you set up the Kerberos administrator account, you can do the following remote
administration operations through NETCU:
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Add a new Kerberos user, specifying the administrator password, as follows:
ADD KERBEROS USER ACHI LLES RUNNI NG / ADM N=PERSEPHONE

Admi ni strator password for 'persephone’:

Show a Kerberos user record, specifying the administrator password, as follows:
SHOW KERBEROS USER ACHI LLES / ADM N=PERSEPHONE

Admi ni strator password for 'persephone’:

Nane : achilles

| nstance :

Expiration Date : 31- DEC- 2099 23:59
Attributes : 0

Maxi mum Lifetine : 255

Modify a Kerberos user record, specifying the administrator password, as follows:
MODI FY KERBEROS USER ACHI LLES FAST / ADM N=PERSEPHONE

Admi ni strator password for ’persephone’:

Kerberos users can change their own passwords as follows:

SET KERBEROS_PASSWORD ACHI LLES
A d password for 'achilles’:
New password for 'achilles’:
Verifying, please re-enter:



Managing Kerberos

Kerberos for the Berkeley R Services

Establishing Kerberos authentication for RLOGIN, RSH, and RCP occurs during TCPware's
CNFNET procedure.

See the Installation & Configuration Guide, Chapter 4, Configuring the TCP/IP Services, the
Configure Kerberos Applications section.

In addition to setting up the Primary Kerberos Server, the configuration process implements an
additional kI ogi n service (if Kerberos authentication for the RLOGIN service is requested) and
kshel | service (if Kerberos authentication for the RSH or RCP service is requested). These
services allow users to pass a Kerberos service ticket in place of a password to authenticate
themselves.

The Berkeley R Commands use the .KLOGIN file to authenticate a remote Kerberos user. The
kl ogi n or kshel | service checksthe .KLOGIN filein the user'slogin directory.

Each linein the .KLOGIN file should contain a Kerberos principal in the following format:

nane. i nst ance@ eal m

For example:
fred@ai sy. com
per sephone. adm n@ ose. com
For details on Kerberos principals, see Kerberos Services in Chapter 18, Managing Security.

If the remote user is authenticated to one of the principalsin the .KLOGIN file, the remote user has
access to the service. The principal user nane@ ocal - r eal mis granted access if thereisno
.KLOGIN file. Otherwise, standard authentication is used to log in to the server, if alowed.

Require, Allow, or Disable Requests

You can change whether you want to require, allow, or disable the RLOGIN or RSH server from
handling K erberos authentication requests. Do this by rerunning CNFNET KERBEROS and
restarting the Kerberos Services.

You can select one of the following:

REQUIRED | Handleonly Kerberos requests

ALLOWED | Handle both Kerberos and non-K erberos requests

DISABLE Reject al Kerberos requests

The RLOGIN and RSH servers use the value of the TCPWARE_KERBV4 RLOGIN and
TCPWARE_KERBV4 RSHELL logicals, respectively, to determine how requests are handled.
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Customizing the Kerberos Authentication Services

CNFNET implements the proper NETCU ADD SERVICE/
ROUTINE=cr eat e_r ser vi ce_ker ber os internal action routine during Kerberos configuration.
Thisisused only in servicing RLOGIN or RSH (and RCP) Kerberos requests.

You can customize K erberos authentication for RLOGIN and RSH after Kerberos configuration by
using the NETCU ADD SERVICE command. If you customize the ADD SERVICE command, use
the /ROUTINE=cr eat e_r ser vi ce_ker ber os qualifier and value along with the k! ogi n port
and st r eamprotocol (for RLOGIN service), or thekshel | port and st r eamprotocol (for the
RSH service).

You can additionally show, modify, or remove Kerberos authentication for RLOGIN or RSH by
using, respectively, the NETCU SHOW SERVICES, MODIFY SERVICE, or REMOVE
SERVICE command. Seethe NETCU Command Reference.

Kerberos for TELNET
Kerberos configuration for TELNET occurs during TCPware’s CNFNET procedure.

See the Installation & Configuration Guide, Chapter 4, Configuring the TCP/IP Services, the
Configure Kerberos Applications section.

Note! You must also install and configure TCPware TELNET-OpenVMS for Kerberos authentication
of TELNET requests to work. All the rules and commands for using TELNET-OpenVMS apply to
TELNET with Kerberos authorization.

See Chapter 17, TELNET-OpenVMS Management, for details about TELNET logicals and options.
See the User’s Guide, Chapter 11, TELNET: Connecting to Remote Terminals, for details on using
TELNET and a description of the available TELNET commands.

You can change whether you want to require, allow, or disable the TELNET server from handling
K erberos authentication requests. Do this by rerunning CNFNET KERBEROS and restarting the
Kerberos Services.

You can select one of the following:

REQUIRED | Handle only Kerberos requests

ALLOWED | Handle both Kerberos and non-K erberos requests

DISABLE Reject all Kerberos requests

The TELNET server usesthe value of the TCPWARE_KERBV4 TELNET logical to determine
how requests are handled.
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Chapter 23

Introduction

IP Security Option

This chapter describes how to manage the |P Security Option (IPSO) to protect |P datagrams over

the network.

IPSO Security

IPSO isan option included in the header of a datagram that specifies the datagram’s level of
security. Thisoption isalabel. A system can check for the existence of an IPSO label in an
incoming datagram and determine whether the datagram matches its specific security requirements.
Likewise, a system can screen outbound datagrams based on their |abels.

For an IPSO-supported system, if a datagram does not pass alabel test, the system considers it out
of range and rejects (discards) it. The system then sends an ICMP error message (if enabled)
describing the condition to the datagram’s originator.

The system manager must decide:

The consequences of using IPSO security

IPSO has afar reaching effect on all network
applications running over IP.

The IPSO security option the system requires

The system manager can decide to implement
the Basic Security Option or Extended Security
Option.

The security level (or levels) for incoming or
outgoing datagrams

Top Secret, Secret, Confidential, or
Unclassified.

The protection authority (or combination of
authorities) for incoming or outgoing
datagrams

GENSER, SIOP-ESI, SCI, NSA, or DOE (for
the meanings of these abbreviations, see
Security Levels and Protection Authorities).
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How to set IPSO on a system-wide and
individual port (line) basis.

What to do with unlabeled datagrams The system manager can either reject such
datagrams or implicitly label them so that they
pass |PSO screening tests.

How to set security on ICMP error messages | In some cases, you must set IPSO on these
generated by out-of-range datagrams messages o that the system does not reject
them; in other cases, the system manager may
want these messages to be "invisible."

Consequences

IPSO isfor physically secure TCP/IP networks run by trusted system managers with the highest
security clearance. You should segregate | PSO networks from non-1PSO networks. |PSO-protected
datagrams should never enter a non-1PSO network.

IPSO affects everything in a TCP/IP-based network. For example, TELNET connections are
impossible if receiving systems reject | PSO-labeled datagrams. This also affects FTP, NFS,
FINGER, Line Printer Services, RSH, RCP, RLOGIN, among others.

IPSO also affects other protocols on which these applications may depend, such asthe DNS,
Kerberos, NTP, TIMED, RIP, and RAP. If ahost cannot communicate with a DNS server, for
example, all host information required to run an application becomes unavailable. In such cases,
system managers must set all possible DNS servers with the same IPSO security.

Basic and Extended Security Options

IPSO incorporates a Basic Security Option and an Extended Security Option. Each |PSO-labeled
datagram has in its |P header authorization information related to these options.

The Basic Security Option is well-documented and standardized, and includes the security levels
and protection authorities described in the next subsection.

RFC 1108 minimally mentions the Extended Security Options, but they need more definition.
Security managers can use extended options as custom, site-specific protocols they do not want to
reveal. These options occupy extra space in the |P header after the basic option. You can only use
them together with an existing basic option. TCPware supports the extended optionsin allowing or
disalowing extended optionsin datagrams.

Security Levels and Protection Authorities

An IPSO security label consists of a classification level and a protection authority. The
classification levels appear in Table 23-1 with their hexadecimal values. The protection authorities
appear in Table 23-2 with their hex values and points of contact.
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Table23-1 1PSO Security Levels
Security level | Has hexadecimal value
Top_Secret %X3D
Secret %X5A
Confidential %X 96
Unclassified %XAB

Table23-2 1PSO Protection Authorities
Protection authority | Hashex value | With point of contact
GENSER %X80 Designated Approving Authority per DOD 5200.28
SIOP-ES| %X40 DoD Joint Chiefs of Staff
SCl %X20 Director of Centra Intelligence
NSA %X10 National Security Agency
DOE %X08 Department of Energy

Labeling as Opposed to Screening a Datagram
There are two distinctionsin IPSO:

¢ Labeling an outgoing datagram
® Screening datagrams

Some datagrams already have IPSO labels when they reach your system, for example, by socket
calls or other labeling methods. You can label "raw" datagrams by adding an implicit transmit label
onto the datagram using a TCPware command. (You can also redefine already |abeled datagramsin

the same way.)

Screening a datagram involves checking whether to allow the labeled datagram in or out. You use
TCPware |PSO commands for this purpose. You can screen on a system-wide and line-by-line
basis, as discussed in the next section.

Commands describes the commands used to label and screen datagrams.
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System and Line Basis Protection

23-4

You can set |P Security Options on a system-wide and line-by-line basis.

* The system requirements determine whether a datagram can enter or leave the system.

* Theline requirements determine whether a datagram can enter or leave a specific port (line)
on the system.

Datagrams destined for your system or the ones your system generates undergo system level 1PSO
checks. Datagrams just passing through (being forwarded) undergo only line checks on the port
they use. All datagrams undergo line checks.

You can restrict types of security to certain lines or make security requirements for forwarded
datagrams different than for datagrams destined for the system. You can aso use system
requirements to cover lines not specifically set. To be effective, system requirements should be
supersets of al individual line requirements.

Both system and line settings consist of incoming and outgoing requirements. Example 23-1 shows
how to use a SET IPSO /SY STEM command so that both incoming and outgoing requirements are
for a security level of UNCLASSIFIED and a protection authority of NONE. These are the default
settings if you do not specify alevel or authority. (Note that the levels show up as ranges of values
with the SHOW 1PSO command.)

Example23-1 System Basis|PSO Setting

NETCU> SET | PSO / SYSTEM
NETCU> SHOW | PSO
Tcpware(R) for OpenVMs | PSO Configuration for System

Label Level Aut horities
I n: UNCLASSI FI ED t o UNCLASSI FI ED None
Qut : UNCLASSI FI ED t o UNCLASSI FI ED None
I mplied
Recei ve: UNCLASSI FI ED None
Transm t: UNCLASSI FI ED None
| CMP Error: UNCLASSI FI ED None

To set theincoming and outgoing requirements separately, you could specify acommand such asin
Example 23-2. The incoming label now requires an UNCLASSIFIED to SECRET level range on a
system basis. All the other values remain the same.
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Example23-2 System Basis|PSO Setting with L evel Range Specified

NETCU> SET | PSO / SYSTEM /| N_LABEL=( LEVEL=( UNCLASSI FI ED, SECRET))
NETCU> SHOW | PSO
Tcpware(R) for OpenVMs | PSO Configuration for System

Label Level Authorities
I n: UNCLASSI FI ED t o SECRET None
Qut : UNCLASSI FI ED t o UNCLASSI FI ED None
I mplied
Recei ve:  UNCLASSI FI ED None
Transm t: UNCLASSI FI ED None
| CMP Error: UNCLASSI FI ED None

If you want the line to accept just SECRET incoming datagrams, you could use acommand such as
in Example 23-3. Again, only the incoming line requirement changes.

Example23-3 LineBasis|PSO Setting

NETCU> SET | PSO /LI NE=SVA-0 /1 N_LABEL=( LEVEL=SECRET

NETCU> SET | PSO /LI NE=SVA-0 / RECEI VE_| MPLI CI T_LABEL=( LEVEL=SECRET)
NETCU> SHOW | PSO

Tcpware(R) for OpenVMs | PSO Configuration for |ine SVA-O:

Label Level Aut horities
I n: SECRET to SECRET None
Qut : UNCLASSI FI ED t o UNCLASSI FI ED None
I nmplied
Recei ve: SECRET None
Transm t: UNCLASSI FI ED None
| CMP Error: UNCLASSI FI ED None

You can also use SET NOIPSO to disable |PSO.

Unlabeled Datagrams
Example 23-3 in the previous section also shows what to do about unlabeled datagrams. The
/RECEIVE_IMPLICIT_LABEL qualifier used on the second line ensures that the system accepts
unlabeled received datagrams as if they were SECRET (seethe | npli ed... Receive: output).
If the received implicit label had been left at UNCLASSIFIED, unlabeled datagrams would not
pass the incoming test.
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Frequently, systems do not allow implicit labeling, to prevent unlabeled datagrams from entering
(or passing through) a system.

Sample Implementation

23-6

Figure 23-1 shows a sample IPSO implementation.

Figure23-1 SamplelPSO Implementation

A

User/Application

System-Out Unclassified to Secret; DOE, SCI, GENSER

Port-Out Confidential to Secret; DOE, SCI

Datagram | Destination: C; Label: Secret 5CI| |

B
PortIn Unclassified to Secret; DOE, SCI
Port-Out Unclassified to Secret; DOE, SCI
Destination: C; Label: Secret SCI |
C
Portin Secret to Top Secret; DOE, NSA,
System-In Unclassified to Secret; DOE, NSA, GENSER

User/Application

Host A routes a datagram through host B to get to its destination, host C. The datagram has the
label "SECRET SCI." Thislabel passes A’s outgoing system and port checks, asindicated. Since B
only routes the datagram, it performs only port checks on the datagram. B then forwards the
datagram to C. The datagram passes C's incoming port and system checks and successfully reaches
the user or application.

The implementation assumes a cooperative network scenario. In this scenario, system managerson
hosts A, B, and C communicate with each other on setting security options. Even intermediate
hosts (like B) need to be aware of the nature of the secure traffic routed through. Otherwise, such a
system could lose datagrams.

Other configurations may not set up system checks, and, therefore, not perform them. If an IPSO
check fails, the datagram is out of range and the system sends an ICMP error message back to the
originator. However, the ICMP message itself must have the appropriate label so that it can passthe
system and port checks for an outgoing datagram.
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Commands

You add 1PSO labels to datagrams, and set system and line requirements for 1PSO screening using
commands in TCPware's Network Control Utility (NETCU). These commands are:

e SETIPSO
¢ SHOW IPSO

To invoke NETCU, enter:
$ NETCU

and enter the series of IPSO commands you need to configure the system or lines at the NETCU>

prompts.

See Chapter 2, NETCU Commands, in the NETCU Command Reference for detail ed descriptions of

these commands.

You can also include each command in your TCPWARE:IPSO_SETUR.COM file.
The basic format of the NETCU command that sets |PSO screening is:

SET | PSO {/ SYSTEM |

/ LI NE} / LABEL- TYPE=(LEVEL=/ evel, AUTHORI TY=aut h)

ISYSTEM or /LINE=line

is the system-wide setting or the line number (such as SVA- 0).

/LABEL-TYPE

is one of the following:

/LABEL --label for both received (incoming) and transmitted
(outgoing) datagrams

/IN_LABEL--label for incoming datagrams only
/OUT_L ABEL --label for outgoing datagrams only

level

is either asingle security level (level), or arange (minimum and
maximum) security level in the form (min-level, max-level). You
can use either the name of the security level or its hexadecimal
value as shown in Table 23-1; for example, Top_Secr et or %X3D.

In specifying the range of levels, the min-level must be lower on
thelist in Table 23-1 than the max-level.
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auth

is either asingle protection authority or alist of authoritiesin the
form (authl, auth2, ..., authn). You can use either the name of the
authority or its hexadecimal value as shown in Table 23-2; for
example, GENSER or 0x80. Decimal and octal values are also
acceptable.

Each authn can aso be in the form " authl+auth2+...+authn” (a
combination of authorities strung together with plus signs and
enclosed in quotes). An exampleis” GENSER+SCI " — this means
that you can process only datagrams withctimabination
GENSER+SCI. Alternatively, you can use the site-specific na
set up in the IPSO_AUTHORITIES. file; for exampi¢ PHA for

" SCl +NSA" . (SeeSte-Specific Authority Names.)

me

Suppose you want to set up line SVA-0 to accept all incoming or outgoing datagrams with a
security level ranging from UNCLASSIFIED to SECRET. You also want the line to accept a
protection authority of either GENSER or a combination of SCI+NSA. Perform the following
command at the NETCU prompt:

NETCU> SET | PSO /LI NE=SVA-0 -
_NETCU> / LABEL=( LEVEL=( UNCLASSI FI ED, SECRET),
_NETCU> AUTHORI TY=( GENSER, " SCl +NSA") )

Adding an IPSO Label

Add explicit IPSO labels to transmitted datagrams using the/TRANSMIT_IMPLICIT_LABEL
qualifier together with the /ADD qualifier, asin:
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NETCU> SET | PSO / LI NE=SVA-0 -

_NETCU> / TRANSM T_I MPLI CI T_LABEL=( LEVEL=SECRET, AUTHORI TY=DOE, ADD)
NETCU> SHOW | PSO

% CPWARE_NETCU- | - NO PSODATA, no | PSO bei ng processed on System
TCPware(R) for OpenVMs | PSO Configuration for |ine SVA-O:

Label

Qut :

I mpl i ed
Recei ve:
Transmt:

| CVP Error:

Level Aut horities

UNCLASSI FI ED t o UNCLASSI FI ED None

SECRET to SECRET DCOE
UNCLASSI FI ED None
SECRET DOE
SECRET DOE

Adding inplied | abel to transnitted datagrans

This imposes the SECRET level and DOE authority on all unlabeled datagrams going out on line
SVA-0. The ADD keyword actually adds the IPSO header information to the datagrams.

Note from the SHOW IPSO output that the outgoing label and ICMP error requirements must
already have been set to match the explicitly added |abel:
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NETCU> SET | PSO / LI NE=SVA- 0 / OUT=( LEVEL=SECRET, AUTH=DCE)

NETCU> SET | PSO / LI NE=SVA- 0 / ERROR=( LEVEL=SECRET, AUTH=DCE)

O herwi se, the followi ng error nessages woul d appear:

% CPWARE_NETCU- W OUTOFRANGE, i nplied outgoing authority out-of-range for
SVA-0

9% CPWARE_NETCU- W QUTOFRANGE, i nplied outgoing | evel out-of-range for SVA-0
9% CPWARE_NETCU- W QUTOFRANGE, error authority out-of-range for SVA-0

%I CPWARE_NETCU- W QUTOFRANGE, error |evel out-of-range for SVA-0

Accepting Datagrams Regardless of Authority

You can have the system accept datagrams regardless of their authority label by using the
AUTHORITY=ANY value. In the following example, the host processes any datagram with a
SECRET level and ignores the authority setting (note that the implicit 1abels and ICMP error were
aready set to match the line requirements):

NETCU> SET | PSO /LI NE=SVA-0 / LABEL=( LEVEL=SECRET, AUTHORI TY=ANY)
NETCU> SHOW | PSO

% CPWARE_NETCU- | - NO PSODATA, no | PSO bei ng processed on System
TCPware(R) for OpenVMS | PSO Configuration for |ine SVA-O:

Label Level Aut horities
I n: SECRET to SECRET None
Qut : SECRET to SECRET None
I nmplied
Recei ve: SECRET None
Transm t: SECRET None
| CVP Error: SECRET None

Ignoring authority field on received datagrans
Ignoring authority field on transmtted datagrans

Applying Implicit Labels
You can have the system associate labels with incoming or outgoing datagrams not having labels.

Use the /RECEIVE_IMPLICIT_LABEL or /TTRANSMIT_IMPLICIT_LABEL qualifier (without
the ADD keyword), asin:

NETCU> SET | PSO / LI NE=SVA-0 -

_NETCU> / RECEI VE_I MPLI CI T_LABEL=( LEVEL=SECRET, AUTHORI TY=GENSER)

% CPWARE_NETCU- W QUTOFRANGE, i nplied incomng authority out-of-range for
SVA-0

% CPWARE_NETCU- W OUTOFRANGE, inplied incom ng | evel out-of-range for SVA-0
NETCU> SHOW | PSO

% CPWARE_NETCU- | - NO PSODATA, no | PSO bei ng processed on System

TCPware(R) for OpenVMs | PSO Configuration for |ine SVA-O:
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I mpl i ed
Recei ve:
Transm t:

| CMP Error:

%I CPWARE_NETCU- W OUTOFRANGE,

SVA-0

% CPWARE_NETCU- W OUTOFRANGE,

UNCLASSI FI ED t o UNCLASSI FI ED
UNCLASSI FI ED t o UNCLASSI FI ED

SECRET
UNCLASSI FI ED
UNCLASSI FI ED

inmplied incomng | evel

Aut horities

CGENSER
None
None

inmplied incom ng authority out-of-range for

out -of -range for SVA-0

In the exampl g, the system manager associated the "SECRET GENSER" option with any unlabeled
incoming datagrams on line SVA-0. The system does not actually add the label to the datagram
header. (The example a so shows the error messages resulting from not setting up matching
requirements for the incoming and outgoing labels.)

Additional keywords can accomplish the following:

REQUIRED Require an IPSO label and do not use an implicit one
NOREQUIRED | Do not require an IPSO label and use an implicit one
NONE Set an implicit label with an UNCLASSIFIED level and null authority

Datagrams with Extended Security Options

You can have the system accept or transmit datagrams containing Extended Security Options.
TCPware enables this by default. To explicitly enable extended options, use the
/EXTENDED_ALLOWED qudlifier for incoming or outgoing datagrams, or both, asin:

NETCU> SET | PSO / LI NE=SVA- 0 / EXTENDED _ALLOWED

You can selectively disallow security options using the NOIN and NOOUT keywords (asin
/EXTENDED_ALLOWED=NOIN), or disallow them more generally using
/INOEXTENDED_ALLOWED. The latter produces the following lines at the bottom of a SHOW

IPSO output:

Ext ended | PSO opti ons on received datagrans disal |l owed
Ext ended | PSO options on transmtted datagrans disall owed

Stripping Datagrams of Options

You can have the system strip any Basic Security Options present in an outgoing datagram. Thisis
useful for routers and forwarding datagrams on which you do not want to impose security
restrictions. Use the /STRIP qualifier, asin:

NETCU> SET | PSO /LI NE=SVA-0 / STRI P
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This produces SHOW IPSO output that includestheline St ri ppi ng | PSO opti on on
transmitted dat agrams./NOSTRIP isthe default.

Be careful stripping datagrams of basic options. The datagrams could get lost as aresult of further
checks that require these options.

Setting IP Security Options First in the Datagram Header

Some security systems require that the security options appear first in datagram headers. If thisis
the case, use the /FIRST quadlifier, asin:

NETCU> SET | PSO / LI NE=SVA-0 / FI RST

This produces SHOW 1PSO output that includestheline Pl aci ng 1 PSO option first on
transmitted dat agrams./NOFIRST isthe default.

Enabling ICMP Errors

If adatagram arrives out of range, the originator should receive areturned ICMP message to
indicate the error. For this to happen, the returned message itself must have the proper security
label. Enable this using the/ERROR_L ABEL quadlifier, asin:

NETCU> SET | PSO /LI NE=SVA- 0 -
_NETCU> / ERROR_LABEL=( LEVEL=SECRET, AUTHORI TY=CENSER)

Define only asingle level and authority for an error label. The level and authority should always be
asubset of the level and authority defined for the outgoing label. For example, the following
SHOW IPSO output shows a valid port setting for the requirement above:

TCPware(R) for OpenVMs | PSO Configuration for |ine SVA-O:

Label Level Aut horities
I n: UNCLASSI FI ED t o UNCLASSI FI ED None
Qut : UNCLASSI FI ED t o SECRET GENSER
I nmplied
Recei ve: UNCLASSI FI ED None
Transm t: SECRET GENSER
| CVP Error: SECRET GENSER

To disalow ICMP message handling, use /ERROR_LABEL=NONE. This resets the ICMP error
setting to UNCLASSIFIED NONE. However, disallowing |CMP message handling can be risky.

Note! Always set the system requirements first. This sets each line identically. Then make isolated
changes to the line requirements.
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Automatic Startup

The STARTNET procedure uses the TCPWARE:ROUTING.COM file to automatically set
security options at TCPware startup.

The file can contain the NETCU commands used to set IPSO options, as discussed earlier. Any
commandsin thisfile can refer to the IPSO_AUTHORITIES. file for authority definitions. (See
Ste-Specific Authority Names.)

Example 23-4 shows sample content of the ROUTING.COM file.

Example23-4 Sample ROUTING.COM File

$ NETCU

SET | PSO / SYSTEM / LABEL=( LEVEL=( UNCLASSI FI ED, SECRET) , AUTH=( DOE, SCl ) )
SET | PSO / SYSTEM / RECEI VE_| MPLI CI T=( LEVEL=UNCLASSI FI ED, AUTH=DCE)

SET | PSO / SYSTEM / TRANSM T_I MPLI CI T=( LEVEL=SECRET, AUTH=DOE)

SET | PSO / SYSTEM / ERROR_LABEL=( LEVEL=SECRET, AUTH=DCE)

SET 1 PSO / LI NE=SVA- 0 / OUT_LABEL=( LEVEL=SECRET, AUTH=DCE) -

/1 N_LABEL=( LEVEL=( UNCLASSI FI ED, SECRET) , AUTH=( DOE, SC! , " DOE+SCl "))
EXIT

The commands produce the following result:
NETCU> SHOW | PSO

TCPware(R) for OpenVMs | PSO Configuration for System

Label Level Aut horities
I n: UNCLASSI FI ED t o SECRET DCE
SCl
Qut: UNCLASSI FI ED t o SECRET DCE
Scl
I mplied
Recei ve: UNCLASSI FI ED DCE
Transm t: SECRET DOE
| CMP Error: SECRET DOE

TCPware(R) for OpenVMs | PSO Configuration for |ine SVA-O:

Label Level Aut horities
I n: UNCLASSI FI ED t o SECRET DCE

Scl

( DOE+SCI )
Qut : SECRET to SECRET DCE

23-12



IP Security Option

I nmplied
Recei ve: UNCLASSI FI ED DOE
Transm t: SECRET DCE
| CMP Error: SECRET DOE

Site-Specific Authority Names

The TCPWARE: | PSO_AUTHORI TI ES. file (include the dot at the end) contains atable transating
bit masks to protection authorities. Edit thisfile to create site-specific authorities ("aliases") or
authority combinations you can associate with an alias name. You can create an alias authority
name that is the name of the system a certain combination of authorities frequently protect. For
example, you can associate the name ALPHA, the system that frequently needs to have SCI and
NSA (inclusive) authority protection, with the authority combination "SCI+NSA".

To do this, enter the value ALPHA in the file along with the logically OR'd bit mask values of the
combined pre-defined authorities, as indicated in Figure 43-2. In the case of ALPHA, the
hexadecimal value 0x30 comes from 0x20 + 0x10. In the case of DELTA, the hexadecimal value
0xCO comes from 0x80 + 0x40 ("GENSER+SIOP-ESI").

Figure23-2 SamplelPSO_AUTHORITIES. File

I GENSER 0x80
I SI OP-ESI  0x40

I SCI 0x20
I' NSA 0x10
I DOE 0x08

!
I SI TE- SPECI FI C:

ALPHA 0x30 1 SCI +NSA
BETA 0x50 1 SI OP- ESI +NSA
DELTA 0xC0 I GENSER+S| OP- ESI

Asindicated in Figure 23-2, the predefined authorities (GENSER to DOE) are in the
| PSO_AUTHORI TI ES. filefor reference purposes only and are commented out using an
exclamation point (! ). You must also comment out the description after each site-specific entry.

CAUTION! Do not delete the | PSO AUTHORI Tl ES. file.

This setup allows you to specify a site-specific authority in an IPSO command such as:

NETCU> SET | PSO /LI NE=SVA- 0 / LABEL=( LEVEL=( UNCLASSI FI ED, SECRET), -
_NETCU> AUTHORI TY=( GENSER, ALPHA) )

which, if combined with other appropriate settings, produces the SHOW IPSO output:
NETCU> SHOW | PSO
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% CPWARE_NETCU- | - NO PSCDATA,

no | PSO bei ng processed on System

TCPware(R) for OpenVMs | PSO Configuration for |ine SVA-O:

Label

I nmplied
Recei ve:

Transm t:
| CVP Error:

Level

UNCLASSI FI ED t o SECRET

UNCLASSI FI ED t o SECRET

UNCLASSI FI ED
UNCLASSI FI ED
UNCLASSI FI ED

Full SHOW IPSO Output

With the /FULL qualifier, the SHOW IPSO command produces the usual output along with
additional counter information for incoming and outgoing datagrams. Thisinformation includesthe
number of datagrams that:

Contain Basic Security Options
Were delivered or transmitted
Contain Extended Security Options
Use implicit labeling

Were rejected as out-of-range

Were rejected due to containing extended options

Lack arequired basic option.

Typical output is:
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NETCU> SHOW | PSO / FULL
TCPware(R) for OpenVMs | PSO Configuration for System

Label

I mplied
Recei ve:
Transm t

| CMP Error

Level

Aut horities
GENSER

ALPHA( NSA+SCI )
GENSER

ALPHA( NSA+SCI )

GENSER
GENSER
GENSER

Aut horities

UNCLASSI FI ED t o UNCLASSI FI ED None
UNCLASSI FI ED t o UNCLASSI FI ED None

UNCLASSI FI ED
: UNCLASSI FI ED
: UNCLASSI FI ED

None
None
None

I ncom ng dat agrans screened by | PSO

0 contained a BSO

559 were delivered to receivers
0 contai ned extended options
559 used inplicit |abelling
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0 were rejected as out-of-range
0 were rejected due to containing ESO
0 lacked a required BSO

Qut goi ng datagrans screened by | PSO
0 contained a BSO
100 were successfully transmtted
0 contai ned extended options
O used inplicit labelling
0 were rejected as out-of-range
0 were rejected due to containing ESO
0 | acked a required BSO

Troubleshooting

Out-of -range datagram error messages appear both as warnings after SET 1PSO and in SHOW
IPSO output. Here are afew conditions that could produce out-of-range error messages:

A label was set without an associated implicit label:

NETCU> SET | PSO / SYS /| N=( LEVEL=( CONFI DENTI AL, SECRET) , AUTH=DOCE)

9% CPWARE_NETCU- W OQUTOFRANGE, i nplied incom ng authority out-of-range
for System

% CPWARE_NETCU- W QUTOFRANGE, i nplied inconing | evel out-of-range for
System

NETCU> SHOW | PSO

TCPware(R) for OpenVMS | PSO Configuration for System

Label Level Aut horities
I n: CONFI DENTI AL t o SECRET DCE
Qut : UNCLASSI FI ED t o UNCLASSI FI ED None
I mpl i ed
Recei ve: UNCLASSI FI ED None
Transm t: UNCLASSI FI ED None
| CVP Error: UNCLASSI FI ED None

% CPWARE_NETCU- W OQUTOFRANGE, i nplied incom ng authority out-of-range
for System

% CPWARE_NETCU- W OQUTOFRANGE, i nplied inconming | evel out-of-range for
System

Animplicit label is not a subset of the default label setting:

NETCU> SET | PSO / SYS / REC=( LEVEL=CONFI DENTI AL, AUTH=DCE)

9% CPWARE_NETCU- W QUTOFRANGE, inplied incom ng authority out-of-range
for System

% CPWARE_NETCU- W QUTOFRANGE, i nplied inconing | evel out-of-range for
System

NETCU> SHOW | PSO

TCPware(R) for OpenVMS | PSO Configuration for System

23-15



PART VI Managing Security

Label Level Aut horities
I n: UNCLASSI FI ED t o UNCLASSI FI ED None
Qut: UNCLASSI FI ED t o UNCLASSI FI ED None
I mpl i ed
Recei ve:  CONFI DENTI AL DOE
Transm t: UNCLASSI FI ED None
| CMP Error: UNCLASSI FI ED None
% CPWARE_NETCU- W OQUTOFRANGE, i nplied incom ng authority out-of-range
for System
% CPWARE_NETCU- W QUTOFRANGE, i nplied inconming | evel out-of-range for
System

* AnICMP eror label does not match the outgoing label setting:
NETCU> SET | PSO / SYS / ERROR=( LEVEL=CONFI DENTI AL, AUTH=DCE)
9% CPWARE_NETCU- W QUTOFRANGE, error authority out-of-range for System
9% CPWARE_NETCU- W OQUTOFRANGE, error |evel out-of-range for System
NETCU> SHOW | PSO
TCPwar e(R) for OpenVMs | PSO Configuration for System

Label Level Aut horities
I n: UNCLASSI FI ED t o CONFI DENTI AL SCI
Qut: SECRET to TOP_SECRET Scl
I nmplied
Recei ve:  CONFI DENTI AL SCl
Transm t: SECRET SCl
| CMP Error: CONFI DENTI AL DOE

9% CPWARE_NETCU- W OQUTOFRANGE, error authority out-of-range for System
9% CPWARE_NETCU- W QUTOFRANGE, error |evel out-of-range for System
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Chapter 24

PATHWORKS Support

Introduction

You can use TCPware for OpenVMS as a transport for Compag Computer's PATHWORKS
product running between the OpenVM S system and a personal computer (PC).

You do not need to perform special configuration steps on either the OpenVMS system or the PC to
use TCPware with PATHWORKS. However, the following information about PATHWORKS and
TCPware may be helpful.

See Troubleshooting for troubleshooting tips.

PATHWORKS Version 4 Server

The VAX or Alpha system runs the PATHWORKS server software. It residesin the
SY SSCOMMON:[PCSA] directory. When you use TCPware and PATHWORKS, note the
following:

TCPware writes error logs to the SY S$SY SROOT:[PCSA] directory.
Make sure that you start TCPware before starting PATHWORKS.

Make sure that you use the following command when you start PATHWORKS on the VAX
or Alpha system:

$ @BYS$STARTUP: PCFS_STARTUP TCP
After you start PATHWORKS on your VAX/Alpha system:

The OpenVMS DCL command SHOW SY STEM lists two processes:

— NBNS
— PCFS_SERVER

The SHOW CONNECTIONS command in TCPware Network Control Utility (NETCU)
shows the following two PATHWORK S-related services:
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ID? RecvQ | SendQ | Local address... Foreign address... Sate...

BGnn 0 0 * netbios-ssn * x LISTEN

BGnn 0 0 * netbios-ns * ¥

1 The actual values may be different

PATHWORKS Version 5 Server

The VAX or Alpha system runs the PATHWORKS server software. When you use TCPware and
PATHWORKS, note the following:

* Make sure that you start TCPware before starting PATHWORKS
¢ Configure the PATHWORKS Server to use TCP/IP as a transport

After you start PATHWORKS on the VAX/Alpha:

* The OpenVMS DCL command SHOW SY STEM lists the PATHWORKS master process
PWRK$MASTER and severa other PATHWORKS processes.
* The TCPware SHOW CONNECTIONS command in NETCU shows the following

PATHWORKS-related services:
ID? RecvQ | SendQ | Local address... Foreign address... Sate...
INETnn 0 0 * . netbios-ssn * LISTEN
INETnn 0 0 * .netbios-ns *
INETNnn 0 0 * netbios-dgm *
1 The actual values may be different

On the PC

TCPware and PATHWORK S were tested together with several third party PC TCP/IP products and
LAN adapters, including the following:

* PATHWORKSfor DOS (TCP/IP) software with a Compaq DEPCA adapter
¢ Ungermann-Bass's LAN Manager 2.0 and TCP BNS 16.51 software with an Ungermann-

Bass NIUpc/EOTP! adapter
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When you install and configure the PC software:

* PATHWORKS Version 4 updates the CONFIG.SY S and AUTOEXEC.BAT files.

* PATHWORKS Version 4 and Version 5 create either aPROTOCOL.INI or LANMAN.INI
file.

* Some PC software products may require that you specify the VAX server namein all
uppercase when you use the USE or NET USE command.

* When using Ungermann-Bass's PC software, you may need to use the NBUTIL utility to
specify the name and internet address of the OpenVMS system.

I NIUpcisaregistered trademark of Ungermann-Bass, Inc.

Troubleshooting

Version 4

If you cannot make a compl ete connection between the workstation and the OpenVMS system
using PATHWORKS Version 4, do the following:

* Check the TCPWARE:HOSTS. file on the OpenVMS system. Make sure that the
workstation’s name and internet address are in the file.

¢ DoaSHOW SYSTEM on the OpenVMS system. Make sure that the NBNS and
PCFS_SERVER processes are running; if not, start PATHWORKS on the OpenVM S
system.

* Issuethe NETCU SHOW CONNECTIONS command on the OpenVMS system. Verify that
the*. net bi os- ssn and *. net bi os- ns services are listed.

¢ |f these services are not listed, make sure that you start TCPWare before PATHWORKS.

* Look inthe SYS$SY SROOT:[PCSA] directory on the OpenVMS system, to seeif any of the
error log files contain useful information.

* Ontheworkstation, check that the PROTOCOL.INI or LANMAN.INI file has the correct
configuration information for your workstation.

* Ontheworkstation, verify that the syntax of your USE or NET USE command is correct.
(Note the use of uppercase characters.)

¢ Make sure that the service specified in the USE or NET USE command is listed in the
SY S$SY SROOT:[PCSA]PCFS$SERVICE_DATABASE.DAT file on the OpenVMS
system.

Version 5
If you cannot make a compl ete connection between the workstation and the OpenVMS system
using PATHWORKS Version 5, do the following:

* Make sure TCPware knows how to map the workstation’s host name to its internet address.
Check thisusing NSLOOKUP hosthame. NSL OOK UP should report the internet address for
the hogt. If it does not, update your primary DNS server so it can resolve the workstation
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name (or add an entry for the workstation in the OpenVMS system’'s TCPWARE:HOSTS.
file).

Do aSHOW SY STEM on the OpenVMS system. Make sure that the PWRKSMASTER,
NETBIOS, and other PWRK$ processes are running. If they are not, start PATHWORKS on
the OpenVMSS system.

Issue the NETCU SHOW CONNECTIONS command on the OpenVMS system. Verify that
the*. net bi os-ssn, *. net bi 0s-ns, and*. net bi os- dgmservices arelisted. If these
services are not listed, make sure that you start TCPware before PATHWORKS.

Look in the PWRK$ROOT:[LOGS] directory on the OpenVMS system to seeif any of the
error log files contain useful information. See specifically the file
PWRK$KNBDAEMON_node.L OG where node is the particular PATHWORKS node. This
contains the TCP/IP binding information.

On the workstation, check that the PROTOCOL.INI or LANMAN.INI file has the correct
configuration information for your workstation.

On the workstation, verify that the syntax of your USE or NET USE command is correct.
(Note the use of uppercase characters.)

Make sure that the service specified in the USE or NET USE command is available on the
OpenVMS system.



Chapter 25

Tunneling DECnet over IP

Introduction

This chapter describes how to set up and manage the TCPware for OpenVMS feature that supports
tunneling of DECnet over |P-based networks.

DECnet over |P support provides tunneling of DECnet data link layer packets over a TCP/IP
connection between two OpenV MS systems. Both systems must run TCPware for OpenVMS. This
feature lets you establish a DECnet line and circuit between two OpenV M S systems connected to
each other over a TCP/IP network.

Note! This feature is intended for DECnet Phase IV. There is no need to use it with DECnet/OSI
(DECnet Phase V). Instead, configure DECnet/OSI to run over TCP/IP as described in the
DECnet/OSI documentation. No special TCPware configuration is required.

Figure 25-1 shows an example of one of the many ways that you can use tunneling DECnet over IP.
The example shows two DECnet areas connected together through a DECnet over IP tunnel. The
shaded nodes, ALPHA and THRUSH, run both DECnet and TCPware for OpenVMS. The other
nodes may run only DECnet.
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Figure25-1 Tunneling DECnet over |P
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From the system manager’s point of view, DECnet over |P support consists of:

* CNFNET promptsthat configure and start up DECnet over IP tunnels

¢ Optionsto STARTNET and SHUTNET that start and shut any DECnet over IP tunnels

* NETCU SHOW DNIP command to show information about any DECnet over IP tunnels
* Devicedriver DNIPDRIVER

DECnet over IP Lines

To use DNIP lines, you must install a DECnet routing license on the system, unless the DNIP line
isthe only DECnet line on the system.

DECnet over IP Tunnels
You invoke DECnet over | P configuration in one of two ways:

* During TCPware for OpenVMS configuration with CNFNET, by answering YES at the Do
you want to configure DECnet over |P tunnel s? prompt

At any time after configuration, by invoking just the DECnet over I P portion of configuration
by entering thiscommand: @ CPWARE: CNFNET DNI P

CNFNET prompts for the following information for each DECnet over IP tunnel:

¢ DECnet line name (for example, DNIP-0-0)
* Remote host name or |P address
* Port number of the tunnel on the local host
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¢ Port number of the tunnel on the remote host (thisis optional)

The port number isthe TCP port number at which the system establishes DECnet over |P
connections. You can reuse this same port number for all tunnels on asingle system, and for all
systemsin your network. Note that the default value (64215) has no special significance, itis
simply a"random" TCP port that any other service on your system is unlikely to use.

See the the Installation & Configuration Guide, Chapter 4, Configuring the TCP/IP Services, the
Configure the DECnet over |1P Tunnels section.

When you start TCPware, it automatically:

¢ Starts up the configured DECnet over |P tunnels.
* Performs DECnet configuration of the associated DECnet lines and circuits.

You need to perform al other DECnet network management through NCP, for example: defining
DECnet node numbers and names.

Starting and Stopping

Normally, all configured DECnet over | P tunnels start when you start TCPware for OpenVMS. If
for any reason you want to shut down and later restart, only the DNIP tunnels (and not all of
TCPware for OpenVMS), use the following commands:

¢ Tostop al DECnet over |P tunnels configured on your host: @ CPWARE: SHUTNET DNI P
* To start all DECnet over IP tunnels configured on your host: @ CPWARE: STARTNET DNI P

Status

Use the SHOW DNIP command in the Network Control Utility (NETCU) to show information
about the currently configured DECnet over IP tunnels.

See the SHOW DNIP command of the NETCU Command Reference.

Troubleshooting

If you get the following message when configuring the DECnet over |P tunnel, you may have
entered a host domain name instead of an |P address. It is possible that your HOSTS. file or DNS
could not resolve the domain name. Try re-specifying the host address as an | P address:

9ONI P-E-INVIA invalid internet address
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X Display Manager Server

Introduction

TCPware's X Display Manager (XDM) Server manages remote X displays (X terminas). When
starting up, remote X displays communicate with XDM through the UDP-based X Display
Manager Control Protocol (XDMCP). The XDM Server creates a DECwindows login process that
prompts remote X display usersto log in and create a DECwindows session.

TCPware's XDM Server supports broadcast, direct, and indirect requests. It also supports display
authentication. A direct request is to a particular display or displays, and a broadcast request polls
any number of displaysfor aresponse. An indirect request forwards the request to another XDM
server to determine the X display. Display authentication requires that the XDM Server and the X
display share a private key.

The Server is supported on all versions of the Alpha platform and on VAX/VMS 6.1 or higher.
VAX/VMS 5.5-2 is supported if DEC C or the DEC C Run-Time Library (RTL) isinstalled.

The XDM Server is based on the X11R6.1 release from X Consortium.

This chapter describes the XDM Server, its configuration, and how to impose access restrictions
from other servers.

Installation and Initial Setup

Enable the XDM Server through CNFNET configuration by responding with Y ES at the following
prompts (both default to NO):

¢ Do you want to use the TCPware for OpenVMS XDM Server:
¢ Do you want to restart XDM:

When enabled and started, the XDM Server runs as a detached process, TCPware XDM. A log
file, TCPWARE:XDMSERVER.LOG, is created that captures log information enabled through the
Di spl ayManager . debuglLevel X Resource (see the next section).
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Configure the XDM Server using an X Resource style configuration file,

TCPWARE:XDM_CONFIGDAT. You must create thisfile. (A template is provided as

TCPWARE:XDM_CONFIGTEMPLATE, which you can rename

TCPWARE:XDM_CONFIGDAT.)

Example 26-1 shows a sample configuration file.

Example26-1 Sample XDM_CONFIG.DAT File

# TCPWARE: XDM_CONFI G. DAT

#

Di spl ayManager .
Di spl ayManager .
Di spl ayManager .
Di spl ayManager .

#

debugLevel :
accessFil e:

r enoveDomai nnane:

keyFi |l e:

TCPWARE: XDM_ACCESS. DAT

TCPWARE: XDM_KEYS. DAT

Any characters after the pound sign (#) areignored. The XDM Server supports the following X

Resources:

* DisplayManager . debuglLevel
e Di spl ayManager . opcomnlLevel

If these resource values are set to non-zero, this enableslogging. The default is 0 (no logging).

If set to non-zero, the XDM Server logs debugging information to the

TCPWARE:XDMSERVER.LOG file or sends a message to OPCOM. The debug levelsare as

follows:

0 | None 2 | Critical Warning Informational
1 | Alert 3 | Error Notice Debug
The defaults are;

— Di spl ayManager . debuglLevel : 4
— Di spl ayManager . opconlevel : 5

* DisplayManager. accessFil e

Specifies the access control file that defines access limitations of serversto the XDM Server.
By default no file is specified, which allows any X display to connect to the XDM Server. If
this resource is specified with a non-existent or empty file, no X display can connect to the
XDM Server. The usual fileis TCPWARE:XDM_ACCESS.DAT. See Server Access

Control.

* Displ ayManager . r enoveDomai nnane

When computing the display name for XDMCP clients, the name resolver typically creates a
fully qualified hostname for theterminal. Asthis may be confusing, you can use thisresource




X Display Manager Server

to remove the domain name portion of the hostname, if it is the same as the domain name of
thelocal host when thisvariableis set. The valueist r ue by default.

Di spl ayManager . keyFi | e
XDM-AUTHENTICATION-1 style XDMCP authentication requires that a private key be

shared between XDM and the terminal. This resource specifies the file containing those
values. Each entry in the file consists of a display name and the shared key.

The display name s either a unique name associated with the display hardware (such as -
Et her net - 8: 0: 2b: a: f : d2 in the form manufacturer-model-serial) or any unique
identifier. The shared key is a 56-hit integer represented by a 14-digit hexadecimal integer
prefixed with 0x.

Example 26-2 shows a sample key file. (A template file, XDM_KEYS.TEMPLATE, is
provided that you can rename XDM_KEY S.DAT and use as the default.)

Example26-2 Sample XDM_KEYS.DAT File

# TCPWARE: XDM_KEYS. DAT

#

# di splay name shared key (14 digit hex)

H e e e e e e e e e e e e e e e e e e e e e e e e a =
-Ethernet-8:0:2b:a:f:d2 0x4f(098af 322dd98

#

Server Access Control

You can control accessto the XDM Server in the TCPWARE:XDM_ACCESS.DAT file by
enabling the Di spl ayManager . accessFi | e resourcein the XDM_CONFIGDAT file (see
Server Configuration). (A template file, XDM_ACCESS.TEMPLATE, is provided that you can
rename XDM_ACCESS.DAT and use as the default.)

Note that if you specify the Di spl ayManager . accessFi | e resource without a filename value,
any X display can connect to the XDM Server. If the file specified is empty or nonexistent, no X
display can connect to the XDM Server.

The XDM_ACCESS.DAT file contains entries that control the response to direct and broadcast
queries, and contains separate entries for indirect queries. Each entry is a hostname, pattern, or
macro.

For a hostname, all comparisons involve network addresses, so that you can use any name
that converts to the correct network address. An exclamation point (!) preceding a hostname
excludes that host.

A pattern involves wildcards, where only canonical hosthames are compared — do not
attempt to match aliases. An exclamation pdinpfeceding a pattern excludes hosts that
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match the pattern. A pattern includes one or more of the following wildcard meta-characters:

* | Matches any sequence of characters compared against the hostname

? | Matches any single character compared against the hostname

* A macro definition contains a macro name preceded by %and alist of hostnames or other
macros, which can be nested.

Anindirect entry also contains a hostname or pattern, but followsit with alist of hostnames (such
as defined by amacro) to which indirect queries should be sent. When checking access for a
particular display host, each entry is scanned in turn and the first matching entry determines the
response. Direct and broadcast entries are ignored when scanning for an indirect entry, and indirect
entries are ignored when scanning for direct or broadcast entries.

Other access control file formats are as follows:

Blank lines are ignored

# | Comment delimiter, causing the rest of that line to beignored

\ | Line continuation character, allowing indirect host liststo span multiplelines

Example 26-3 shows a sample XDM_ACCESS.DAT file. Note that the positioning of entriesis
important. For example, if the! bogus. bart. comand *. bar t . comlines had been transposed,
direct or broadcast access from bogus would have been alowed, which is not desired. In the entry
I bogus. bart. com dunmmy, the dummy isadummy host.

Example26-3 Sample XDM_ACCESS.DAT File

# TCPWARE: XDM_ACCESS. DAT

#

# Direct/broadcast query entries

#

banbi . mar ge. com # all ow access from banmbi on marge

I bogus. bart.com # di sal |l ow direct/broadcast service from bogus

* bart.com # all ow access fromany display in bart (x bogus)
#

# Indirect query entries

#

%HOSTS expo. bart.com xenon. bart.com excess. bart.com HR>
kanga. bart.com
extract.bart.com xenon.bart.com # force extract to contact xenon

I bogus. bart.com  dummy # disallow indirect access to bogus
*_ bart.com %HOSTS # all others get to choose from

# hosts in the %OSTS macro |i st

#
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DECwindows Transport Interface

Introduction

This chapter describes how to configure and manage the TCPware DECwindows Transport
Interface if you are running OpenVMS Version 5.5-2.

You may want to run local DECwindows applications remotely, or remote X Window System
applications locally. If you are running OpenVMS Version 5.5-2 (the minimum supported version
of OpenVMS), you need to configure the DECwindows Transport Interface. If you have alater
version of OpenVMS, simply use the transport interface supplied with Compag’'s DECwindows
product.

Note! The TCPware DECwindows Transport Interface is not available on OpenVMS Alpha V1.5 and
OpenVMS VAX V6.1 (and later) systems. Use Compaq’s DECwindows Transport Interface
provided with DECwindows instead.

Setting Up the Interface

To configure the DECwindows Transport Interface, the remote system must have X Window
System and TCP/IP support.

Check the SY SSMANAGER:DECWS$PRIVATE_SERVER_SETUP.COM file that it contains the
proper information. The transport name in the file can be either TCPWARE or TCPI P. If you are
running OpenVMS V5.5-2, you can choose between using the TCPDRIVER or BGDRIVER
transport interface:

* If you enter TCPWARE, the server uses the TCPware transport (TCPDRIVER)
¢ |If you enter TCPI P, the server uses the UCX Compatibility Services (BGDRIVER)

If you are running OpenVMS Alpha V1.5 or OpenVMSVAX V6.1 and later, make sure to
configure TCPI P as the DECwindows transport name instead of TCPWARE. The TCPwareinterface
is not available with the latter versions of OpenVMS.
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To use the TCPware DECwindows Transport Interface, perform these steps:

1 | Configure the DECwindows Transport Interface during TCPware configuration, or at alater
date, by entering the following command: $ @ICPWARE: CNFNET DECW

2 | If the SYSSMANAGER:DECW$PRIVATE_SERVER_SETUP.COM file does not exist,
create it by copying the DECWS$PRIVATE_SERVER_SETURPTEMPLATE fileto *.COM.
Then edit the file as follows:

a Locate the following commented-out linein thefile:

$ | DECWSSERVER_TRANSPCORTS ==
(Ignore the DECWSSERVER_TRANSPORTS line in the later $DO_TCPI P section.)
b Remove the comment character (! ) and:

¢ |f configuring the TCPware transport, add the following to the line:
$ DECWSSERVER TRANSPORTS == " DECNET, LOCAL, LAT, TCPWARE"
¢ If configuring for UCX Compatibility Services, add the following to the line:

$ DECWBSERVER _TRANSPORTS == " DECNET, LOCAL, LAT, TCPI P"

3 | If you are running DECnet, be sure to start the products in the order DECnet, TCPware, and
DECwindows. (In any case, start TCPware before starting DECwindows.)

4 | Restart DECwindows:
$ @BYSSVANAGER: DECWSSTARTUP RESTART

If the DECwindows Transport Interface does not work, see Troubleshooting.

Setting Up the Remote Host
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For security reasons, you usually must configure the target display host to allow incoming X
Window System applications from the OpenVM S system host. You may need to enter the
OpenVMS host namein afile on the target display host. Check the remote host system’s
documentation for details.

If the remote host is another OpenVMS system, its
SY SSMANAGER:DECW$PRIVATE_SERVER_SETUP.COM file should have the same changes
as described in the previous section.

If the remote host is not an OpenVMS system, configure "security" there to allow incoming
connections on the currently active session. Check the remote host system’s documentation for
details.
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Displaying on a Remote Host
To display alocally run DECwindows application on a remote host:

1 | Verify that your system manager configured the target display host to accept incoming X
Window System connections.

2 | When you are ready to run your DECwindows application, enter the following commands at
the DCL prompt:

$ SET DI SPLAY/ CREATE/ NODE=r enpt e- node/ TRANSPORT=TCPI P
$ RUN /ocal -application

where remote-node is the remote workstation on which you want the application to display,
and local-application is the name of the local application you want to display on the remote
host.

For example, to display the DECW$CALC application on host DAISY:

$ SET DI SPLAY/ CREATE/ NODE=DAI SY/ TRANSPORT=TCPI P
$ RUN SYS$SYSTEM DECWSCALC

Displaying Locally

If you want to run a DECwindows application on aremote host and display it locally on the
OpenVMS system running TCPware (see the matching items in the example shown in Figure 27-
1):

1 | Verify that your system manager configured DECWS$PRIVATE_SERVER_SETUP.COM
to use the TCPware transport or the TCP/IP transport. You need to know which transport is
being used for step 6 of this procedure.

2 | Verify that the Session Manager isrunning on the local system.

3 | SelecttheSecurity. .. optionfrom the Session Manager's Opt i ons menu.

4 | Enter the remote node name in the security database next to the Node field.
If you want to display the application on your own node, use a zero (0) for the node name.

If the remote node is a new entry, add it first so that it appearsin the Aut hori zed Users
field, in the format transport node username.

5 | Enter an asterisk (*) asthe User nane (you cannot restrict sessions based on usernames with
TCP/IP).

6 | Enter TCPI P or TCPwar e asthe Tr ansport based on how you set the transport in the
SY SSMANAGER:DECW$PRIVATE_SERVER_SETUP.COM file, as described in the
Setting up the DECwindows Transport Interface section.
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Figure27-1 DECwindows Security Options Screen

Note!

Security Options
Authorized Users Mode MARGE
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TCPIP MARGE *
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| )4 | | Apply | | Defaults | | Cancel | | Help |

The security records in the database are OpenVMS account-specific. If you enter the remote
node name and TCPI P while you are in OpenVMS account SMITH, someone must be logged in
as SMITH at the time you try to display the remote application.

See your DECwindows or Motif documentation for more information. Also see the remote host
documentation for details on how to direct the application’s display to the OpenVMS system.

Troubleshooting
If the DECwindows Transport Interface is not working:
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Reinstall TCPware if you originaly installed TCPware on VMS or OpenVMS Versions 5.0,
5.1 0r 5.2, and upgraded to Version 5.3 or later. You need only reinstall TCP-OpenVMS, and
not the FTP, TELNET, SMTP, or NFS products. Then reconfigure the DECwindows
Transport Interface.

After reinstalling TCP-OpenVMS, you will have these files on your OpenVMS system:
SYS$SHARE: [ SYSLI B] DECW TRANSPORT _TCPWARE. EXE

SYS$COMVON: [ TCPWARE] DECW CONTROL. COM

Make sure you have basic connectivity between the two systemsin both directions. You can
use any utility, such as TELNET or PING  that is supported on both systems.

Check the TCPWARE: HOSTS. file on the OpenVM S system and make sure the other system’s
internet addressisin it.

Make sure " Security" is configured to allow incoming connections on the currently active
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session. (See your DECwindows or Motif documentation for information.)

Usethe NETCU SHOW CONNECTIONS command on the TCPware for OpenVMS system
to make sure the server is listening for incoming connections.

You should see an entry for *. 6000 intheLocal Address column, inthe Ll STEN state. If
this entry is not there, double-check the configuration steps above.

Check if the SY SSMANAGER:DECW$SERVER_x_ERROR.LOG file exists, and seeif it
contains any useful messages.

Error messages about fonts or font files usually indicate that the target system does not have
the necessary fonts to display the application.

Double-check your OpenVMS system startup file to be sure that DECwindows starts after
TCPware.
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Chapter 28

Introduction

Network Testing Tools

This chapter describes the following network testing tools included with TCPware:

CHARGEND Sends strings of characters, ignoring data received

DAYTIMED Sends the current date and time

DISCARD Discards any datait receives

ECHOD Returns any datait receives

FINGER Extracts user information from a remote user information program
IDENT Other servers use this to determine the user associated with a connection

NETCU DEBUG

TCPware's NETCU provides debugging commands

NSLOOKUP Verifies DNS name server and host domain information
PING Verifies that a host on the network is up and reachable
QUOTED Checks for TCP connectivity between hosts
TCPDUMP Tracks TCP packets over the network

TIME Time service

TRACEROUTE | Tracks TCP routes over the network
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CHARGEND

CHARGEND isthe Character Generator Protocol server, defined in RFC 864. It sends strings of
characters, ignoring data received, and is a useful debugging tool. CHARGEND can be TCP- or
UDP-based. STARTNET starts the service automatically using the
TCPWARE:MISC_CONTROL.COM file. The TCPWARE_COMMON:

[TCPWARE.EXAMPLES] directory provides the source code. You can test this service through a
TELNET connection to it.

DAYTIMED

DAY TIMED isthe Daytime Protocol server, defined in RFC 867. It sends the current date and time
as a character string without regard to input. It is a useful debugging and measurement tool.

DAY TIMED can be TCP- or UDP-based. STARTNET starts the service automatically using the
TCPWARE:MISC_CONTROL.COM file. The
TCPWARE_COMMON:[TCPWARE.EXAMPLES] directory provides the source code. You can
test this service through a TELNET connection to it.

DISCARD and DISCARDD

DISCARD isthe Discard Protocol client and DISCARDD isthe Discard Protocol server, defined in
RFC 863. It simply throws away any data it receives, and is a useful debugging and measurement
tool. It can be TCP- or UDP-based. STARTNET starts the service automatically using the
TCPWARE:MISC_CONTROL.COM file. The
TCPWARE_COMMON:[TCPWARE.EXAMPLES] directory provides the source code for
DISCARD and DISCARDD. You can test the service using a TELNET connection to it.

ECHOD

ECHOD isthe Echo Protocol server, defined in RFC 862. It returns any data it receivesand is a
useful debugging and measurement tool. It can be TCP- or UDP-based. STARTNET starts the
service automatically using the TCPWARE:MISC_CONTROL.COM file. You can test this service
using a TELNET connection to it.

FINGER and FINGERD

FINGER isthe Finger User Information Protocol, defined in RFC 1288. It is used to extract user
information from aremote user information program (RUIP). FINGER is TCP-based. STARTNET
starts the service automatically using the TCPWARE:MISC_CONTROL.COM file. The
TCPWARE_COMMON:[TCPWARE.EXAMPLES] directory provides the source code for
FINGERD.
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Use FINGER at the DCL level asfollows:

$ FI NGER user @ost
The user isthe user to extract information about on the specified host. You must use both
parameters.

FINGERD reports the day of the week, hours, and minutes of alogin time only if the user has been
logged in for LESS than seven days. If the user has been logged on for MORE than seven days, the
datein the format dd-mm-yy is reported.

Note! Although a two-digit year is reported, it is compliant with the year-two-thousand reporting.

For example:

Old format:
SMITH ZEUS Mary Smith O Fri 14:36 FTA419:

New format:
JONES ZEUS John Jones 14 10-Dec-97 FTA372:

IDENT

Other servers use the |dentification server (formerly the Authentication Server) to determine the
user associated with aconnection. The MISC_CONTROL command procedure automatically starts
the IDENT server.

NETCU DEBUG

TCPware's Network Control Utility (NETCU) includes DEBUG commands for the IP, TCP, and
UDP layers. They display information about | P datagrams, TCP segments, and UDP datagrams
sent and received over the network. You can use them to debug network problems.

See the NETCU Command Reference for the DEBUG IP, DEBUG TCP, and DEBUG UDP
command descriptions.

NSLOOKUP

The NSLOOKUP utility sends test queries to a DNS name server to test the DNS configuration.
You would use NSLOOKUP to find information such as the following for a selected host or
domain:

¢ Default name server

* DNS database records, such asall, A, CNAME, and MX
¢ All the hostsin adomain

® User processes
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The NSLOOKUP utility has two modes, noninteractive and interactive:

Noninteractive mode | Query ahost and exit NSLOOKUP

I nteractive mode Query a host and enter further NSLOOKUP commands

Setting the mode depends on the syntax you use in entering the NSL OOKUP command. You
access noninteractive mode if you use the following syntax at the DCL prompt:

$ nsl ookup host-to-find [server-to-query]
$
You access interactive mode if you use the following syntax at the DCL prompt:

$ nslookup [- server-to-query]
>

The difference is that noninteractive mode requires at least the host-to-find parameter, while
interactive mode is signalled by either the lack of an parameter altogether or a dash preceding the
server-to-query parameter. Also, after a noninteractive query, you are back at the DCL prompt,
while the interactive query puts you at the > prompt so that you can enter further NSLOOKUP
commands.

Both modes allow you to enter options, as described in Setting Options.

Noninteractive Mode
The full noninteractive mode syntax is as follows:

$ nslookup [-option [-option...]] host-to-find [server-to-query]

-option Sets the state information for a group of lookups. (See Setting Options for
details on state information.) You can have multiple options, each prefixed
by a dash and separated by a space.

host-to-find Hostname or | P address of the host about which to seek information.

server-to-query | Hostname or IP address of the DNS server to query. You can specify a
server only if you also specify ahost-to-find. If omitted, TCPware usesthe
current default server.

Enter the nsl ookup command and options in lowercase, but enter the hostname and server name
valuesin their proper case. To interrupt noninteractive mode, use[cxr 1/ C].

Interactive Mode
The full interactive mode syntax is as follows:

$ nslookup [-option [-option...]] [- server-to-query]
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> { host-to-find | conmmand }

-option Setsthe state information for agroup of lookups. (See Setting Options for
details on state information.) You can have multiple options, each
prefixed by a dash and separated by a space.

- server-to- Hostname or |P address of the DNS server to query. Precede the

query parameter with a dash and a space.

host-to-find Hostname or | P address of the host about which to seek information, as
entered at the NSLOOKUP prompt (>).

command One of the query commands listed in the Query Command Reference
section. The command must be less than 256 characters; its case does not
matter.

Enter the nsl ookup command and options in lowercase, but enter the hostname or server namein
its proper case. The nsl ookup command alone always returns the default server information
before presenting the > prompt, at which you can enter either the host-to-find or a command. To

interrupt interactive mode, use|ct r 1 / C]. To exit, enter exit or o r 1 /7 Z].

Entering Host-to-Find Names

You can enter the host-to-find as a hostname or an |P address. If you enter an | P address, the
hostname is returned by default.

To look up ahost not in the current domain, add atrailing period, such as:

$ nslookup iris.flower.com

If thetrailing period is missing, the default domain name (as determined by theset donai n, set
srchlist,set defnane,orset search commands) isappended.

Seetheset command description in the Query Command Reference.

Setting Options

NSLOOKUP options set the state information for the particular query. You can set options using
the -option parameter, or in interactive mode using theset command. Each option corresponds to
aset command keyword.

See the set command description for the keywords that correspond to the options.

For example, the following command uses -option parameters to set the quer yt ype and t i meout
parameters for the next series of interactive lookups to server AMOS.

$ nsl ookup -querytype=hinfo -timeout=10 - anos

The alternative would be:

$ nsl ookup
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> set querytype=hinfo
> set timeout=10
> anos

The following command tries to get information about node SIRIUS in domain NENE.COM by
querying server ANDY. If unsuccessful, NSLOOKUP tries ten more times and returns to the DCL
prompt.

$ nsl ookup -domai n=nene.com -retry=10 sirius andy

Query Command Reference

This section describes the NSLOOK UP query commands accessible at the > prompt. Enter the
commands in lowercase or they are considered to be uppercase host-to-find entries.

exit
Exits NSLOOKUP.

Format
> exit

Enter the command in lowercase or it is considered to be hostname "EXIT".

Synonym
>

Example
This example displays information about the server and exits NSLOOKUP.

$ nsl ookup

Default Server: sirius.nene.com
Address: 192.168.95.1

> exit

$
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finger
Connects with the FINGER server on the (previously defined) host to display FINGER
information. With the optional username parameter, you can focus the lookup on one user.

You can redirect the output from the f i nger command to afile using the greater-than symbol, as
follows:

finger > filenane. ext
finger >> filenane. ext

The > places the output into filename.ext. The >> appends the output onto file filename.ext. When
you direct output to afile, NSLOOKUP prints hash marks after every 50 records received from the
server.

Format
> finger [username]

Enter the command in lowercase or it is considered to be hostname "FINGER".

Parameter
username

Focuses the lookup to one username. The username can be case-sensitive.

Example

This example defines the current host as SIRIUS and connects with the FINGER server on SIRIUS
to display FINGER information on user GANDALF.

$ nsl ookup

> sirius

Default Server: sirius.nene.com
Address: 192.168.95.1

Nane: sirius.nene.com
Address: 192.168.95.1

> finger gandalf
[sirius.nene. coni
Status of VMScluster on node NENE at 23-JUN 1999 16: 52: 04. 62

User name Node Name New Mai | When Ter m nal
GANDALF SI Rl US Gandal f 3 Mon 08: 34 FTA1211:
GANDALF SI Rl US Gandal f 3 Mon 08: 34 FTAl1212:
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help

For

Displays a brief summary of NSLOOKUP commands.

mat
> help

Enter the command in lowercase or it is considered to be hostname "HELP".

Synonym

> ? (question mark)

Example

28-8

>?

NSLOOKUP COVIVAND SUMVARY
(identifiers are shown in uppercase, [] nmeans optional)
Command Meani ng

NAME - print info about the host/domai n NAVE using default server
NANMVEL NAME2 - as above, but use NAME2 as server
Is [opt] DOMAIN [> FILE] - list entities in DOVAIN (optional: output to
FI LE)

-a - list canonical names and aliases

-h - list HHNFO (CPU type and operating system

-s - list well-known services

-d - list all records

-t TYPE - list records of the given type (e.g., A CNAME MX, etc.)
vi ew FI LE - sort an 'ls’ output file and view it
help or ? - display this screen

spawn or ! [command] - create child process and execute conmand
finger [USER] - finger the optional NAME at the current default host

r oot - set current default server to the root
server NAME - set default server to NAME, using current default server
| server NAME - set default server to NAME, using initial server
set OPTION - set an option
al | - print options, current server and host

[ no] def name - append domain name to each query

[no]recurse - ask for recursive answer to query

[no]ve - always use a virtual circuit

domai N=NAME - set default domain nane to NAME

srchlist=N1[/N2/.../N6] - set domain to N1 and search list to N1, N2,
etc.

r oot =NAME - set root server to NAME
retry=X - set nunber of retries to X
ti meout =X - set initial tinme-out interval to X seconds

querytype=X - set query type, e.g., A ANY, CNAME, H NFO MX, NS, PTR, SOA, VKS
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type=X - synonym for querytype

cl ass=X - set query class to one of IN (Internet), CHAGCS, HESI CD or
ANY

[ no] debug - print debugging infornmation

[no]d2 - print exhaustive debuggi ng i nformation
exit - exit the program "Z also exits
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Is

Lists the information for adomain. The default output contains host names and their Internet
addresses.

You can redirect the output from thel s command to afile as follows:

Ils ... > filenane. ext
I's ... >> filenane. ext

The > places the output into filename.ext. The >> appends the output onto file filename.ext. When
you direct output to afile, NSLOOKUP prints hash marks after every 50 records received from the
server.

Format

> |s[-option [-option...]] domain

Enter the command in lowercase or it is considered to be hosthname "LS".

Parameters

-option

See the Optionsthat follow for alist of available options. Always precede an option with a hyphen.
Separate multiple options with spaces.

domain

Domain for which to list information.

Options

-a
Lists aliases of hostsin the domain. Synonymforls -t CNAME.

-d

Lists all records for the domain. Synonymforls -t ANY.

-h

Lists CPU and operating system information for the domain. Synonymforls -t H NFO.
-s

Lists well-known services of hostsin the domain. Synonymforls -t WKS.

-t [type]

Lists all records of thetype specified by theset type command, asin Table 28-1.
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Table28-1 Record Types (-t type)

Value... | Means...

any All records for the domain

a Host internet address

af sdb AFS database

axfr Zone transfer

cnamne Canonical name for an alias

hi nfo Host CPU and operating system type

i sdn ISDN information
nb Mailbox
ny Mail group

m nfo Mail information

nr Mailbox rename

mx Mail exchanger

ns Name server for the named zone

ptr Host name if query is Internet address, otherwise pointer to other information
rp Responsible person

rt Route through binding

soa Domain "start-of-authority" information

t xt Text information

ui nfo User information

wks Supported well-known services
x25 X.25 information
Examples

1 Thisexamplelistsinformation for domain SIRIUS;

> | s nene.com
[sirius.nene. coni
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nene.com server = sirius.nene.co
sirius 192.168.95.1

nene. com server = nic.near. net

ni c. near. net. 192.52.71. 4

2 Thisexamplelistsal records for domain SIRIUS:

> |s -d nene.com
[sirius.nene. coni

nene. com SCA sirius.nene.comleary.sirius.nene.com
(76 86400 1800 3600000 86400)
nene. com NS sirius.nene.com

This example appends the output in Example 2 onto an existing FOOBAR.TXT file:

> |s -d nene.com >> foobar.txt
[sirius.nene. coni
Hit#

Recei ved 165 records.
>



root

Network Testing Tools

root
Changes the default server to the domain namespace root server.

Thedefault hostisa. r oot - servers. net .

You can change the name of the root server with theset root command.

Format
> root

Enter the command in lowercase or it is considered to be hostname "ROOT".

Synonym
> |server a.root-servers.net

Example
This example lists the root server name and address.
> root

Default Server: a.root-servers. net
Address: 198.41.0.4
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server

Iserver
Changes the default server to the specified host:

* Theserver command usesthe current default server to look up information about the host.
* Thel server command usestheinitial server to look up information about the host.

If NSLOOKUP cannot find an authoritative answey, it returns the names of serversthat might have
the answer.

Format

> server host
> |server host

Enter the command in lowercase or it is considered to be hostname "SERVER" or "LSERVER".

Parameter
host

Domain name of the host.

Examples

1 Thisexample changes the default server to GEMMA.
> server genma
Default Server: genma. nene.com
Served by:
- N C NEAR NET
192.52.71. 4
NENE. COM
- BU. EDU
128.197.27.7
NENE. COM

2 This example changes the default server back to si ri us.
> | server sirius
Default Server: sirius.nene.com
Address: 192.168.95.1
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set
Changes state information that affects the lookups.

Format
> set option
Enter the command in lowercase or it is considered to be hostname "SET".

The options are listed as under the Options heading. The abbreviated form of the optionis
underlined.

Synonym
$ nslookup -option [-option...]

Options
all

Prints the current value of all keyword options and information about the current default server and
host.

class=value

Changes the query class to one of the valuesin Table 28-2. The class specifies the protocol group
of theinformation. The abbreviationiscl .

Table28-2 set class Values

Value Description

in Internet class (default value)

chaos Chaos class

hesi od MIT AthenaHesiod class

any Wildcard for any of the above
debug
nodebug (default)

Turns debug mode on (debug). Debug providesinformation about the packet sent to the server and
the resulting answer.

d2
nod2 (default)

Turns exhaustive debug mode on (d2), which essentially displays all fields of every packet. If you
turn exhaustive debug mode off again (nod2) , you remain in debug mode (see debug).
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defname (default)
nodefname

Appends (def nane) the default domain name to every single-component lookup, or disables this
function (nodef nane). You should probably leave the append function on in most cases.

domain=name (default=local domain)

Changes the default domain name to name and appends the default domain name to alookup
request, if def name and sear ch are set. The domain search list contains the parents of the default
domainif it has at least two componentsin its name.

ignoretc
noignor etc (default)

Ignores packet truncation errors (i gnor et ¢) on output, or disablesthisfunction (noi gnor et ¢). In
most cases, you would want to display these errors.

port=number
Changes the default TCP/UDP name server port to number.
querytype=value

Changes the type of information returned by a query to one of the values in Table 28-3. The default
valueisa. The synonymist ype.

Table28-3  set type Values

Value Description

any All records for the domain

a Host internet address

af sdb AFS database

axfr Zone transfer

cnane Canonical name for an dlias

hi nfo Host CPU and operating system type

i sdn ISDN information
nb Mailbox
ny Mail group

m nfo Mail information

nr Mailbox rename

mx Mail exchanger
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Table28-3  set type Values (Continued)

Value Description

ns Name server for the named zone

ptr Host name if query is Internet address, otherwise pointer to other information
rp Responsible person

rt Route through binding

soa Domain "start-of-authority” information

t xt Text information

ui nfo User information

wks Supported well-known services

x25 X.25 information

retry=number (default=2)

Sets the number of retries to number. If NSLOOKUP does not receive areply to a request within
the amount of time specified by set ti neout , it resendsthe request. Theretry value controls how
many times NSLOOKUP resends a request before giving up.

root=host (default=a.root.servers.net)

Changes the name of the root server to host. This changes the default root server when using the
r oot command.

recur se (default)
nor ecur se

The name server recursively queries other serversif it does not have the information (r ecur se), or
does not do this (nor ecur se). You would normally want recursive queries.

search (default)
nosear ch

Searches for each name in parent domains of the current domain (sear ch), or disables this
function (nosear ch). If the lookup request contains at least one period but does not end with a
trailing period, sear ch appends the domain names in the domain search list to the request until the
server returns an answer.

srchlist=namel [ /name2 /... /name6 ] (default=local domain)

Sets up asearch list by changing the default domain name to namel and the domain search list to
namel, name2, and so on, up to six hames, each separated by a dlash (/ ). This command overrides
the default domain name and search list of theset domai n command.
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timeout=interval (default=10)

Changes the timeout interval NSL OOKUP uses while waiting for areply to the interval number of
seconds. (Seeasoretry.)

type=value

See quer yt ype.

Ve

novc (default)

Usesa TCP virtua circuit when sending requests to the server (vc), or uses UDP or alows
NSLOOKUP to determine whether to use a virtual circuit based on the size of the request (novc).
You would normally use novc.

Examples
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1

2

This example sets the search list to NENE.COM and COM.
> set srchl =nene. com com

This example sets the query typeto ANY. When listing the host, al records appear.
> set g=any

> sirius

Server: sirius.nene.com

Address: 192.168.95.1

sirius.nene.com internet address = 192.168.95.1
sirius.nene.com CPU = VAXstation 4000-90 O0S = VMS V5. 5-2
SET SRCHL=NENE. COM COVP. PROTOCOLS. SMIP
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spawn
Spawns a subprocess in order to execute a DCL command.

Note! You cannot SPAWN with CAPTIVE accounts.

Format
> spawn [command]

Enter the command in lowercase or it is considered to be hostname " SPAWN".

Synonym
> | [command]

Parameter
command

Command to execute. If omitted, TCPware starts a DCL subprocess.

28-19



PART VIII Network Testing Tools view

view
Sorts and lists previous | s command output redirected to afilename.

Format
> view filename

Enter the command in lowercase or it is considered to be hostname "VIEW".

Parameter
filename

Filename to which you redirected output during an | s command.

Example
This example redirects alisting output to the FOOBAR.TXT file, and views the contents of thefile.

> |s sirius > foobar.txt
[sirius.nene. coni

H#Hit#

Recei ved 165 records.

> vi ew foobar.txt
[sirius.nene. coni

nene. com server = sirius.nene.com
sirius 192.168.95.1

nene. com server = nic. near. net

ni c. near. net. 192.52.71. 4

28-20



PING Network Testing Tools

NSLOOKUP Utility Error Messages

If the lookup request was not successful, NSLOOKUP prints an error message. Valid error

messages are:

Timed-out

The server did not respond to a request after the amount of time
specified int i meout and the number of retries specified it ry.

Non- exi st ent
donai n

The host or domain name does not exist.

No r esponse
fromserver

The server machine does not run a name server.

Unr eachabl e

No r ecor ds The server does not have resource records of the currently specified
query type for the host, although the host name is valid.

Connecti on NSLOOKUP could not make a connection to the name or finger server

Ref used or Common error withi i nger andl s requests.

Network | s

Server failure

The name server found an internal inconsistency in its database and

could not return a valid answer.

Refused

The name server refused to service the request.

Format error

The name server found that the request packet was not in the proper

format.

PING

The PING utility tells you whether a host is up and whether you can reach it. You have a choice of
two PING versions, PING, and PING_V2. The two version are dlightly different, with PING
displaying abit more information. PING_V 2 originated in TCPware Version 2.

The PING utility uses the ICMP echo and echo reply messages. To use the PING utility, you need
BYPASS or SYSPRV privilege. Also, always run the PING utility from an account that has

NETMBX privileges.

Using the Newer PING

Before using the newer version of the PING utility, enter the following:
$ PING : == $TCPWARE: PI NG

To "ping" ahost, enter:

$ PING [-rv] host [data-size [npackets]]

* «.r —Do not route: do not use another gateway to reach the destination; the destination |
be on a local network

* -v —\Verbose mode, which displays information on an invalid response
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* host — Hostname or internet address of the host to "ping"
* data-size — Size, in bytes, of the ICMP echo data

* npacket s — Number of packets to send; if omitted, PING sends an infinite number of
packets

To terminate or interrupt PING, en{fexri/ C]

Example 28-1 shows a PING command and the resulting outpufciTiies C|

the user interrupted the output wida r 1/ C

Example28-1 PING Example

NETCU> PI NG process- gw

PI NG process- gw. nene. com (192. 168. 95. 126): 56 data bytes
64 bytes from 192.168.95. 126: icnp_seq=0. tinme=10.ns

64 bytes from 192. 168. 95. 126: icnp_seq=1. time=0.nms

64 bytes from 192. 168. 95. 126: icnp_seq=2. time=0.nms

64 bytes from 192. 168. 95. 126: icnp_seq=3. time=0.nms

----process-gw. nene.com PING Statistics----
4 packets transnitted, 4 packets received, 0% packet |oss

round-trip (ns)

$

Using PING_V2

m n/avg/ max = 0/ 2/10

PING_V2 is from TCPware Version 2. Before using PING_V2, enter the following:
$ PING : == $TCPWARE: Pl NG_V2

To "ping" a host using PING_V2, enter:

$ PING host [tineout [data-size [interval [display]]]]

host Hostname or internet address of the host to "ping"

ti meout Command timeout time, in seconds (the default is 20 seconds)

dat a- si ze Size, in bytes, of the ICMP echo data (the default is 128 bytes)

i nterval Interval, in seconds, between the retransmission of the ECHO request if
do not receive a response (the default is 1 second)

di spl ay Y to enable oN to disable the display of the packets (the defaw} is
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If the host responds, a message appears indicating that the host is alive. If the host fails to respond
within the allowed time, a message appears indicating that the host did not answer. The number of
packets sent, number of invalid packets received (other ICM P packets that were not responses to
the ECHO request), and the elapsed time also appear.

PING also returns a status code so that you can use command procedures to test whether various
hosts are available.

Example 28-2 shows a PING_V2 command and the resulting output.

Example28-2 PING_V2 Example

PI NG process-gw

process-gw is alive
1 echo nessage sent (O invalid responses) in 0.01 seconds.
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QUOTED

The Quote-of-the-Day service (QUOTED) is auseful tool to check for connectivity. QUOTED isa
TCP-based character generator service. Asimplemented, the QUOTED server listens for TCP
connections on TCP port 17. Once you establish a connection, the service sends a short message.
The service then throws away any data it receives and closes the connection.

It isyour responsibility to provide the quote and define the TCPWARE_QUOTE logical.

Thereisno specific syntax for the quote. The quote can have atotal of 512 characters and islimited
to the following characters:

* ASCII printable

* Space

* Carriagereturn
* Linefeed

You need to define a system logical, TCPWARE_QUOTE to specify the quote for the server. The
TCPWARE_QUOTE logical hame can be either a string or afilename that includes the quote text.
Prefix afilename with the @sign and enclose the definition or filename in quotation marks.

You need SY SNAM or SY SPRV privileges to define the system-wide logical. The following
examples show three different ways to define the TCPWARE_QUOTE logical:

$ DEFI NE/ SYSTEM EXEC TCPWARE_QUOTE " Quot e- of - t he- day"
$ DEFI NE/ SYSTEM EXEC TCPWARE_QUOTE " @YS$MANAGER: QUOTE. TXT"
$ DEFI NE/ SYSTEM EXEC TCPWARE_QUOTE "Today’' s quote is", -
_$ " @GBYSSMANAGER: QUOTE. TXT"
To test QUOTED, TELNET to the host that has a defined quote-of-the-day, as follows:

TELNET host QUOTE OR  TELNET host 17

(Specifying QUOTE or 17 isidentical since the QUOTE server port number is 17.)

For example, the following command doesa TELNET operation to BARTLETT’s quote-of-the-day
server:

$ TELNET BARTLETT QUOTE
The system displays:

Y CPWARE_TELNET- | - TRYI NG, tryi ng BARTLETT, quote (192.168.5. 75, 17)
9% CPWARE_TELNET- | - ESCCHR, escape (attention) character is "#
" Quot e- of -t he-day"

If the system logical is not defined, the system displays:
9 CPWARE_TELNET- | - TRYI NG tryi ng BARTLETT, quote (192.168.5. 75, 17)

9% CPWARE_TELNET- | - ESCCHR, escape (attention) character is "#
No quote-of-the-day is currently defined.
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TCPDUMP

TCPDUMP is auseful mechanism for tracking TCP packets by displaying information in the
packet headers. You can specify the type of packet information to extract by including the relevant
options and expressions.

Use of TCPDUMP assumes a thorough understanding of the TCP protocol.
Before using TCPDUMP, enter the following foreign command definition:
$ TCPDUMP: ==$TCPWARE: TCPDUMP

The TCPDUMP command syntax is as follows:
$ TCPDUMP [options] [expressions]
You can also use the TCPDUM P command on the Network Control Utility (NETCU) level. This

allows you to use OpenVMS qualifiersin place of (or in addition to) UNIX-style options. To use
TCPDUMP on the NETCU level, enter the following:

$ NETCU TCPDUWP [qualifiers | options] [expressions]

For compl ete details on the available options and expressions, see TCPDUMP Command
Reference.

Interpreting TCPDUMP Output

Much of the information that follows is adapted from material provided by the Lawrence Berkeley
Laboratory, University of California, Berkeley, and must contain the following notice:

Copyright (c) 1988, 1989, 1990, 1991, 1992, 1993, 1994, 1995, 1996
The Regents of the University of California. All rights reserved.

"This product includes software developed by the University of California, Lawrence Berkeley
Laboratory and its contributors."

The output of TCPDUMP is protocol-dependent. The following gives a brief description and
examples of most of the various output formats. The description assumes familiarity with RFC 793,
Transmission Control Protocol.

Monitoring TCP Packets
Consider the command and its output in Example 28-3.

Example28-3 TCPDUMP Output

$ tcpdunp host bart

Getting stats.

tcpdunp: |istening on ESAO:

18:21: 59. 000400 bart.nene.com 1023 > narge.login: S

560913442: 560913442(0) win 24576 <nss 1460, wscal e 0, eol > (DF)

18: 21: 59. 004000 bart.nene.com 1023 > marge.login: . ack 513152385
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W n 24576 (DF)

18: 21: 59. 004100 bart. nene.com 1023 > marge. | ogi n:

(

DF)

P 0:1(1) ack 1 win 24576

The general format of a TCP protocol lineis as follows, with references to Example 28-3 in the
explanations given in parentheses:

timestamp src>dst: flags [ first-byte:last-byte (total-bytes) ack segno
win bytes urg <options> ]

timestanp (18: 21: 59. 000400)

By default, al output lines are preceded by atime
stamp, the current clock time in the form

hour s:minutes:seconds.decimal. The time stamp
reflects the time the driver delivers the packet. No
attempt is made to account for the time lag between
when the Ethernet interface removed the packet
from the wire and when the driver servicesthe |/O
request.

The additional -t t option you can use with the
TCPDUM P command displays an unformatted time
stamp, whilethe - t option removes the time stamp
altogether.

src>dst: (bart.nene.com 1023 >
mar ge. | ogi n:)

Source and destination IP address and port.

flags —S (SYN),F (FIN), P (PUSH),
R(RST), or. (no flag)

Transition flags that can appear in combination.

first-byte:last-byte (total -
byt es) (560913442: 560913442(0))

Packet data sequence number, the first byte
followed by the last byte of data, and the total by

tes.

ack segno (ack 513152385)

Sequence number of the next data expected in t
other direction on this connection.

Wi n bytes (win 24576)

Number of bytes of receive buffer space availab
in the other direction on this connection.

)

ur g (not shown)

The packet contains "Urgent" data.

<opt i ons> (not shown)

TCP options, enclosed in angle brackets)(

(DF) (various lines)

The IP do-not-fragment flag is included with the
packet.

The src and dst valuesand theflags (S, F, P, R, or . ) are always present. The other fields depend
on the contents of the packet’s TCP protocol header and appear only if appropriate.

Example 28-4 shows the opening portion of an RLOGIN operation from BART to MARGE.
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Example28-4 RLOGIN Output

bart. 1023 > nmarge.login: S 768512: 768512(0) wi n 4096 <nss 1024>

marge. |l ogin > bart.1023: S 947648: 947648(0) ack 768513 wi n 4096 <nmss 1024>
bart.1023 > marge.login: . ack 1 win 4096

bart.1023 > marge.login: P 1:2(1) ack 1 win 4096

marge.login > bart.1023: . ack 2 win 4096

bart. 1023 > narge. | ogin:
marge. |l ogin > bart. 1023:
marge. |l ogin > bart. 1023:
marge. |l ogin > bart. 1023:

2:21(19) ack 1 win 4096
1:2(1) ack 21 win 4077
2:3(1) ack 21 win 4077 urg 1
3:4(1) ack 21 win 4077 urg 1

T UV TTDT

Here isthe explanation for each line in Example 54-4:

bart.1023 > marge.login: S 768512: 768512(0) wi n 4096 <mss 1024>

TCP port 1023 on BART sends a packet to port LOGIN on MARGE. The S indicates that the
SY N flag was set. The packet sequence number is 768512 and it contains no data. Thereisno
piggybacked ACK, the available receive window is 4096 bytes, and there is a maximum
segment size (MSS) option requesting an MSS of 1024 bytes.

marge.login > bart.1023: S 947648:947648(0) ack 768513 wi n 4096 <nss
1024>

MARGE replies with asimilar packet except that it includes a piggy-backed ACK in
response to BART’s SYN.

bart.1023 > nmarge.login: . ack 1 win 4096

BART then sends an ACK in responseto MARGE's SYN. The. meansthat no flags were
set. The packet contains no data, so there is no data sequence number. Note that the ACK
sequence number is asmall integer (1). The first time TCPDUMP seesa TCP
"conversation,” it displays the sequence number from the packet.

bart.1023 > nmarge.login: P 1:2(1) ack 1 win 4096
marge.login > bart.1023: . ack 2 win 4096

On subsequent packets of the conversation, the difference between the current packet's
sequence number and thisinitial sequence number is displayed. This means that sequence
numbers after theinitial one can beinterpreted as relative byte positions in the conversation’s
data stream (with the first data byte in each direction being 1). (The - s option would
override this feature, causing the original sequence numbers to be output.)

bart.1023 > nmarge.login: P 2:21(19) ack 1 win 4096

BART sends MARGE 19 bytes of data (bytes 2 through 20 in the BART-to-MARGE side of
the conversation). The P (PUSH) flag is set in the packet.

marge.login > bart.1023: P 1:2(1) ack 21 win 4077

MARGE indicates that it received data up to, but not including, byte 21. Most of this datais
apparently sitting in the socket buffer, since MARGE's receive window decreased by 19
bytes. MARGE also sends one byte of datato BART in this packet.
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* marge.login > bart.1023: P 2:3(1) ack 21 win 4077 urg 1
marge.login > bart.1023: P 3:4(1) ack 21 win 4077 urg 1
MARGE sends two bytes of urgent, pushed datato BART.

Monitoring UDP Packets
The UDP format isillustrated by thisr who packet:

nmol | y. who > broadcast.who: udp 84

This says that port WHO on host MOLLY sent a UDP datagram to port WHO on host
BROADCAST, the Internet broadcast address. The packet contained 84 bytes of user data.

Some UDP services are recognized (from the source or destination port number) and the higher
level protocol information is displayed; in particular, Domain Name System (DNS) service
requests and Sun Remote Procedure Calls to the Network File System (NFS).

Displaying Link Level Headers

The - e option of the TCPDUMP command displays the link level header of each dump line. On
Ethernet systems, this displays the source and destination addresses, protocol, and packet length.
For example, the following command displays the additional information shown in bold type:

$ tcpdunp -e host bart -t

CGetting stats.

tcpdunp: |istening on ESAO:

aa:0:4:0:3a:8 aa: 0:4:0:15:a ip 62: bart.nene.com 1023 > marge.login: S
176494692: 176494692(0) wi n 24576 <nmss 1460, wscal e 0, eol > (DF)
aa:0:4:0:3a:8 aa: 0:4:0:15:a i p 60: bart.nene.com 1023 > narge.l ogin: . ack
128739885 wi n 24576 (DF)

aa:0:4:0:3a:8 aa: 0:4:0:15:a ip 60: bart.nene.com 1023 > marge.login: P
0:1(1) ack 1 win 24576 (DF)

Thelink level headers begin with aa. (Note that time stamps were omitted since the -t option was
used.)

On FDDI networks, the - e option displays the frame control field — the source and destination
addresses, and the packet length — that governs the interpretation of the rest of the packet.

Normal packets (such as those containing IP datagrams) are asynchronous, with a priority value
between 0 and 7; for exampésync4. Such packets are assumed to contain an 802.2 Logical Link
Control (LLC) packet; the LLC header is displayed if it is not an ISO datagram or so-called
Subnetwork Access Protocol (SNAP) packet.

Monitoring ARP and RARP Packets

The following description assumes familiarity with the ARP and RARP protocols. See Chapter 6,
Common I nterfaces, the Address Resolution Protocol (ARP) andReverse Address Resolution
Protocol (RARP) subsections for further information.
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Address Resolution Protocol (ARP) and Reverse Address Resolution Protocol (RARP) output
shows the type of request and its arguments.

The format is intended to be self-explanatory. The following abbreviated sample output is taken
from the start of an RLOGIN operation from host MARGE to BART:

$ tcpdunp host bart -t
arp who-has bart.process.comtell marge.nene.com
arp reply bart.nene.comis-at aa:0:4:0:1f:8

Thefirst line indicates that MARGE sent an ARP packet asking for BART's Ethernet address.
BART replied with its Ethernet address, aa:0:4:0:1f:8.
You can also specify not to convert | P addresses to hosthames by using the - n option:

$ tcpdunp host bart -t -n
arp who-has 128.3.254.6 tell 128.3.254.68
arp reply 128.3.254.6 is-at aa:0:4:0:1f:8

With the additional link level header information, the output would be as follows:

$ tcpdunp host bart -t -e

aa:0:4:0:1:8 aa: 0:4:0:15:a ip 82: arp who-has 128.3.254.6 tell
128. 3. 254. 68

aa:0:4:0:1:8 aa: 0:4:0:15:a ip 82: arp reply 128.3.254.6 is-at
aa:0:4:0:1f:8

DNS Name Server Requests

The following description assumes familiarity with the DNS protocol. See Chapter 1, Domain
Name Services, for further information.

Domain Name System (DNS) name server requests are formatted as:

src > dst: gid op? flags gtype qgclass name (len)

Figure 28-1 shows an example in which APOLLO queries the domain server on BART for an
address (type A) record associated with the name MARGE.NENE.COM.

Figure28-1 DNS Name Server Request Display

sre = st [ale) qhpe name =]

apollo. 1538 = bart.domain: 3+ A marge.nene.com. (37)

* The source and destination hosts (sr ¢ > dst) are given.

* Thequeryid(gi d)is3 (the+ indicatesthat the "recursion desired" flag was set).

* Thequery operation (op?) is omitted sinceit is the normal one, Query. If op had been
anything else, it would appear between the 3 and the +.
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* Thequery type (gt ype) is Afor Address record.

* Thegcl ass isomitted since it isthe normal one, C_IN. Any other gclass would have been
displayed immediately after the A.

* The nane isthe domain name of target host MARGE.

* Thequery length (/ en) is37 bytes, not including the UDP and I P protocol headers.

A few anomalies are checked and can result in extrafields enclosed in square brackets. If a query
contains an answer, name server, or authority section, ancount, nscount, or arcount are displayed as
[ na], [ nn], or [ nau] , where n isthe appropriate count. If any of the response bits are set (AA,
RA, or rcode) or any of the "must be zero" bits are set in bytestwo and three, [ b2&3=x] is
displayed, where x is the hex value of header bytes two and three.

DNS Name Server Responses

DNS name server responses are formatted as:

src > dst: gid op rcode flags a/n/au qtype gclass data (len)

Figure 28-2 shows two examples.

Figure28-2 DNS Name Server Response Display

s st i a‘nfau ghape data k=n

I
bart.demain = apeollo.1538: 3 37370 A 128.32.137.3 {273)
bart.demain = apollo1537: 2 NXDomain™ 010  {@7)

src > dst lails] aw  kEn

In thefirst example, BART respondsto query 3 from APOLL O with three answer records (a), three
name server records (n), and seven authority records (au). The first answer record istype A
(address) and its datais internet address 128.32.137.3. The total size of the response is 273 bytes,
excluding UDP and IP headers. The op (Query) and rcode (NoError) were omitted, aswasthe class
(C_IN) of the A record.

In the second example, BART responds to query 2 with a response code of nonexistent domain
(NXDomai n) with no answers, one name server, and no authority records. The* indicates that the
authoritative answer bit was set. Since there were no answers, there is no gtype, gclass, or data
displayed.

Other flag characters that might appear are - (recursion available, RA, not set) and | (truncated
message, TC, set). If the "question” section does not contain exactly one entry, [ nq] is displayed.

Note that name server requests and responses tend to be large, and the default snapshot length of 68
bytes may not capture enough of the packet to display. Use the - s flag to increase the snapshot
length if you need to serioudly investigate name server traffic (-s 128 isknown to be effective).
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NFS Requests and Replies

The following description assumes familiarity with the Network File System (NFS). See Chapter
12, NFS-OpenVMS Client Management, or Chapter 13, NFS-OpenVMS Server Management, for
further information.

NFS requests and replies are displayed as:

src.xid > dst.nfs: len op args
src.nfs > dst.xid: reply stat len op results

Figure 28-3 shows an example. SUSHI sends atransaction with id 6709 to WRL (note that the
number following the src host isthe transaction ID, not the source port). The request was 112 bytes
long, excluding the UDP and | P headers. The operation was ar eadl i nk (read symbolic link) on
file handle (W5 fi d) 2661, 43, 0. Host WRL replies ok with the contents of the link.

Figure28-3 NFSRequests and Replies Display

SHC = dat len o ==

sushi.670? = wrl.nfs: 112 readlink VIMS fid {2661.43.0)
wrl.nfs = sushi.G709: reply ok 40 readlink “..war”
sHC > dat stat fen =] .-e.':!*.ufs

If you usethe - v (verbose) option, additional information is displayed. For example:

sushi . 1372a > wl.nfs: 148 read VMS fid (2661, 43,0) 8192 bytes @ 24576
wrl.nfs > sushi.1372a: reply ok 1472 read REG 100664 ids 417/0 sz 29388

Inthefirst line, SUSHI queries WRL to read 8192 bytes from file handle 2661,43,0 at byte offset @
24576. WRL responds with ok. The packet shown on the second line is the first fragment of the
reply, and henceis only 1472 bytes long. (The other bytes follow in subsequent fragments, but
these fragments do not have NFS or even UDP headers and so might not be displayed, depending
on the filter expression used.)

Because of the - v option, some of the file attributes returned in addition to the file data are
displayed: the file type (ReG for regular file), the file mode (in octal, 100664), the UID and GID
(417/ 0), and thefile size (sz, 29388) . (The - v option also displaysthe IP header TTL, ID, and
fragmentation fields, which were omitted from this example.) If you use - v more than once, even
more details are displayed.

Note that NFS requests are very large and much of the detail is not displayed unless the snapshot
length isincreased. Try using - s 192 to watch NFS traffic.

NFS reply packets do not explicitly identify the RPC operation. Instead, TCPDUMP keeps track of
"recent” reguests, and matches them to the responses using the transaction ID. If a response does
not closely follow the corresponding request, it might be ignored.

TCPDUMP supports the following options/qualifiers enabling more decoding of RPC-based
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services.

R_RPC

-"R” allludp|tcp
/RPC [=ALL|UDP|TCP]

For a UNIX-style option, the “R” must be uppercase and quoted.

The option/qualifer values are

ALL (default) | Decode both UDP and TCH

UbDP Decode only UDP

TCP Decode only TCP

The following RPC protocols are decoded:

NFS Portmapper

Network lock manager version 1  Network lock manager version 3

Net status Mount

PCNFS version 1 PCNFS version 2

IP Fragmentation
Fragmented Internet datagrams are displayed as:

(frag id:size@offset+)
(frag id:size@offset)

The first form, which includes the endirgindicates that there are more fragments. The second
form indicates the last fragment. The parameter is the fragment 1B, ze is the fragment size (in
bytes) excluding the IP header, anfdf set is this fragment's offset (in bytes) in the original
datagram.

Information is displayed for each fragment. The first fragment contains the higher level protocol
header and the fragment information is displayed after the protocol information. Fragments after
the first contain no higher level protocol header, and the fragment information is displayed after the
source and destination addresses. For example, here is part of an FTP from NENE.EDU to LBL-
BART.ARPA over a CSNET connection that does not appear to handle 576-byte datagrams:

nene.ftp-data > bart.1170: . 1024:1332(308) ack 1 win 4096 (frag
595a: 328@+)

nene > bart: (frag 595a: 204@28)

bart.1170 > nene.ftp-data: . ack 1536 win 2560
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¢ Addressesin the third line do not include port numbers, because the TCP protocol
information is all inthe first fragment, and it is not know what the port or sequence numbers
will be when the later fragments are displayed.

* The TCP sequence informationin thefirst lineis displayed asif there were 308 bytes of user
datawhen, in fact, there are 512 bytes (308 in the first fragment and 204 in the second). If

you are looking for holes in the sequence space or trying to match up ACKs with packets,
this can be misleading.

A packet with the | P do-not-fragment flag is marked with atrailing ( DF) .

TCPDUMP Command Reference
This section shows the format for and examples of the TCPDUMP command.

The first form of the TCPDUMP command is available on the DCL level as:

$ TCPDUVP: ==$TCPWARE: TCPDUWP
$ TCPDUWP [options] [expressions]

The second form is on the Network Control Utility (NETCU) level. Thisform alows you to use

OpenVMS qualifiersin place of (or in addition to) UNIX-style options. To use TCPDUMP on the
NETCU level, enter the following:

$ NETCU TCPDUWP [qualifiers | options] [expressions]

The options and their qualifier equivalents are listed together.
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TCPDUMP

TCPDUMP displays the headers of packets on a network interface that match the boolean
expression. The OpenVMS implementation currently works only with Compag-compatible
Ethernet cards. Some of the command line switches were changed from the UNIX version to
support OpenVMS's case-insensitive command line.

PHY 10O privilegeisrequired to use TCPDUMP, unless reading packets from afile. If using the
TCPware drivers for packet capturing, LOG_|O and SY SPRV or BY PASS privileges are also
needed.

Format
TCPDUMP [ options | qualifiers] [ expressions]

Options and Qualifiers

Note! Only options are available if using TCPDUMP as a foreign command at the DCL prompt. You
can mix and match options and qualifiers if using TCPDUMP as a NETCU command. In each
case, the option is listed before its equivalent qualifier.

-a
INO_RELATIVE_SEQUENCE_NUMBERS
Displays absolute, rather than relative, TCP sequence numbers. /RELATIVE is the default.

-b bufcount
/BUFFERS=bufcount

Sets the number of receive buffers for the Ethernet adapter to bufcount. The default is 255 on VAX,
175 on AXP. You may need to lower the number if you receive the message “6YSTEM F-
EXQUOTA, process quota exceeded. Thisoption does not apply to the TCPware drivers.
Valid values are 1 to 255.

-Cc exitcount
/COUNT =exitcount

Exits after receiving exitcount packets.

-d
/HOSTNAMES=NOQUALIFIED

Does not display host names as fully qualified domain names. For example, display ni ¢ instead of
ni c. ddn. mi | . /HOSTNAMES=QUALIFIED is the default.

-€
/ILINK_HEADERS

Displays the link-level header on each dump line. (See Displaying Link Level Headers.)
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-f
/HOSTNAMES=NOFOREIGN

Displays "foreign" internet addresses numerically, not symbolically. FOREIGN is the default.

-9
/INETWORK

Translates network and broadcast addresses to domain names.

-i interface
/INTERFACE=interface

Listens on the interface interface. If unspecified, TCPDUMP searches for a configured interface
(excluding loopback). Supported interfaces appear in Table 28-4.

Table28-4 Supported Interfacesfor TCPDUMP

Device... | Whichiis... On platform... | For medium...
UVA-0 DELUA, DEUNA VAX, AXP Ethernet
QNA-0 | DEQNA, DELQA, DEQTA | VAX, AXP Ethernet
BNA-O | DEBNA, DEBNI VAX, AXP Ethernet
SVA-0 DESVA VAX, AXP Ethernet
MNA-0 | DEMNA VAX, AXP Ethernet
ISA-0 SGEC, TGEC VAX, AXP Ethernet
MXE-0 | PMAD VAX, AXP Ethernet
ERA-0 DE422, DE425 AXP Ethernet
EWA-O | TULIP AXP Ethernet
MFA-0 DEMFA VAX, AXP FDDI
FZA-0 DEFZA, DEFTA VAX, AXP FDDI
FAA-0 DEFAA VAX, AXP FDDI
FEA-O DEFEA AXP FDDI
FQA-0 DEFQA VAX, AXP FDDI
FPA-0 DEFPA AXP FDDI
IP IPDRIVER VAX, AXP N/A *
UDP UDPDRIVER VAX, AXP N/A *
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Table28-4 Supported Interfacesfor TCPDUMP (Continued)

TCP TCPDRIVER VAX, AXP N/A *

* Because these drivers are device-independent, filter expressions
based on portions of the Ethernet header are not valid. Additionally,
only packets valid for that particular driver are delivered to TCPDUMP
(UDPDRIVER only delivers UDP packets, not TCP or other protocols
such as ARP/RARP). When using higher level drivers to capture
packets, it is also not necessary to contain the protocol in the filter
expression: TCPDUMP -i udp udp and host mar ge is redundant
and results in additional overhead while processing packets. The
proper usage would be TCPDUMP -i udp host narge. BOOTP
requests are displayed, though with an invalid source address. The
advantage of using these drivers is the ability to view your own
packets, as well as a decrease in the number of lost packets.

- file
JFILTER_EXPRESSIONS=file

Uses the specified file asinput for the filter expression. Any additional expressions given on the
command line are ignored.

-k packetype
/PACKET _TY PE=packetype

Forces packets selected by the expression to be interpreted by the specified packetype. Currently
known types arer pc (Remote Procedure Call), rt p (Real-Time Applications Protocol), rt cp
(Real-Time Applications Control Protocal), vat (Visual Audio Tool), and wb (Distributed White
Board).

-|
/LINE_BUFFERED

Makes st dout line buffered.

-n
INOHOSTNAMES

Does not convert addresses (host addresses, port numbers, and so on) to names. (See Monitoring
ARP and RARP Packets for an example.)

-0
INOOPTIMIZER

Does not run the packet-matching code optimizer. Thisis useful only if you suspect a bug in the
optimizer. The default is/OPTIMIZER.

-
/SHOW=LESS

Quick output. Displays less protocol information so that output lines are shorter. The default is
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/SHOW=NORMAL.

-r file
[INPUT=file

Reads packets from the file created with the -w option.

-s snapshotlength
/IDATA=snapshotlength

Captures snapshotlength bytes of data from each packet, rather than the default of 68 bytes. 68
bytesis adequate for IP, ICMP, TCP, and UDP, but may truncate protocol information from name
server and NFS packets. Packets truncated because of alimited snapshot are indicated in the output
with [|proto], where proto is the name of the protocol level at which the truncation occurred.

If a snapshot of IP datais smaller than the actual packet size, the messagetruncated-ip - n
byt es m ssing! appears. Thisisan informational message, and the data captured may be
sufficient. If you need to see more data, use - s (or /DATA) to increase the snapshot length.

Note that taking larger snapshots both increases the amount of time it takes to process packets, and
effectively decreases the amount of packet buffering. This can cause packets to be lost. You should
limit snapshotlength to the smallest number that captures the protocol information you need.

-t
INOTIME

Does not display atime stamp on each dump line. The default is/TIME=FORMAT.

-tt
ITIME=NOFORMAT

Displays an unformatted time stamp on each dump line. The default is/TIME=FORMAT.

'
/SHOW=MORE

Verbose output. For example, the time-to-live (TTL) and type-of-service (TOS) information in an
IP packet is displayed. (See NFS Requests and Replies.)

-V
/SHOW=FULL

"Hyperverbose" output. For example, additional fields are displayed from NFS reply packets.

-w file
/OUTPUT=file

Writes the raw packetsto afile, rather than parsing and displaying them out. The file can later be
displayed with the -r option.

-X
IHEXADECIMAL

Displays each packet (minusits link level header) in hexadecimal format. The smaller of the entire
packet and snapshotlength byte values are displayed.
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-Z
IASCII

Displays each packet in hexadecimal format with the ASCII equivalent.

Expressions
Recall that a TCPDUMP command consists of the following elements:

TCPDUMP [ options | qualifiers | [ expressions |

Expressions select which packets to dump. Only packets for which the expression istrue are
dumped (or all packetsif the expression is omitted). An expression breaks down into one or more
primitives:

expression = primitive primitive ...

Primitives usually break down into aqualifier and an address:

primitive = qualifier address

Expression Qualifiers
There are three kinds of qualifiers — type, direction, and protocol:

* Type quaifiers define the ID name or number type. Possible types are:

host (default)
net
port

Examples of primitives using these qualifiersteset f oo, net 128. 3, andport 20. The
default ishost if the type qualifier is omitted, so thiado andhost f oo are equivalent. A
host can be either an IP address or hostnamet Aan either be a name from the
TCPWARE: NETWORKS. file, or a network number, and can include the additionak
qualifier.

* Direction qualifiers specify atransfer direction, and are prepended to the type qualifier:

src
dst

src or dst (default)
src and dst

Examples of primitives using these qualifierssre foo, dst net 128. 3, andsrc or
dst port ftp-data. The defaultisrc or dst if the direction qualifier is omitted, so
thatport ftp-data is true for a source or destination port.

* Protocol qualifiers restrict the match to a particular protocol, and are prepended to the
direction qualifier. Possible protocols are:
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— icnp

—ip

— ipx

— arp

— rarp

— decnet

— lat

— ScCa

— noprc

— nopdl

— tcp

— udp

Examples of primitives using these qualifiersareer src foo,arp net 128. 3, and
tcp port 21. If the protocol qualifier is omitted, the default is all protocols consistent witt
the type. For example:

— src foo impliesi p,arp, orrarp
— net bar impliesi p,arp, orrarp
— port 53 impliest cp orudp

You can be even more specific aboutitheprotocol by addingr ot o and the IP protocols
cnp, i grp, dp, nd, orcp; for examplej p prot o cnp. (Note that some protocols are
preceded by backslashes to distinguish them from protocol qualifiers.) The same goes fo
et her protocolsp, r p, andar p, such as irt her proto p.

Thef ddi protocol qualifier is actually an alias ferher, and are treated identically as
meaning the data link level used on the specified network interface. FDDI headers conta
Ethernet-like source and destination addresses, and often contain Ethernet-like packet t
so you can filter on these FDDI fields just as with the analogous Ethernet fields. (FDDI
headers also contain other fields, but you cannot name them explicitly in a filter expressi

Other Expressions
There are additional special, "primitive" qualifiers that do not follow the pattern:

gat eway

br oadcast

| ess

greater

arithmetic expressions

All of these are described in the Primitives subsection that follows.

More complex filter expressions are built up by using the words and, or, and not to combine
primitives. For example, host foo and not port ftp and not port ftp-data.Tosave
typing, identical qualifier lists can be omitted. For example, the following two expressions are
identical, the first being the abbreviated form:
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tcp dst port ftp or ftp-data or donain
tcp dst port ftp or tcp dst port ftp-data or tcp dst port domain.

Expression Primitives

dst [host] host
IP destination field of the packet must be host.

src [host] host
IP source field of the packet must be host.

[host ] host

IP source or destination of the packet must be host. Any of the above host expressions can be
prepended with the keywordsi p, ar p, or rarp,asini p host host, whichisequivalent to
ether proto ip and host host. If hostisanamewith multiple |P addresses, each addressis
checked for amatch.

et her dst ehost

Ethernet destination address must be ehost, which is either a name from the TCPWARE: ETHERS.
file, or anumber.

et her src ehost

Ethernet source address must be ehost.

ether [host] ehost
Ethernet source or destination address must be ehost.

gat eway host

Packet must use host as a gateway; that is, the Ethernet source or destination address was host, but
neither the I P source nor destination was host. (This makes the expression equivalent to et her
host ehost and not host host.) The host must be a name and must be found in both the
TCPWARE: HOSTS. and TCPWARE: ETHERS. files.

dst net net

I P destination address of the packet must have a hetwork 1D of net.

src net net

I P source address of the packet must have a network 1D of net.

net net

Either the IP source or destination address of the packet must have a network 1D of net.
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net net mask mask

I P address must match its network ID with the specified mask; can be qualified with src or dst .

net net!/length

IP address must match its network ID with the specified mask length, in bits; can be qualified with
src ordst.

dst port port

Packet must be IP/TCP or IP/UDP and have a destination port value, a number or name used in the
TCPWARE: SERVI CES. file. If aname, both the port number and protocol are checked. If a number
or ambiguous name, only the port number is checked. For example, dst port 513 displays both
TCP/LOGIN and UDP/WHO traffic; dst port donai n displays both TCP/DOMAIN and UDP/
DOMAIN traffic.

src port port

Packet must have a source port value.

port port

Either the source or destination port of the packet must be port. Any of the above port expressions
can be prepended with the keywordst cp or udp, asintcp src port port,which matchesonly
TCP packets whose source port is port.

| ess length

Packet must have alength less than or equal to length (equivalentto | en <= [ engt h) .

greater [ength
Packet must have alength greater than or equal to length (equivalenttol en >= [ engt h) .

ip proto protocol

Packet must be an | P packet of protocol type protocol, which can be a number or one of the names
cnp,igrp,dp,nd,orcp. Notethat t cp, udp, andi cnp must be escaped using a backslash (FO>)
to distinguish themfromaqualifiers

[ether] broadcast

Packet must be an Ethernet broadcast packet. The et her keyword isoptional.

i p broadcast

Packet must be an I P broadcast packet. It checks for both the all-zeros and all-ones broadcast
conventions, and looks up the local subnet mask.

[ether] multicast

Packet must be an Ethernet multicast packet (shorthand for et her[0] & 1 !'= 0).
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ip nmulticast

Packet must be an | P multicast packet.

et her proto protocol

Packet must be of Ethernet type protocol, which can be a number or name likep, r p, or
F30@z7@Lam>rarp. Note that these identifiers must be escaped using a backslash (\).

In the case of FDDI (such asf ddi prot o ar p), the protocol identification comes from the 802.2
Logical Link Control (LLC) header, which isusually layered on top of the FDDI header.
TCPDUMP assumes, when filtering on the protocol identifier, that all FDDI packets include an
LLC header, and that the LL C header is in so-called Subnetwork Access Protocol (SNAP) format.

decnet src host

DECNET source address must be host, which can be an address of the form 10.123, or aDECNET
hostname.

decnet dst host
DECNET destination address must be host.

decnet host host

Either the DECNET source or destination address must be host.

ip, arp, rarp, decnet

Abbreviation for et her proto protocol for one of these protocols.

ipx { src | dst } host

Withi px alone, packet must be an IPX packet. With sr ¢ or dst , the packet must come from or go
to an ethernet host.

| at, noprc, nopdl

Abbreviation for et her proto protocol for one of these protocols. Note that TCPDUMP does
not currently know how to parse these protocols.

tcp, udp, icnp
Abbreviation for et her proto protocol from one of these protocols.

expr rel ational -operator expression

Therelation must hold, where relational-operator isone of >, <, >=, <=, =, | =, and expressionisan
arithmetic expression composed of integer constants (expressed in standard C syntax), the normal
binary operators (+, -, *,/, &, | ), alength operator, and special packet data accessors (see the
following subsection).
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Accessing Data Within a Packet
To access data inside a packet, use the syntax:

proto [expr : siz€e]

* protoisoneofether,fddi,ip,arp,rarp,tcp,udp,oricnp,andindicatesthe protocol
layer for the index operation.

* expr isthe byte offset, relative to the indicated protocol layer.

* sizeisoptional and indicates the number of bytesin the field of interest. It can be either 1,
2, or 4, and defaults to 1. The length operator, indicated by the keyword | en, givesthe
length of the packet.

For example:

* ether[0] & 1 !'= 0 catchesall multicast traffic.

* ip[0] & Oxf != 5 catchesall IP packetswith options.

* ip[6:2] & Ox1fff = 0O catchesonly unfragmented datagrams and fragment zero of
fragmented datagrams. This check isimplicitly applied to the TCP and UDP index
operations. For instance, t cp[ 0] always means thefirst byte of the TCP header, and never
means the first byte of an intervening fragment.

Combining Primitives
You can combine primitives using:

¢ A parenthesized group of primitives and operators (parentheses must be escaped)
* Negation (! or not) (you must enclose expressionsusing! in quotes)
* Concatenation (& or and)
e Alternation (] oror)
Negation has the highest precedence. Alternation and concatenation have equal precedence and

associate |eft to right. Note that explicit and tokens, not juxtaposition, are required for
concatenation.

If the identifier omits a qualifier, the most recent qualifier applies. For example,

not host vs and ace isshortfor not host vs and host ace, which should not be
confused with not (host vs or ace).

Expression arguments can be passed to TCPDUM P as either a single argument or as multiple
arguments, whichever is more convenient.

Examples

1 Theseidentical examples display all packets arriving at or departing from BART.
$ tcpdunp bart
$ tcpdunp host bart

2 Theseidentical examples display traffic between HELIOS and either HOT or ACE.
$ tcpdunp helios and (hot or ace)
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$ tcpdunp host helios and (hot or ace)

3 Theseidentical examples display all IP packets between ACE and any host except HELOIS.
$ tcpdunp ip ace and not helios
$ tcpdunp ip host ace and not helios

4 Thisexample displays all traffic between local hosts and hosts at Berkeley.
$ tcpdunp net uchb- et her

5 Thisexampledisplaysal FTP traffic through gateway SNUP (note that the expressionis
quoted because of the parentheses).
$ tcpdunp "gateway snup and (port ftp or ftp-data)"

6 Thisexample displays traffic neither sourced from nor destined for local hosts (if you
gateway to one other net, this information should never make it onto your local net).
$ tcpdunp ip and not net |ocal net

7 Thisexample displays the start and end packets (the SYN and FIN packets) of each TCP
conversation that involves a nonlocal host.
$ tcpdunp "tcp[13] & 3 !'= 0 and not src and dst net |ocal net"

8 Thisexample displays |P packets longer than 576 bytes sent through gateway HOMER.
$ tcpdunp "gateway homer and ip[2:2] > 576"

9 Thisexample displays IP broadcast or multicast packets not sent over Ethernet broadcast or
multicast.
$ tcpdunp "ether[0] & 1 = 0 and ip[16] >= 224"

10 This example displays all ICMP packets that are not echo requests/replies (PING packets).
$ tcpdunmp "icnp[0] !'= 8 and icnp[0] != O"

TIME

TIME is the Time Protocol, defined by RFC 868. For a TCP connection, TIME returns a four-byte
integer (in network byte order) of the current time in number of seconds since 1-JAN-1900 00:00
GMT. For UDP, when you receive a packet time port (37), TIME returns afour-byte datagram with
the time (and discards the received datagram).

28-44



TRACEROUTE Network Testing Tools

TRACEROUTE

This section describes the TRACEROUTE utility, which traces the path of an IP packet to an
internet host. Only one user can run TRACEROUTE at atime. TRACEROUTE requires BY PASS
or SY SPRV privileges.

Before using TRACEROUTE, enter the following to define the TRACEROUTE foreign command

definition:

$ TRACEROUTE : == $TCPWARE: TRACEROUTE

To trace the path an | P packet follows to an internet host, enter the following format:

$ TRACERQUTE [-nrv] [-w wait] [-mmax_ttl] [-p port#] [-q nqueries]-
_$ [-t tos] [-s src_addr] host [data size]

Specifiesto display internet addresses, not host names

Specifies not to route (TRACEROUTE displays only directly "connected"
hosts)

Specifies verbose mode

-wwai t I's the number of seconds to wait between probes
-mmax_ttl Is the maximum time-to-live to set in or outgoing datagrams
-p port Is the UDP port number to use (the default is 33434)

-q nqueries

I's the number of probes sent

-t tos Is the type of service (the default is0)

-s src_addr I's the source internet address to use (the default depends on the interface
needed to reach the destination)

host Is the name of the internet host whose path you want to trace

data_si ze Is the size of the UDP packet, which is the amount of datain the packet

Example 28-5 shows a TRACEROUTE command and the resulting output.

Example28-5 TRACEROUTE Example

$ TRACEROUTE ni c. ddn. mi |

TRACERQUTE to nic.ddn.m!| (192.112.36.5), 30 hops max, 38 byte packets

1 delta.nene.com (192. 168. 95. 126)
2 process-gw nene.com (192.168.138.1) O ns
3 wal thamcrl. bbnpl anet. net (131.192.148. 49)
4 canbridge2-cr3. bbnpl anet. net (131.192.27.2)

Onms Onms O ns

10 s 0 s

20ms O ms 0 nB
10 ns 10 ns 10 ns
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5 canbridge2-brl. bbnpl anet.net (199.92.129.6) 10 ns 10 ms 10 s
6 canbridgel-br2. bbnplanet.net (4.0.2.25) 10 ns 20 ms 10 ms
7 canbridgel-brl. bbnpl anet.net (4.0.1.201) 210 ms 190 ns 210 ns
8 nycl-br2. bbnplanet.net (4.0.1.121) 20 ns 30 ns 20 ns
9 nyc2-br2. bbnplanet.net (4.0.1.154) 30 ms 90 ns 120 s
10 nyc2-br2. bbnpl anet.net (4.0.1.154) 110 ms 40 ns 20 ns®
11 nynap. bbnpl anet.net (4.0.1.26) 20 ms 40 ms 20 ms
12 niprnet.sprintnap.net (192.157.69.45) 420 ns 90 ms 90 ns
13 137.209.12.1 (137.209.12.1) 90 ms 90 ms 90 ns
14 * 198.26.119.26 (198.26.119.26) 90 ns 100 ns
15 nic.ml (192.112.36.5) 90 ns
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Appendix A

NFS-to-OpenVMS Filename Mapping

This appendix is a supplement to the NFS-OpenVMS Client and NFS-OpenVMS Server chapters
in this guide.

The following filename mapping rules are necessary because:

* TCPware Client must map (translate) special charactersin NFS server filenames that are not
valid in OpenVMS filenames.

¢ TCPware Server must map special charactersin filenames users create on the NFS system
client host that are not valid in OpenVM S filenames.

OpenVMS disk filenames can be 39 characters long (as can file extensions) and include only the
following characters:

0 through 9, A through Z, a through z, dollar sign ($), hyphen (-), and underscore ()

OpenVMS files also include version numbers (after the semicolon) that cannot exceed the value
32767. The Server preserves these version numbers, and hard-links the highest numbered version
to an unversioned filename (see the Note at the bottom of Table A-2).

NFS filenames can have any of the ASCII characters except the null character (octal 000) and the
dash (/, or octal 057), which delimits directory levels. BSD UNIX filenames can have up to 255
characters.

The Client and the Server use the same filename mapping schemes. Three types of mapping
schemes are available:

¢ SR International mapping, the default scheme between UNIX and OpenVMS systems
Table A-1 shows the default SRI International mapping.

* PATHWORKS non-case-sensitive mapping (NFS-OpenVMS Server only)
* PATHWORKS case-sensitive mapping (NFS-OpenVMS Server only)
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TableA-1 NFSto-OpenVM S Character Sequence Mapping

ASCII character... Is mapped in OpenVM Sto... With octal value...
Ctrl/A (soh) $4A 001
Ctrl/B (stx) $4B 002
Ctrl/C (etx) $4C 003
Ctrl/D (eot) $4D 004
Ctrl/E (enq) $4E 005
Ctrl/F (ack) $4F 006
Ctrl/G (bel) $4G 007
Ctrl/H (bs) $4H 010
Ctrl/1 (ht) $4l 011
Ctrl/J (nl) $4J 012
Ctrl/K (vt) $4K 013
Ctrl/L (np) $4L 014
Ctrl/M (cr) $4M 015
Ctrl/N (so) $4N 016
Ctrl/O (s) $40 017
Ctrl/P (dle) $4pP 020
Ctrl/Q (dcl) $4Q 021
Ctrl/R (dc2) $4R 022
Ctrl/S (dc3) $4S 023
Ctrl/T (dc4) $4T 024
Ctrl/U (nak) $4U 025
Ctrl/V (syn) $4v 026
Ctrl/W (etb) $AwW 027
Ctrl/X (can) $4X 030
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TableA-1 NFSto-OpenVMS Character Sequence Mapping (Continued)

ASCII character... Is mapped in OpenVM Sto... With octal value...
Ctrl/Y (em) 4y 031
Ctrl/Z (sub) $4z 032
Ctrl/[ (esc) $6B 033
Ctrl/(fs) $6C 034
Ctrl/] (gs) $6D 035
Ctrl/™ (rs) $6E 036
Ctrl/_ (us) $6F 037
SPACE (sp) $7A 040
! $5A 041
$5B 042
# $5C 043
$ $$ (See Rule9in Table A-2) 044
% $5E 045
& $5F 046
$5G 047
( $5H 050
) $5I 051
* $5J 052
+ $5K 053
, $5L 054
- same 055
. or $5N (See Table A-2) 056
/ not mapped (directory delimiter) 057
0to9 same 060 to 071
$52 072
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A-4

Table A-1 NFSto-OpenVM S Character Sequence Mapping (Continued)

ASCII character...

Is mapped in OpenVM Sto...

With octal value...

; $7B 073
< $7C 074
= $7D 075
> $7E 076
? $7F o077
@ $8A 100
AtoZ same 101 to 132
[ $8B 133
$3C 134
] $8D 135
" $8E 136
_ same 137
‘ $9A 140
atoz same 141to 172
{ $9B 173
| $oC 174
} $9D 175
~ $OE 176
DEL $OF 177
octal 200 to ¢, $200 to $277 200 to 277 (Multinational)
A to octal 377 $300 to $377 300 to 377 (Multinational)
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The NFS-to-OpenV MS filename translation rules in Table A-2 are based on the character mapping
schemein Table A-1. The OpenVMS-to-NFS mapping rules are the converse of these rules.

Table A-2 NFSto-OpenVMS Filename Translation Rules

Rule

What happensto filenames from NFSto OpenVMS...

1

L owercase characters become uppercase (unless Rule 2 applies; see also Rule 3):
f oobar . t xt becomes FOOBAR.TXT;1

Initial uppercase characters or a sequence of case-shifted charactersget a $ prefix:

CaseShi ft edFi | e becomes $CSASESSSHIFTEDSFSILE.;1

An unversioned file gets a version number preceded by a semicolon:

f oobar . t xt becomes FOOBAR.TXT;1

If afilename does not include afile extension dot (.), it gets one before the version
number semicolon:

f oobar becomes FOOBAR.;1

After being trandlated, if afilename (or its extension after the dot) has more than 39
characters or the version number (after the semicolon) is greater than 32767, the file
will not show up in an OpenVMS listing.

Thefirst dot in afilenameis preserved, unlessthe result fails the 39-character extension
limit test in Rule 5 (if so, the dot becomes $5N). Each successive dot becomes $5N,
unless the filename exceeds the limitsin Rule 5.

nore.file.txt becomesMORE.FILE$5NTXT;1

If the filename is adirectory name, each dot in it becomes $5N and the filename gets
the. DI Rextension:

dot.directory.|list becomesDOT$NDIRECTORY$5NLIST.DIR;1

Invalid OpenVMS characters become the escape character sequences in the second
column of Table A-1 ($ followed by a digit and aletter):

speci al #char act er & i | e becomes SPECIAL$5CCHARS5FFILE.;1
(# becomes $5C and & becomes $5F)

Any existing $ becomes $$ (plus any $ added due to Rule 2 or 8 above):
dol | ar $Si gn$5cfi | e becomes DOLL AR$$$SH GNS$S5CFILE.;1

Note! Many UNIX applications use only unversioned filenames and simply overwrite existing files.
Normally, if you create a file with a new version number in OpenVMS, the Client and Server
include the version number when displayed on the NFS server. Also, if f oobar ; 9 is the
highest-numbered version in NFS, the Client creates an unversioned f oobar file and hard-links

A-5



PART IX  Appendixes

A-6

to it. You can limit this versioning by specifying the /NOVERSION qualifier with the Client
NFSMOUNT command; this limits the number of versions created to one, unless an
accompanying Attributes Data File (ADF) specifies otherwise.

Keep in mind that the highest numbered version is not necessarily the most recent one, such as
when you create a file explicitly with a lower version number than an existing one. For example,
the Client and Server normally do not append a version number at the end of a f oobar ; 1 file
and just keep it as f oobar, unless you explicitly specify f oobar ; 1 with an already existing
higher version of the file.



Appendix B

Data Network Identification Codes

This appendix provides information about known Data Network |dentification Codes (DNICs).
This appendix is for the network manager.

Each packet switched network has a Data Network | dentification Code (DNIC). This code
distinguishes the networks from one another.

Table B-1 lists the DNIC range by general location.

TableB-1 DNIC Range by Location

DNIC range... Hasageneral location of...

2000 — 2999 Europe

3000 - 3999 North America and Caribbean islands

4000 — 4399 Middle East

4400 — 4999 Asia

5000 — 5999 Philippines, South East Asia, and Pacific islands

6000 — 6999 Africa

7000 — 7499 South America
Table B-2 lists known DNICs by numerical order, the network name, the carrier, the country of
origin and its abbreviation, and the rules for communicating within and outside the carrier network.

Use thisinformation when you create address and transl ate entries in the X25.CONF file described
in the X.25 Interface chapter of this guide.

In Table B-2, the last column for each DNIC has two entries:

Within Network, Remove  Portion of the DNIC to remove if communication is to stay within
the local carrier network

B-1



PART IX  Appendixes

Outside Network, Add Code to add to the full X.25 address if communication isto go
outside the local carrier network

If thereis no entry for aDNIC, contact your carrier, or consult a Web site such as
www. it u. org. br (with asearch on dni c¢) to receive an updated list.

Use the information from Table B-2 to build the translate portion of X25.CONF file. For example,
the trandate entry for a DNIC of 3144 would be:

translate X 25 3144* NYNEX * (remove 3144 from string for communication
within the network)

translate X. 25 * NYNEX 1* (add 1 to string for communication outside the network)

Make sure you enter the local carrier network name as configured in VAX PS.I. In this example
VAX P.S.I. was configured using the name NY NEX.

TableB-2 DNIC and Carrier Information for Translate Entries

Within Outside
Networ k Network, Network,
DNIC Name Carrier Country Remove: Add:
2022 HELPAK Hellenic Telecom G Greece
Org. R

2041 DATANET N Netherlands 204 0

L
2042 EURONET N Netherlands

L
2044 DABAS PTT N Netherlands

L
2062 DCS RTT B Belgium 206 0

E
2063 EURONET B Belgium

E
2064 DCS RTT B Belgium 206 0

E
2080 TRANSPAC PTT F France 2080

R
2081 NTI PTT F France

R
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TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

DNIC
2083

2160

2141

2145

2220

2222

2222

2223

2284

2289

2320

2322

2329

2341

2342

Networ k

Name

EURONET

PCTO

IBERPAC

IBERBAC

DARDO

ITAPAC

EURONET

TELEPAC

DATALINK

DATEX-P

RADAUS

IPSS

PSS

Carrier

PTT

PTT

CTNE

CTNE

Italcable

|talcable

Suisse PTT

Radio Suisse

Radio Austria

Radio Austria

BTI

BT

Country

- uvom »mvm CI AU

4 -

I

o WO H4» H4>» H>» IO IO -~

France

Hungary

Spain

Spain

Italy

Italy

Italy

Italy

Switzerland

Switzerland

Austria

Austria

Austria

United

Kingdom

United
Kingdom

Within
Network,
Remove:

214

222

228

232

234

Network,
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TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

Within Outside
Networ k Network, Network,
DNIC Name Carrier Country Remove: Add:
2343 EURONET G United
B Kingdom
2350 MERCURY Mercury Comm. G United
Ltd. B Kingdom
2381 Datex D Denmark
K
2382 DATAPAK PTT D Denmark 238
K
2401 TELEPAK government S Sweden
E
2402 DATAPAK Swedish Telecom S Sweden 2402
E
2403 S Sweden
E
2405 TELEPAK government S Sweden
E
2421 Datex PTT N Norway
o]
2422 DATAPAK PTT N  Norway 242
O
2441 Datex F Finland
I
2442 DATAPAK PTT F Finland 244 0
I
2443 Digipak F Finland None None
I
2623 EURONET D Germany
E
2624 DATEX-P DBP D Germany 262 0
E
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Data Network Identification Codes

TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

DNIC
2680

2682

2703

2704

2721

2723

2724

2740

3020

3024

3025

3028

3029

3101

3102

Networ k

Name

TELEPAK

SAABD

EURONET

LUXPAC

IPSS

EURONET

EIRPAC

ICEP

Datapac

GLOBDAT

GLOBDAT

INFOSWITC

H

INFOSWITC
H

WUT

WUI

Carrier

CPMR Telcom
Int’l

PTT

Telcom Eireann

PTT

TCTS

Teleglobe Ca.

Teleglobe Ca.

CNCP

Western Union
Digital Data

WUI Digital Datel

Country

p
T
P
T
L
u
L
U

m= m=

m —

wc nwc »*0 >0 0 0 >0 O~

Portugal
Portugal
L uxembour

g

Luxembour
g
Ireland
Ireland
Ireland
Iceland
Canada
Canada
Canada
Canada
Canada
United

States

United
States

Within
Network,
Remove:

268

270

272

3020

308

3101

Outside
Network,
Add:

B-5



PART IX  Appendixes

TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

Within Outside
Networ k Network, Network,
DNIC Name Carrier Country Remove: Add:
3103 UDTSII ITT U United 310
S States
3104 WUI WUI Database U United
Access S States
3104 IDAR T Thailand
H
3104 Impac U United 3104
S States
3105 WUI WUI Leased U United
Channél S States
3106 TYMNET Tymenet U United 3106
S States
3107 UDTSI ITT Datel U United 310
S States
3108 ITT ITT Short Term U United
Voice/Data S States
3108 ITT ITT Short Term U United
Voice/Data S States
3109 DATEL | RCA U United
S States
3110 Telenet Telenet U United None None
Communications S States
3111 DATEL Il RCA U United
S States
3112 WUT Western Union U United
Broadband S States
3113 LSDS RCA U United
S States
3114 INFOMASTE Western Union U United
R S States
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Data Network Identification Codes

TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

DNIC
3115

3116

3117

3118

3119

3120

3121

3122

3123

3124

3125

3126

3127

3128

3129

Networ k

Name

GRAPHNET

GRAPHNET

WUI Telex

GRAPHNET

TRT

ITT

FTCC

FTCC

FTCC

FTCC

UNINET

Autonet

GTE Telenet

TRT

TRT

Carrier

Graphnet
Interactive

Graphnet Store &
Forward

WUI

Graphnet
Facsimile

TRT Packet
Switching

ITT Low Speed

FTCC Datel

FTCC Telex

FTCC Leased
Channel

FTCC Packet
Switching

ITT Uninet
ADP Network
Services

GTE Telenet

TRT Tekex

TRT Leased
Channel

Country

nwc uwCcCc wcCc uwCc wWCc wWCec uwcCc wWCe wcec Lo wcec wcec wc mwc wc

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

Within Outside
Network, Network,
Remove: Add:

312

B-7
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B-8

TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

DNIC
3130

3131

3132

3134

3135

3136

3137

3140

3141

3142

3144

3300

3300

Network
Name

TRT

RCA
CompuServe
ACCUNET
ALASKANE
T

Marknet

Infonet

ConnNet

Bellatlantic

Pulselink

Infopath

UDTS

RCA/PR

Carrier

TRT Digital Data

RCAG Telex

CompuServe

AT&T

Alascom

Computer
Sciences
Corporation

Southern New
England
Telephone

NYNEX

ITT

RCA

Country

mwCc mwCcCc nwCc nwCc wcCc unwc nc

AT wWC »wC mC n C

0T

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

United
States

Puerto
Rico,
U.SA.

Puerto
Rico,
U.SA.

Within
Network,
Remove:

313

313

3136

3137

314

3141

314

3144

Outside
Network,
Add:



Data Network Identification Codes

TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

DNIC

3301

3320

3340

3380

3400

3400

3400

3423

3463

3503

3640

3700

3740

Networ k
Name

PRTC

UDTS

TELEPAC

Jamantel

TRANSPAC

DOMPAC

DOMPAC

IDAS

AGANET

C&W

CAYMAN

C&W

BATELCO

UDTS

TEXTEL

Carrier

Puerto Rico TelCo

ITT

PTT

Jamaica Int'l
Telecom Ltd.

French PTT

Ag. Comm. des
Telecom

Ag. Comm. des
Telecom

Barbados Ext'l
Telecom Ltd.

C&W (West
Indies)

C&W CAYMEN

C&W (West
Indies)

Bahamas Telecom
Corp.

ITT

T&T Externa

Country

- <

44 00U OwWw ZTW <X Zr» W O=ZT TVO TE =T« X=Z

Within
Network,
Remove:

Outside
Network,
Add:

Puerto
Rico,
U.SA.

Virginls.,
U.SA.

Mexico 334

Jamaica

Fr. Antilles

Fr.
Guadeloupe

Fr.
Martinique

Barbados
Antigua
Cayman
Idlands
Bermuda
Bahamas
Dominican

Republic

Trinidad &
Tobago
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PART IX  Appendixes

TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

B-10

DNIC
4180

4200

4270

4251

4263

4310

4401

4406

4408

4501

4503

4542

4542

4544

Networ k
Name
IDAS
IDAS
IDAS
ISRANET
ODAS
(BAHNET)
TEDAS

DDX-P

NI
TYMNET

VENUS-P

DACOMNET

DACOM

IDAYITS

INTELPAK

DAS

Carrier

BTC

BTC

BTC

PTT

Bahrain Telecom
Co. (BTC)
Emirates Telcom
Corp.

NTT

Network
Information
Service
KDD

Data Comm. Corp

c&w

C&W

C&W

Country

m>» IT® r— >»0 >0V O~

T~ T

AT XTI XRI IR AR TV«

Within

Network,

Remove:
Irag

Saudi

Arabia

Qatar

Israel

Bahrain

United
Arab
Emirates

Japan 4401

Japan 4406

Japan 440

Korea, S. 450

(ROK)

Korea, S.
(ROK)

Hong Kong
Hong Kong 454

Hong Kong

Outside
Network,
Add:



Data Network Identification Codes

TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

DNIC
4545

4600

4872

4877

5021

5052

5053

5101

5150

5150

5150

5200

5252

5301

5301

Networ k

Name

DATAPAK

PKTELCOM

Pacnet

UDAS

MAYPAC

AUSTPAC

MIDAS

SKDP

ETPI

UDTS

PCG

CAT

TELEPAC

IPSS

PACNET

Carrier

Beijing Telecom
Adm.

ITA

Telecom Austraia

OTC

PTT

Eastern Telecom

Globe Macay
C&R

Phil. Global
Comm., Inc.

CAT

Telecoms
Singapore

PTT

Within Outside
Network, Network,

Country Remove: Add:

H HongKong 454

K

C China

H

T Tawan 487

W

T Tawan

W

M Maaysia 502

A

A Austrdia 505

U

A Austrdia

)

|  Indonesia 510 0

D

P Philippines

H

P Philippines

H

P Philippines

H

T Thailand

H

S Singapore 525 0

G

N New 530

Z Zedand

N New 530

Z Zeaand

B-11
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TableB-2 DNIC and Carrier Information for Translate Entries (Continued)

DNIC
5350

6020

6122

6282

6470

6550

7080

7120

7141

7160

7220

7222

7240

7241

B-12

Networ k

Name

RCA

ARENTO

SYTRANPA

K

GABONPAC

DOMPAC

SAPONET

HONDUTEK

RACSAPAC

INTEL

ENTEL

ENTEL

ARPC

INTERDATA

RENPAC

Carrier

RCA

Telecom Org. of
Egypt

Intelci

Telecom Int’l

Ag. Comm. des
Telecom

SAPO

Empresa
Hondurena de
Telecom

Radiografica
Costarricense

Instituto Nac. de
Telecom

Empresa Nac. de
Telecom

Empresa Nac. de
Telecom

EMBRATEL

Country

-0 oOom Co

ZI >N mxu >0

A>» MUV >»7T VO

B
R

Within

Network,

Remove:

Guam,
U.SA.

Egypt

Ivory Coast
Gabon

Fr. Reunion
South
Africa
Honduras
Costa Rica
Panama
Peru
Argentina
Argentina 722
Brazil

Brazil 724

Outside
Network,
Add:



Data Network Identification Codes

Table B-2

DNIC
7320

7420

DNIC and Carrier Information for Translate Entries (Continued)

Within Outside
Networ k Network, Network,
Name Carrier Country Remove: Add:

DATAPAK Empresa Nac. de C Colombia
Telecom

Fr. Guyana

mo O
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