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The material in this document is for informational purposes only and is subject to change without notice. It
should not be construed as a commitment by Process Software. Process Software assumes no responsibility for
any errors that may appear in this document.

Use, duplication, or disclosure by the U.S. Government is subject to restrictions as set forth in subparagraph
(c)(2)(ii) of the Rightsin Technical Data and Computer Software clause at DFARS 252.227-7013.

The following third-party software may be included with your product and will be subject to the software license
agreement.

Network Time Protocol (NTP). Copyright © 1992 by David L. Mills. The University of Delaware makes no
representations about the suitability of this software for any purpose.

Point-to-Point Protocol. Copyright © 1989 by Carnegie-Mellon University. All rights reserved. The name of the
University may not be used to endorse or promote products derived from this software without specific prior
written permission. Redistribution and use in source and binary forms are permitted provided that the above
copyright notice and this paragraph are duplicated in al such forms and that any documentation, advertising
materials, and other materials related to such distribution and use acknowledge that the software was devel oped
by Carnegie Mellon University. The name of the University may not be used to endorse or promote products
derived from this software without specific prior written permission. THIS SOFTWARE IS PROVIDED “AS
IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A
PARTICULAR PURPOSE.

RES_RANDOM.C. Copyright © 1997 by Niels Provos <provos@physnet.uni-hamburg.de> All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by Niels Provos.

4. The name of the author may not be used to endorse or promote products derived from this software without
specific prior written permission.

Copyright © 1990 by John Robert LoVerso. All rights reserved. Redistribution and use in source and binary
forms are permitted provided that the above copyright notice and this paragraph are duplicated in all such forms
and that any documentation, advertising materials, and other materials related to such distribution and use
acknowledge that the software was developed by John Robert LoVerso.

Kerberos. Copyright © 1989, DES.C and PCBC_ENCRY PT.C Copyright © 1985, 1986, 1987, 1988 by
Massachusetts Institute of Technology. Export of this software from the United States of Americais assumed to
require a specific license from the United States Government. It is the responsibility of any person or
organization contemplating export to obtain such alicense before exporting. WITHIN THAT CONSTRAINT,
permission to use, copy, modify, and distribute this software and its documentation for any purpose and without
feeis hereby granted, provided that the above copyright notice appear in all copies and that both that copyright
notice and this permission notice appear in supporting documentation, and that the name of M.I.T. not be used in
advertising or publicity pertaining to distribution of the software without specific, written prior permission.
M.I.T. makes no representations about the suitability of this software for any purpose. It is provided "asis"
without express or implied warranty.

DNSSIGNER (from BIND distribution) Portions Copyright (c) 1995-1998 by Trusted Information Systems, Inc.
Portions Copyright (c) 1998-1999 Network Associates, Inc.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in al copies. THE



SOFTWARE IS PROVIDED "AS1S" AND TRUSTED INFORMATION SYSTEMSDISCLAIMS

ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TRUSTED INFORMATION SYSTEMS
BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

ERRWARN.C. Copyright © 1995 by RadioMail Corporation. All rights reserved. Redistribution and usein
source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the following
disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of RadioMail Corporation, the Internet Software Consortium nor the names of its
contributors may be used to endorse or promote products derived from this software without specific prior
written permission. THIS SOFTWARE IS PROVIDED BY RADIOMAIL CORPORATION, THE INTERNET
SOFTWARE CONSORTIUM AND CONTRIBUTORS “"AS IS’ AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL RADIOMAIL CORPORATION OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE. This software was written for RadioMail Corporation by Ted Lemon
under a contract with Vixie Enterprises. Further modifications have been made for the Internet Software
Consortium under a contract with Vixie Laboratories.

IMAP4R1.C, MISC.C, RFC822.C, SMTPR.C Original version Copyright © 1988 by The Leland Stanford Junior
University

NS _PARSER.C Copyright © 1984, 1989, 1990 by Bob Corbett and Richard Stallman

This program is free software. You can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation, either version 1, or (at your option) any later
version. This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU Genera Public License for more details. You should have received a copy of the GNU General
Public License along with this program; if not, write to the Free Software Foundation, Inc., 675 Mass Ave,
Cambridge, MA 02139 USA

IF_ACPC Copyright © 1985 and IF_DDA.C Copyright © 1986 by Advanced Computer Communications
IF_PPP.C Copyright © 1993 by Drew D. Perkins

ASCII_ADDR.C Copyright © 1994 Bell Communications Research, Inc. (Bellcore)

DEBUG.C Copyright © 1998 by L ou Bergandi. All Rights Reserved.

NTP_FILEGEN.C Copyright © 1992 by Rainer Pruy Friedrich-Alexander Universitaet Erlangen-Nuernberg
RANNY.C Copyright © 1988 by Rayan S. Zachariassen. All Rights Reserved.

MD5.C Copyright © 1990 by RSA Data Security, Inc. All Rights Reserved.



Portions Copyright © 1981, 1982, 1983, 1984, 1985, 1986, 1987, 1988, 1989 by SRI International
Portions Copyright © 1984, 1989 by Free Software Foundation

Portions Copyright © 1993, 1994, 1995, 1996, 1997, 1998 by the University of Washington. Permission to use,
copy, modify, and distribute this software and its documentation for any purpose and without fee is hereby
granted, provided that the above copyright notices appear in all copies and that both the above copyright notices
and this permission notice appear in supporting documentation, and that the name of the University of
Washington or The Leland Stanford Junior University not be used in advertising or publicity pertaining to
distribution of the software without specific, written prior permission. This software is made available "asis",
and THE UNIVERSITY OF WASHINGTON AND THE LELAND STANFORD JUNIOR UNIVERSITY
DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED, WITH REGARD TO THIS SOFTWARE,
INCLUDING WITHOUT LIMITATION ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE, AND IN NO EVENT SHALL THE UNIVERSITY OF
WASHINGTON OR THE LELAND STANFORD JUNIOR UNIVERSITY BE LIABLE FOR ANY SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGESOR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, TORT (INCLUDING
NEGLIGENCE) OR STRICT LIABILITY, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Portions Copyright © 1980, 1982, 1985, 1986, 1988, 1989, 1990, 1993 by The Regents of the University of
California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditionsand thefollowing
disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""ASIS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NOEVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Portions Copyright © 1993 by Hewlett-Packard Corporation.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in al copies, and that the
name of Hewlett-Packard Corporation not be used in advertising or publicity pertaining to distribution of the
document or software without specific, written prior permission. THE SOFTWARE IS PROVIDED "AS|S'
AND HEWLETT-PACKARD CORP. DISCLAIMSALL WARRANTIESWITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN
NO EVENT SHALL HEWLETT-PACKARD CORPORATION BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING
FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE
OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR



PERFORMANCE OF THIS SOFTWARE.

Portions Copyright © 1995 by International Business Machines, Inc.

International Business Machines, Inc. (hereinafter called IBM) grants permission under its copyrightsto use,
copy, modify, and distribute this Software with or without fee, provided that the above copyright notice and all
paragraphs of this notice appear in all copies, and that the name of IBM not be used in connection with the
marketing of any product incorporating the Software or modifications thereof, without specific, written prior
permission. To the extent it hasaright to do so, IBM grants an immunity from suit under its patents, if any, for
the use, sale or manufacture of products to the extent that such products are used for performing Domain Name
System dynamic updatesin TCP/IP networks by means of the Software. No immunity isgranted for any product
per se or for any other function of any product. THE SOFTWARE IS PROVIDED "ASIS', AND IBM
DISCLAIMSALL WARRANTIES, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL IBM BE LIABLE FOR ANY
SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE,
EVEN IF IBM ISAPPRISED OF THE POSSIBILITY OF SUCH DAMAGES.

Portions Copyright © 1995, 1996, 1997, 1998, 1999, 2000 by Internet Software Consortium. All Rights
Reserved. Permission to use, copy, modify, and distribute this software for any purpose with or without feeis
hereby granted, provided that the above copyright notice and this permission notice appear in all copies. THE
SOFTWARE IS PROVIDED "ASIS" AND INTERNET SOFTWARE CONSORTIUM DISCLAIMSALL
WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL INTERNET SOFTWARE CONSORTIUM
BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 1996-2000 Internet Software Consortium.

Useis subject to license terms which appear in the file named | SC-LICENSE that should have accompanied this
file when you received it. If afile named | SC-LICENSE did not accompany thisfile, or you are not sure the one
you haveis correct, you may obtain an applicable copy of the license at: http://www.isc.org.

Thisfileis part of the ISC DHCP distribution. The documentation associated with thisfileislisted in thefile
DOCUMENTATION, included in the top-level directory of this release. Support and other services are available
for 1SC products - see http://www.isc.org for more information.

ISC LICENSE, Version 1.0

1. Thislicense coversany file containing a statement following its copyright message indicating that it is
covered by thislicense. It also covers any text or binary file, executable, electronic or printed image that is
derived from afilethat is covered by thislicense, or isamodified version of afile covered by thislicense,
whether such works exist now or in the future. Hereafter, such works will be referred to as "works covered by
thislicense," or "covered works."

2. Each source file covered by this license contains a sequence of text starting with the copyright message and
ending with " Support and other services are available for | SC products - see http://www.isc.org for more
information." Thiswill hereafter be referred to as the file's Bootstrap License.

3. If you take significant portions of any source file covered by thislicense and include those portionsin some
other file, then you must a so copy the Bootstrap Licenseinto that other file, and that file becomes a covered file.
You may make a good-faith judgement as to where in this file the bootstrap license should appear.

4. Theacronym "ISC", when used in this license or generally in the context of works covered by thislicense, is
an abbreviation for the words "Internet Software Consortium."

5. A distribution, as referred to hereafter, isany file, collection of printed text, CD ROM, boxed set, or other
collection, physical or electronic, which can be distributed as a single object and which contains one or more
works covered by thislicense.

6. You may make distributions containing covered files and provide copies of such distributions to whomever
you choose, with or without charge, aslong as you obey the other terms of this license. Except as stated in (9),
you may include as many or as few covered files as you choose in such distributions.

7. When making copies of covered works to distribute to others, you must not remove or ater the Bootstrap
License. You may not place your own copyright message, license, or similar statementsin thefile prior to the



original copyright message or anywhere within the Bootstrap License. Object files and executable files are
exempt from the restrictions specified in this clause.

8. If the version of acovered source file as you received it, when compiled, would normally produce executable
code that would print a copyright message followed by a message referring to an 1SC web page or other ISC
documentation, you may not modify the filein such away that, when compiled, it no longer produces executable
code to print such amessage.

9. Any sourcefile covered by thislicense will specify within the Bootstrap License the name of the |ISC
distribution from which it came, as well as alist of associated documentation files. The associated
documentation for abinary fileis the same as the associated documentation for the source file or files from
which it was derived. Associated documentation files contain human-readable documentation which the ISC
intends to accompany any distribution.

If you produce a distribution, then for every covered filein that distribution, you must include al of the
associated documentation files for that file. You need only include one copy of each such documentation filein
such distributions.

Absence of required documentation files from a distribution you receive or absence of the list of documentation
filesfrom a source file covered by this license does not excuse you from this from this requirement. If the
distribution you receive does not contain these files, you must obtain them from the ISC and include them in any
redistribution of any work covered by thislicense. For information on how to obtain required documentation not
included with your distribution, see: http://www.isc.org.

If the list of documentation files was removed from your copy of a covered work, you must obtain such alist
from the ISC. The web page at http://www.isc.org contains pointersto lists of filesfor each 1SC distribution
covered by thislicense.

It is permissible in a source or binary distribution containing covered works to include reformatted versions of
the documentation files. It is also permissible to add to or modify the documentation files, aslong as the
formatting issimilar in legibility, readability, font, and font size to other documentation in the derived product, as
long as any sections labeled CONTRIBUTIONS in these files are unchanged except with respect to formatting,
aslong asthe order in which the CONTRIBUTIONS section appearsin thesefilesis not changed, and aslong as
the manual page which describes how to contribute to the Internet Software Consortium (hereafter referred to as
the Contributions Manual Page) is unchanged except with respect to formatting.

Documentation that has been translated into another natural language may be included in place of or in addition
to the required documentation, so long asthe CONTRIBUTIONS section and the Contributions Manual Page are
either left in their original language or translated into the new language with such care and diligence asis
required to preserve the original meaning.

10. You must include this license with any distribution that you make, in such away that it is clearly associated
with such covered works as are present in that distribution. In any electronic distribution, the license must bein
afilecalled "ISC-LICENSE".

If you make a distribution that contains works from more than one ISC distribution, you may either include a
copy of the ISC-LICENSE file that accompanied each such I SC distribution in such away that works covered by
each license are al clearly grouped with that license, or you may include the single copy of the ISC-LICENSE
that has the highest version number of all the |SC-LICENSE filesincluded with such distributions, in which case
al covered workswill be covered by that single license file. The version number of alicense appears at the top of
the file containing the text of that license, or if in printed form, at the top of the first page of that license.

11. If thelist of associated documentation isin a seperated file, you must include that file with any distribution
you make, in such away that the relationship between that file and the files that refer to it is clear. It isnot
permissible to merge such filesin the event that you make a distribution including files from more than one ISC
distribution, unless al the Bootstrap Licenses refer to files for their lists of associated documentation, and those
references al list the same filename.



12. If adistribution that includes covered works includes a mechanism for automatically installing covered
works, following that installation process must not cause the person following that processto violate thislicense,
knowingly or unknowingly. In the event that the producer of a distribution containing covered files accidentally
or wilfully violates this clause, persons other than the producer of such adistribution shall not be held liable for
such violations, but are not otherwise excused from any requirement of this license.

13. COVERED WORKS ARE PROVIDED "ASIS". ISC DISCLAIMSALL WARRANTIESWITH REGARD
TO COVERED WORKS INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

14. IN NO EVENT SHALL ISC BE LIABLE FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTION WITH THE USE OF COVERED WORKS.

Use of covered works under different termsis prohibited unless you have first obtained a license from ISC
granting use pursuant to different terms. Such terms may be negotiated by contacting |SC as follows:

Internet Software Consortium

950 Charter Street

Redwood City, CA 94063

Tel: 1-888-868-1001 (toll freein U.S.)
Tel: 1-650-779-7091

Fax: 1-650-779-7055

Email: info@isc.org

Email: licensing@isc.org

DNSSAFE LICENSE TERMS
This BIND software includes the DN Ssafe software from RSA Data Security, Inc., which is copyrighted
software that can only be distributed under the terms of this license agreement.

The DN Ssafe software cannot be used or distributed separately from the BIND software. You only have the right
to useit or distribute it as a bundled, integrated product.

The DNSsafe software can ONLY be used to provide authentication for resource records in the Domain Name
System, as specified in RFC 2065 and successors. You cannot modify the BIND software to use the

DNSsafe software for other purposes, or to make its cryptographic functions available to end-users for other
uses.

If you modify the DNSsafe software itself, you cannot modify its documented API, and you must grant RSA
Data Security the right to use, modify, and distribute your modifications, including the right to use
any patents or other intellectua property that your modifications depend upon.

You must not remove, ater, or destroy any of RSA's copyright notices or license information. When distributing
the software to the Federal Government, it must be licensed to them as "commercial computer software"
protected under 48 CFR 12.212 of the FAR, or 48 CFR 227.7202.1 of the DFARS.

You must not violate United States export control laws by distributing the DN Ssafe software or information
about it, when such distribution is prohibited by law.

THE DNSSAFE SOFTWARE ISPROVIDED "ASIS" WITHOUT ANY WARRANTY WHATSOEVER. RSA
HASNO OBLIGATION TO SUPPORT, CORRECT, UPDATE OR MAINTAIN THE RSA SOFTWARE. RSA
DISCLAIMS ALL WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, ASTO ANY MATTER
WHATSOEVER, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT OF THIRD PARTY RIGHTS.

If you desire to use DNSsafe in ways that these terms do not permit, please contact:



RSA Data Security, Inc.

100 Marine Parkway

Redwood City, California 94065, USA
to discuss alternate licensing arrangements.

Secure Shell (SSH). Copyright © 2000. This License agreement, including the Exhibits (“ Agreement”),
effective as of the latter date of execution (“ Effective Date"), is hereby made by and between Data Fellows, Inc.,
aCalifornia corporation, having principal officesat 675 N. First Street, 8th floor, San Jose, CA 95112170 (“Data
Fellows") and Process Software, Inc., aMassachusetts corporation, having a place of business at 959 Concord
Street, Framingham, MA 01701 (“OEM”).

Portions copyright 1988 - 1994 Epilogue Technology Corporation.

All other trademarks, service marks, registered trademarks, or registered service marks mentioned in this
document are the property of their respective holders.

TCPwareis aregistered trademark and Process Software and the Process Software logo are trademarks of
Process Software.

Copyright ©1997, 1998, 1999, 2000, 2002, 2004 Process Software Corporation. All rights reserved. Printed in
USA.

Copyright ©2000, 2001, 2002, 2005 Process Software. All rights reserved. Printed in USA.

If the examples of URLs, domain names, internet addresses, and web sites we use in this documentation reflect
any that actually exist, it is not intentional and should not to be considered an endorsement, approval, or
recommendation of the actual site, or any products or serviceslocated at any such site by Process Software. Any
resemblance or duplication is strictly coincidental.
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Preface

Introducing This Guide

This guide describes the TCPware products, components, and features, and the user environment
and functions. It is an introduction for all users, aswell as a procedural guide for end users.

What You Need to Know Beforehand
Before using TCPware, you should be familiar with:

¢ Computer networksin general
* HP'sOpenVMS operating system and file system

How This Guide Is Organized

This guide has the following contents:

¢ Part I, Introduction—Introduces and provides afunctional overview of the TCPware for
OpenVMS products, components, and features.

* Part I, User Functions—Provides user instructions for the following TCPware components and
features, arranged in chapters alphabetically:

— FTP-OpenvMS

— Kerberos authentication user commands

— Network print functions (Line Printer Services and Terminal Server Print Services)
— Remote Compact Disk (RCD) and Remote Magnetic Tape (RMT)

— Remote Copy Program (RCP)

— RLOGIN

— Remote Shell (RSH)

— Simple Mail Transfer Protocol (SMTP)

XVii
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— TALK

— TELNET-OpenVMS

— Trivial File Transfer Protocol (TFTP)

— Token Authentication User Functions

— WHOIS

— Secure Shell (SSH)
¢ Appendixes, including alist of references and a glossary of terms.
* Master index to the TCPware documentation set.

Online Help

You can use help at the DCL prompt to find the following:
¢ Topica help—Access TCPware help topics only as follows:

$ HELP TCPWARE [t opi c]

The topic entry isoptional. You can also enter topics and subtopics at the following prompt and
its subprompts:

TCPWARE Subtopic?

Online helpisalso available from within certain TCPware components. FTP-OpenVMS Client and
Server, Network Control Utility (NETCU), TELNET-OpenVMS Client, NSLOOKUP, and
TRACEROUTE. Use the HEL P command from within each component.

Examplee NETCU> HELP [t opi c]
* Error messages hel p—Access help for TCPware error messages only as follows:

$ HELP TCPWARE MESSAGES

If the error message isincluded in the MESSAGES help, it identifies the TCPware component and
provides a meaning and user action. Seethel nstruct i ons under MESSACGES.

Obtaining Customer Support

xviii

You can use the following customer support services for information and help about TCPware and
other Process Software products if you subscribe to our Product Support Services. (If you bought
TCPware products through an authorized TCPware reseller, contact your reseller for technical
support.) Contact Technical Support directly using the following methods:

* Electronic Mail

E-mail relays your question to us quickly and allows us to respond, as soon as we have
information for you. Send e-mail to support@process.com. Be sure to include your:

— Name
— Telephone number
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— Company name

— Process Software product name and version number
— Operating system name and version number

Describe the problem in as much detail as possible. You should receive an immediate automated
response telling you that your call was logged.

* Telephone

If calling within the continental United States or Canada, call Process Software Technical
Support toll-free at 1-800-394-8700. If calling from outside the continental United States or
Canada, dial 1-508-628-5074. Please be ready to provide your name, company name, and
telephone number.

e World Wide Web

Thereisavariety of useful technical information available on our World Wide Web home page,
http://www.process.com (select Customer Support).

¢ Internet Newsgroup
You can also access the VM Snet newsgroup, vmsnet.networks.tcp-ip.tcpware.

Licensing Information

TCPware for OpenVMS includes a software license that entitles you to install and use it on one
machine. Please read and understand the Software License Agreement before installing the
product. If you want to use TCPware on more than one machine, you need to purchase additional
licenses. Contact Process Software or your distributor for details.

Maintenance Services

Process Software offers a variety of software maintenance and support services. Contact us or your
distributor for details about these services.

Reader's Comments Page

TCPware guides may include Reader's Comments as their last page. If you find an error in this
guide or have any other comments about it, please let us know. Return a completed copy of the
Reader's Comments page, or send e-mail to techpubs@process.com.

Please make your comments specific, including page references whenever possible. We would
appreciate your comments about our documentation.

XiX
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Documentation Set
The documentation set for TCPware for OpenVMS consists of the following:

XX

Release Notes for the current version of TCPware for OpenVMS—For al users, system
managers, and application programmers. The Release Notes are available online on your
TCPware for OpenVM S media and are accessible before or after software installation.
Installation & Configuration Guide—For system managers and those installing the software.
The guide provides installation and configuration instructions for the TCPware for OpenVMS
products.

User's Guide—For all users. This guide includes an introduction to TCPware for OpenVMS
products as well as areference for the user functions arranged al phabetically by product, utility,
or service.

Management Guide—For system managers. This guide contains information on functions not
normally available to the general network end user. It also includes implementation notes and
troubleshooting information.

Network Control Utility (NETCU) Command Reference—For users and system managers. This
reference covers all the commands available with the Network Control Utility (NETCU) and
contains troubleshooting information.

Programmer's Guide—For network application programmers. This guide gives application
programmers information on the callable interfaces between TCPware for OpenVMS and
application programs.

Online help—

— Topical help, using HELP TCPWARE [t opi c]
— Error messages help, using HELP TCPWARE MESSAGES
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Conventions Used

Convention

Meaning

host

Any computer system on the network. The local host is your computer.
A remote host is any other computer.

nonospaced type

System output or user input. User input is in bol d t ype.

Example:Is this configuration correct? YES

Monospaced type also indicates user input where the case of the entry
should be preserved.

italic type

Variable value in commands and examples. For example, username
indicates that you must substitute your actual username. Italic text also
identifies documentation references.

[directory]

Directory name in an OpenVMS file specification. Include the brackets
in the specification.

[optional-text]

(Italicized text and square brackets) Enclosed information is optional.
Do not include the brackets when entering the information.

Example: START/ 1P |ine address [info]

This command indicates that the info parameter is optional.

{value | value}

Denotes that you should use only one of the given values. Do not
include the braces or vertical bars when entering the value.

Note! Information that follows is particularly noteworthy.

CAUTION! Information that follows is critical in preventing a system interruption or
security breach.

key Press the specified key on your keyboard.

Ctrl/key Press the control key and the other specified key simultaneously.

Ret urn Press the Return or Enter key on your keyboard.

XXi
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Chapter 1
Introducing TCPware for OpenVMS

Introduction

TCPware for OpenVMS is a software product that provides TCP/IP standard networking services
for HP's OpenVMS VA X, Alphaand 164 computers.

Enterprise-Wide Networking

Computer systems from many different vendors can communicate with systems using the TCP/IP
protocols. Almost all UNIX-based systems support TCP/IP, FTR, NFS, SMTP, and TELNET. This
makes TCPware for OpenVM S components ideal tools for networking OpenVMS systems with
other computer systems.

Figure 1-1 shows some systems networked using TCP/IP.

1-1
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Figure1-1 Connecting Dissimilar SystemsUsing TCPwarefor OpenVMS
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TCPware for OpenV M S components operate with many other computers. TCPware for OpenVMS
components also operate with many network support devices that are compatible with TCP/IR,

Ethernet, and other local area networks (LANS), as shown in Figure 1-2.

Figure1-2 Devices Supporting TCP/IP Networking
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Introducing TCPware for OpenVMS

TCPware for OpenVMS

TCPware for OpenVMS includes the TCP/IP Services components designed exclusively for the
VAX, Alphaand 164 architectures and the OpenVMS operating system for those architectures.

Table 1-1 lists the members of the TCPware for OpenVMS family and the features of each.

Table1-1 TCPwarefor OpenVMS Family Members

Component

Features

FTP-OpenVMS

File transfer service that lets you transfer filesto or from remote
hosts. Provides a File Transfer Protocol (FTP) client and server.
Includes the Remote Copy Program (RCP) (which includes optional
Kerberos authentication). Also includes a Subroutine Library to
develop FTP application programs. Token Authentication is also
available for FTP-OpenVMS.

NFS-OpenVMS Client

Network File System (NFS) service that lets you access NFS
filesystems and store data on NFS systems. Provides an NFS client.

NFS-OpenVMS Server

NFS service that lets remote NFS users access OpenV M S filesystems
and use them for storage. Provides an NFS server and supports a PC-
NFS Server (PCNFSD).

SMTP-OpenVMS

Mail transfer service that lets you send mail to or receive mail from
remote hosts. Provides a Simple Mail Transfer Protocol (SMTP)
client and server. The additional Internet Message Access Protocol
(IMAP) and Post Office Protocol Version 3 (POP3) servers provide a
way for remote PCs to retrieve OpenVM S incoming mail.

SSH-OpenVMS

Secure Shell provides encrypted remote access to this system and
other systems with SSH software. Commands may be executed
remotely or remote interactive sessions may be used. Files may be
transferred with the SCP command, which uses SSH for accessto the
remote system.

TELNET-OpenVMS

Virtual terminal service that lets you have immediate access to
remote systems. Provides a Virtual Terminal Networking (TELNET)
protocol client and server. Kerberos authentication is also available.
Also includes a Subroutine Library to develop TELNET application
programs. Token Authentication is also available for TELNET-
OpenVMS.
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Table1-1 TCPwarefor OpenVM S Family Members (Continued)

Component

Features

TCP-OpenVMS

TCP/1P base component that includes protocols for the network layer
(IR, ICMP, ARP, and RARP) and transport layer (TCP and UDP).
Provides utilities for network management and control;

For Domain Name Services (DNS), Simple Network Management
Protocol (SNMP) Services, Network Control Utility (NETCU), and
Network Time Synchronization, seethe Network Management entry
in Table 1-2.

¢ Berkeley R Commands — Access hosts in a TCP/IP network by
logging in (RLOGIN), executing remote commands (RSH), and
controlling remote tape drives (RMT) and CD-ROM drives
(RCD). KerberosV4 authentication isaso available for
RLOGIN and RSH. Token Authentication isaso available for
RLOGIN.

¢ LinePrinter Services— Manipulate local or remote print queue
functions based on the client and server ends of the BSD4.3 Line
Printer Protocol.

* Terminal Server Print Services— Send print requests to printers
attached to TCP/IP-based terminal servers.

¢ SubroutineLibraries— Facilitate application development using
the Socket Library Services, FTP Subroutine Library, TELNET
Subroutine Library, and SNMP Extendible Agent Application
Program Interface (API) routines.

* TCPDRIVER, UDPDRIVER, IPDRIVER, and INETDRIVER
Programming Services, and UCX Compatibility Services
(BGDRIVER) — Use QIO interfaces to devel op network
applications. UCX Compatibility allows applications such as
PATHWORKS to work with TCPware.

ONC RPC Services—Build distributed applications using Remote
Procedure Calls (RPCs).
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TCPI/IP Services

All TCPware for OpenVMS TCP/IP Services are fully integrated. The services range from the
upper-layer Network Application Servicesto the lower-level components. These lower-level
components handle the network controllers included in the TCP/IP Services core component, TCP-
OpenVMS.

The TCPware for OpenVM S components use the Transmission Control Protocol (TCP), User
Datagram Protocol (UDP), and Internet Protocol (IP). The Department of Defense (DoD) adopted
the IP and TCP protocols as standards for all packet networks. TCP and IP provide areliable and
efficient means for moving information between computer systems.

TCPware supports Path MTU discovery to provide a performance improvement when large packets
of data are sent over TCP.

Table 1-2 describes some of the TCP/IP functions supported by TCPware.

Table1-2 TCP/IP Services

This Service... Provides...

Cluster Load Balancing Have the domain hame server assign a connection to a specific host
to balance the cluster load. Analogous to the load balancing
servicesthe LAT terminal service provides.

Database Support Connect Ingres, Oracle, RDB, Progress, and Sybase databases on
OpenVMS and UNIX systems.

DECnet over IP Send DECnet data link layer packets point-to-point over TCP/IP
connection between two systems running TCPware.

DECwindows Supports DECwindows graphics-oriented applications like Mail ,
File View, DECterm, and Bookreader. A remote X display user can
also log in using the X Display Manager Server.
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Table1-2 TCP/IP Services (Continued)

This Service...

Provides...

Interface Support

Interface support, which includes:

® Ethernet, Token Ring, and LAT interfaces — Send | P datagrams over
Ethernet, Token Ring, LAN Emulation over Asynchronous Transfer
Mode (ATM), and Classical IP over ATM (CLIP) networks. Supports
the Address Resolution Protocol (ARP) and Reverse ARP (RARP).

¢ Fiber Digtributed Data | nterface (FDDI) — Send | P datagrams
over high speed networks over FDDI controllers. Supports ARP
and RARP.

®* HYPERchannel — Directly supportsthe UNIBUS, QBUS,

MASSBUS, and BIBUS interfaces. Includes use of ARP to map host
internet addresses to physical addresses.

* |P-over-DECnet — Send IP datagrams over DECnet links to
connect separate DECnet-over-IP TCP/IP LANs over WANS.

* |P-over-X.25 — Send |P datagrams as data packets over X.25,
enabling reliable world wide communication.

¢ Point-to-Point Protocol (PPP) — Send multiprotocol
datagrams over serial point-to-point links. PPP is common with
line speeds from 14.4 to 28.8 kilobits per second (Kbps).
Implemented through pppd command line options.

* proNET — Supportsthe proNET-10 and proNET-80 token ring
controllers provided by Proteon, Inc.

* Serial LinelP (SLIP) — Send IP datagrams over serial lines
instead of Ethernet cable. Supports both dedicated (hard-wired)
and dialup SLIP lines. TCPware also supports Compressed
SLIP (CSLIP).

¢ HP Wide Area Network (WAN) Device Drivers— Supportsthe
VAX WAN Device Drivers synchronous interfaces that form a
link between the hardware devices and TCPware.

Multicasting

Supports full 1P multicasting, letting you send and receive
datagrams addressed to |P multicast (Class D) addresses.
Implements the Internet Group Management Protocol (IGMP).
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Table1-2 TCP/IP Services (Continued)

This Service...

Provides...

Network Management

Network management and control functionsinclude:

¢ Domain Name Services (DNS) — Guarantee host connections
using adistributed database. Supports Berkeley Internet Domain
Server (BIND) Release 4.9.4 Name Server.

¢ Dynamic Host Configuration Protocol (DHCP) — Provides P
addresses and configuration data to hosts. Supports DHCP and
BOOTP protocals.

¢ Simple Network Management Protocol (SNMP) Services —
Network management stations can obtain timely information
about the network activities of OpenVMS server hosts. Supports
MIB-I and MIB-II. TCPware's SNMP Agent also supports
subagents serving private MIBs, aswell asthe SNMP
Multiplexing (SMUX) Service.

* Network Control Process (NETCP) — Starts, maintains, and
shuts down the network. NETCP also contains the Port Mapper
that maps Remote Procedure Call (RPC) server programsto
ports. A TCPDUMP utility is aso included.

* Network Control Utility (NETCU) — Provides commands so
that the system manager can monitor and control various
functions such as adding and removing servers clients.

* Network Time Synchronization — Use either the Network
Time Protocol (NTP) or the Time Synchronization Protocol
(TIMED), to coordinate time distribution between hosts.

Network Security

Includes Incoming and Outgoing Access Restrictions; Packet
Filtering; the Kerberos V4 Server, user commands, management
commands, and administration server; the IP Security Option
(IPSO); and Token Authentication for login security.

Other Clients and Servers

Client protocols (DISCARD, FINGER, NSLOOKUP, PING,
TALK, Trivia File Transfer Protocol [TFTP], TRACEROUTE, and
WHOIS) and Server protocols (CHARGEND, DAY TIMED,
DISCARDED, ECHOD, FINGERD, INDENT, QUOTED, and
TFTPD).

PATHWORKS Support

Use TCPware as atransport for HP’'s PATHWORKS products
running between the OpenVMS system and a PC.

1-7
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Table1-2 TCP/IP Services (Continued)

This Service... Provides...

Routing Supports enhanced routing and multiple gateways, and includes the
GateD protocol, which combines RIP, HELLO, OSPF, EGP, BGP,
and the Router Discovery Protocol for distributing routing
information. Supports the Classless Inter-Domain Routing (CIDR)
protocol for more efficient use of Class B |P addresses.

TCPware Products for the PDP-11 Operating Systems

Process Software offers TCP/IP networking software products for the HP PDP-11 operating
systems. Order the following TCPware products for the PDP-11 systems from Process Software;

TCPware for RSX TCPwarefor RT-11 TCPware for TSX TCPwarefor IAS

Although these products function differently from TCPware for OpenVMS, they solve many
networking problems between dissimilar computer systems.

Figure 1-3 shows some of the many dissimilar systems TCPware can connect.

Figure1-3 HP Operating Systems Connected by TCPware
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Chapter 2

Functional Overview

Introduction

This chapter presents a functional overview of the TCPware for OpenVMS components. It
addresses questions you may have, such aswhat you use to:

¢ Accessto network filesystems asif they were local filesystems
¢ Transfer (copy) files over the network

* Print network files

¢ Loginto and perform commands on a remote system

¢ Send or receive mail or message over the network

* Access to network magnetic tape or CD-ROM drives

¢ Dynamically configure network hosts and find network information
¢ Control network activity

¢ Synchronize clocks across the network

* Secure resources on the network

¢ Tunnel external protocol applications over |P

* Program network interfaces

For more details on each subject, we provide you with references to the appropriate section of this
documentation set at the end of this chapter.
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Remote Filesystem Access
You can access remote filesystems as if they were your own, using NFS-OpenVMS (see Table 2-1).

2-2

Table2-1 TCPware Componentsfor Accessto Network Filesystem

This Touseit, you Asasystem
component... Allowsyou to... | need... Asauser... manage ...
NFS-OpenVMS | OnaTCP/IP To access simply usethe seethe
Client network, remote filesystemsasif | Management
transparently filesystems, run | they were on Guide,
access the NFS- your local Chapter 13,
filesystems on OpenVMS system. No Managing NFS-
remote servers Client. You special OpenvVMS
so that they must have commands are Client.
appear as authorizationto | required.
resident access them.
filesystemsin
OpenVMS.
NFS-OpenVMS | Providea For remote seethe
Server service so that systems users to Management
remote system access Guide,
users can access | OpenVMSfiles Chapter 14,
your local on your system, Managing NFS
OpenVMS run the NFS- OpenvVMS
filesystemsasif | OpenVMS Server.
they were their Server. The
own. remote user
must have
authorization to
access your
local
filesystems.
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Transferring Files

You can transfer filesto or from your OpenVMS system using FTP-OpenVMS (which includes the
RCP feature) or the TFTP feature of TCP-OpenVMS. Transfer files using the TCPware for
OpenVMS componentsin Table 2-2.

Table2-2 TCPware Componentsfor Transferring Network Files

Thiscomponent... | Allowsyou to... Touseit, you need...

FTP-OpenvVMS Copy, get, and put filesto and | The remote system must support FTP.
from remote systems using the , .

File Transfer Protocol (FTP). éﬁ;?esre; ﬁ;hﬁgﬁ;ﬁ#&dgiles
TCPware provides both the ' '
client function so that local Asa system manager, see the
users can transfer filesto and Management Guide, Chapter 12,
from remote systems, and the | Managing FTP-OpenVMS,
server function so that remote
. Asa system programmer, see the

users can transfer files from , .

Programmer’s Guide, Chapter 7, FTP
your local system. .

Library.
Login authentication security
is available through Token
Authentication.

RCP Use aUNIX-likecommandto | The server must support equivalents of
copy filesto and fromremote | the UNIX shel | and exec services.
systems right on the system You must register the other hostsin your
command line. HOSTS. EQUI V or . RHOSTSfiles.
TCPware also provides the Asauser, seethe User’s Guide,

RCP server so that remote Chapter 7, RCP: Copying Files.
;ﬁrs;ageﬁpy filesto or from Asa system manager, see the
' Management Guide, Chapter 16,
Managing R Commands.
TFTP Transfer filesto and from The remote system must support TFTP.
TETP omore pimitive than | /AS8 USE, seethe Users Guice
. Chapter 13, TFTP: Trivial File
FTP, you can mainly use Transfers
TFTPto allow remote diskless '
systems to read bootstrap Asa system manager, seethe
images over the network. Management Guide, Chapter 16,
Managing R Commands.
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Printing Files

You can print files over the network using the Line Printer Services or Terminal Server Print
Services. Print files over the network using the TCPware for OpenVMS componentsin Table 2-3.

Table2-3 TCPware Componentsfor Network Printing

This Touseit, you Asasystem
component... Allowsyou to... | need... Asauser... manager ...
Line Printer Send files to, to define the see the User’s seethe
Services remove jobs remote printers | Guide, Management
from, and during Chapter 5, Guide,
display the installation. Networking Chapter 15,
status of remote Printing. Managing Print
print queues Services.
using UNIX-
like commands.
Line Printer
Services also
providesa
server so that
remote userscan
access loca
print queues.
Terminal Server | If youareona Usetheregular | seethe User’s seethe
Print Services TCP/IP PRINT/QUEUE | Guide, Management
network, send commands. Chapter 5, Guide, Chapter
filesto printers Network 15, Managing
connected to Printing. Print Services,
remote terminal the Terminal
servers. Server Print
Services section.
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Logging In to Remote Hosts

You can log in to and execute commands on remote hosts using the RLOGIN or RSH features of
TCP-OpenVMS or TELNET-OpenVMS. Log in to or emulate remote hosts using the components

in Table 2-4.

Table2-4 TCPware Componentsfor Logging in to Remote Hosts

This Asasystem Asasystem
component... Allowsyou to... | programmer... | Asauser... manager...
RLOGIN UseaUNIX- seetheUser’s seethe
likecommandto Guide, Management
logintoa Chapter 8, Guide,
remote host. RLOGIN: Chapter 16,
LoggingIntoa | Managing R
Remote Host. Commands.
RSH UseaUNIX- seethe User’s seethe
likecommandto Guide, Management
execute asingle Chapter 9, RSH: | Guide,
command on a Issuing Chapter 16,
remote host Commands on Managing R
without logging the Remote Commands.
in. Host.
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Table2-4 TCPware Componentsfor Logging in to Remote Hosts (Continued)

users can make
virtual terminal
connections to
the OpenVMS
host.

Login
authentication
security is
available
through Token
Authentication.

This Asasystem Asasystem
component... Allowsyou to... | programmer... | Asauser... manager...
TELNET- Initiate virtual seethe see the User’s see the
OpenVMS terminal Programmer’s Guide, Management
connectionsto Guide, Chapter 12, Guide,
remote hosts Chapter 9, TELNET: Chapter 18,
using the TELNET Connecting to Managing
TELNET Library. Remote TELNET-
protocol. You Terminals. OpenvVMS
can open Server.
multiple remote
sessions.
TCPware also
providesa
server function
so that remote
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Transferring Mail and Exchanging Messages

You can send and receive mail over the network using the TCPware for OpenVMS componentsin

Table 2-5.

Table2-5 TCPware Componentsfor Sending Network Mail

This Asasystem
component... Allowsyou to... | Touseit, ... Asauser... manage ...
SMTP- OnaTCP/IP The remote see the User’s see the
OpenVMS network, send system must Guide, Management

andreceivemail | support SMTP. Chapter 10, Guide,

over the SMTP; Chapter 17,

network using Transferring Managing Mail

the Simple Mail Mail. Services.

Transfer

Protocol

(SMTP).

TCPware

providesboth an

SMTP client

and a server.

IMAP Server Provide a The remote seethe
service so that system must Management
remote PCscan | support the Guide,
access mail in IMAP protocol. Chapter 17,
VMS MAIL Managing Mail
mailboxes using Services, the
the Internet IMAP Server
Message Access section.
Protocol
(IMAP) Server.

POP3 Server Provide a The remote see the
service so that system must Management
remote PCscan | support the Guide,
retrieve mail in POP3 protocol. Chapter 17,
VMSMAIL in- Managing Mail
boxes using the Services, the
Post Office POP3 Server
Protocol (POP3) section.
Server.
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Table2-5 TCPware Componentsfor Sending Network Mail (Continued)

This Asasystem
component... Allowsyou to... | Touseit, ... Asauser... manage ...
TALK Utility Exchange "redl The remote seethe User’s

time" messages | system must Guide,

with another support the Chapter 11,

hostonthelocal | t al k protocol. | TALK:

or remote Exchanging

network. Terminal

Display Messages.

simultaneously

sent and

received

messages on a

split screen.

Accessing Network Drives

You can access remote tape or CD-ROM drives, or provide accesslocally to remote users by using
the TCPware for OpenVMS componentsin Table 2-6.

Table2-6 TCPware Featuresfor Providing Accessto Network Tape Drives

protocaol.

Touseit, you

This need to Asasystem
component... Allowsyou to... | configure... Asauser... manager ...
RMT Client Use OpenVMS | apseudodevice | seetheUser’s

commands such | onyour Guide,

asBACKUR, OpenVMS Chapter 6, RCD

MOUNT, systemusingthe | and RMT:

COPY, and command Remote CD-

EXCHANGE RMTSETUPR ROMsand

on remote The remote Tapes.

backup tape system must

drives. support ther mt
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Table2-6 TCPware Featuresfor Providing Accessto Network Tape Drives (Continued)

Touseit, you

This need to Asasystem

component... Allowsyou to... | configure... Asauser... manage ...

RCD Client Use OpenVMS | apseudodevice | seetheUser’s
commands such | onyour Guide,
asBACKUR, OpenVMS Chapter 6, RCD
MOUNT, systemusingthe | and RMT:

COPY, and command Remote CD-
EXCHANGE RMTSETUPR. ROMs and
on remote CD- The remote Tapes.
ROM drives. system must

support ther mt

protocol.

RMT Service Provide a the Berkeley R seethe
service so that Commands for Management
remote clients RMT services. Guide,
can usethe The remote Chapter 16,
r dunp or system must Managing R
rrestore support the r nt Commands.
UNIX utilities protocol.
to access a
magnetic tape
on your system.

Configuring Hosts

TCPware provides various components and features with which you can configure network hosts,
aslisted in Table 2-7.

Table2-7 TCPware Featuresfor Configuring Hosts

This component...

Allowsyou to...

As system manager...

DHCP/BOOTP

Assign | P addresses and
provide configuration data to
hosts over the network.

see the Management Guide,
Chapter 2, DHCP/BOOTP
Server.

Domain Name Services

Obtain information such as
host Internet addresses and
names by connecting to a
distributed database.

see the Management Guide,
Chapter 3, Domain Name
Services.
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Table2-7 TCPware Featuresfor Configuring Hosts (Continued)

Thiscomponent...

Allowsyou to...

As system manager...

Point-to-Point Protocol (PPP)

Configure the network to
send | P datagrams over seria
links, including DECnet or
modern connections.

enter:

$ PPPD: ==TCPWARE: PPPD. EXE
See the Management Guide,
Chapter 5, Serial Link
Interfaces: PPP and SLIP.

Serial Line P (SLIP)
Protocol

Further configure the network
to send I P datagrams over
serial links.

Controlling Network Functions

You can perform network management functions and test networks by using the TCPware for
OpenVM S featuresin Table 2-8.

Table2-8 TCPware Featuresfor Additional Management

This component...

Allowsyou to...

Asa system manager...

Network Control Utility

NETCU isthe utility program

see the NETCU Command

Management Protocol
(SNMP) Services

network activities of OpenVMS
server hosts, such asrouting, line
status, volume of traffic, and
error conditions. SNMP
supports the MIB-I and MIB-11
Management Information bases,
aswell as SNMP Multiplexing
(SMUX) and SNMP Agent
eXtensibility (AGENTX).

(NETCU) system managers and user useto | Reference.
configure and control network
activity.
Simple Network Obtain timely information about | seethe Management Guide,

Chapter 7, Managing SNMP
Services.

see the Programmer’s Guide,
Chapter 10, SNMP Extendible
Agent API Routines.
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Synchronizing Time Clocks
TCPware provides the network time synchronization components listed in Table 2-9.

Table2-9 TCPware Featuresfor Time Synchronization

This component...

On a TCP/IP network, allows
you to...

Asa system manager, seethe
Management Guide,

Protocol (TSP) and thet i med
serviceto synchronizethe clocks
of LAN hosts.

Network Time synchronize your system clock Chapter 10, Network Time
Protocol with an Internet Time Server. Protocol (NTP).
TIMED use the Time Synchronization Chapter 11, TIMED.

Using Network Testing Tools

TCPware provides various network testing tools, and utilities and services with which you can
obtain network information, as listed in Table 2-10.

Table2-10 TCPware Network Testing Tools

This component... Allowsyou to... Asauser... Asa system manager...
FINGER Extract user enter:
Informatlon from a $ FINGER user @ost-to-finger
remote user See the Management
information program. Guide, Chapter 30,
Network Testing Tools.
IDENT Determine the user See the Management
associated with a Guide, Chapter 30,
connection. Network Testing Tools.
NSLOOKUP Extract information enter:

about network hosts
from the Domain
Name Systems.

$ nsl ookup host-to-find
See the Management
Guide, Chapter 30,
Network Testing Tools.
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Table2-10 TCPware Network Testing Tools (Continued)

Thiscomponent... Allowsyou to... Asauser... Asa system manager...
PING Find out if ahost is enter:
up al;:d if youcan $ PI NG ==$TCPWARE: PI NG
reach it. See the Management
Guide, Chapter 30,
Network Testing Tools.
TCPDUMP Utility Track TCP packets See the Management
by printing Guide, Chapter 30,
information in packet Network Testing Tools.
headers.
TRACEROUTE Trace the path of an See the Management
I P packet to an Guide, Chapter 30,
internet host. Network Testing Tools.
WHOIS Query the Network enter the
Information Center command:

(NIC) username
directory servicesto
obtain usernames.

$ WHO S user nanme

Seethe User’s
Guide,
Chapter 15,
WHOIS
Username
Directory
Services.

2-12
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DAYTIMED, DISCARD, ECHOD, NETCU DEBUG, QUOTED, and TIME. See the Management

Guide, Chapter 31, Network Testing Tools, for details.
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Securing Resources

You can secure resources on the network using the TCPware features described in Table 2-11.

Table2-11 TCPware Featuresfor Securing Network Resources

This component...

Allowsyou to...

Asasystem
manager, seethe
Management Guide,

Asauser, seethe
User’s Guide,

Incoming Access
Restrictions

Restrict the hosts and
networks that can
access the services
the master server
activates.

Chapter 20, Access
Restrictions.

Outgoing Access
Restrictions

Restrict requests for
remote services to
specific users and

ports.

Chapter 20, Access
Restrictions.

Packet Filtering

Restrict the
datagrams a network
interface can receive
by protocol, source
and destination
address, or
destination port. Use
convenient NETCU
commands.

Chapter 21, Packet
Filtering.

Kerberos Server

Provide password
encryption and the
Key Distribution
Center (KDC) for
getting ticketsto
server applications.
Also use
management and
user commands.

Chapter 23,
Managing Kerberos.

Chapter 4, Kerberos
User Commands.

Kerberos
Authentication for
RCP

Use Kerberos V4
authentication with
the RLOGIN
Berkeley R
Command.

Chapter 23,
Managing Kerberos.

Chapter 7, RCP:
Copying Files.
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Table2-11 TCPwareFeaturesfor Securing Network Resources (Continued)

This component...

Allowsyou to...

Asasystem
manager, seethe
Management Guide,

Asauser, seethe
User’s Guide,

Kerberos Use Kerberos V4 Chapter 23, Chapter 8, RLOGIN:
Authentication for authentication with Managing Kerberos. | Loggingintoa
RLOGIN the RLOGIN Remote Host.
Berkeley R
Command.
Kerberos Use Kerberos V4 Chapter 23, Chapter 9, RSH:
Authentication for authentication with Managing Kerberos. | Issuing Commandson
RSH the RSH Berkeley R the Remote Host.
Command.
Kerberos Use Kerberos V4 Chapter 12, TELNET:
Authentication for authentication with Connecting to Remote
TELNET TELNET- Terminals.
OpenVMS.
IP Security Option Provide IP datagram | Chapter 24, IP
(IPSO) protection using the Security Option
I P Security Option (IPSO).
(IPSO) protocol.
Token Use a Security Chapter 22, Chapter 14, Token

Authentication

Dynamics "smart
card" token and
TCPware's ACE/
Client and its use of
the ACE/Server to
authenticate logins
from FTP-
OpenVMS,
TELNET-
OpenVMS,
RLOGIN, and SET
HOST sessions.

Managing Token
Authentication.

Authentication:
Protecting Logins.
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Table2-11 TCPware Featuresfor Securing Networ k Resources (Continued)

Asasystem
manager, seethe Asauser, seethe
Thiscomponent... Allowsyou to... Management Guide, | User’s Guide,
Secure Shell (SSH) Configure and Chapter 25, Chapter 16,
maintain the Configuring the Accessing Remote
TCPware Secure Secure Shell (SSH) Systems with the

Shell (SSH) server. Server.
Thisistheserver side
of the software that
allows secure
interactive
connections to other
computersin the
manner of rlogin/
rshell/telnet.

Secure Shell (SSH)
Utilities

Tunneling External Applications over IP

You can tunnel DECnet applications over |P networks if you are using DECnet Phase IV (see
Table 2-12.) A connection established between two systems running different protocolsisknown as

atunnel.

Table2-12 TCPware Featuresfor Tunneling Applicationsover |P

Thiscomponent...

Allowsyou to...

Asa system manager, seethe
Management Guide,

Tunneling DECnet over
IP (for DECnet Phase
V)

Connect two DECnet
networks over an P link.

Use with DECnet Phase IV
only. Thereisno need to use
this feature with DECnet/OSI
(DECnet Phase V).

Chapter 28, Tunneling DECnet
over |P.
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Programming Network Interfaces

If you are a network programmer, you can perform programming functions using the programming

interfaces discussed in the Programmer's Guide (see Table 2-13).

Table2-13 TCPware Network Programming I nterfaces

This component...

Allowsyou to...

Asa system programmer, see
the Programmer’s Guide,

FTP Library

Use a programming interface to
the FTP protocol. Usethe FTP-
OpenVMS library routinesin
your own applicationsto provide
FTP capabilities.

Chapter 7, FTP Library.

Socket Library

Use either the HP Computer C
Socket Library (for OpenVMS
Version 5.3 and later) or the
TCPware Socket Library (for
earlier version or you are using
the Remote Procedure Call
routines).

Chapter 8, Socket Library.

TELNET Library

Use a programming interface to
the TELNET protocol. Usethe
TELNET-OpenVMS library
routinesin your own
applications to provide FTP
capabilities.

Chapter 9, TELNET Library.

UCX Compatibility
Services

Use the BGDRIVER $QIO
programming interface for
compatibility with HP's TCP/IP
Services for OpenVMS
(formerly UCX) product.

Chapter 2, UCX Compatibility
Services.

QIO Programming
Interfaces

Use $QIO programming
interfacesto TCP/IP. These
include the BGDRIVER,
TCPDRIVER, UDPDRIVER,
IPDRIVER, and INETDRIVER
interfaces.

Chapter 10, SNMP Extendible
Agent API Routines.
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Table2-13 TCPware Network Programming I nterfaces (Continued)

This component...

Allowsyou to...

Asa system programmer, see
the Programmer’s Guide,

SNMP Extendible
Agent Application
Programming Interface
(API) Routines

Use API routines required for an
application program to export
private Management
Information Bases (MIBXx) using
the TCPware SNMP agent.

Chapter 10, SNMP Extendible
Agent AAPI Routines.

Token Authentication
ACE/Client AP
Functions

Use API functions for programs
that interact between the ACE/
Client and ACE/Server to enable
Token Authentication.

Chapter 11, Token Authentication
API Functions.
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Chapter 3

FTP: Transferring Files

Introduction

The File Transfer Protocol (FTP) transfersfilesto and from aremote host. FTP-OpenVMS controls
the method by which FTP transfers the files.

The Client-FTP utility isyour interface to FTP-OpenVMS. You can run Client-FTP interactively or
through a startup command procedure.

For FTP-OpenVMS to operate between two hosts, the remote host must provide a compliant client
or server. You can run FTP directly (interactively) or indirectly from acommand procedure. Client-
FTP supports multiline recall of up to 20 lines.

Before Using FTP

Before you can transfer files, you need:

¢ To make sure that the FTP-OpenVMS software isinstalled, configured, and started on your
system.
* The name or internet address of the remote host to which you want to connect.

¢ The username and password of the account on the remote host. If the remote host does not
support multiuser protection features, you might not need a username and password. If you are
using TCPware's Token Authentication, the password is the PASSCODE generated on your
Securl DW token.

¢ The filenaming conventions on the remote host.

FTP Session
A typical FTP session consists of the following steps:
1 Open the FTP connection.
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2 Determine the format of the files you want transferred.

3 Transfer filesusing the GET (MGET), PUT (MPUT), or COPY commands or selections on the
graphical user interface windows. The default file format is formatted ASCII.

4 Close or exit the FTP connection.

Features
FTP-OpenVMS includes the following features:

¢ Choice of command line execution or graphical user interface execution (for DECwindows
Motif Version 1.1 or later).

¢ Informational and error status messages.

¢ Support of wildcards in source filespecs.

Table 3-1 describes some of the features of Client-FTP.

Table3-1 Client-FTP Features

Thisfeature... Meansthat...

Command Line or Client-FTP alows you to execute FTP commands either at the FTP>
Graphical User prompt or through a DECwindows graphical user interface

Interface Command environment. The user interfaceis provided with DECwindows Motif
Execution Version 1.1 and later.

You can use either DCL-style syntax or UNIX-style syntax at the FTP>
prompt.

DCL-syntax can include qualifiers:

FTP> DI RECTORY *. DI R / BRI EF
You usually enter UNIX-style commands in lowercase;

FTP> |s *.dir

Case Conversion Client-FTP no longer converts the user name, password, and account to
lowercase if they were not supplied on the OPEN and USER command
line and thus prompted for. If you are prompted for these parameters
you must enter them in the proper case, since quotes are no longer
needed to maintain case.

Status M essages Client-FTP issues informational and error messages. These messages
are self-explanatory and conform to the standard OpenVM S message
format.

The numeric codes that prefix these messages conform to the RFC 959
standard for FTP,
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Table3-1 Client-FTP Features (Continued)

Thisfeature... Meansthat...

Wildcards Client-FTP supportswildcards for the COPY, GET, PUT, DELETE, and

DIRECTORY commands. The acceptable wildcard characters are;

* Percent sign (%) or question mark (?) to represent individual
characters.

e Asterisk (*) to represent multiple characters.

If you include the asterisk wildcard to represent multiple filesto FTP,

use the MGET, MPUT, or MDELETE commands, or specify the

/MULTIPLE qualifier with the GET, PUT, COPY, or DELETE

command. These two examples produce identical results:

FTP> MGET *. TXT
FTP> COPY *. TXT/ MULTI PLE/ REMOTE *

Note! You do not require the asterisk for the destination with MGET,
but you do require it with COPY.

If enclosed in a quoted string, wildcard symbols no longer act as
wildcards.

Note!

Note!

You can customize the appearance of your graphical user interface by using Motif resources in
a resource file. This file is called DECW_FTP.DAT and is in your login directory.

The most important resource is the one that sets your application window to fit the screen. If you
run your application from a PC with a small, 14-inch monitor, for example, you might want to use
the following resource:

*DXnfitToScreenPolicy: AS_NEEDED

If the window size is bigger than the screen can handle, scroll bars appear in the windows so
that you can scroll to parts of the window.

Other examples of using resources include:
DECW FTP*background: gray
DECW FTP*f or egr ound: bl ack

These set the screen background color to gray and the foreground color to black. See your
Motif documentation for other possible resource settings.

Wherever possible, the procedural descriptions that follow cover the command line and
graphical user interface execution methods. If you prefer the graphical user interface method,
you can execute most file transfer and manipulation functions from the TCPwar e FTP-
QOpenWMS Fil e Transf er s window shown in Figure 3-3 and Figure 3-4. Many of the

3-3




PART Il User Functions

Note!

functions in this window have command line equivalents.

If you need further information on performing a particular function in the TCPwar e FTP-
QOpenWMS Fil e Transf ers window, see its command equivalent in the Command
Reference.

TCPware provides secure FTP-OpenVMS logins through its Token Authentication feature, if

installed and enabled. For more information, see Chapter 14, Token Authentication: Protecting
Logins.

Opening a Connection

Only one FTP connection can be open at atime. Once open, al file transfers and other remote
operations use that connection.

3-4

You can open an FTP connection by using either the command line user interface, or the graphical
user interface if you have a DECwindows system.

Command line method. Use this method if you want to issue commands from the DCL prompt
(see Figure 3-1).

1 Enter one of the following at the DCL prompt:

$ FTP

FTP> OPEN host
in combination:

host is the name of the host to which you want to connect. Respond to the login prompts,
if any, of the remote host. After a successful login, the FTP> prompt appears where you
enter the FTP commands described in the following sections. Thisisthe option shownin
Figure 3-1.

$FTP host

host isthe name of the host to which you want to connect. Respond to the login prompts,

if any, of the remote host. After a successful login, the FTP> prompt appears where you
enter the FTP commands described in the following sections.

$ FTP host username password

Enter the host to which you want to connect, the username of the account on the remote
host, and the password (PASSCODE if using Token Authentication) of the account on the
remote host as part of the command. After a successful login, the FTP> prompt appears
where you enter the FTP commands described in the following sections.

See the OPEN command if you are using a Securel D card for password authentication.

2 At the end of your FTP session, use the CLOSE command to close the connection and exit FTP.
(See Closing and Exiting for the different close options.)

Graphical user interface method. You can use the graphical user interface method if you have a
DECwindows host running DECwindows with Motif Version 1.1 or later (see Figure 3-2):

1 Atthe DCL prompt, enter:

$ SET DI SPLAY/ CREATE/ NODE=di spl ay- node/ TRANSPORT=TCPI P
$ DECW FTP
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2 Whenthe TCPwar e FTP- OQpenVMS Connect i ons window appears, enter at the Renot e

Host : field, tab to the User nane: field and enter at it, and tab to the Passwor d: field and enter
at it. Then click the OPEN button.

A TCPwar e FTP- QpenVMS Message W ndow shows al the actions FTP-OpenVMS takes
from this point on. Figure 3-3 and Figure 3-4 on the following pages show an example of the two
partsto the TCPwar e FTP- OpenVMB Fi | e Transf er s window that appears when you open a
connection from the TCPwar e FTP- QpenVMs Connect i ons window.

Figure3-1 Opening an FTP Connection Using the Command Line Method

{Eta} SFTP [1]
FTP= OPEN THETA
_Useiname: SMITH
_Faszword
FTP= GET TEST.TYT

[2]
ETP> CLOSE

Figure3-2 Opening an FTP Connection Using the Graphical User

Fiai SEE TSPUAT N EATE SN =R FACEE RS RS P T T P [4]
L3

wa) DECW §
TCPwars FTP-OpsnvMS Connsctions
Frmininte: Maan I FHETA [
A I A r
™ ammgany iy I TR i |.
l U e | | ENETT |

Note!

For the graphical user interface, FTP-OpenVMS stores the connection information in the
DECW_FTP_PROFILE.DAT file in your login directory to set up the next connection. See the
note in the previous section first.
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Figure3-3 "Local" and " Remote" Part of the File Transfers Window

Graphical User Interface

3-6

The graphical user interface method offers anumber of options from the TCPwar e FTP- OpenVMS
Fil e Transfers screen.

You can set various options by clicking Opt i ons on the menu bar on the TCPwar e OpenVMS
Fil e Transfers screen (see Figure 3-3). These options are:

* Settings (see the top screen in Figure 3-4)
* Viewer Preferences (see the bottom screen in Figure 3-4)

Here isthe process to use:
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1 Click Opti ons followed by Set tings. .. togetthe TCPware FTP- QpenVMS Setti ngs
window. This window presents the following options:

FTPLogs You can select to log Commands, Repl i es, or Bot h. Your password

appears on the screen if you use the Commands or Bot h setting.

Confirm on Delete | Click the box to confirm file or directory deletion.

Beep After Copy Click the box to enable a beep when copying is complete.

Timeout (secs) Set the FTP session timeout, in seconds.
PASV Mode Click the box to set passive mode transfers (seethe SET [NO]PASSIVE
command).

To accept the settings you make on this screen, click OK; to cancel the
window, click Cancel .

2 Click Opti ons followed by Vi ew. . . to getthe TCPwar e FTP- QpenVMS Fil e Vi ewer
Pr ef er ences window, with the following options:

File Enter afile extension to indicate the type of file you would like to view; for example,

Type enter c for fileswith the .C extension, ps for files with the .PS extension, or * for any
filetype.

Viewer | Enter the type of viewer to use for the file type; these should be DCL commands or

foreign commands you define before invoking the application; for example, enter the
DCL command vi ew i nt er f ace=decw ndows/ f or mat =ps to use the CDA
Viewer with . PS files.

Click Add toaddtheFi | e Type and Vi ewer combination entered; the results appear
in the scrollable list to the left of the Fi | e Type and Vi ewer fields.

Click alist item and click the Modi f y or Del et e button to modify or delete the item.

To cancel the window, click Cancel .

Note! Changes you make to settings and viewer preferences are stored in

DECW_FTP_SETTINGS.DAT and DECW_FTP_VIEWERS.DAT files, respectively, in your login
directory.
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Figure3-4 FTP-OpenVMS Window Options

[1a]

[2c]

Closing and Exiting

An FTP connection remains open until you quit or exit FTP, close the connection, or open a new
connection.

Command line method. See Figure 3-6:
1 To close an FTP connection, use one of the following commands:
FTP> CLOSE

Closes the current connection and continues the FTP session for the next command.

FTP> OPEN host
FTP> CONNECT host

Both OPEN and CONNECT close the current connection and open another one.
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2 Toexitan FTP session:

FTP> EXIT (or Crl/2)
See the CLOSE, OPEN, and EXIT commandsin the Command Reference.
Graphical user interface method. See Figure 3-7:
1 To close an FTP connection from the TCPwar e FTP- OpenVMS Fi | e Transf er s window,

click the Connect i ons option on the menu bar and click theCl ose. . . option. Theinformation
in the "Remote" part of the screen disappears.

To reopen a connection, click the Connect i on option on the menu bar and click the Open. . .
option. (Open isinitialy greyed-out.)

2 Toexit from FTP entirely from any of the DECwindows screens, click the Fi | e option on the
menu bar and click the Exi t option.

Figure3-5 Closing from the Command Line

(Ela} 5 FTP

FTFP=0FEN THETA

_Ulsermems [smih]: REMOTE_SMITH
_Passwand

FTP=

FTP=GET TEST.TXT [1]

FTP-CLOSE [2]
FTP=EXIT
(El8} 5

Checking Directories

After you establish an FTP connection, you can check the directories on the remote or local host to
locate the file(s) you want.

To check remote directories and determine the file format type when in FTP (see Figure 3-7):

1 Open the FTP connection and enter: FTP> DI RECTORY

¢ Usethe CD or SET DEFAULT /REMOTE command to move to other directories on the
remote host.

¢ |f you use the menu-driven method, see the "Remote" part of the FTP for TCPware for
OpenVNMs screen (see Figure 3-3). You can double-click any of the listed directories, change
the pathnameintheCurrent Renote Directory field, or usethe Go Up button in the
middle of the screen.
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Ch
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2 Check file extensions to determine file types. You might need to enter special qualifiers when
you transfer certain types of files.

See Table 3-2 in the next section for a description of the file transfer formats.
3 Check the local directory whenin FTP: FTP> LDI R

If you use the menu-driven method, seethe "Local" part of the FTP for TCPware for
OpenVNS screen (see Figure 3-2).

4 UsetheLCD or SET DEFAULT /LOCAL command to move to other directories on the local
host.

See the DIRECTORY, LDIR, and SET DEFAULT commands in the Command Reference for
checking directories.

Figure3-6 Checking Remote and L ocal Directories

FTP> DI RECTORY [1]

total 49

- T WXT - XT - X 1 smith wusers 340 Cct 1 16:34 .login

- T WXT - XT - X 1 smith wusers 138 Cct 1 16:34 .profile 2]
dr wxr - Xr - X 2 smth wusers 512  Cct 1 16: 34 bi n
STWr--r-- 1 smith wusers 46080 Cct 1 10: 58 Sys. exe

dr wxr - Xr - x 2 root daenon 512 Feb 10 2001 . wast ebasket

FTP>LDIR  [3]
Di rectory DOC$DI SK: [ DOC. ENG

ANDY. TXT; 1 CYN. PS; 2 DO HELP. TXT; 1
GLCSSARY. TXT; 1 HELP.DIR, 1 KIT_INFO PS; 1
LWK_PERSONAL_ LI NKBASE; 1 SCREEN- FTP. DI R; 1 SEND- NORM C; 1

Total of 9 files.

FTP> LCD [. HELP]  [4]

FTP> LD R

Di rectory DOC$DI SK: [ DOC. ENG. HELP]

BUI LD. COM 1 FTPHELP. HLB; 2 FTPHELP. RNG, 1 FTPHELP. HLB; 2
FTPHELP. RNO, 1 HELP. MVS; 1

Total of 6 files.

ecking File Transfer Formats

You can determine what file format to use during file transfers. Client-FTP letsyou transfer filesin
formatted ASCII, formatted binary, image, block, FORTRAN carriage control, and VMS formats.
On OpenVMS systems, the filename extension can indicate the file type. Formatted ASCII isthe
default transfer file type and is usually sufficient for most files.

FTP converts the various file formats to formatted ASCII or IMAGE. (Executable and zip/
compressed files are popular filesin this category.) The formats are similar to the formats that the
OpenVM S EXCHANGE utility provides to transfer between OpenVMS and DOS-11 or RT-11 file
systems. You either specify the file transfer format when you use the GET, PUT, or COPY
command, or Client-FTP determines the format from the source filename's extension.

See Figure 3-8 for an explanation of the file transfer formats.
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Check file extensions to determine file types. You might need to enter special qualifiers when you
transfer certain types of files.

¢ When you use the COPY, GET, or PUT commands to transfer files, you can use the /ASCII,
/BINARY, /BLOCK, /[FORTRAN, /IMAGE, or /VMS qualifiersto set the file transfer format.
You can also set default file transfer formats using these qualifiers with the SET DEFAULT
command, or specifying these keywords with the TY PE command. (Seethe SET DEFAULT and
TY PE commands in the Command Reference for equivalent usage.)

¢ |f you use the menu-driven method, you can make the file type selections in the middle part of
the TCPwar e FTP- QpenVMS Fi l e Transfers screen (see Figure 3-4).

Table3-2 Client-FTP File Transfer Formats

Thisfile With

format... extension... | Means...
Formatted ASCII records terminated with a CR and LF and transferred as
ASCII ASCII. Usefor al except formatted binary and image files.

maximum formatted ASCII record sizeis 8192 bytes. In
OpenVMS-to-"FTP ASCII" conversion, CR/LF pairs are added
totheend of records. In"FTP ASCII"-to-OpenVMS conversion,
CR/LF pairs are removed from the end of records.

Formatted .OBJ Binary records transferred as IMAGE. In OpenVMS-to-"FTP
Binary STB IMAGE" conversion, record header and checksum are added to
' all records. In"FTPIMAGE"-to-OpenVMS conversion, record
.BIN header and checksum are removed from each record.
.LDA Remote hosts might not be able to distinguish between formatted

binary and image files because both file types are transferred
using "FTP IMAGE" format. In this case, the formatted binary
files are stored asimage files (and if properly transferred back,
are formatted binary filesagain). Thisistypically not a problem
because formatted binary files are system-dependent files.
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Table3-2 Client-FTP File Transfer Formats (Continued)

Thisfile
format...

With
extension...

Means...

BLOCK

File blocks transferred as IMAGE. Usefor STREAM,
STREAM_CR, STREAM_LF, and UNDEFINED record
formats. Providesthe highest transfer rates since it involves
minimal processing.

Very similar to image mode. In OpenVMS-to-"FTP IMAGE"
conversion, and OpenVM Sfileis read using block-1/0 mode
without regard to record structure. In"FTP IMAGE"-to-
OpenVMS conversion, an OpenVMSfileis created with the
STREAM_LF recordformat and is written using block-1/0
mode.

Note! No padding of the last block of data occurs.

Block mode is particularly useful for fileswith a STREAM,
STREAM_CR, STREAM_LF, or UNDEFINED record format.

FORTRAN

Like formatted ASCII except that first character of each line
controls how to display each line. Conversions are the same as
for formatted ASCII.

Attributes for the output file reflect that the file hasa FORTRAN
carriage control format. Some hosts do not distinguish between
FORTRAN carriage control and ASCII files and might not
support this transfer format.

IMAGE

.EXE
.TSK

.OLB
.MLB
.SYS
.SML
.ULB

Fixed-length binary records transferred as IMAGE. In
OpenVMS-to-"FTP IMAGE" conversion, records are read asis.
In"FTP IMAGE"-to-OpenVMS conversion, records are written
asfixed length. If the last record istoo short (less than 512
bytes), it is padded with binary zeros.

VMS

Use for RMSfile transfers between OpenVMS systems.
Systems that support this structure negotiate it automatically.

The VM Sfile structure types are richer than those of UNIX for
which FTPisdesigned. ThusVMS and VMS-Plus modes were
added to help in transferring OpenVM Sfiles.
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Using GET, PUT, and COPY
Usethe GET, PUT, or COPY commands to transfer files.

GET "Gets' acopy of afile from the remote host and placesit in the current local directory.

PUT "Puts* acopy of alocal filein the current directory on the remote host.

COPY | "Gets' or "puts" acopy of afile, depending on use of the/LOCAL or /REMOTE

qualifier after the source or destination parameter. COPY requires the destination
parameter.

Command line method. Figure 3-9 shows the format and filename syntax of the GET, PUT, and
COPY commands. Follow the examples and observe the following conventions when you transfer
files between remote and local hosts (the sequence is not important):

Note!

If using GET or PUT, omit destination if you want to use the source filename (and extension if it
exists), unless source is a quoted string. COPY requires the destination parameter. If using
COPY, use awildcard (asterisk) for destination when you want to use the source filename as the
destination filename.

If copying to or from a non-OpenVMS filespec, encloseit in double quotes (" ).

Separate multiple filespecs with commas.

If using wildcarded source filespecs (with an asterisk), use the/MULTIPLE qualifier.
Alternatively, usethe MGET or MPUT command to copy wildcarded sourcefiles. (Notethat this
requires setting the remote default directory first.)

Including an asterisk (*) after the semicolon (;) in adestination parameter preserves thefile
version when copying to a remote host.

If the file version in the source parameter already exists at the destination, that version is
overwritten at the destination. Also, you do not get a warning if a higher numbered destination
version already exists.

If a DECnet file, use the full OpenVMS filespec.
At this point, the file transfer format you determined isimportant.

See the GET, PUT, and COPY commands in the Command Reference. The RCP command is also
available at the DCL prompt for remote file copies (see Chapter 7, RCP: Copying Files, for details
on itsuse).

Note!

FTP-OpenVMS does fast transfers between two OpenVMS systems using VMS file structure or
VMS Plus Mode (for HP TCP/IP Services for OpenVMS (UCX) servers). When FTP-OpenVMS
identifies file transfers between two OpenVMS hosts running TCPware, it automatically
transfers files in large blocks rather than small records. These VMS modes greatly increase the
transfer speed and preserve all Record Management Services (RMS) file attributes. The VMS
modes are disabled with non-OpenVMS systems. See Table 3-2 on the previous page for the
file transfer format descriptions.
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Graphical user interface method. To transfer files:

From local click one or morefilesonthe"Local" part of theFi | e Tr ansf er s screen (see
toremote Figure 3-3) and click Copy- - >. To give the file a specific name on the remote
host, enter afilenameinthe New Renote Fil e/ Dir Nane field.
Fromremote | click one or morefiles on the "Remote" part of theFi | e Tr ansf er s screen
tolocal (see Figure 3-4) and click <- - Copy. To give the file a specific name on the

local host, enter afilenamein the New Local Nane field.

See the following information on symbolically linked UNIX systems.

Figure3-7 GET, PUT, and COPY Command Format

=0z

LTI
§ FTF

FTF=

% CREATE FTP_STARTUF.COM
(HFEH IRIS SMITH “Samdy™
SHOW STATUS

& EDIT LOGIH, COoM

% DEFINE'PROCESS FTP_STARTUP "SYSILOGIMFTP_STARTUP.COM™

240 RIS proscass. com (192,188,122 34) FTP-OpanyE FTFD WS 5 (ch 2001
Figceii Sobasbng
331 Paseword required .

Z30-

- Walcoms 10 Dpanhs Wi wia 2 (IR1E)
- with TCPwasa 5.5

230-

230 Uzer logged in, procesd.
25T BV EESY SROOT | SYEMER)"
Cli-FTP %5 5 Copyright [c) 2007 Process Sofiwar

Connecied fo RIS process.com (1921683, 12.34).
Logged m as user “SHTH".

The local defaull is ENG_DOC [ENGINEERING, SMITH]
The remots wearking desctory i SYSERIS [SMITH]

Dalaul gqualfiars are AME

Symbolic linksin UNIX systems. UNIX systems can have files or directories pointing to other
files or directories, known as symboalic links. TCPware treats symbolic links as directories, which
appear intheRenot e Di rect ori es field on the menu screens. Once you click and perform an
operation on asymbolic link, the directory name disappears from the Renot e Di rect ori es field
and the file to which it points appearsinthe Renot e Fi | es field. You can then treat thefile like a

regular UNIX file.
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Anonymous Users

You can access some remote resources as an ANONY MOUS user instead of with your usual
username and password. Thisis especially useful for accessto sites such asthe U.S. Library of
Congress (LOCIS.LOC.GOV) that allow anonymous user access to some of their files.

Anonymous access depends on your use of the/ANONY MOUS qualifier with the FTP commands
that require afile or directory specification using the node name syntax.

You can access some remote resources asan ANONY MOUS user in one of the following ways (see

Figure 3-9):

1 By default, use the node name file syntax (as described below) with any FTP command that
requires afile or directory specification (such as COPY, DIRECTORY, RENAME, and SET
DEFAULT). Thisfile syntax sends the ANONY MOUS username and your e-mail address asa

password.

Thus, the following file or directory specification: node::path
isequivalent to: node"”ANONY MOUS your-email-address"::path

With OpenVMS Alpha V6.1 and later, and all OpenVMS 164 systems, node can be a domain
name or | P address.

2 Usethefilespec syntax described in Figure 3-8 and (optionally) add the/ANONYMOUS
qualifier, or deny remote anonymous access using the /NOANONY MOUS qualifier.

Using the node name file syntax (and the/ANONY MOUS or /NOANONY MOUS qualifier) affects
the following FTP commands:

COPY CREATE/DIRECTORY DELETE DIRECTORY DISPLAY
GET LS MDELETE MGET MKDIR
MPUT PUT RENAME RMDIR SET DEFAULT

Figure 3-8 shows examples of how to allow or deny anonymous user access to remote resources.
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Figure3-8 Anonymous User Access

The following examples assume a user with E-rral addess SEliEr i wanting accessto
anonymous directories on DETA

FTP: DIRECTORY DELTA:]

This is equivalentto:

FTP> DIRECTORY DELTA"ANOMYMOUS SAME@HOMER.COM"
which iz also equivalkentto:

FFTF DELTA AMONYMOUS SeM@HOMER. COM
FTP: DIRECTORY

FTP: COPY DELTR:[STUFF.TAT [1]

This copies the STUFF.TAT file from the anonymous directory on remiote host DELTAothe kcd
host and is the same as:

FTP> COPY DELTA:[STUFF.TAT MANONYMOUS [2]

which is equivalentto:

FTP: COPY DELTA"ANOMYMOUS SAM@HOMER. COM":STUFF.TAT

FTP> MGET DELTA::[* * [1]

This copies the entire anomymous login directory on DELTAto the local host and s equivaent to:
FTP> MGET DELTA"ANOMYMOUS SAM@HOMER. COM"::[[**

FTP: SET DEFAULT DELTA:] [1]
FTP:> CO DELTA:]

Both equivalent commands set the remote directony to the anonymodts dectony on DELTAand e
equivalentto:

FTP:> SET DEFALULT DELTA"ANONYMOUS SAM@HOMER . COM"::]
FTP:> GET DELTA:[JSTUFF.TAT JHOAMNONYMOUS [2]

This disables aceess to the anonymous diectony on DELTA

Startup Command File

3-16

You can have a startup file execute FTP commands each time you invoke FTP. The startup file
contains commands you want your system to perform at the beginning of each FTP session. Your
system manager might already have defined a system-wide FTP startup file. Creating an FTP

startup fileis optional.

The startup command file in Figure 3-9 opens a remote connection, sends the password, and

initiates a SHOW STATUS command.

You can set up an FTP startup command file or override one established by the system manager at

the system level using the following procedure:

1 Createan FTP_STARTUPRCOM filein your directory.
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Note!

In thefile, include the FTP commands you want executed each time you start an FTP session. If
you include a password, make sure to use quotation marks to preserve case.

Edit your LOGIN.COM file and define the FTP_STARTUP logical to point to the startup file:

$ DEFI NE/ PROCESS FTP_STARTUP " SYS$LOG N FTP_STARTUP. COM'

Using the DEFI NE/ PROCESS FTP_STARTUP entry in the user's LOGIN.COM file causes that
file to override any FTP startup command file at the system level.

Run FTP.

Whenever you run Client-FTP, it looks for the file to which the FTP_STARTUP logical paints,
and processes all the commandsin that file.

If the EXIT or QUIT command appears in the startup file, Client-FTP:

— Ignores all commands following the EXIT or QUIT command.
— Continues with FTP operations after the startup command file.

VERBOSE mode is set ON by default so that you can read replies from the FTP server when
you connect or change server directories. This means that you do not need to include the SET
DEBUG /CLASS=REPLIES (or its equivalent VERBOSE) command in the startup command
file. Although an existing SET DEBUG /CLASS=REPLIES command in the file does not change
the mode, a VERBOSE command toggles VERBOSE mode OFF. (See the SET DEBUG
/CLASS command description in the Command Reference.) If you are an ANONYMOUS user,
VERBOSE mode might help in reading any informational messages the FTP server creates.

Figure3-9 Setting Up a Sartup Command File

§ CHEATE FTP_STARTUP, COM [1]
OPEN 5 SMETH 5 amdy ™

SHUW STATUS. 2]

=il

T LOGIH, GO

FDEFMEPROCESS FIF _STAATUF “SWSILOGIFTP STARTUP. CON™

<cate> 4
TP

0 RIS procsss oo (92 168 12 3] FTR.Omes™E FTPD VS 5 [c) 200
Fmress Sirfwnre

11 Passwvoii] regiarsid

Py

i Wirlcome 1o I'_'I|;¢_-r'||'l'|lS WA v RIS

.l NS wathh TCPvarm £

o

250 Uber lngged is, proc ped
27 RYSISYEROOT |[EYEMGH T
Elael-FTP ¥ £ Capyripha (2] 2008 Process Solegs

Canrmcind 1p FE piecsss com (15 160 17 34
Lepmyad i ard mseai "EMITH™

Thie bical delag in ENG_DOC [ENGRNEERING SPdITH|
This memiele weilisg discisly i STSHRE: |SMITH]

Clalagk rpund fmrn ow RIS

FTP=

(3]
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Site-Specific Commands

The FTP-OpenVMS Server supports the SITE SPAWN and SITE SHOW TIME site-specific

commands. The Client-FTP can issue these commands at any time.

Site-specific commands can vary depending on the remote FTP server; some servers do not support

any.

Issue the FTP-OpenV M S site-specific commands in one of the following ways at the FTP> prompt

(see Figure 3-10):
1 SITE SHOW TI ME

This command returns the current date and the time of day for the OpenVMS system in the reply

message.
2 SI TE SPAWN dcl - command

This command allows you to execute any DCL command as a subprocess. You typically usethis
command to print files, submit batch jobs, execute command procedures, or issue other

commands.

The screen does not display the output the subprocess generates. The system returns status from

the subprocess as the status for the SITE SPAWN command.
Note! Spawning is not allowed for CAPTIVE accounts.

See the SITE and SPAWN commands in the Command Reference.

Figure3-10 Issuing Site-Specific Commands

$ FTP

FTP> OPEN CONDOR
_Usernane [wonbat]: WOVBAT
_Passwor d:

FTP> SI TE SHOW TI ME

200 The date and tine is “3-NOV-2001 11:36:18. 30"

FTP>

FTP> DI R

Di rect ory DOC$DI SK: [ DOCUMENT. WOVBAT]

ANDY. TXT; 1 4 4- NOV-2001  09:08:41.13
CYN. PS; 2 53 14- JAN-2001  14:10:41. 22
DNI P. TXT; 1 8 10- JAN- 2001  14:00: 08. 40

DO HELP. TXT; 1 8 19- NOv- 2001 09:49:37.92

FTP> SI TE SPAWN PRI NT/ QUESENG_PRI NTER_ANSI ANDY. TXT

200 SI TE comrand okay.
FTP>
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Sample Session
This section describes a sample FTP-OpenVM S session.

See Figure 3-11 for the corresponding numbered steps. In this example, a user on local host BETA:

1

00 N o gk~ WN

9

Starts Client-FTP, opens a connection to remote host THETA, and logsin as user SMITH (the
display does not echo the password at the prompt). (If you are using Token Authentication, enter
your PASSCODE in place of the password here.)

Using PUT, copiesthe local SYS.EXE fileto THETA.

Using GET, copies the SY S.EXE file on THETA back to BETA.

Obtains aremote directory listing. Thereisa SY S.EXE file.

Deletesthe SY S.EXE file.

Obtains another remote directory listing. SY S.EXE is now gone.

Obtains alocal directory listing. Note that SY S.EXE;1 still existslocally.

Opens a connection to host ALPHA (running OpenVMS and FTP-OpenVMS) and logsin as
USER. This closes the connection to THETA.

Obtains a remote directory listing on ALPHA.

10Using GET, copiesthe ASCII file SCREEN_FTRTXT on ALPHA to BETA.
11 Changes the default for transferring files from formatted ASCI| to IMAGE.
12Using GET, copies the SEND-NORM.BIN, SEND-NORM.OBJ and SEND.OBJ files from

ALPHA asimage files on the local host.

130btains alocal directory listing. SCREEN-FTRPTXT, SEND-NORM.BIN, SEND-NORM.OBJ,

and SEND.OBJ are now present.

14Exits FTP.
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Figure3-11 Sample FTP-OpenVMS Session

(BETA) F FTP

FTP> OPEM THETA [1]

_U=zemame [smih]: SMITH

_Pas=wond:

FTP> PUT 5%5.EXE*

FTR> GET 573 EXE* (2] 3]

FTP: OIR [4]

total4

M- K- 1 smih  users 340 Ot 1 16:34  login
-MUXT-Xr-x 1 smih  users 138 Ot 1 16:34  _profie
dnpsr-xr-x 2 smih uses  §12 Oct 1 16:34  bin
-MW-r--T-- 1 smih  users 46080 Oct 1 10:58  sysexs
FTP> DELETE 5%5.ESE [5]

FTP: DIR [6]

totald

-MUXT-Xr-x 1 smih  users 340 Ot 1 16:34  login
-MUXT-XF-x 1 smih  users 138 Ot 1 16:34  _profie
dnpsr-xr- 2 smih uses 512 Ot 1 16:34  bin
FTP: LOIR [7]

Directory DOCEDISKOOCENG]

AHDY . THTA CYH.P52 DO_HELP.THT;1

GLOSSARY . THT1 HELF.DIR;1 KIT_IMFO.P5;1

LivE_PERSOMAL. LINEBASET 55 EHE

Total of & fies.

FTP> OFPEM ALFHA

_Usemame [smih]: USER [8]

_Pas=wond:

FTP: DIR I}9]

GLOSSARY . THT1 HOE. DR EIT_BUILD.HLE:1
Li'k_PERSOMAL LINEBASE] SCREEH-FTP.THT,1  SENMD-HOR.BIN;
SEMDO- HORKA. DB SEND.OBJ

FTP> GET SCREEN-FTP THT [10] 11

FTP: SET DEFALILT fIMAGE [ ]

FTP: GET SEMD-NORM.EIN, SEND_NORM.OEJ, SEMO.OE [12]
FTP: LOIR Bfiﬁ”

Directory DOCHEDISE:[DOCBNG]

AHDY.THTA CYH.P52 O0_HELP.TXT;1
GLOSSARY . THT1 HELP.DIR;1 KIT_IMF O.P51
Li'E,_PERSOMNAL LINEBASET SCREEMN-FTP.THT1

SEMDO- HORhA.BIN;1 SEND-HORKM.OBJ;1 SEMD.0R

SY5.EE

Total of 12 fies.

FTP: EXIT [14]

Command Reference

The following pages describe the FTP-OpenVMS commands. Table 3-3 contains command
synonyms you can use interchangeably with FTP-OpenVMS commands. Table 3-4 shows
commands you can use to do various tasks. Each command includes the graphical user interface
equivalent, if available.
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Enter FTP commands at the FTP> prompt. Client-FTP supports the following commands:

ACCOUNT ERROR_EXIT REMOTEHELP SET STATUS
CLOSE EXIT RENAME SITE

COPY GET SET BELL SPAWN
CREATE/DIR HELP SET DEBUG STRUCTURE
DEFINE/KEY LDIR SET DEFAULT TYPE
DELETE OPEN SET HASH USER
DIRECTORY PUT SET LOWERCASE

DISPLAY PWD SET PASSIVE

ENABLEVMS_PL QUOTE SET VMS

Table3-3 FTP Command Synonyms

Thiscommand...

Isa synonym for the FTP command...

ASCII TYPE ASCII

BELL Toggles between SET BELL and SET NOBELL
BINARY or IMAGE TYPE IMAGE

BYE or QUIT EXIT

CD SET DEFAULT /REMOTE

CONNECT OPEN

DEBUG Toggles SET DEBUG/CLASS=COMMANDS
DISCONNECT CLOSE

H HELP

HASH Toggles between SET HASH and SETNOHASH
LCD SET DEFAULT/LOCAL

LISTorLS DIRECTORY/NAME_LIST

LOGIN USER

MDELETE DELETE/MULTIPLE

MGET GET/MULTIPLE
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Table3-3 FTP Command Synonyms (Continued)

Thiscommand...

Isasynonym for the FTP command...

MKDIR CREATE/DIRECTCORY

MPUT PUT/MULTIPLE

PASSIVE Toggles between SET PASSIVE and SET NOPASSIVE
RECV GET

RM DELETE

RMDIR DLETE/DIRECTORY

SEND PUT

STATUS HOW STATUS

VERBOSE Toggles SET DEBUG/CLASS=REPLIES

4 SPAWN

Table3-4 Commandsto Useto Perform Various Taskson the Local System

DEFINE/KEY Associate an equivalence string and set of attributes with a keyboard
key

HELP Bring up the Client-FTP online help facility

LCD Set your local default directory

LDIR List filesin your local directory

SET BELL Ring terminal bell after completing afile transfer

SET DEBUG Display of debugging information

SET HASH Enable hash marks during afile transfer

SET LOWERCASE

Convert unquoted fileneamesto lowercase in afile transfer request

SET PASSIVE Sets passive mode

SET VMS FTP-Client negotiates with the server for VM S file structure when
opening a connection

SHOW STATUS Show the status of the current connection and local default directory

SPAWN Executive DCL commands without exiting FTP
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Table3-4 Commandsto Useto Perform Various Taskson the Local System (Continued)

STRUCTURE Change the default file structure for atransfer (FILE, RECORD, or
VMS)

TYPE Change the default file transfer format (ASCII, BINARY, IMAGE,
FORTRAN, BLOCK, VARIABLE, or DEFAULT)

Table3-5 Commandsto Useto Perform various Tasks on the Remote System

CD Change the remote default directory

DELETE Delete afile or directory on the remote host

DIR, LIST, or Is List files on the remote host

MKDIR Create adirectory on the remote host

PWD Display the name of the current working directory on the remote host
QUOTE Send an FTP command to the remote server

REMOTEHELP Bring up the remote FTP server’s online help facility

RENAME Rename afile on the remote host

SITE Issue a site-specific command to the remote server

USER Set the username at the remote host

Table3-6 TCPwareFTP Logicalsfor Users

FTP_STARTUP
Define the FTP_STARTUP logical to point to the FTP_STARTUR.COM file. For example:

$ DEFI NE / SYSTEM / EXECUTI VE FTP_STARTUP SYS$MANAGER: FTP_STARTUP. COM

Client users can override this startup file by creating their own. Including the command
DEFINE/PROCESS FTP_STARTUP in auser's LOGIN.COM file overrides any

TCPWARE_FTP_MAX_PRE_ALLOCATION

Thelogica TCPWARE_FTP_MAX_PRE_ALLOCATION may be defined to limit the size that
afilewill be pre-allocated to when file size information is available at transfer time. This can be
important when transferring very large files, asit can take along time to pre-allocate the file at
the start of the transfer and timeout routinesin FTP and/or firewalls may cause connectionsto be
dropped. Thislogical does not have any effect for STRU OVMS transfers of Indexed,
Contiguous, or Contiguous, Best Try files; these files need to have accurate allocation size
information at the start of the transfer.
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Table3-6 TCPwareFTP Logicalsfor Users

TCPWARE_ADD_CC_ON_FIXED_RECORD_FILES

If thislogical isdefined to TRUE and afileistransfered as TY PE IMAGE with QUOTE SITE
RMSBLOCK OFF in effect, the FTP server will separate the records of afixed length record
file with the linefeed character. Thisis useful for avoiding the explicit conversion necessary
when transfering the file to anon-VMS system with an FTP client that is not able to do record
mode transfers.

TCPWARE_FTP_ALL_VERSIONS

Requests the NLST and LIST commands to display al versions of the specified files. If
TCPWARE_FTP_ALL_VERSIONS s defined, the logical
TCPWARE_FTP_STRIP_VERSION has no effect.

TCPWARE_FTP_ALL_VERSIONS isignored if the FTP server isin UNIX emulation mode.

TCPWARE_FTP_DISALLOW_UNIX_STYLE

Controls whether UNIX style filename parsing is done. If not defined and a/ isfound in the
filename, it is assumed to be a UNIX style filename. The ?in the logical represents where
defined values go. Defined values can be either alpha or numeric.

$ DEFI NE / SYSTEM / EXEC TCPWARE_FTP_DI SALLOW UNI X_STYLE FALSE

TCPWARE_FTP_EXTENSION_QUANTITY

Defines the default all ocati on/extention quantity for new files and appends. The ?in the logical
represents where defined values go. Defined values can be either alpha or numeric.

$ DEFI NE / SYSTEM / EXEC TCPWARE_FTP_EXTENSI ON_QUANTI TY n (nunber of
bl ocks)

TCPWARE_FTP_KEEP DIR_EXT

Sometimes the FTP server strips the .DIR extension from the file name of a directory when the
NLST function is requested. The FTP server now looks for the logical
TCPWARE_FTPD_KEEP DIR_EXT and, if defined, does not remove the .DIR extension. To
use this feature, define the logical as:

$ DEFI NE TCPWARE_FTPD_KEEP_DI R_EXT TRUE
To return to the default behavior, deassign thislogical.

TCPWARE_FTP_MESSAGE_FILE

Defines the message file the FTP user sees when connecting to the server or moving between
directories. The definition of thislogical is commented out but defined in the
FTP_CONTROL.COM file asfollows:

$ DEFI NE TCPWARE_FTP_MESSAGE_FI LE ". MESSAGE"
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Table3-6 TCPwareFTP Logicalsfor Users

TCPWARE_FTP_NOKEEPALIVES

If thislogical is defined, the FTP server will not send keepalives on the control channel. The
KEEPALIVE command allows the FTP client program to toggle, whether or not it desires
keepalives to be sent on the control channel. The SET [NO]KEEPALIVE command allows the
FTP client to explicitly set whether or not it desires keepalives on the control channel.

TCPWARE_FTP_ONLY_BREAK_ON_CRLF

If thislogical isset and an ASCII fileistransferred, anew lineis created in the file upon receipt
of acarriage return/line feed sequence.

If thislogical isnot set and an ASCII fileistransferred, anew lineis created upon receipt of
either a carriage return/line feed sequence or aline feed.

TCPWARE_FTP_SEMANTICS FIXED_IGNORE_CC

If thislogical isdefined to TRUE, then GET operations of fixed lengths record files will not
have a <CR>(carriage return)<L F>(line feed) added to the end of each record. The ?in the
logical represents where defined values go. Defined values can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_SEMANTI CS_FI XED_| GNORE_CC ?

TCPWARE_FTP_SERVER_LOG_LIMIT

By setting thislogical in the LOGIN.COM file, you can specify that log files be retained. Set the
logical name to adash (-) to retain al log files, or specify anumber in the range of 1 to 32000.

Directory size restrictions limit the number of potential files that can actually be created. If you
do not specify anumber or value, onelog fileis created or overwritten for each FTP session. Use
the DCL PURGE command to delete unneeded log files. The following example specifies that
42 log files be retained:

$ DEFI NE TCPWARE_FTP_SERVER LOG LIM T 42

TCPWARE_FTP_STRIP_VERSION

Causes VM S mode output to have no versions. The ?in the logica represents where defined
values go. Defined values can be either apha or numeric.

$ DEFI NE / NOLOG TCPWARE_FTP_STRI P_VERSI ON ?

TCPWARE_FTP_USE_SRI_ENCODING_ON_ODS5

Thelogical TCPWARE_FTP_USE_SRI_ENCODING_ON_ODS5 can be defined to 1, TRUE
or YES to cause the file name encoding used for UNIX-style file names on ODS-2 disksto be
used on ODS-5 disks. This also sets the default case of lettersin filenames to lowercase and
ignores the stored case.
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Table3-6 TCPwareFTP Logicalsfor Users

TCPWARE_FTP_UNIX_STYLE_BY_DEFAULT

If you define thislogical, the FTP server startsin UNIX emulation mode.

The ?in thelogical represents where defined values go. Defined values can be either alpha or
numeric.

$ DEFI NE / NOLOG TCPWARE_FTP_UNI X_STYLE_BY_DEFAULT ?

When sending the command from a non-OpenVMS client, a space is required between thefile
specification and the qualifier. For example:

$ GET filename /LOG

Previous command syntax: ftp>put xx x.x/image=2048

New command syntax: ftp>put x.x “x.x/fimage=2048"

You can disable this feature so that the FTP server can accept an OpenVMS transfer mode
qualifier without including the space between the file specification and the qualifier. To disable
this requirement, define the logical:

$ DEFI NE TCPWARE_FTPD_NOUNI X_SYNTAX “ TRUE"

TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE

Allows UNIX style filename handling to be case insensitive. The ?in the logical represents
where defined values go. Defined values can be either alpha or numeric.

$ DEFI NE / NOLOG TCPWARE_FTP_UNI X_STYLE_CASE_| NSENSI Tl VE ?

TCPWARE_FTPD_NOUNIX_SYNTAX

When sending a command to a non-OpenVMS client, a space is required between the file
specification and the qualifier. For example:

FTP> GET filename/LOG
Previous command syntax: ftp>put xx x.x/image=2048
New command syntax: ftp>put x.x “x.x/fimage=2048"

You can disable this feature so that the FTP server can accept an OpenVMS transfer mode
qualifier without including the space between the file specification and the quaiifier. To disable
this requirement, define the following logical:

$ DEFI NE / SYSTEM / EXECUTI VE_MODE TCPWARE_FTPD_NOUNI X_SYNTAX “ TRUE"

Troubleshooting

Access error messages help by entering HELP TCPWARE MESSAGES [i denti fi er], or connect
toweb siteht t p: / / www. process. com(select Cust omer Support followed by the Er r or
Messages button).
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ACCOUNT

Specifies the user's account if the remote server requiresiit.

Format
ACCOUNT account

Parameter
account

User's account. Enclose in quotesif it contains special characters or embedded spaces, or contains
mixed-case characters.

Example

The following specifies account Smith on the remote system. Use quotes around the mixed-case
account name.

FTP> ACCOUNT " Snith"
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CLOSE

Closes the connection to the remote FTP server if oneis open and keepsyou in FTP.
OPEN and CONNECT also close an existing connection before opening another one.
Graphical User Interface Equivalent

TCPwar e FTP- QpenVNMS Fil e Transfers—Connecti on—C ose

or Open

Format
CLOSE

Synonym
DISCONNECT

Example
The following closes the current connection:

FTP> CLOSE
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COPY

Copiesfilesto or from aremote host. You specify whether the source or destination fileislocal or
remote using the /LOCAL or /REMOTE qualifier. COPY supports full wildcard filespecs except
wildcard symbols enclosed in a quoted string. Use the /MULTIPLE qualifier for awildcard remote
source filespec. /REMOTE also supports use of asterisk (*) wildcards after asemicolon (;) in
remote file specifications. This creates the same version in the destination file as in the source file
(instead of creating anew version). If the server isnot OpenVMS, the version number is part of the
filename. TCPware does not issue awarning if the server host already has a higher numbered
version.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fil e Transfers— Selectfile(s)inLocal Files forlocal-to-
remote copy, or select file(s) in Renot e Fi | es for remote-to-local copy—,Copy- - > for alocal-to-
remote copy, or <- - Copy for aremote-to-local copy. Give file new name, if desired, in New Local
Name or New Renote File/Dir Name

Format
COPY source[,source,...] destination

Equivalents
GET= COPY source /REMOTE destination

RECV= COPY source /REMOTE destination

MGET= COPY source /REMOTE /MULTIPLE destination
PUT= COPY source /LOCAL destination

SEND= COPY source/LOCAL destination

MPUT= COPY source/LOCAL /MULTIPLE destination

Parameters
source

Input filespec. Use a comma between multiple filespecs. Enclose the filespec in quotes if you want
to preserve case and did not use the SET NOLOWERCA SE command. The format is:

node"user nane password"::path

node hostname or DECnet node name (with OpenVMS Alpha V6.1 and later, and all
OpenVMS 164 systems, the hostname can be a domain name or |P address)

username | valid account on the host

password | password (PASSCODE if using Token Authentication) for the account
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path location and name of thefile

You can omit the node" user nane passwor d": : part of the specification unlessit isfor a
DECnet file. If omitted, Client-FTP uses the current default directory. You can usethe node::pat h
syntax (omitting the username and password) if you want access to anonymous FTP resources. In
this case, FTP-OpenVMS implicitly adds the /ANONY MOUS qualifier.

Use the/LOCAL or /REMOTE qualifier after the parameter, depending on the context. The local
filespec must conform to OpenV M S filenaming rules. The remote filespec must conform to the
filenaming conventions of the remote host.

Enclose the pathname in quotesif it contains delimiters or symbols the FTP server could possibly
misinterpret. For example, the following remote filespec is enclosed in quotes because it includes
dashes (/) that OpenVMS normally interprets as qualifier delimiters:

ALPHA"smi t habcd"::"/usr/bin/proj1.txt"

destination

Output filespec. Enclose the filespec in quotes if you want to preserve case and did not use the SET
NOLOWERCASE command. If wildcarded (*), Client-FTP uses the source filename or extension,
unless the filespec is a quoted string. See the source parameter for the destination filespec format.

To obtain the same version number in the destination file as in the source file (instead of creating a
newer one), wildcard the destination file version using ;*. Note that if the server is not an
OpenVMS hogt, the version number isincluded in the filename. You do not get awarning if the
server host already has a higher numbered version. Also, if the server host already has the version
specified, the old file with that version is overwritten.

Transfer Qualifiers (Positional)
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/LOCAL

The preceding fileis on the local host. If /LOCAL follows source, /REMOTE isimplicit for
destination. If /LOCAL is omitted, Client-FTP searches for anode; if found, Client-FTP assumes
thefileis remote. Do not use for both source and destination.

/REMOTE

The preceding file is on the remote host. If /REMOTE follows source, /LOCAL isimplicit for
destination. If /REMOTE is omitted, Client-FTP searches for anode; if found, Client-FTP assumes
thefileis remote. Do not use for both source and destination. (See the destination parameter on
how to preserve version numbers on a remote copy.)

/MULTIPLE

Transfers multiple files. Use after source only. Include wildcards in source only because some
remote hosts do not recognize the OpenVMS asterisk and percent characters as wildcards. The
remote host's server must support the FTP NLST command. Not all servers support VMSfiles. If
the server does and you do not specify another mode (using aqualifier or the STRUCTURE or SET
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DEFAULT commands), /VMS is the defaullt.

File Type Qualifiers (Positional)
If you omit one of the file type qualifiers, Client-FTP transfers the file based on either:

* The current default setting; for example, ASCII or IMAGE.
* Theextension (type) of the file you want to copy (see Table 3-2).

Setting afile type qualifier overrides the default transfer format for this transaction only. (See also
the SET DEFAULT command.)

/ASCII

Transfers the preceding file in formatted ASCII format (see Table 3-2).

/BINARY

Transfers the preceding .BIN, .LDA, .OBJ, or .STB file in formatted binary format.
/BLOCK

Transfers the preceding STREAM, STREAM_CR, STREAM_LF, or UNDEFINED filein block
mode (see Table 3-2).

/[FORTRAN

Transfers the preceding file in FORTRAN mode. Thefirst character of each record isa FORTRAN
carriage control character. Some hosts do not recognize this transfer format.
/IMAGE[=size]

Transfersthe preceding filein image mode. Optional size setsthe record size of thelocal output file
(see Table 3-2). Does not apply to remote output files. The maximum size for this qualifier is
32768.

/RECORD

Transfers the preceding file using STRU R so asto communicate the record structure during the
copy. Not all servers support record structure mode. If you specify both /RECORD and /VMS,
Client-FTP uses/VMS.

/VARIABLE

Transfers an imagefile (see/IMAGE) in variable length record mode. At the destination site, all
/IMAGE records have afixed length. Appliesto local output image files only. This qualifier has
meaning only if the /IMAGE qualifier is present.

VM S

Transfers the preceding filein VMS file mode (see Table 3-2). Allows you to transfer any type of
RMSfile between OpenVMS systems. If you use /VMS, Client-FTP ignores/APPEND, /ASCII,
/BINARY, /BLOCK, /[FORTRAN, /IMAGE, and /VARIABLE. If you specify both /RECORD and
IVMS, Client-FTP uses /VMS.
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Oth

3-32

er Qualifiers (Non-positional)

/ANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) anonymous user access to remote
resources. You can omit /ANONY MOUSif you usethe node file syntax (node: : pat hnane). (See
Anonymous Users.)

/APPEND

Appends the source file to the destination file. If the destination file does not exist, Client-FTP
createsit. Only valid if appending to afile with the samefile transfer type. Some remote hosts
might not support this operation.

JCONFIRM
/NOCONFIRM (default)

/CONFIRM issues a confirmation prompt before copying afile. Useful when source contains
wildcards so that you can confirm each file copy. Respond with Y or N. /NOCONFIRM isthe
defaullt.

If confirming multiple file copying, use with COPY/MULTIPLE with awildcard value. Position
the qualifier immediately after the COPY verb to relate to all files, or after the particular filename
to relate to that file only.

/CONTIGUOUS=blocks

Local output file should have aninitial contiguous allocation of the specified number of blocks. If
the output fileis smaller than the specified blocks, Client-FTP truncates the allocation. If the output
fileislarger, the additional allocations are non-contiguous. Does not apply to remote outpuit files.

/FDL

Uses and then del etes a separate FDL file describing the specified file's OpenVMS RMS record
attributes. This qualifier is useful after aPUT /FDL operation from aVMS node transfersafileto a
non-VMS node: the GET /FDL operation can then return the file with the proper record attributes
back from the non-VMS node. The default is not to create an accompanying FDL file. The TY PE
command determines the type of file. A transfer of:

* ASCII dataresultsin asequential file with variable length records (the default).
* IMAGE dataresultsin a sequential file with fixed length records of 512 bytes.

/IGNORE
/NOIGNORE (default)

/IGNORE ignores errors so that copying can continue with the next file. /NOIGNORE terminates
copying if an error occurs.

ILOG
INOLOG (default)

/LOG displaysfile specifications for each filetransferred. /NOLOG does not display the transferred
file's specifications.
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Examples
1 Each of these commands copies the STUFF.TXT file from the local host to remote host SY S1
(the receiving system stores the file under the same filename in user SMITH's directory):

FTP> COPY STUFF. TXT SYS1"SM TH SECRET": :
FTP> PUT STUFF. TXT SYS1"SM TH SECRET"::

2 Each of these commands copiesthe DATALTXT and DATA2.TXT filesfrom the remote host to
the local host, assuming that a connection to the remote host is currently open:

FTP> COPY DATAL. TXT, DATA2. TXT / REMOTE *
FTP> CGET DATAL. TXT, DATA2. TXT

3 Each of the following commands copiesall .BASfilesfrom aremote OpenVMS host to thelocal
host. The /MULTIPLE qualifier and the asterisk wildcard are used in the COPY command, and
they are omitted in the equivalent MGET command.

FTP> COPY *. BAS/ REMOTE/ MULTI PLE *
FTP> MGET *. BAS

4 Theissuer of the following command wantsto copy all local .SQL type filesinto multiple files
in the remote UNIX system's directory.
FTP> COPY *. SQL/ LOCAL/ MULTI PLE "/ usr/users/sql/*"

To accomplish this, the issuer uses an asterisk wildcard in the output filespec, asin Example 3.
However, the result is not as intended. Because the asterisk is part of a quoted string, the
command actually copiesthefilesinto asinglefileliterally named * on the remote host.

To avoid this, set the remote default directory to the full pathname. You do not have to specify
the quoted pathname in the COPY command:

FTP> SET DEFAULT/ REMOTE "/ usr/users/sql"

FTP> COPY *. SQL/LOCAL/ MULTI PLE *

The asterisk now acts as a true wildcard, with the intended result.
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CREATE/DIRECTORY

Creates adirectory on the remote host. The/DIRECTORY qualifier isrequired as part of the
command. Some remote hosts might not support directory creation operations.

Graphical User Interface Equivalent

For

TCPwar e FTP- OpenVMS Fil e Transf er s— Enter new directory namein
New Renote File/Dir Name—Make Dir>

mat
CREATE/DIRECTORY remote-directory

Synonym

Par

MKDIR

ameter
remote-directory

Directory to create on the remote host, in the format:

[ node"user name password"::]directory

To open aconnection first, usethe node” user name passwor d”: : part of the format. This syntax
isoptional. If you omit the parameter and a connection is aready open, Client-FTP uses the current
default directory. The directory part of the format is any valid remote directory specification.
Enclose the specification in quotesiif it contains special characters or embedded spaces, or is case-
sengitive.

Usethenode::di r ect ory syntax to create an anonymous user directory. The/ANONYMOUS
qualifier isimplicit.

Qualifier

/ANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) creation of anonymous user
directories. You can omit /ANONYMOUS if using the node file syntax (node::pat hnane). (See
Anonymous Users.)

Examples
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1 These commands are equivalent and create a directory USERS on the remote OpenVMS host
SY S1, with the username and password specified explicitly:

FTP> CREATE/ DI RECTORY SYS1"SM TH SECRET": : [ USERS]
FTP> nkdir sysl"smith secret"::[users]
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2 All three of the following commands create a directory USERS in the anonymous directory on
the remote OpenVMS host SY S2.

FTP> CREATE/ DI RECTORY SYS2: : [ USERS]
FTP> nkdir sys2::[users]
FTP> nkdir sys2::[users] /anonynous

The commands are equivalent to:
FTP> CREATE/ DI RECTORY SYS2" ANONYMOUS user - enmi | - addr ess": : [ USERS]
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DEFINE/KEY

DEFINE/KEY

Associates an equivalence string and a set of attributes with akey on the terminal keyboard.

Format

DEFINE/KEY key-name ["]equivalence-string["]

Parameters
key-name

Name of the key to define. Table 3-7 lists key designations for three terminal types:

* On LK201 terminas, you can define three types of keys: numeric keypad, editing keypad
(except the up and down arrow keys), and function key row (except F1 through F5).

* On VT100-typeterminals, you can also define the left arrow and right arrow keys. On VT200
terminals, the left arrow and right arrow keys, and the F6 through F14 keys, are for command
line editing. Issue the DCL command SET TERMINAL/ NOLINE_EDITING to define these
keys before you run Client-FTP. You can also press Ctrl/V to enable keys F7 through F14 (but

not F6).

¢ OnVT52terminals, the only definable keys are on the numeric keypad.

Table3-7 Key Designationsfor Three Terminal Types

Key Name LK201 VT100-type VT52
PF1 PF1 PF1 [blue]
PF2 PF2 PF2 [red]
PF3 PF3 PF3 [aray]
PF4 PF4 PF4

KPO,...,.KP9 0,..,9 0,..9 0,.9
PERIOD

COMMA , ) ;
MINUS - - -
ENTER ENTER ENTER ENTER
LEFT < < <
RIGHT ? ? ?
Find (E1) Find

Insert Here (E2) Insert_Here
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Table3-7 Key Designationsfor Three Terminal Types (Continued)

Key Name LK201 VT100-type VT52
Remove (E3) Remove

Select (E4) Select

Prev Screen (E5) Prev_Screen

Next Screen (E6) Next_Screen

HELP Help

DO Do

F6,...,F20 F6,...,F20

equivalence-string

String to substitute when you press the key. If the string contains spaces, enclose it in quotes.

Qualifiers

JECHO
/NOECHO (default)

/ECHO displays the equivalence string on your screen after you press the key. NOECHO isthe
default. Do not use /NOECHO with /NOTERMINATE.

/IF_STATE=(state-name,...)
/INOIF_STATE (default)

/IF_STATE specifies alist of one or more state-names (an al phanumeric string) for the key
definition to be in effect. If you specify only one state-name, you can omit the parentheses. By
including several state-names, you can define akey to have the same function in all the specified
states. INOIF_STATE isthe default, where Client-FTP uses the current state.

Establish states using /SET_STATE.

/LOCK_STATE
/NOLOCK_STATE (default)

/LOCK_STATE specifies that the state set by /SET_STATE remainsin effect until explicitly
changed. /NOLOCK _STATE isthe default, meaning the state which has been set in effect by
ISET_STATE isin effect only for the next definable key you press or the next read-terminating
character you type.

You can specify /LOCK_STATE only on the same command line as/SET_STATE.
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/SET_STATE=state-name
/INOSET_STATE (default)

/SET_STATE specifies the state-name (an a phanumeric string) you want set for the key. The
default is/INOSET_STATE, where the current state locked by /LOCK_STATE isin effect.

ITERMINATE
INOTERMINATE (default)

/ITERMINATE specifiesthat Client-FTP terminates (effectively executes) the current equivalence
string when someone presses the defined key. /NOTERMINATE allows you to create key
definitions that insert text into command lines, after prompts, or into other typed text.

Example
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The following sets the F1 key on the keyboard to the ""SMITH SECRET"::[USERS]" string, sets
the state to 1, and locks the state for that definition:

FTP> DEFI NE/ KEY F1 """SM TH SECRET""::[USERS] " /SET=1 /LOCK
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DELETE

Deletes files or directories on the remote host.

Some remote hosts might not support file or directory deletion operations.

Graphical User Interface Equivalent

TCPwar e FTP-OpenVMS Fil e Transfers— Selectfile(orfiles)inRenote Files or
directory (or directories) inRenot e Di rect ori es—Del et e->for filesor Del Dir> for
directories.

The remote file listing displays version numbers of files. Only the highest-numbered version
appearsin thelist. Use Ref r esh> to refresh the remote listing display.

Format
DELETE fil¢[ file,...]

Synonyms
RMDIR dir[,dir,...] = DELETE /DIRECTORY
MDELETE fil¢[ file,...] = DELETE /MULTIPLE

CAUTION! The DIRECTORY command does not list hidden files (files that start with a period). Using
any wildcards with the MDELETE command deletes hidden files, which you might need.

Parameters
file
dir
Remote files or directories to delete. If used with the /DIRECTORY qualifier, you can indicate the
remote directory in the format:

[ node"user name password"::]directory

To open aconnection first, usethe node" user nane passwor d":: part of the format. This syntax
isoptional. If you omit the parameter and a connection is already open, Client-FTP uses the current
default directory. The directory part of the format is any valid remote directory specification.
Enclose the specification in quotesiif it contains special characters or embedded spaces, or is case-
sensitive.

Usethe node: : di rect ory syntax for access to an anonymous user directory. The
/ANONY MOUS qualifier isimplicit.

When deleting files, file can contain wildcards. See the/MULTIPLE qualifier.
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Qualifiers
/ANONYMOUS
/INOANONYMOUS

Enables (/ANONYMOUS) or denies /NOANONYMOUS) deletion of anonymous files or
directories. You can omit /ANONYMOUS if using the node file syntax (node: : pat h). (See
Anonymous Users.)

Note! SET DEFAULT can change the defaults indicated for the following qualifiers.

/CONFIRM
/NOCONFIRM (default)

/CONFIRM issues a confirmation prompt before deleting afile. Useful when source contains
wildcards so that you can confirm each file copy. Respond with Y or N./NOCONFIRM isthe
default.

If confirming multiplefile deletions, usewith MDELETE or DELETE/MULTIPLE with awildcard
value. Position the qualifier immediately after the DELETE verb to relate to al files, or after the
particular filename to relate to that file only.

/DIRECTORY

Deletesadirectory (equivalent to RMDIR). If omitted, Client-FTP deletes afile. Do not use with
/MULTIPLE.

/IGNORE
/NOIGNORE (default)

/IGNORE ignores errors so that del etion can continue with the next file when using /MULTIPLE.
/NOIGNORE terminates the deletion operation if an error occurs.

ILOG
INOLOG (default)

/LOG displaysfile specifications for each file del eted.
/MULTIPLE

Deletes multiple files (equivalent to MDEL ETE). You must include wildcards in the fil espec.
IMULTIPLE is necessary because other systems do not universally recognize the OpenVMS
asterisk and percent characters as wildcards. (You do not need this qualifier with multiple deletes
between OpenVMS systems.) The remote host's FTP server must support the FTP NLST command
for remote wildcard operations to work. Do not use with /DIRECTORY.

Examples

1 Thefollowing deletesthe pr oj 1 file from the UNIX / usr/ sr c/ directory:
FTP> DELETE "/usr/src/proj1l"
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2 Thefollowing deletes all files with the .TMP extension in the remote default directory. You do
not need /IMULTIPLE when doing this delete operation between OpenVMS systems. If several
versions of any *. TMP file exist, it deletes only the latest version.

FTP> DELETE *. TMP/ MULTI PLE

3 Thefollowing deletes al files with the FOO filename in the remote default directory. You do not
need /MULTIPLE when doing this del ete operation between OpenVMS systems. If several
versions of any FOO.* file exigt, it deletes only the latest version.

FTP> DELETE FOO. */ MJLTI PLE

4 Thefollowing deletes dl files and file versions with the FOO filename in the remote default
directory. For example, this command deletes FOO.EXE;1, FOO.EXE;2, FOO.C;1, FOO.C;2,
and FOO.TXT;1. You do not need /MULTIPLE when doing this delete operation between
OpenVMS systems.

FTP> DELETE FOO. *; */ MJLTI PLE
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DIRECTORY

Lists files on the remote host. If the remote host is a TCPware host, also lists the creation date and
file type.

See LDIR to list files on the local host.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fi |l e Transf er s—Enter directory pathin Current Renote
Di rectory— Refresh>

Format
DIRECTORY [directory]

Synonym
L S[directory]= DIRECTORY {/BRIEF |INAME_LIST}

Parameter
directory

Directory to list on the remote host, in the format:

[ node"user name password"::]directory

To open aconnection, use the node" user name passwor d”: : part of the format. This syntax is
optional. If you omit the parameter and a connection is open, Client-FTP uses the current default
directory. The directory part of the format is any valid remote directory specification. Enclose the
specification in quotesiif it contains specia characters or embedded spaces, or is case-sensitive.

Usethenode: : di r ect ory syntax for access to an anonymous user directory.
The/ANONYMOUS qualifier isimplicit.

Qualifiers

/ANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) anonymous user access to remote
resources. You can omit /ANONYMOUS if using the directory syntax node: : di r ect ory. (See
Anonymous Users.)

/BRIEF
INAME_LIST

Returns alist of filenames instead of a normal directory listing (equivalent to L S). Usesthe FTP
NLST command. /BRIEF and /NAME_LIST are synonyms.
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/OUTPUT=file

Filespec for alocal fileto receive the directory listing. If omitted, the directory is displayed on your
terminal.

Examples

1 Thefollowing returnsalisting for the remote /usr/src/ UNIX directory, assuming that a
connection to the remote host is open:

FTP> DI RECTORY "/usr/src/"

2 Thefollowing returns alisting for the remote SY S$SY STEM directory, assuming that a
connection to the remote host is open:

FTP> DI RECTORY SYS$SYSTEM
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DISPLAY
Displays aremote file on the screen.
Equivalent to the GET (or COPY /REMOTE) command with SY SSOUTPUT as the local file
specification.
If aVMS Plus mode transfer is requested, DISPLAY temporarily cancels VMS Plus mode,
transfers the file(s), and resets VM S Plus mode again.

Note that displaying anon-ASCII file might produce unrecognizable output, as would be the case
with the DCL TY PE command.

Format
DISPLAY remote-file[,remote-file,...]

Equivalents
COPY remote-file[,remote-file,...] ' REMOTE [/MULTIPLE] SYSSOUTPUT

[M]GET remote-file[,remote-file,...] SYSSOUTPUT

Parameters
remote-file

Input filespec on the remote host. Enclose in quotesif you want to preserve case and did not use the
SET NOLOWERCA SE command, or the filespec contains delimiters or symbols the FTP server
can interpret in special ways. Use a comma between multiple filespecs. The remote filespec must
conform to the filenaming conventions of the remote host.

Examples

The following shows formats of acceptable equivalent commands that implement the DISPLAY
function:

FTP> DI SPLAY TEXT. TXT

FTP> GET TEXT. TXT SYS$OQUTPUT

FTP> MGET TEXT. TXT, TEXT2. TXT SYS$QUTPUT

FTP> COPY TEXT. TXT / REMOTE SYS$OUTPUT

FTP> COPY TEXT.* /REMOTE / MJLTI PLE SYS$QUTPUT

FTP> COPY NODE"USER PASSWORD': : TEXT. TXT SYS$OUTPUT
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ENABLE [DISABLE] VMS_PLUS

Turns VM S Plus Mode on or off. Thislets you specify atransfer mode based on file type, for
example, ASCII or image.

In VMS Plus mode, file transfers use File Descriptor Language (FDL) information to create output
files.

Format
ENABLE VMS_PLUS

DISABLE VMS_PLUS
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ERROR_EXIT

Exits FTP with a specified status if an error occursin the previous FTP command. Thisfeatureis
useful when running FTP from a command procedure.

Note that you exit FTP-OpenVMS if you try to use this command interactively.

Format
ERROR_EXIT [status]

Parameter
status

Optional status value the DCL $STATUS symbol returns if FTP exits. Specifies which command
(or sequence of commands) failed. If omitted, Client-FTP uses the status value of the last error.

Note! Client-FTP reports the $STATUS as the status value ORd with %X10000000.

Example
The following example is part of aDCL command procedure;

$ SET NOON

$ FTP

OPEN LI LAC SM TH PASSWORD

ERROR _EXI T 910000010

PUT DATA_FI LE1. TXT

ERROR_EXI T %X10000020

PUT DATA_FI LEL1. I MG

ERROR _EXI T 910000030

PUT DATA FI LE1. DES

ERROR _EXI T 910000040

EXIT

$ FTP_EXI T_STATUS = $STATUS

$ SET ON

$ | F (FTP_EXI T_STATUS . EQ 9X10000010) THEN GOTO LOd N_FAI LED
$ | F (FTP_EXI T_STATUS . EQ 9%X10000020) THEN GOTO TRANSFER 1_FAI LED

This command procedure transfers several files and uses ERROR_EXIT to detect if any of the
transfersfail. FTP_EXIT_STATUS returns the following values:

* 9X10000010 if the connection or loginto LILAC fails
* 910000020 if FTP cannot transfer DATA_FILEL.TXT
* andsoon

¢ 1 if the connection is successful
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EXIT
Exits FTP and returns to the DCL prompt.

If aconnection is open, Client-FTP closes it before exiting.

Graphical User Interface Equivalent
TCPwar e FTP-OpenVMs File Transfers—File—Exit

Format
EXIT

Synonyms
QUIT
BYE

3-47



PART Il User Functions GET

GET

Copiesfilesfrom aremote host.

GET supports full wildcard filespecs except wildcards enclosed in aquoted string. Usethe
IMULTIPLE qudifier for awildcarded remote filespec.

Graphical User Interface Equivalent

TCPwar e FTP-OpenVMS Fil e Transf ers— Selectfile(or files)in Renote Fil es
Renmot e Fil es— <-- Copy. Givefile new name, if desired, in New Local Nanme

Format
GET remote-filg[,remote-file,...] [local-filename]

Equivalents
COPY remote-file/REMOTE local-filename

MGET wildcarded-remote-files = GET remote-file/MULTIPLE

RECV remote-filg[,remote-file,...] [local-filename]

Parameters
remote-file
Input filespec on the remote host. Enclose in quotesif you want to preserve case and did not use the

SET NOLOWERCA SE command, or the filespec contains delimiters or symbols the FTP server
can interpret in special ways. Use a comma between multiple filespecs.

The remote filespec must conform to the filenaming conventions of the remote host. In OpenVM S-
to-OpenV M S file transfers, the remote-file and local -filename formats are the same. (See the local-
filename parameter).

wildcar ded-remote-files

Input filespec on the remote host in wildcarded format. Wildcards include the %or ? symbol to
indicate individual characters, and the* symbol to indicate multiple characters. Examples of
wildcarded filespecsare*. t xt , Wp???.*,and *.*;*.

local-filename

Output filespec on the local host. If omitted, Client-FTP uses the remote-file filename (and
extension if it exists), unless remote-file isa quoted string. If used, must conform to the OpenVMS
filenaming format:

node"user nane password"::path

node hostname or DECnet node name (with OpenVMS Alpha V6.1 and later, and all
OpenVMS 164 systems, the host name can be a domain name or | P address)
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username | valid account on the host

password | password (PASSCODE if using Token Authentication) for the account

path location and name of the file

You can omit the node’ user name passwor d" :; part of the specification unlessit isfor a DECnet
file. If omitted, Client-FTP uses the current default directory.

You can use the node: : pat h syntax (omitting the username and password) if you want access to
anonymous FTP resources, in which case the /ANONY MOUS qualifier isimplied.

Qualifiers

If you omit one of thefile type qualifiers (/ASCII, /BINARY, /[FORTRAN, /IMAGE, /VMS),
Client-FTP transfers the file based on either:

* The current default setting; for example, ASCII or IMAGE.
* Theextension (type) of the file you want copied (see Table 3-2).

Setting afile type qualifier overrides the default transfer format for this transaction only. See also
the SET DEFAULT command.

/ANONYMOUS
/NOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) anonymous user access to remote
resources. You can omit /ANONY MOUS if using the node file syntax (node: : pat h). (See
Anonymous Users.)

/APPEND

Appends the remote-file file to the local-filename. If the local-filename does not exist, Client-FTP
creates it. Some remote hosts do not support this operation. NOTE: If the operation fails, try
appending in binary mode by using the /BINARY qualifier.

/ASCII

Transfersthefile in formatted ASCII format (see Table 3-2).

/BINARY

Transfers .BIN, .LDA, .OBJ, and .STB, files in formatted binary format (see Table 3-2).
/BLOCK

Transfers STREAM, STREAM_CR, STREAM_LF, and UNDEFINED filesin block mode (see
Table 3-2).

/CONFIRM
/NOCONFIRM (default)

/CONFIRM issues a confirmation prompt before getting a file. Useful when source contains
wildcards so that you can confirm each file copy. Respond with Y or N./NOCONFIRM isthe
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default.

If confirming multiple file gets, use with MGET or GET/MULTIPLE with awildcard value.
Position the qualifier immediately after the GET verb to relate to all files, or after the particular
filename to relate to that file only.

/CONTIGUOUS=blocks

Local output file should have aninitial contiguous allocation of the specified number of blocks. If
the output file is smaller than the specified blocks, Client-FTP truncates the number of blocks
allocated. If the output file is larger, the additional allocations are non-contiguous. Does not apply
to remote output files.

/FDL

Uses and then del etes a separate FDL file describing the specified file's OpenVMS RMS record
attributes. This qualifier is useful after aPUT /FDL operation from aVMS node transfers afileto a
non-VMS node: the GET /FDL operation can then return the file with the proper record attributes
back from the non-VMS node. The default is not to create an accompanying FDL file. The TY PE
command determines the type of file. A transfer of:

¢ ASCII dataresultsin asequential file with variable length records (the default).
* IMAGE dataresultsin a sequential file with fixed length records of 512 bytes.

/[FORTRAN

Transfers the file in FORTRAN mode (see Table 3-2). The first character of each recordisa
FORTRAN carriage control character. Some hosts do not recognize this transfer format.

/IGNORE
/NOIGNORE (default)

/IGNORE ignores errors so that copying can continue with the next file. /NOIGNORE terminates
copying if an error occurs.

IMAGE[=siz¢]

Transfers the file in image mode. Optional size sets the record size of the local output file (see
Table 3-2). Does not apply to remote output files.

ILOG
INOLOG (default)

/LOG displaysfile specifications for each file transferred.
/MULTIPLE

Transfers multiple files (equivalent to MGET). Use after remote-file only and include wildcardsin
remote-file. Necessary because some remote hosts do not recognize the OpenVMS asterisk,
percent, or question mark characters as wildcards. /MULTIPLE ensures that the remote host
understands more than one file is to be transferred. The remote host's server must support the FTP
NLST command for remote wildcard operations to work.
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/RECORD

Transfers the preceding file using STRU R so as to communicate the record structure during the
copy. A positional qualifier. Not all servers support record structure mode. If you specify both
/RECORD and /VMS, Client-FTP uses /VMS.

IVARIABLE

Transfers an image file (see /IMAGE) in variable length record mode. All /IMAGE records are
fixed length when stored at the destination. Appliesto local output image files only.

VM S

Transfersthefilein VMS file mode (see Table 3-2). Allows you to transfer any type of RMSfile
between OpenVMS systems. A positional qualifier. If you use/VMS, Client-FTP ignores
/APPEND, /ASCII, /BINARY, /BLOCK, /[FORTRAN, /IMAGE, and /VARIABLE. If you specify
both /RECORD and /VMS, Client-FTP uses /VMS.

Not all servers support VMSfiles. If the server does and you do not specify another mode (using a
qualifier or the STRUCTURE or SET DEFAULT commands), /VMS is the default.

Examples
1 Thefollowing copiesthe DATALTXT and DATA2.TXT files from the remote host to the local
system, assuming that a connection to the remote host is currently open:
FTP> GET DATAL. TXT, DATA2. TXT

2 Thefollowing copiesall remote files with extension .BAS from aremote OpenVMS host to the
local host:

FTP> MCGET *. BAS

3 Thefollowing copiesthe STUFETXT file from DELTA's anonymous directory. It is equivalent
to having used /ANONYMOUS. Sendsthe " ANONYMOUS user - ermai | - addr ess” username
and password with the command.

FTP> RECV DELTA:: STUFF. TXT
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HELP

Accesses the Client-FTP online help.
Client-FTP help uses the OpenVMS interactive help facility.
To exit the help facility, press Ret ur n until you return to the FTP> prompt.

See the REMOTEHEL P command, or the /REMOTE qualifier, for access to the remote server's
online help.

Format

HEL P [/REMOTE] [topic]

Synonyms and Equivalents

H
REMOTEHELP [topic] = HELP /REMOTE [topic]
HELP/REMOTE SITE = REMOTEHELP SITE = SITE HELP = QUOTE HELP SITE

Parameter

topic

Optional; allows you to specify the topic, if known, for which you want help. Otherwise HELP
offersyou alist of topics from which to choose.

Qualifier
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/REMOTE

Equivalent to the REMOTEHEL P command: it accesses the remote FTP server's online help
instead of the local Client-FTP online help.

Position the qualifier directly after the HEL P command. If positioned after the topic, you could get
incorrect help or an error. For example, if you specify HELP LDIR /REMOTE, you get on-line help
for "LDIR /REMOTE," which does not exist.
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LDIR

Listsfilesin your local directory along with their creation date and size.
See DIRECTORY to list files on the remote host.
See SET DEFAULT /LOCAL to set the default local directory.

Graphical User Interface Equivalent
TCPwar e FTP-OpenVMS Fil e Transf er s—Enter directory pathin Local Files—Filter

Format
LDIR [directory]

Equivalent
SPAWN DIRECTORY [directory]

Parameter
directory

Directory to list on your local host. The asterisk (*) wildcard is acceptable.
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OPEN

Opens a connection to a remote host.

The connection remains open until you exit FTP, close the connection with the CLOSE command,
or open a new connection using the OPEN command or any other command that accepts a node
specification.

Graphical User Interface Equivalent
TCPwar e FTP- OpenVM5 Fil e Transfers—Connecti on—0Open

Format
OPEN [host [username [password [account]]]]

If you:

¢ Supply the host, username, password, and account (if required) with the command, you are not
prompted for them separately.

* Omit the parameters from the command line, you are prompted for them.

¢ Usethe OPEN command non-interactively (for example, a batch job), and do not want to be
prompted for a username, password, and account, then include the parameters on subsequent
lines, after the OPEN command, in the command file.

* Want to be prompted for a password, do not submit the command file with a batch job.

The display does not echo the password or account information. After a connection is open, you do
not have to specify the parameters for remote files.

Synonym
CONNECT

Parameters
host

Name or internet address of the remote host to which you want to connect. OPEN supports any
valid hostname syntax, including an internet address.

username

Username on the remote host. Enclose the usernamein quotesif the case isimportant or it contains
special characters. For anull username, use apair of quotation marks (" ").

password

Password on the remote host. Enclose the password in quotes if the case isimportant or it contains
special characters. For anull password, use a pair of quotation marks (" ).

If you use OPEN at the DCL level (see the second example), include the password on the same
command line.
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If you are designated by the system administrator as having password authentication using Token
Authentication, you need to enter the PASSCODE in place of the password. Depending on which
type of SecurlD card you were assigned:

¢ Enter acombination of your personal identification number (PIN) and the tokencode that
appears on the card (with no separating space) as the password, or

¢ Enter your PIN on the PINPAD] card and the resulting tokencode that appears on the card asthe
password.

See Chapter 15, Token Authentication: Protecting Logins, for details on obtaining PASSCODEs.
account

Account on the remote host. Enclose the account in quotes if the case isimportant or it contains
special characters.

Qualifiers
/PORT=port

Port number for the remote FTP server. If omitted, Client-FTP uses port number 21.
/ITIMEOUT=time

Timeout time, in seconds, to establish the FTP control connection. If omitted, the timeout timeis
120 seconds (2 minutes). Minimum value is 20 seconds.

IVM'S (default)
INOVMS

/NVMS negotiates for VM S file structure. /NOVMS does not. If omitted, SET VMSor SET
NOVMS determines the outcome (see the SET VM S command for details).

Note! The OPEN /VMS and OPEN /NOVMS settings override SET VMS and SET NOVMS.

Examples
1 Thefollowing opens a connection to SY S1. If successful, you have to enter a username and
password.
FTP> OPEN SYS1

2 Thefollowing DCL level command opens aconnection to SY S1. The lineincludes the username
and password so that you can use the command procedure interactively or in batch processing.

$ FTP OPEN SYS1 "smith" "opensesane"

3 Thefollowing DCL level command opens a connection to SY S1, but uses a Token
Authentication PASSCODE derived from the Securl D card, instead of the password:

$ FTP OPEN SYS1 "smith" "1234987654"
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PUT

Copiesfiles to aremote host.

PUT supports full wildcard filespecs except wildcards enclosed in a quoted string. Use the
IMULTIPLE qualifier for awildcarded local-file filespec. PUT also supports use of asterisk (*)
wildcards after asemicolon (;) in remote file specifications. This creates the same version in the
destination file as in the source file (instead of creating a new version). If the server is not
OpenVMS, the version number is part of the filename. TCPware does not issue awarning if the
server host already has a higher numbered version.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fil e Transfers—Select file (or files) inLocal Fil es—Copy- - >.
Givefile new name, if desired, in New Renote File/Dir Nane

Format
PUT local-file[,local-file,...] [remote-filename]

Synonyms and Equivalents

COPY local-file/LOCAL remote-filename
MPUT wildcarded-local-files [remote-filename] = PUT local-file/MULTIPLE
SEND local-file[,local-file,...] [remote-filename]

Parameters
local-file

Input filespec on the local host. Must conform to OpenVM S filenaming rules. Use a comma
between multiple filespecs.

The filespec format is:

node"user nane password"::path

node hostname or DECnet node name (with OpenVMS Alpha V6.1 and later, and all
OpenVMS 164 systems, the host name can be a domain name or | P address)

username | valid account on the host

password | password (PASSCODE if using Token Authentication) for the account

path location and name of thefile

You can omit the node" user nanme password": : part of the specification unlessit isfor a
DECnet file. If omitted, Client-FTP uses the current default directory.

You can use the node: : pat h syntax (omitting the username and password) if you want access to
anonymous FTP resources, in which case the /ANONY MOUS qualifier isimplied.
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wi | dcarded-1ocal -files

Input filespec on the local host in wildcard format. Wildcards include the percent symbol (%) or the
question mark symbol (?) to indicate individual characters, and the asterisk symbol (*) to indicate
multiple characters. Examples of wildcarded filespecsare*. TXT , We??2.*,and*. *; *.

remote-filename

Output filespec on the remote host. Enclose the filespec in quotes if you want to preserve case and
did not use the SET NOLOWERCA SE command. If the remote-filename is omitted, Client-FTP
uses the local-file filename and extension, unlessthey are part of a quoted string. Also, enclose the
filespec in quotesif it contains delimiters or symbols the FTP server can interpret in special ways.

For example, the following remote filespec is enclosed in quotes because it includes dashes (/)
OpenVMS normally interprets as qualifier delimiters:

ALPHA"smi t habcd"::"/usr/bin/proj1.txt"

The remote filespec must conform to the filenaming conventions of the remote host. In OpenVM S-
to-OpenVM S file transfers, the local -file and remote-filename specification formats are the same.
(See the local -file parameter).

To obtain the same version number in the destination file as in the source file (instead of creating a
newer one), wildcard the destination file version using ; *. Note that if the server isnot an
OpenVMS hogt, the version number isincluded in the filename. You do not get awarning if the
server host already has a higher numbered version. Also, if the server host already has the version
pecified, the old file with that version is overwritten.

Qualifiers
If you omit one of thefile type qualifiers (/ASCII, /BINARY, /[FORTRAN, /IMAGE, or /VMS),
Client-FTP transfers the file based on either:

* The current default setting; for example, ASCII or IMAGE.
* Theextension (type) of the file you want copied (see Table 3-2).

Setting afile type qualifier with the PUT command overrides the default transfer format for this
PUT only.

See also the SET DEFAULT command.

/ANONYMOUS
/NOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) anonymous user access to remote
resources. You can omit /ANONYMOUS if using the file syntax node: : pat h. (See Anonymous
Users.)

/APPEND

Appends the local-file file to the remote-filename. If the remote-filename file does not exist, Client-
FTP createsit. Some remote hosts do not support this operation. NOTE: If the operation fails, try
appending in binary mode by using the /BINARY qualifier.

3-57



PART Il User Functions PUT

3-58

/ASCI|

Transfersthe file in formatted ASCII format (see Table 3-2).

/BINARY

Transfers .BIN, .LDA, .OBJ, and .STB, filesin formatted binary format (see Table 3-2).
/BLOCK

Transfers STREAM, STREAM_CR, STREAM_LF, and UNDEFINED filesin block mode (see
Table 3-2).

/CONFIRM
/NOCONFIRM (default)

/CONFIRM issues a confirmation prompt before putting afile. Respond with Y or N.  If
confirming multiple file puts, use with MPUT or PUT/MULTIPLE with awildcard value. Position
the qualifier immediately after the PUT verb to relate to all files, or after the particular filename to
relate to that file only.

/CONTIGUOUS=blocks

Local output file should have aninitial contiguous allocation of the specified number of blocks. If
the output file is smaller than the specified blocks, Client-FTP truncates the number of blocks. If
the output file is larger, the additional allocations are non-contiguous. Does not apply to remote
output files.

JCONVERT
/NOCONVERT (default)

/CONVERT trandates the internal file formatting characters of Variable Forms Control (VFC)
files. /NOCONVERT does not do the conversion.

/FDL

Uses a separate FDL file describing the specified file's OpenVMS RMS record attributes. This
qualifier is useful for transferring aVMS node file to anon-VMS node. A subsequent GET /FDL
operation can then return the file with the proper record attributes back from the non-VMS node.
The default is not to create an accompanying FDL file. The TY PE (or SET TY PE) command
determines the type of file. A transfer of:

¢ ASCII dataresultsin asequentia file with variable records (the default).
* IMAGE dataresultsin a sequential file with fixed length records of 512 bytes.

/[FORTRAN

Transfers the file in FORTRAN mode (see Table 3-2). Thefirst character of each recordisa
FORTRAN carriage control character. Some hosts do not recognize this transfer format.

/IGNORE
/NOIGNORE (default)

/IGNORE ignores errors so that copying can continue with the next file. /NOIGNORE terminates
copying if an error occurs.
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NIMAGE[=siz¢]

Transfers the file in image mode. Optional size sets the record size of the local output file (see
Table 3-2). Does not apply to remote output files.

ILOG
INOLOG (default)

/LOG displaysfile specifications for each file transferred.
/MULTIPLE

Transfers multiple files (equivalent to MPUT). Use after local-file only and include wildcardsin
local-file. Necessary because some remote hosts do not recognize the OpenVMS characters for the
asterisk (*), percent (%), or the question mark (?) as wildcards.

/RECORD

Transfersthefile using STRU R so as to communicate the record structure during the copy. A
positional qualifier. Not all servers support record structure mode. If you specify both /RECORD
and /VMS, Client-FTP uses /VMS.

/VARIABLE

Transfers an image file (see /IMAGE) in variable length record mode. All /IMAGE records are the
same length when stored at the destination. Applies to local output image files only.

INMS

Transfersthefilein VMS file mode (see Table 3-2). Allows you to transfer any type of RMSfile
between OpenVMS systems. /VMS is a positional qualifier. It should immediately follow the
filename in question. If you use /VMS, Client-FTP ignores/APPEND, /ASCII, /BINARY,
/BLOCK, /FORTRAN, /IMAGE, and /VARIABLE. If you specify both /RECORD and /VMS,
Client-FTP uses/VMS. Not all servers support VM Sfiles. If the server does and you do not specify
another mode (using a qualifier or the STRUCTURE or SET DEFAULT commands), /VMSisthe
default.

Examples
1 Thefollowing copiesthe STUFFE.TXT file from your local host to the remote host (the receiving
system stores the file under the same filename in the default directory):
FTP> PUT STUFF. TXT

2 Thefollowing copiesthe local STUFFE.TXT fileto DELTA's anonymous directory. Itis
equivalent to having used /ANONY MOUS:;, sending the" ANONYMOUS user - eni | -
addr ess" username and password with the command.

FTP> SEND DELTA: : STUFF. TXT
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PWD

Prints the name of the current working directory on the remote host.

Useful for determining the default directory when not specifying afull pathname.

Format
PWD

Equivalent
SHOW DEFAULT
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QUOTE

Sends an FTP command to the remote server.

Note! Do not use QUOTE to initiate a file transfer operation.

Format
QUOTE command

Equivalents
QUOTEHELPSITE=SI TEHELP=HELP/REMOTE SITE=REMOTEHELP SITE

Parameter
command

FTP command string sent to the remote FTP server. FTP commands are not the same as Client-FTP
commands. Enclose the command in quotesif it contains special characters or embedded spaces, or
is case-sensitive.

Example

The following sends the SY ST command to the remote FTP server. If implemented by the remote
server, it returns the type of operating system running on the remote server.

FTP> QUOTE " SYST"
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REMOTEHELP

Accesses the remote FTP server's on-line help.
See HEL P to bring up Client-FTP's on-line help.

Format
REMOTEHELP [topic]

Equivalents
HELP /REMOTE [topic]

HELP/REMOTE SITE=REMOTEHELP SITE=SITEHELP=QUOTEHELPSITE

Parameter
topic

Optional topic for which you want help from the remote server. If you do not specify atopic, HELP
provides you with alist of topics and prompts you to choose one.
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RENAME

Renames afile on the remote host.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fi | e Transf er s SelectfileinRenot e Fi | es— Givefilenew name
inNew Renote File/Dir Nane—Renane-->

Format
RENAME old-name new-name

Parameters
old-name

File on the remote host to rename. The remote fil espec must conform to the filenaming conventions
of the remote host. Enclose the filespec in quotesif it contains delimiters or symbolsthe FTP server
caninterpret in special ways. If aremote OpenVMSfile, the specification is:

node"user nane password"::path

node hosthame or DECnet node name (with OpenVMS Alpha V6.1 and later, and al
OpenVMS 164 systems, the host name can be a domain name or | P address)

username | valid account on the host

password | password (PASSCODE if using Token Authentication) for the account

path location and name of the file

You can omit thenode" user nane passwor d": : part of the specification unlessit isfor a
DECnet file. If omitted, Client-FTP uses the current default directory. You can use the

node: : pat h syntax (omitting the username and password) if you want to rename anonymous
FTP resources, in which case the /ANONY MOUS qualifier isimplied.

new-name

Valid filespec to substitute for old-name. Enclosein quotesif it contains special characters,
imbedded spaces, or is case sensitive.

Qualifier
/ANONYMOUS
/INOANONYMOUS

Enables (/ANONYMOUS) or denies (/NOANONY MOUS) renaming files in anonymous user
directories. You can omit /ANONYMOUS if using the node file syntax (node: : pat h). (See
Anonymous Users.)
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Examples

1 Thefollowing renamesthet est b fileto test 2/test:
FTP> RENAME testb "test2/test”

2 Thefollowing renamesthe OLD.TXT fileon DELTA to NEW.TXT. It isequivalent to using the
/ANONY MOUS qualifier: sends the " ANONYMOUS user - enai | - addr ess" username and
password with the command.

FTP> RENAME DELTA:: CLD. TXT NEW TXT
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SET [NOJBELL

Enables the terminal bell after completing afile transfer.

SET NOBELL isthe default.

Format
SET BELL

SET NOBELL

Synonym
BELL - toggles between SET BELL and SET NOBELL
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SET DEBUG /CLASS

Enables or disables displaying debugging information depending on the class keyword(s) used. The
/CLASS qualifier isrequired.

Note! SET DEBUG /CLASS=REPLIES (or VERBOSE toggled to ON) is the default. In this way, you
can see informational messages when logging in to the server or changing remote directories (if
informational messaging is enabled on the server).

Format
SET DEBUG /CL ASS=(keyword,...)

Synonyms
DEBUG - toggles SET DEBUG /CLASS=COMMANDS
VERBOSE - toggles SET DEBUG /CLASS=REPLIES (default is ON)

Qualifier
/CL ASS=(keyword,...)

Classes of debugging information to enable or disable. Use one or more of the keywords listed in
Table 3-8. Theinitial default is PERFORMANCE and REPLIES. Use NONE asthe first entry to
clear the classes before resetting them (see Example 1).

Table3-8 ClassKeywords

Keyword Purpose

COMMANDS Enables displaying FTP commands sent to the server.

PERFORMANCE | Enables displaying performance information (when using COPY/LOG,

GET/LOG, or PUT/LOG).
REPLIES Enables displaying FTP replies received from the server; equivalent to
toggling the VERBOSE command ON (the default).
ALL Enables displaying all classes.
NONE Disables displaying all classes.
Examples

1 Thefollowing resetsthe debugging classes. It first disablesall classes (NONE), and then enables
the COMMANDS and REPLIES (VERBOSE) classes.

FTP> SET DEBUG CLASS=( NONE, COMVANDS, REPLI ES)
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2 Thefollowing toggles the REPLIES (VERBOSE) class. If on, it shows informational messages
(if enabled on the server) when logging in or moving around directories on the server. The ON or
OFF setting isimmediately displayed after the command.

FTP> VERBOSE
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SET DEFAULT

* Changesthe default local or remote directory
¢ Setsthe default qualifiers used with the COPY, GET, PUT, and DELETE commands

Note! Specify the parameter or the qualifiers separately. Do not specify them together.

Format
SET DEFAULT [directory]

Synonyms and Equivalents
CD [directory] = SET DEFAULT /REMOTE (CD alowsyou to use UNIX-style directory names)
LCD [directory] = SET DEFAULT /LOCAL
IMAGE = SET DEFAULT /IMAGE
TYPE BINARY = SET DEFAULT /BINARY

Parameter
directory
Default directory to set on the local or remote host, depending on whether the /LOCAL or

/REMOTE qualifier follows, or the remote directory specification if no qualifier follows. The
directory format is:

[ node"user name password"::]directory

To open a connection first, usethenode” user name passwor d": : part of the format. This
syntax isoptional. The directory part of the format isany valid directory specification. Encloseit in
quotesif it contains special characters or embedded spaces, or is case-sensitive. (You can also use
the [directory] format, asin[-], if theremote host isan OpenVMS system.) If directoryis
omitted:

¢ With SET DEFAULT or SET DEFAULT /REMOTE, Client-FTP setsthe default directory to the
parent of the current directory on the remote host.

¢ With SET DEFAULT /LOCAL, Client-FTP setsthe local default directory to your login
directory defined by the SY SSLOGIN logical.

Usethenode: : di r ect ory syntax to access an anonymous FTP user directory, in which case you
can omit the/ANONY MOUS qualifier.

Qualifiers
/LOCAL

Changes the local default directory to directory. LCD isthe same as SET DEFAULT /LOCAL.
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/REMOTE (default)
Changes the remote default directory to directory. CD isthe same as SET DEFAULT /REMOTE.

/ANONYMOUS
/INOANONYMOUS

Enables (/ANONYMOUS) or denies /NOANONYMOUS) the setting of defaults for anonymous
user directories. You can omit /ANONYMOUS if you use the syntax node: : di rect ory. (See
Anonymous Users.)

/INOJAPPEND
/[NO]CONFIRM
/[NO]I GNORE
/INOJLOG
/INOJRECORD
/INO]VARIABLE
/[INOJVMS

These qualifiers set various transfer defaults. Do not use with /[LOCAL or /REMOTE. Seethe
COPY, GET, PUT, or DELETE command for qualifier descriptions.

IASCII
/IBINARY
/BLOCK
IFORTRAN
NIMAGE[=n]

These qualifiers set transfer mode defaults (see Table 3-2). Use only one. Do not use with /LOCAL
or /REMOTE. Seethe COPY, GET, or PUT command for qualifier descriptions.

/DEFAULT

Determines the default transfer mode from the local file's file extension. Do not use with /[LOCAL
or /REMOTE.

Examples
1 The following equivalent commands set the local default directory to [SMITH.DOC]. The
default device does not change.

FTP> SET DEFAULT /LOCAL [ SM TH. DOC]
FTP> LCD [ SM TH. DOC]

2 Thefollowing equivalent commands sets the remote default directory to/ usr/src/ :

FTP> SET DEFAULT / REMOTE "/usr/src/"
FTP> CD "/usr/src/"

3 Thefollowing sets the default transfer mode to /IMAGE for subsequent copy commands, and

sets the default to /LOG and /INOCONFIRM:
FTP> SET DEFAULT /| MAGE / LOG / NOCONFI RM
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4 The following sets the remote directory to the anonymous directory on DELTA.
FTP> SET DEFAULT DELTA::[]
Itisequivalent to;
FTP> SET DEFAULT DELTA"ANONYMOUS user-emmi | -address"::[]

5 The following sets the remote directory to SY S$SY SDEVICE:[USER.SMITH]:

FTP> CD "/sys$sysdevi ce/user/smth"
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SET [NOJHASH
Enables hash marks.

With SET HASH, Client-FTP displays a hash mark (#) every 1024 bytes sent or received during a
filetransfer. SET NOHASH is the defaullt.

Hash marks appear in files only. No hash marks appear if the file transfer is output to the terminal
screen.

Note! With SET HASH, FTP reads only 1024 bytes at a time from the network layer. While this means
that FTP gives more accurate reports on the progress of a transfer, it increases overhead. Use
hash marks primarily with transfers over slower-speed links (such as SLIP lines).

Format
SET HASH
SET NOHASH

Synonym
HASH- toggles between SET HASH and SET NOHASH
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SET [NO]JLOWERCASE

Enabl es the conversion of unquoted filenamesto lowercase before Client-FTP sendsthe filesto the
remote host. SET LOWERCASE isthe default.

With SET NOLOWERCASE, Client-FTP does not convert unquoted filenames to lowercase.
Note! Client-FTP always preserves the case of filenames that appear within quotation marks.
Format

SET LOWERCASE
SET NOLOWERCASE
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SET [NO]JPASSIVE

Sets passive mode. Passive mode performs an active open on the data connection, which can avoid
problems with firewall systems.

/SET NOPASSIVE (the default) disables passive mode.
Note! You can also define the TCPware FTP_PASV logical as follows:
$ DEFI NE/ PROCESS TCPWARE_FTP_PASV " TRUE"
Your system manager can also define the logical system-wide as follows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_PASV " TRUE"

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMs Fil e Transfers—Opti ons—TCPware FTP-QpenVMS
Settings —PASV Mbde—CK

Format

SET PASSIVE
SET NOPASSIVE

Synonym
PASSIVE - toggles between SET PASSIVE and SET NOPASSIVE
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SET [NO]VMS

Controls whether the Client-FTP negotiates for VM Sfile structure with the FTP server when
opening a connection. The default is SET VMS, where the client negotiates with the server to use
File Descriptor Language (FDL) information.

Client-FTP first queriesif the server supports VMS file transfer mode. If not, it queriesfor VM S
Plusfile transfer mode, such as with HP's TCP/IP Services for OpenVMS (UCX) server.

In connecting to a TCPware or other OpenVMS server, the VMS file structure transfer mode is
used.

See Table 3-2 for more information.

Note! OPEN /VMS or OPEN /NOVMS overrides SET VMS and SET NOVMS.
Format

SET VMSS (default)
SET NOVMS
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SHOW STATUS

Displays the following information about your present FTP session:

* Remote hostname and internet address if you are connected to a remote host

¢ Username on the remote host if you are connected and logged in

* Local default directory

* Remote default directory if you are logged in to aremote host and that host supports the FTP
PWD command

¢ Record size to be used with the IMAGE qualifier

¢ Defaultsthat are defined by the SET DEFAULT command for the COPY, GET, PUT, and
DELETE commands

Format
SHOW STATUS

Synonym
STATUS

Example
The following shows the status for the current connection:

FTP> SHOW STATUS

Connected to ALPHA (192.168.1.1)
Logged in as user "SM TH'

The local default is SYS$COMMON: [ SYS$LDR]
The remote working directory is /usr/users

Default qualifiers are /VNB
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SITE

I ssues a site-specific command to the remote server.

Format
SITE command

Equivalents
SITEHELP=HELP/REMOTE SITE=REMOTEHELP SITE=QUOTEHELP SITE

Parameter
command

Site-specific command string to send to the remote host. Enclose the command in quotesiif it
contains special characters or embedded spaces, or is case sensitive. Site-specific commands can
vary depending on the remote FTP server; some servers do not support any.

This command is often useful in obtaining information about the site-specific commands, if any,
the remote FTP server supports.

Example

The following sends a site-specific command (SITE SPAWN PRINT MY FILE.TXT) to the remote
server. With the FTP-OpenVM S server, requests printing of the MY FILE. TXT file.

FTP> SI TE "SPAWN PRI NT MYFI LE. TXT"
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SPAWN

Executes DCL commands without exiting FTP.

Note! Spawning is not allowed for CAPTIVE accounts.

Format
SPAWN [command-ling]

Parameter
command-line

DCL command line you want executed. If omitted, spawns an interactive subprocess. To return
from an interactive subprocess, enter LOGOUT.

Synonym
Z [command-line]

Examples

1 Thefollowing displays the time on your local host without leaving Client-FT:
FTP> SPAVWN SHOW TI ME
3- NOV- 2001 14:02: 48
2 Thefollowing initiates DCL command mode, displays the local time, logs out, and returnsto
Client-FT:
FTP> SPAWN
$ SHOW TI ME
3- NOV- 2001 14:02:51
$ LOGOUT
Process SMTH 1 | ogged out at 3-NOV-2001 14:02:54. 34
FTP>
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STRUCTURE

Changes the defaullt file structure.
Client-FTP uses FILE structured files as the defaullt.

Use the /[NO]JRECORD qualifier for the COPY, GET, or PUT commands to override this default
for individual transactions.

Format
STRUCTURE keyword

Parameter
keyword

Table 3-9 lists valid values for keyword.

Table3-9 STRUCTURE Command Keyword Values

Value Purpose

FILE Sets FILE as the default file structure. FILE structured files consists of sequential
bytes. Equivalent to SET DEFAULT/NORECORD. This s the default.

RECORD | Sets RECORD as the default file structure. RECORD structured files consists of a
collection of records. Equivalent to SET DEFAULT/RECORD.

VMS Sets VM S as the default file structure. VM Sfile structure allows you to transfer all
types of RM Sfiles between OpenVMS systems using File Descriptor Language
(FDL) information. May OpenVMS systems that implement FTP support this
structure. Equivalent to SET DEFAULT/VMS.

Note! Some FTP servers do not support the RECORD or VMS structures.

Example
The following changes the default file structure to FILE:

FTP> STRUCTURE FI LE
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TYPE

Changes the default file transfer format for al future file operations in this session.
The following rules apply to the TY PE command:

* The default file transfer format remains set until you redefine it. It does not change when
opening or closing a connection.

* Thedefault format changes only if the remote host accepts the type change.

* If thereisno default file format defined, Client-FTP tries to determine the file format based on
thelocal file's file extension.

Use the COPY, GET, or PUT command qualifiersto override this default for individual
transactions.

Format
TYPE keyword

Equivalents
SET DEFAULT typequalifier

ASCII=TYPEASCII
BINARY=TYPE IMAGE
IMAGE=TYPE IMAGE

Parameter
keyword

Table 3-10 lists valid values for keyword. See Table 3-2 for afull description of the file transfer
types.

Table3-10 TYPE Command Keyword Values

Keyword Purpose

ASCII Sets formatted ASCII format (see Table 3-2). Equivalents:
* SET DEFAULT/ASCII
* ASCII

BINARY Sets formatted binary format (see Table 3-2). SET DEFAULT/BINARY is
equivalent.
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Table3-10 TYPE Command Keyword Values (Continued)

Keyword Purpose

IMAGE Setsimage format (see Table 3-2). Equivalents:

* SET DEFAULT/IMAGE
* BINARY
* IMAGE

FORTRAN | Sets ASCII format and specifies that the first character of each recordisa
FORTRAN carriage control character (see Table 3-2). SET DEFAULT/
FORTRAN is equivalent.

BLOCK Sets block format (see Table 3-2). SET DEFAULT/BLOCK isequivaent.

VARIABLE | Specifiesthat FTP writesan image format file as a variable-length record format
file. Although FTP writes the records as variable-length, all records are the same
length. SET DEFAULT/IMAGE/VARIABLE isequivaent.

DEFAULT Removes the previous default file format. SET DEFAULT/DEFAULT is
equivalent. Thisisthe default setting for an undefined format.

Examples

1 Thefollowing changes the default file format to formatted ASCII:
FTP> TYPE ASCI |

2 Thefollowing removes the previous default file format. For future transactions, Client-FTP tries
to determine the file format based on the local file's extension.

FTP> TYPE DEFAULT
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USER

Sets the username at the remote host.

USER requires an open connection.

Format
USER [username [password [account]]]

If you:

¢ Supply the username, password, and account (if required) with the command, you are not
prompted for them separately.

* Omit the parameters from the command line, you are prompted for them.

* Use USER inaninteractive command file and do not want to be prompted for a user name, enter
the username in the file on the line after the USER command. (You cannot include password or
account information in the interactive command file.)

¢ Use the command non-interactively (for example, a batch job), and do not want to be prompted
for ausername, password, or account, then include the parameters on subsequent lines, after the
USER command, in the command file.

* Want to be prompted for a password, do not use the command file with a batch job nor specify
the password in a command file.

The display does not echo the password or account information.

Synonym
LOGIN

Parameters
username

Username on the remote host. Enclose the username in quotes if caseisimportant or if it contains
special characters. Prompted if omitted.

password

Password on the remote host. Enclose the password in quotes if caseis important or if it contains
special characters. Prompted if omitted and required. Not echoed.

If you are designated by the system administrator as having password authentication through Token
Authentication, you need to enter the PASSCODE in place of the password. Depending on which
type of SecurlD card you were assigned:

¢ Enter acombination of your memorized personal identification number (PIN) and the tokencode
that appears on the card (with no separating space) as the password, or

¢ Enter your memorized PIN on the PINPAD] card and the resulting tokencode that appears on the
card as the password.
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See the Chapter 15, Token Authentication: Protecting Logins, for details on obtaining
PASSCODEs.

account

Account on the remote host. Enclose the account in quotes if caseisimportant or if it contains
special characters. Prompted if omitted and required. Not echoed.

Example

The following sets the username on the remote host to SMITH, and specifies a password and an
account:

FTP> USER "SM TH' "PASSWORD" "SM TH'
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Chapter 4

Kerberos User Commands

Introduction

This chapter describes the user functions needed to get aticket-granting ticket for Kerberos

applications and maintaining the ticket file.

Ticket File Location Logical

The default ticket file for the user is SY SSLOGIN:KERBVA.TICKET. If you define the
TCPWARE_KERBV4_TKFILE logical, you can have the ticket file located somewhere else.

Hereis an example of how you can define thislogical to locate the ticket file in a specific directory:

$ DEFI NE/ PROCESS TCPWARE_KERBV4_TKFI LE SYS$DI SK: [ MYDl R] Tl CKET. TXT

Kerberos User Commands

The user interface with Kerberos comprises the following commands:

GET TGT

Gets the ticket-granting ticket (TGT) to
authenticate yourself to Kerberos

REMOVE TICKETS

Removes the TGT and any service tickets you
might have

SET KERBEROS_PASSWORD username

Changes your Kerberos password

SHOW TICKETS

Lists all tickets (TGT and service tickets) in the
ticket file

You can access these commands using the Network Control Utility (NETCU) by entering either:
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* $ NETCU

NETCU> comand
* $ NETCU command

Uppercase command parameters are converted to lowercase unless you enclose them in
quotes.

Command Reference

A description of each Kerberos user command follows.
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GET TGT

For Kerberos users. Gets the ticket-granting ticket (TGT) that allows you to get application service
tickets. This process authenticates you to the Kerberos Server, which is considered to be a trusted,
secure machine. TGTs are required to obtain an application service ticket from the Kerberos
Server.

The name of the ticket fileis determined by the TCPWARE_KERBV4 TKFILE logical, usually
set to SY SLOGIN:KERBVA.TICKET.

You must enter your Kerberos password with this command.

Your OpenVMS login nameis used for the Kerberos username unless the /[USERNAME qualifier
specifies otherwise.

GET TGT isequivalent to the UNIX command ki ni t .

Format
GET TGT

Password: password

Parameter
password

User's Kerberos password that authenticates the user to the Kerberos Server. Converted to
lowercase unless you enclose it in double quotes.

Qualifiers
/INSTANCE=instance

Usually omitted for ageneral Kerberos user; adni n for an administrative user. (See your Kerberos
administrator to determine your K erberos instance name.) Converted to lowercase unless you
encloseit in double quotes.

/LIFETIME=minutes

Lifetime of the TGT in minutes ranging from 5 to 1275 minutes. The default lifetime is 480
minutes (8 hours).

/IREALM=realm

Optional Kerberosrealm to use instead of the one determined by the value of the logical
TCPWARE_KERBV4 REALM. Converted to lowercase unless you enclose it in double quotes.

/USERNAM E=login-name

Alternate login name. Converted to lowercase unless you enclose it in double quotes.
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Example

NETCU GET TGT
Passwor d:

Gets aticket-granting ticket for the logged-in user. If the user logged in as SYSTEM, SYSTEM is
used as the Kerberos username—if the user logged in as FRED, FRED is used as the Kerberos
username.
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REMOVE TICKETS

For Kerberos users. Removes your ticket-granting ticket and application servicetickets, if any.

Seethe SHOW TICKETS command to view the user's ticket-granting ticket and any application
service tickets contained in the user's ticket file.

The name of the ticket fileis determined by the value of the TCPWARE_KERBV4 TKFILE
logical, usually set to SY SSLOGIN:KERBVA.TICKET.

REMOVE TICKETS s equivalent to the UNIX command kdestroy.

Format
REMOVE TICKETS

Qualifiers

/BELL
/NOBELL (default)

Specifies whether the terminal bell should sound when an error occurs when trying to remove
tickets. The default is/NOBELL.

ISTATUS (default)
INOSTATUS

Specifies whether to display a message when removing tickets. The default is/STATUS.
Example

NETCU REMOVE TI CKETS
Removes the ticket-granting ticket and application service tickets, if any.

Troubleshooting
% CPWARE_NETCU- W NTKTTCODES, no tickets to destroy
M eaning: Theticket file does not exist.

Action: Usethe GET TGT command to create a ticket file entry.

Y% CPWARE_NETCU- | - TKTDESTR, tickets destroyed

M eaning: The ticket was successfully removed.

% CPWARE_NETCU- E- TKTNODES, tickets NOT destroyed

M eaning: Some error occurred while trying to delete the ticket file. Possible reasons are that the
ticket file does not grant del ete access, or you are not its actual owner.
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SET KERBEROS_PASSWORD

For Kerberos users. Changes your Kerberos password.

Note! If you change your Kerberos password, your ticket-granting ticket (TGT) is deleted from your

ticket file. You need to create a new TGT using the GET TGT command.

SET KERBEROS PASSWORD isequivalent to the UNIX command kpasswd.

Format

SET KERBEROS PASSWORD [username [instance]]
Old password for username: old-password
New password for username: new-password

Verifying, please re-enter: new-password

Parameters

username

Kerberos username for which to change the Kerberos password. If omitted, the OpenVMS
username under which the user logged in is used. Converted to lowercase unless you encloseit in
double quotes.

instance

Usually omitted for a general Kerberos user but can be the name of the machine from which you
can obtain ticket-granting tickets and service tickets. Specify adni n for an administrative user.
(See your Kerberos administrator to determine your Kerberos instance.) Converted to lowercase
unless you enclose it in double quotes.

old-password
new-password

Old and new user passwords. Converted to lowercase unless you enclose them in double quotes.

Example
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NETCU SET KERBEROS_PASSWORD PERSEPHONE
A d password for 'persephone':

New password for 'persephone':
Verifying, please re-enter:

Changes the Kerberos password for user per sephone.
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SHOW TICKETS

For Kerberos users. Displays your ticket-granting ticket (TGT) and any existing application service
tickets.

The name of the ticket fileis determined by the value of the TCPWARE_KERBV4 TKFILE
logical, usualy set to SY SSLOGIN:KERBVA.TICKET.

SHOW TICKETS s equivalent to the UNIX command kl i st .
Seethe GET TGT command for more information on getting ticket-granting tickets.

Format
SHOW TICKETS

Qualifiers

/BRIEF
/NOBRIEF (default)

/BRIEF lists only the acquired tickets and not the ticket files, principal names, issuance dates, or
expiration dates.

/SRVTAB

Shows the contents of the TCPWARE: SRVTAB. file as alist of available Kerberos services. (See
CREATE SRVTAB for more information on the TCPWARE: SRVTAB. file))

ITGT_TEST
INOTGT_TEST (default)

Checks whether the tickets are still valid and returns a success or failure exit status.

Examples
1 NETCU SHOW TI CKETS
Ti cket file: SYS$LOG N: KERBV4. Tl CKET
Pri nci pal : fred@lai sy. com
| ssued Expires Pri nci pal

Jun 1 10:11:12 Jun 1 18:11:12 kr bt gt. dai sy. com@lai sy. com

Displays the name of the ticket file; ticket owner's principal name, issue and expiration dates;
and service principal name of each ticket.
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2 NETCU SHOW TI CKETS / SRVTAB
Server key file: TCPWARE: SRVTAB.

Servi ce I nst ance Real m Key Version
changepw bart dai sy. com 1
rcmd bart dai sy. com 1

Lists the available Kerberos services on BART aslisted in its TCPWARE: SRVTAB. file.
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Chapter 5

Network Printing

Introduction

The TCPware for OpenVMS network print servicesinclude Line Printer Services (LPS) and
Terminal Server Print Services. These network printing services support most printing devices,
including line printers, laser printers, and plotters.

TCPware provides Internet Printing Protocol support. refer to the TCPware for OpenVMS
Management Guide for more information about | PP.

LPS lets users print files on printers attached to remote hosts. Users can also print filesthat are on a
remote host to printers attached to the local host.

Terminal Server Print Services lets users print files on printers attached to terminal serverson a
TCP/IP network.

TCPware bases the network printing services on:

¢ UNIX style LPR/LPD protocols—Line Printer Services (LPS) implement these protocols. LPS
supportsthe UNIX style LPR, LPRM, and LPQ commands, and the OpenVMS style PRINT
command. You can configure a host as an LPS client and an LPS server (LPD).

The LPS OpenVMS print queue created during configuration can be a queue that:
— Performslocal OpenVMS print formatting and prints output on the printer associated with the
remote host running LPD.
— Sendslocal print requests to the remote print queue running LPD. The remote print queue
performs the print formatting.
¢ OpenVMS print protocol—Terminal Server Print Services implements this protocol and
supports the OpenVMS style PRINT command.
¢ Before you use the TCPware network printing services, get alist of available print queue names
from your system manager and be sure that:
* TCPware print services software has been configured and started on your system.
¢ Any other required OpenVMS print queues have been initialized and started.
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Network Print Services

Once the print queue has been initialized and started, you can send print requests to a printer
attached to aremote host, or to a printer connected to aterminal server on the TCP/IP network. You
can also print files that are on aremote host to printers attached to the local host.

The LPS client and Terminal Server Print Services support the following commands:

remote printer designated
during configuration

LPQ | Displaysthe remote print job LPRM Removes a job from aremote print queue
status
LPR | Sendsajob to the default PRINT | Placesajob in the designated print

queue; then sends the job to the printer
associated with that queue.

Figure 5-1 shows using the UNIX style L PR command and the OpenVMS style PRINT command
when you use LPS. It also shows sending afileto a print queue associated with aterminal server on
a TCP/IP network.

To send files to a printer using the networking print services:

1 Enter the LPR command to send afile to print when either the local or remote host is a UNIX
system. For example:

LPR fil enanme
Prints the file specified by filename on the default remote printer. For example;

LPR MEMD. TXT Prints the file MEMO. TXT on the default remote
printer.
LPR - PMYUNI X MEMO. TXT Sends the file MEMO.TXT to the remote printer

specified by the logical MYUNI X.

LPR - PRPRI NTERL@ALPHA MEMO. TXT

Sends the file MEMO.TXT to the remote printer
RPRI NTER1 connected to host ALPHA. See the
LPR, LPQ, LPRM, and PRINT commands in the
command reference.

2 Enter the PRINT command to send afile to a print queue for printing when one of the following

istr

ue (see Figure 5-1):

a Theloca hostisa TCP/IP OpenVMS host and the remote host runs the LPD server.

b Thelocal and remote hosts are TCP/IP OpenVMS hosts.

¢ Theloca hostisa TCP/IP OpenVMS host and the printer connects to aterminal server on a
TCP/IP network.

In the print request PRI NT/ QUEUE=gnane fi | ename, the gname parameter is the name of
the print queue, and the filename parameter specifies the datafile or files you want printed.
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For example, the print request PRI NT/ QUEUE=ENGSPRI NT MEMO. TXT sends thefile
MEMO. TXT to the remote printer queue ENG$PRI NT for printing on the printer associated

with that print queue.

The standard OpenVM S qualifiers for the PRINT/QUEUE command are available.
See HP's OpenVM S DCL Dictionary for details on the PRINT command.

Figure5-1 Using UNIX Styleand OpenVM S Style Printing Commands
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PRINT Qualifiers
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L PS supports the OpenVMS PRINT/FORM qualifier on local LPS OpenVMS print queues. LPS
OpenVMS print queues configured with the VM S formatting option support the /FORM qualifier.

L PS also supports the /PARAMETERS qualifier on remote hosts associated with the local LPS
OpenVM S print queue. OpenV M S print queues configured with the L PD formatting option support
the /PARAMETERS qualifier.

LPS also supports the /LIBRARY and other qualifiers associated with the OpenVM S
INITIALIZE/QUEUE command. You can specify these qualifiers during CNFNET configuration.

Figure 5-2 shows the effects of using the /[FORM and /PARAMETERS qualifierson an LPS
OpenVM S queue configured for:

¢ Vs formatting option set up during configuration—use the /[FORM qualifier
¢ LPDformatting option set up during configuration—use the /PARAMETER qualifier

If you intend to use the /[FORM or /PARAMETER quadlifier:
¢ Theformat of the PRINT command with the /FORM optioniis:

PRI NT/ QUEUE=gnane fil ename / FORM=f orm

gname is the OpenVMS queue name and formis the form name or number.

Use the SHOW QUEUE/FORM command to display the list of the available forms for use with
LPS.

* Theformat of the PRINT command with the /PARAMETERS option is:

PRI NT/ QUEUE=gnane fil ename / PARAMETERS=( par anet er s)

gname is the OpenVMS queue name and parametersis any of a number of supported parameters
and their values, separated by commas, such as/PARAMETERS=(SIDES=2,NUMBER_UP=2),
which indicates double-sided printing with two print "frames" (the "number up") per page.

¢ Ask your system manager for alist of LPS OpenVMS print queues that support these qualifiers.
* Ask your system manager for alist of available formsfor LPS.
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Figure5-2 /FORM and /PARAMETERS Qualifierswith LPSOpenVM S Print
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LPQ

Displays the status of specific print requests or all requests in aremote print queue.
For each request in aqueue, LPQ reports the following:

¢ User'sname

¢ Current rank of the request in the queue
* Names of the files within the request

* Request number

¢ Tota size of the request in bytes

Print requests appear in the order in which you want them printed. If the filenames are unavailable
(because the job consists of text entered directly from the keyboard), LPQ lists them as
SY S$INPUT.

You can specify up to 50 files and 50 usernames on one LPQ command line.
LPQ [-1] [-Pprinter] [job-number...] [username...]

You can enter commands, parameters, and options in upper or lowercase letters. Print services
converts al uppercase letters to lowercase unless you enclosed them in quotation marks ("").

Parameters

job-number
Displays queue information for the specified request.
username

Displays queue information for print requests owned by a specific user.

Options

Displays queue information in the long format. If you do not use this option, L PQ displays only as
much information about the job as fits on one line.

-Pprinter @host

-Plogical-name

Specifies aremote print queue. If you do not use this option, L PQ displaysinformation only for the
default printer defined by the logical TCPware LPR_PRINTER.

Note! LPQ does not support the UNIX LPQ option +n.
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Examples

1 Thiscommand displaysin short form all jobs queued to the printer sys$pri nt on host dai sy
and owned by user smi t h:

LPQ

Ip is ready and printing

Rank Owner Job Files Total Size
active smth 45 menpl, nenob2, neno 3957 bytes
1st j ones 46 prog. c 897 bhytes
2nd ross 47 letter.txt 432 bytes

2 This command displaysin long form all jobs queued to the printer sys$pri nt on host dai sy
and owned by user smi t h:

LPQ -1 -Psys$print @aisy snith

Ip is ready and printing

smth: active [j ob 045dai sy. fl ower.com
3 copi es of neno.txt 957 bytes

smth: 1st [j ob 046dai sy. fl ower.com
prog.c 897 bytes

smth:3rd [j ob 048dai sy. fl ower.com
letter.txt 432 bytes

3 This command displays job 489 in the queue for the default remote printer:

LPQ 489

Ip is ready and printing

Rank Onner Job Files Total Size
active gordon 489 aug. txt, sept.txt 560 bytes
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LPR

Sends afile to aremote print queue.

If you omit afilespec, the job consists of data you type from the keyboard.
The TCPWARE_LPR_PRINTER logical defines the default remote printer.

TCPware creates the LPR temporary filein SY SSSCRATCH. In thisway, if you have alimited
disk quota, you can print by redefining the SY SBSCRATCH logical to point to apublic scratch disk

that has no disk quota limitations.

Format
LPR [option...] [filespec ...]

Parameter
filespec

Name of the file(s) you want queued. Use the asterisk (*) or percent sign (%9 as awildcard
character. Enclose in quotes if you want to preserve case other than all lowercase. For multiple
files, leave a space between each filespec. The default extensionis.LIS.

Options

Note! The following options are listed in the order characters (lowercase and uppercase), numbers,
and symbols. They are all prefixed by a hyphen and some take arguments. The lowercase and
uppercase character options can mean very different things and are listed together for
comparison sake. The important distinction is that the uppercase options all take arguments.
There are two ways to keep this distinction clear on the command line:

Enter lowercase optionsin
lowercase and uppercase
options in uppercase

Hereyou MUST enclose the uppercase character in quotes; for
example, - " P" ("use the remote printer indicated by the
following argument"). Also include a space character between
alowercase (unquoted) option and any filespec, or the entry
will be interpreted as an option that takes an argument (see the
next method).

Enter al optionsin lowercase

Here you MUST distinguish the options taking arguments by
appending the argument immediately after the option character
(with no intervening space). For example, - pl p means"use
remote printer | p", while-p | p (with the space) means
"print thel p file, which contains UNIX pr formatting
commands."

-C

File contains datain the UNIX CIF graphics language.
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-" C" job-classification (or -cjob-classification)

Names the job classification you want used on the burst page. If you omit this option, the job
classification is the domain name of the local host. (See the previous note for details on syntax.)

-d
File contains output from TeX formatting commands.
-f

Uses afilter that interprets the first character of each linein thefile as a standard FORTRAN
carriage control character.

-9

File contains standard UNIX plot data as produced by the plot routines.
-h

Suppresses the printing of the burst page.

-i[ number]

Indents the output the specified number of blank spaces. If you do not enter a number, the output
indents eight spaces. (Do not leave a space between the - i and the number.)

-"J" job (or -jjob)

Prints the job name on the burst page. If you do not use this option, the job name is the name and
extension of thefirst filein the job. (See the Note for details on syntax.)

Uses atransparent filter so that you can send data to the printer unchanged. Note that the datais
UNCONVERTED; print services does not convert the filesto STREAM-LF format. Use this
option with BINARY dataor files containing all of the characters, including carriage returns (CRs),
when you want them sent to the printer.

-m

Sends a mail message to the user who issued the L PR command upon completion of the job. You
can use this option only if your local host implements the Simple Mail Transfer Protocol (SMTP).
This also setsthe /NOTIFY option for PRINT, so that if you are logged in as the user under which
the job was printed, you will be notified that the job completed.

-n
File contains UNIX di t r of f (device independent t r of f ) formatting commands.
-0

File contains PostScript input.

P

Printsthe file with page headers. (Do not append any characters onto the p of the option or it can be
interpreted as an argument to the uppercase -P option. See the Note.)
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-" P" printer @host (or -pprinter @host)
-" P"logical (or -plogical)

Specifies aremote printer. If you do not use this option, Ipr uses the default printer defined by the
logical TCPWARE_LPR_PRINTER. (See the Note for details on syntax.)

-r

Deletes the files from your local host after sending them to the remote queue. Use this option
cautiously. The remote host del etes the file when accepting the job. However, the remote host does
not guarantee that it will print or execute the job. (That is, the remote printer might fail, someone
could delete jobs from the queue, or you might not have access to the queue). The remote host does
not delete the file if the remote queue does not accept the job.

-t

File contains output from UNIX t r of f formatting commands. (Do not append any characters onto
the t of the option or it can be interpreted as an argument to the uppercase - T option. See the
Note.)

=" T" title (or -ttitle)

Printsatitle on the first page of output. Use this option only when you use the -p option to format a
file. (See the previous note for details on syntax.)

-V
Fileisin Sun raster format.

-wnumber

Width of the output pages in characters. (Do not leave a space between the - wand the number.)
-znumber

Length of the output pagesin lines. (Do not leave a space between the - z and the number.)

-1string

-2string

-3string

-4string

The options name UNIX font files and work the same as they do in UNIX. (Do not leave a space
between the number and the string.)

Use these options only withthe-d, -n, and -t options.

-#number

Prints multiple copies, where number isthe number of copiesyou want of each file. (Do not leave a
space between the - # and the number.)
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Note! LPR does not support the UNIX | pr options -s and - q.
Some LPD servers that reside on non-UNIX hosts (such as the one provided by TCPware) do
not support the following UNIX | pr options: -p, -t, -n, -d, -g, -v, -c, -i, -W,
-z, -1, -2, -3, and -4.
Examples
1 This command printsthe file MEMO.TXT on the default remote printer:

LPR MEMO. TXT

Each of these commands send the file MEMO.TXT to the remote printer specified by the logical
dr p02:

LPR -"P"drp02 MEMO. TXT
| pr -pdrp02 meno.txt

Each of these commands send the file MEMO.TXT to the remote printer | p at host dai sy:
LPR -"P"| p@lai sy MEMO. TXT

| pr -pl p@lai sy neno.txt

Each of these commands specify mymemaos as the job name on the burst page, and send
MEMOLTXT, MEMO2.TXT, and MEMO3.TXT to the default remote printer:

LPR -"J"nmymenos MEMOL. TXT MEMX2. TXT MEMOB. TXT
| pr -jmymenos nenol.txt nmenpl.txt meno2.txt neno3.txt

This command sends three copies of the MEMO.TXT and LETTER.TXT files to the default
remote printer:

LPR -#3 MEMO TXT LETTER TXT

This command:

LPR -t -h -w72 MEMO LIS

Indicates that:

— Thefile contains UNIX troff formatting code.
— The burst page should not be printed.

— Thewidth of the output should be 72 characters.
— The MEMO.LISfileis sent to the default remote printer.
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LPRM

Removes one or more jobs from aremote print queue.
You can remove jobs from remote queues in these situations only:

* The jobs were submitted from your local host
¢ Your local host has direct access to the remote host. The following files define this access:

— TCPWARE:LPD_USERS.DAT (the LPD Access File) for TCPware hosts
— etc/hosts. |l pdor/etc/hosts. equi v for UNIX hosts

When removing remote jobs from an OpenVMS hogt, use the LPRM command instead of the
OpenVMS DELETE/ENTRY command. LPRM removesfilesfrom the TCPWARE_LPD_SPOOL
directory, whereas DELETE/ENTRY does not.

The LPRM command displays a message only when it removes ajob or encounters an error. If it
does not delete a job (such as when the queue is empty), a message does not appear.

You can specify up to 50 jobs and 50 usernames on one LPRM command line.

Format

Par
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LPRM [-"P" printer] [job-number ...] [username....] ["-"]

TCPware converts all uppercase letters to lowercase unless you enclose them in quotation marks

("),

If you omit ajob-number or username and you own the job that is currently active, TCPware
removes the job.

ameters
job-number

Specifies which job you want removed from the remote queue. If you omit this parameter,
TCPware removes the currently active job.

Use the LPQ command to display the job-number of ajob.
username

Specifies the owner of the jobs you want removed from the remote queue. TCPware removes all
jobs the specified user owns.

You can remove jobs that you do not own from a remote queue only under these conditions:

¢ Theremote host is an OpenVMS host

* Your local account is mapped to an OpenVMS username that has OPER privilege on the remote
host

Use the LPQ command to display the usernames for all jobs.
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Options
-" P" printer @host
-" P"logical-name

Specifies aremote printer. If you omit this option, TCPware removes the job from the queue the
TCPWARE_LPR_PRINTER logical defines.

If you have OpenVM S OPER privileges on the local host, this option removes al jobs your local
host submitted to the remote queue. Otherwise, it removes only your jobs.

Place quotation marks (" ") around this option if it isthe last character on the command line
because OpenVM S treats trailing hyphens as continuation line indicators.

Do not enter this option when you enter the job-number or username parameters.

Examples
1 This command removes your currently active job from the default remote print queue:
LPRM
2 This command removes all jobs that belong to user smith from the Ip queue on host daisy:
LPRM - "P"| p@ai sy SM TH

3 This command removes jobs 489, 490, and 495 from the default remote print queue. You can

issue this command if you own these jobs, or you have OpenVM S OPER privilege on the remote
host:

LPRM 489 490 495

4 1f you have OpenVMS OPER privilege on the local host, this command removes all jobs from
the default remote print queue. If you do not have this privilege, this command removes only the
jobs you own.

LPRM " -*
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PRINT

Queuesjobsfor printing on alocal or remote printer.
Useful for sending aprint job to a printer attached to aterminal server.
For details on Terminal Server Print Services implementation, see the /QUEUE quadlifier.

The OpenVMS process that controls OpenV M S queues determines the remote printer by checking
the following itemsin this order:

1 The TCPWARE_LPR_gname PRINTER system logical
2 The/PARAMETERS qualifier
3 The TCPWARE_LPR_gname PRINTER_DEFAULT system logical

Information in this section applies only to using the TCPware for OpenVMS PRINT command
with LPS and Terminal Server Print Services.

HP OpenV M S documentation provides compl ete information on the PRINT command.

Format
PRINT file-spec], file-spec...]

Parameter
file-spec
Specifiesthefile (or files if separated by commas) you want printed.

Qualifiers
/COPIES=n

Prints multiple copies of output, where n is the number of copies.

If you place this qualifier immediately after the PRINT command, each file listed in the command
string prints n times. (The same effect occurs when you use the - #nunber option with the LPR
command.) If you place this qualifier after afile specification, only that file prints n times.

/[FORM=form-name

Specifies the name or number of the form you want associated with the print job. If omitted, the
default form for the execution queues with the job.

Forms have attributes such as print image width and length or paper stock. To see which forms are
defined for your system, use the SHOW QUEUE/FULL command.
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/NAM E=job-name

Namesthe job. If you do not use this qualifier, the job name is the name and extension of the first
filein the job. This name displays on the screen when you use the LPQ command to request queue
information, and on the flag page.

This qualifier is equivalent to the" - J" option used with the LPR command.
INOFLAG

Suppresses printing of the burst page.

This qualifier is equivalent to the " - h" option used with the LPR command.
INOTE=string

Names the job classification you want used on the burst page. If you omit this qualifier, the job
classification is the domain name of the local host.

/PARAMETERS=(parameter-1][,...,parameter-8])

Allows you to specify UNIX LPR command options that do not have OpenVMS equivalents. If
you enter only parameter-1, you can omit the parentheses. You can enter up to eight parameters:

parameter-1 sends jobs to a specific remote printer. Enter either a system logical
name or printer @host. This parameter overrides the printer defined by
the TCPWARE_LPR_gname PRINTER_DEFAULT logical. If you
choose to use the default printer and want to enter subsequent
parametersin the same command line, you must enter double quotation
marks (" ") in place of parameter-1.

parameter-2through | specify thefollowing LPR UNIX options:c, d, g, i, |, m n,
parameter-8 o, p, t, T, v, x, w, z, 1, 2, 3, 4.Youcanuseleading
hyphens, but they are not required. Enclose the option in quotation
marks (for example, "t "). (Thef optionisunnecessary; the OpenVMS
process that controls OpenVMS print queues automatically specifies
thisfilter for FORTRAN carriage control files.)

Each parameter can include more than one option. However, you must enclose all options within
the same set of quotation marks (for example,"m g", "i d")

Note! Some LPD servers that reside on non-UNIX hosts (such as the one provided by TCPware) do
not support the following LPR UNIX options: -p, -t, -n, -d, -g, -v, -¢, -i, -w, -
z, -1, -2, -3, -4.
/PASSALL/NOPAGE

Uses atransparent filter so that you can send datato the printer unchanged. Note that this command
qualifier DOES NOT convert the fileto STREAM-LF format. This qualifier isequivalent to the- |
option used with the LPR command.

When using *-to-OpenVMS printing, the /PASSALL qualifier prints text files without carriage
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returns (CRs). Use this option mainly with BINARY dataor afile that containsall of the characters
(including CRs) that you want sent to the printer.

If you use LPS and issue the PRINT command, the printing processignores the/BURST,
/CHARACTERISTIC, /HEADER, /PAGES, /SETUP, /SPACE, and /TRAILER OpenVMS PRINT
qualifiers. All other OpenVMS PRINT qualifiers work the same as they normally do with
OpenVMS.

/QUEUE=gname

Specifies a print queue that can send the job to alocal or remote printer. If you omit this parameter
with Line Printer Services, the job goes to the SY S$PRINT queue.

The /QUEUE parameter is necessary when generating a print request on a remote printer attached

to aterminal server (when using the Terminal Server Print Services). Once the server initializesand
startsthe print queue for aterminal server print job, you can generate a print request on the terminal
printer as follows:

PRI NT/ QUEUE=gnamne fil ename

The gname parameter is the name of the print queue, and the filename parameter specifies the data
file or files you want used. The standard OpenVMS qualifiers are available.

VMSLPR Symbiont

By default the VM SLPR symbiont generates aflag page locally using the VMS print symbiont and
suppresses the banner page generated by the LPD server. You can make the VM SLPR symbiont
request a banner page from the LPD server on a specific queue by defining the logical:

$ DEFI NE/ SYSTEM EXEC TCPWARE_VMSLPRSMB_<queue- nane>_REMOTE_BANNER “ TRUE"
To enable this functionality on all VM SLPR symbionts, define the logical:

$ DEFI NE/ SYSTEM EXEC TCPWARE_VMSLPRSMB_REMOTE_BANNER “ TRUE*

Thefollowing logical has been added to the VM SLPR symbiont allowing you to define the number
of characters you want removed from the end of a print job.

$ DEFI NE/ SYS/ EXEC TCPWARE_VMSLPRSMB_<queue- nane>_TRI MTAI L #

— #isanumeric value indicating the number of charactersto remove from the end of each print
job. If not specified, the default value is 2.

Examples
1 This command prints the file MEMO.TXT on the remote default printer:
PRI NT/ QUEUESLPR$PRI NT MEMO, TXT

2 This command sends the file MEMO.TXT to the SY SSPRINT queue, which is usually alocal
printer:
PRI NT MEMO. TXT
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3 This command prints the file MEMO.TXT on the | p printer at host DAISY. You can enter this
command only if you did not define the system logical
TCPWARE_LPR_LPR$PRINT_PRINTER.

PRI NT/ QUEUE=LPR$PRI NT / PARAMETERS="| p@AIl SY" MEMO. TXT

4 This command:
PRI NT/ QUEUE=LPRS$PRI NT / PARAMETERS=("| p@AI SY", "ni',"t") MEMO. TXT
Isidentical to the previous example, with these additions:

— The user who issued the command receives a mail message when the job completes.
— Thefile contains UNIX troff commands.

5 This command isidentical to the previous example except that parameter-1 is omitted:

PRI NT/ QUEUE=LPR$PRI NT / PARAMETERS=("", "ni', "t") MEMO TXT

Theresult isthat the file MEMO.TXT goes to the printer defined by the
TCPWARE_LPR_LPR$PRINT_PRINTER_DEFAULT logical.

PRINT Command Options

Print command options are specified using the OpenVMS standard /PARAMETERS qualifier. The
list of optionsisenclosed in parenthesis. For example,

$ PRI NT / QUEUE=I PP_PRI NTER 1
/ PARAMETER=( COPI ES=3, ORI ENTATI ON=LANDSCAPE) FI LE. TXT

These options are not case sensitive. The underscores in the option names are optional. Each may
be abbreviated as long as the result is not ambiguous.

The available print command options are:
PRINTER=printer_uri

Specifiesthe target printer when the queue default is not desired, or when there is no queue default.
The printer URI specified must match at least one of the defined printer_uri's for the print queue.

Wildcards cannot be used in the printer URI.

COPIES=number

Specifies the number of copies of each document to print. The default valueis 1.

S| DES=keyword

Specifies how the printing is to be placed on the paper. The keyword must be one of the following:

* ONE-SIDED or 1sided: prints each consecutive page upon one side of consecutive media sheets.

¢ TWO-SIDED-LONG-EDGE or two-long-edge or 2long_side: prints each consecutive pair of
pages upon the front and back sides of consecutive media sheets, with the orientation of each
pair of pages on the long edge. This positioning is called “duplex” or “head-to-head” also.

* TWO-SIDED-SHORT-EDGE or two-short-edge or 2short_side: prints each consecutive pair of
pages upon front and back sides of consecutive media sheets, with the orientation of each pair of
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print-stream pages on the short edge. This positioning is called “tumble”’ or “head-to-toe” also.
ORIENTATION=keyword
Specifies the page orientation. The keyword must be one of:

* PORTRAIT

* REVERSE_PORTRAIT
* LANDSCAPE

* REVERSE_LANDSCAPE

These can be abbreviated to any non-ambiguous prefix. Caseisignored.
[NOJFLAG

Requests, or suppresses, the printing of an IPP flag page for the job. The printer may, or may not,
respond to this request. The exact format of this flag page is up to the IPP Server (printer)
implementation.

NUMBER_UP=number

Specifies the number of page imagesto be placed on each side of each sheet of paper. The number
must be an integer that is acceptable to the | PP server. If the number specified is not avalue
supported by the server, the job aborts.

DOCUMENT_FORMAT=MIME-media-type or
DOCUMENT_FORMAT=***printer_default***

Specifies the document format of thefilesin thejob, or specifies use of the printer's built-in default.
The default for this qualifier is the default for the queue. Also, if the queue configuration does not
specify adefault document format, the hard coded default is "text/plain”.

JOB_PRIORITY =integer

Specifies the priority of the print job at the |PP server (not to be confused with the OpenvVMS
gueue priority). 1 isthe lowest, 100 is the highest.

FINISHINGS="keyword[,keyword]...”

Specifies finishing operations to be performed on the printed documents. May or may not be
supported by a given PP server. Any or al of the four available finishings may be specified. Case
isignored.

e BIND

* COVER
* PUNCH
e STAPLE

MULTIPLE_DOCUMENT_HANDL ING=keyword
Specifies how you want the printer to print your job. The keyword is one of the following:

* Single_Document or 1Document
¢ Separate Documents Uncollated Copies or UncollatedSeparate
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¢ Separate Documents Collated Copies or CollatedSeparate
¢ Single Document_ New_Sheet or NewSheet

Caseisignored. See/MULTIPLE_DOCUMENT_HANDLING_DEFAULT=keyword in Chapter
15 of the TCPware Management Guide for information on single document, separate-documents-
uncollated-copies, separate-documents-collated-copies, and single-document-new-sheet handling.

PAGE_RANGES="range][,range]..."

Specifies the page numbers to print. range is either a single integer page number, or apair of page
numbers, separated by a hyphen. Multiple range specifications are separated by commas and
enclosed in double quotes.

For example:

$ PRI NT/ QUEUE=I PP_QUEUE/ PARAM=( PAGE_RANGES="1, 3-6, 9, 10, 12-14")
FI LE. TXT

Note that embedded spaces are allowed, and ignored. The example specifiesthe pages: 1, 3, 4, 5, 6,
9,10, 12, 13, and 14.

MEDIA=name
This attribute identifies the medium that the Printer uses for al pages of the Job.

The values for "media" include medium-names, medium-sizes, input-trays and el ectronic forms.
See your printer documentation for details concerning what values are supported for your printer.

Standard keyword values are taken from | SO DPA and the Printer MIB and are listed in section 14
of RFC 2566. Some servers may support definition of locally created names as well.

See Table 5-1 and Table 5-2 for the standard media names.
QUALITY=keyword
Specifies the quality of the printed material. Case isignored. The keyword choices are;

* DRAFT
* HIGH
* NORMAL

Table 5-1 contains examples of standard names. These names include, but are not limited to the
following:

Table 5-1 Sandard M edia Names

Name Description
default The default medium for the output device
iso-ad-white Specifies the ISO A4 white medium
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iso-a4-colored

Specifies the ISO A4 colored medium

i so-ad-transparent

Specifies the SO A4 transparent medium

na-letter-white

Specifies the North American letter white medium

na-|etter-colored

Specifies the North American letter colored medium

na-letter-transparent

Specifies the North American letter transparent medium

na-legal-white

Specifies the North American legal white medium

na-legal-colored

Specifies the North American legal colored medium

na-9x12-envelope

Specifies the North American 9x12 envelope medium

monarch-envelope

Specifies the Monarch envelope

na-number-10-envel ope

Specifies the North American number 10 business envel ope medium

na-7x9-envelope

Specifies the North American 7x9 inch envelope

na-9x11-envelope

Specifies the North American 9x11 inch envelope

na-10x14-envel ope

Specifies the North American 10x14 inch envelope

na-number-9-envelope

Specifies the North American number 9 business envelope

na-6x9-envelope

Specifies the North American 6x9 inch envelope

na-10x15-envel ope

Specifies the North American 10x15 inch envelope

executive-white

Specifies the white executive medium
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folio-white Specifies the folio white medium
invoice-white Specifies the white invoice medium
ledger-white Specifies the white ledger medium
guarto-white Specified the white quarto medium
iso-a0-white Specifies the ISO A0 white medium
iso-al-white Specifies the ISO A1 white medium

a Specifies the engineering A size medium
b Specifies the engineering B size medium
c Specifies the engineering C size medium
d Specifies the engineering D size medium
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Table 5-1 Sandard Media Names

e Specifies the engineering E size medium

The following standard values are defined for input-trays:

Table5-2 Input Tray Names

Name Description

top The top input tray in the printer.

middle The middle input tray in the printer.
bottom The bottom input tray in the printer.
envelope The envelopeinput tray in the printer.
manual The manual feed input tray in the printer.
large-capacity The large capacity input tray in the printer.
main The main input tray

side The side input tray

Submitting Jobs to IPP Symbiont Print Queues
This section describes how to submit jobs to the IPP symbiont print queues.

Printing a Single Text File to an IPP Queue
Print the file FOO.TXT to the IPRINTER (default destination printer) set up in the prior examples:

$ PRI NT/ QUEUE=I PRI NTER_QUEUE f 0o0. t xt

Specifying the Destination Printer on the Print Command
Print asingle text file to a non-default printer on a queue with awild carded printer URL:

$ PRINT / QUEUE= pri nter_queue -
_$ /PARAME(printer="ipp://another.nynet.conlipp/portl") foo.txt

Note! The above will fail unless the queue specifies another.mynet.com as a legal URL, either
explicitly or by using wildcards.
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Using Other Print Qualifiers

Print atext file to adefault printer on aqueue but specify the document format and additional
copies:

$ PRINT / QUEUE=i pri nter_queue-_$
_$ / PARAM=(docunent ="t ext/ pl ai n" copi es=3) foo.txt

TCPWARE IPP SHOW Command

5-22

The TCPWARE IPP SHOW utility allows a user to learn the capabilities supported by an |PP
server. This utility queries the server and displays the supported attributes. The program can be
used to check on the capabilities of a given server. When called from a DCL script or other
program, it can be used to gather information about a number of printers, or used to match printer
capabilities with the needs of a given print job.

For detailed information on the IPP SHOW command, see Chapter 15 of the TCPware
Management Guide.



Chapter 6
RCD and RMT:. Remote CD-ROMs and Tapes

Introduction

The Remote Magnetic Tape (RMT) Client and Remote Compact Disc (RCD) Client provide access
to tape drives and CD-ROM drives, respectively, on remote TCP/IP systems. This chapter
describes how to set up RMT and RCD on your OpenVMS system so that you can use the
commands typically associated with tape and CD-ROM drives, such as BACKUP, MOUNT,
COPY, and EXCHANGE.

RMT Client and RCD Client

To use aremote tape or CD-ROM, you must first “connect” to the server system with the
RMTSETUP command, which creates a pseudodevice. You can then use OpenVMS commands
such as BACKUP, MOUNT, COPY, and EXCHANGE. These are the same commands issued
directly to the physical tape or CD-ROM device on the server. When you conclude the activity, you
can discard the pseudodevice using the DEALL OCATE command.

Note that not al tape drives or CD-ROM drives can fully support use of the RMT Client and RCD
Client. For example, quarter-inch tape drives on UNIX systemstypically support only fixed-length,
512-byte records. You cannot use these tapes with the OpenVM S COPY or BACKUP commands
because the latter require variable-length records.

An attempt to perform an unsupported operation to a remote device resultsin a
YSYSTEM E- UNSUPPORTED error message.

Troubleshooting
You can lose the TCP/IP connection between the RMT or RCD client and server if:

* AnRMT or RCD server receives acommand that it does not recognize. Rather than returning an
error message, it simply closes the connection.
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* Abuginan RMT or RCD server causesit to crash.
¢ |f the RMT or RCD server (or its system) crashes or is shut down.

In these situations, the RM T Client or RCD Client detects the |oss of the TCP/IP connection and
returns the following error message for all subsequent commands:

YSYSTEM F- LI NKABORT, network partner aborted |ogical |ink

The only alternative at this point is to deall ocate the existing device and reconnect to the server
(when it becomes availabl€) by running RMTSETUP again.



RMTSETUP RCD and RMT: Remote CD-ROMs and Tapes

RMTSETUP

Configuresan RMT or RCD pseudodevice, _RMIn: or _RCDn:, respectively, on your local
OpenVMS system. In thisway you can perform functions on remote magnetic tape or CD-ROM
drives connected to an RMT or RCD server. Theremote RMT or RCD server must support ther nt
protocaol.

Connecting to aremote CD-ROM drive requires the /CD qualifier. You can connect to the remote
host with a different username by specifying the optional /USERNAME qualifier on the command
line.

Format
RMTSETUP host remote-device [logical]

Parameters
host

Name or internet address of the host on which the remote tape or CD-ROM driveresides. This host
must have an RMT server available.

remote-device

Name of the remote tape device (such as MKB500: ) or CD-ROM device (such as DKA200: ) on the
RMT server. If sending the device and any server options to a non-TCPware server, you must
enclose this information in double quotes, such as "/ dev/ r st 0" for aUNIX server with "read-
only" privileges.

logical

Optional OpenVMS logical assigned to the newly created pseudodevice. If omitted, RMTSETUP
uses the logical name TCPWARE_TAPE for tapes and TCPWARE_DI SK for disks.

Qualifiers

Not all RMT servers support the following RMT Client qualifiers as options or qualifiers. For
UNIX servers, for example, you must include options as part of remote-device as a quoted string.
For example, "/ dev/ nt 0" isastream deviceand "/ dev/ rnt 0" isanon-stream device. With a
TCPware RMT server, where remote-device is not aquoted string, the Client qualifiersthat are also
server qualifiers are sent to the server.

JASSIST (default)
INOASSIST

Action to take when the device cannot mount on the remote system. With /ASSI ST, operator
messages appear on the remote system indicating corrective action to take (if supported). With
INOASSIST, only alocal message appears. Not allowed when used with /CD.

Note! The BACKUP command's /ASSIST and /NOASSIST qualifiers further direct messages to the
local operator and user, respectively.

6-3



PART Il User Functions RMTSETUP

6-4

/BLOCKSIZE=size

Default block size of the remote tape device. Not allowed when used with /CD.
/CD

Indicates that the remote device isa CD-ROM device.

/COMMENT="string"

Used with the /ASSIST qualifier to send a message to the remote operator when a mount operation
fails. Not allowed when used with /CD.

/DENSITY =density
Density, in bits per inch, at which to write the remote tape. Not allowed when used with /CD.

ILOG
INOLOG (default)

Displays log information during RMTSETUP execution.

/MOUNT (default)
/NOMOUNT

/MOUNT allows the user exclusive access to the device./NOMOUNT disables exclusive access to
the device. /NOMOUNT also prevents a remote tape from rewinding when deallocating the
pseudodevice on the client. Not allowed when used with /CD.

You cannot combine /NOMOUNT with /ASSIST, /BLOCKSIZE, /COMMENT, or /IDENSITY.
Use/NOMOUNT carefully since it allows multiple users access to the same device.

/PASSW ORDJ[=password]
/INOPASSWORD

/PASSWORD sets the password to access the remote system and causes the RM T server to use the
r exec rather thanther shel | service. The password is converted to lowercase unless you enclose
it in quotes. NOPASSWORD usesther exec service with ablank password. Without either
qualifier, access to the remote tape device is controlled through the TCPWARE: HOST. EQUI V and
SYS$LOG N: . RHOSTS files. Use together with /JUSERNAME.

Using the password value can pose a security risk. Also, using anull password for which you have
to be prompted can cause an error in acommand procedure.

JREWIND (default)
INOREWIND

/REWIND rewinds atape beforeitsinitial use. NOREWIND causes the tape to stay in an arbitrary
position after running RMTSETUR. Not allowed when used with /CD.

ISTREAM
INOSTREAM (default)

A tapeis normally written as a series of records. /STREAM ignores record boundaries and returns
dataread from the tape as a stream of bytes (the UNIX model). Not allowed when used with /CD.
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Most OpenVMS utilities expect tape drives to operate in non-stream mode, so take carein
overriding the/NOSTREAM default.

ITRUNCATE_USERNAM E[=length]

Truncates the username sent to the RM T server to the specified length to accommodate
requirements of some non-OpenVMS systems. The default length is 8.

JUNLOAD (defaut)
/NOUNL OAD

/UNLOAD unloads the remote device when deallocating the local RMT pseudodevice.
/NOUNLOAD disablesthis. Notethat aDCL MOUNT or DISMOUNT with /UNLOAD or
/NOUNLOAD overridesthe RMTSETUP /UNLOAD or /INOUNLOAD. Not allowed when used
with /CD.

JUSERNAM E=username

Username for access to the remote system. If omitted, the username of the client processis sent to
the server (subject to truncation by /TRUNCATE_USERNAME). Username is converted to
lowercase unless you enclose it in quotes. Use together with /PASSWORD.

IWRITE (defauit)
INOWRITE

Writing to the remote tape is usually enabled. /NOWRITE is a precautionary measure to prevent a
remote tape from being written. Not allowed when used with /CD.

Examples

1 This example uses tape drive MKB500: on remote OpenVMS system IRIS to back up al the
TCPWARE datafiles that start with SM The tape is left loaded in the drive after its use
(/NOUNLOAD). MWTAPE isthe logical name for the _RMT9: device created.

$ RMISETUP | RIS MKB500: MYTAPE / NOUNLOAD / LOG

Connecting to RMI server on host IRI'S through port 514 (rsh)
Openi ng MKB500: / NOSTREAM NOUNLQAD

_RMI9: created

$ BACKUP /LOG TCPWARE: SMr. DAT MYTAPE: TCPWARE. BCK / SAVE_SET
9VIOUNT- | - MOUNTED, TEST1 npunted on _RMI9:

YBACKUP- S- COPI ED, copi ed SYS$SPECI FI C: [ TCPWARE] SM DAT; 1
YBACKUP- S- COPI ED, copi ed SYS$SPECI FI C: [ TCPWARE] SM _BAK. DAT; 1
$ DI SMOUNT MYTAPE / NOUNLOAD

$ DEALLOCATE MYTAPE

2 This example requests access to tape drive / dev/ r st 0 on aremote UNIX system, using a
username and password. The i ni ti al i ze command was unrecognized by the tape drive on the
UNIX system and rejected. Thet ar utility examines the contents of the tape, which was written
from the UNIX system. (t ar isavailable over the network and is an aternative to the
EXCHANGE utility).
$ rntsetup sigma. nene.com "/dev/rst0" -

_$ /username=system / password
Password for root on host S| GVA. NENE. COM
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$ initialize tcpware_tape test

% NI T- F- UNSUPPORTED, unsupported operation or function
$ nount /foreign /record_size=512 tcpware_tape

$ tar -ftv tcpware_tape

644 4069 Jun 1 16:29:21 2001 /etc/hosts

End of Tar file found.

Do you wish to move past the EOF mark (y/n)? n

$ di snount tcpware_t ape

$ deal | ocate tcpware_tape

3 This example requests access to CD-ROM drive DKA100: on remote host r oman, mounts the
CD-ROM using My_CD as the logical name, and requests a directory listing:

$ rmtsetup /cd /1og roman dkalOO: ny_cd

Connecting to RCD server on host ROVAN through port 514 (rsh)
Openi ng DKA100:

_RCD1: created

$ nmount ny_cd /override=id

9VIOUNT- | - WRI TELOCK, volune is wite | ocked

YVOUNT- | - MOUNTED, OPENVMS062 nount ed on _ALTARF$RCDL:

$ dir my_cd:[0,0]
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Chapter 7

RCP: Copying Files

Introduction

The Remote Copy Program (RCP) is a command you can use to copy files between your local
OpenVMS host and a remote host. TCPware provides RCP as part of the FTP-OpenVMS product.

For the FTP utility commands, see Chapter 3, FTP: Transferring Files. Use the RCP command to
copy remote files. You can copy files:

* From aremote host to your host
* From your host to a remote host
* From one remote host to another remote host (a "third-party” copy)

CAUTION! If you are using RCP with Kerberos version 4 authentication in a third-party copy, only the
first connection uses Kerberos. The second connection uses standard authentication, in
which case the username and password pass through the network as clear text.

Before you use RCP, your system manager must install and configure the TCPware FTP-
OpenVMS product and enable the shell service during TCPware R Services configuration.

Also, make sure your host or usernameis registered in the remote system's ~/ . r host s (if UNIX)
or SYS$LOGIN:.RHOSTSfile (if OpenVMS). To use Kerberos version 4 authentication with the
remote host, be sure your username and Kerberos realm arein the remote host's~/ . ki ogi n file (if
UNIX) or SYS$LOGIN:.KLOGIN file (if OpenVMS).

To use Kerberos version 4 authentication, your system manager must enable the kshel | service
during TCPware's Kerberos Services configuration. If you request Kerberos authentication, RCP
tests for it first. If the test fails, RCP uses standard authentication instead.

With Kerberos V4 authentication, you can specify the Kerberos realm using the/REALM qualifier.
If omitted, the TCPWARE_KERBV4 REALM logical value determines the realm.

If you need to preserve case for any of the command elements, enclose each in quotes, since RSH
lowercases unquoted text strings. Include a pair of quotes for each redirection of the command. If
you are redirecting a command through one remote host to have it executed on athird, each host in
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turn strips off apair of quotes after interpreting the command. In this case, you may need three
pairs of quotes around the command element in order to preserve case.
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RCP

Copiesfiles between the local and remote host, or between two remote systems.

Format
RCP source destination

Parameters
Source

Source host and pathname information, in the general format:
host:filespec
* host isthe remote host name followed by a colon ().

¢ filespec isdifferent for UNIX and OpenVMS systems:

— For UNIX system source hosts, use the absolute pathname (such as/ et ¢/ user / host s) or
the one relative to the user's home directory (host s).

— For OpenVM S source hosts, usetheformat [dir]file.typ, or file.typ, which assumesthe current
directory.

If you include a username or device, use the following format:

"user nanme@ost : devi ce: fil espec”
If you include a username and want to copy from a remote host, the remote host must include your
host (and username) in its host equivalencefile. If you do not use the above format, use the /JUSER,
/PASSWORD, and /TRUNCATE qudlifiers.

Note! Do not use /USER or /PASSWORD when using DECnet syntax for a source or destination:
host "user nane password"::fil espec
You also cannot use DECnet syntax for both source and destination (as for a remote-to-remote
copy) that involves two passwords.

destination

Destination host and pathname information, in the same format as source.

Qualifiers
IAUTHENTICATION[=auth-type]

Determines the authenti cation method. If KERBV4 (or you omit the value), uses Kerberos v4
authentication. If NULL (or you omit the qualifier), uses standard authentication.

/ILOG

Logs the files copied to or from the local system. The default is not to log. Logging only appliesto
the first remote host transaction in a third-party copy.
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INMS[={MULTINET | TCPWARE (default)}]
INOVMS

If IVMSisomitted, RCP by default attempts a TCPware style VMS mode transfer. This retains
VMSfile attributes across copies. Use VM S=MULTINET to do atransfer involving a MultiNet
machine. Use/NOVMS only if you get the error %0OCL- W | VKEYW unr ecogni zed keyword -
check validity and spel | ing withthe RCPcommand./NOVMS disables maintaining VM S
file attributes during a third-party copy.

/PASSW ORD=remote-password

Password for the remote account. Use with the /USER qualifier. Do not use with DECnet source or
destination syntax.

CAUTION! The password is sent across the network as plain text.
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/PRESERVE

P

Preserves the file protection mode and modification date during a copy. /PRESERVE and - p are
equivalent.

/REALM=realm

Assigns the name of the Kerberos realm. Use if the Kerberos Server residesin a different realm
than the local host. Use with the /AUTHENTICATION=KERBV4 qualifier and value. The RCP
client converts realm to lowercase unless you enclose it in quotes.

/RECURSIVE

-r

Recursively copies each subtree rooted at the directory you specify in the UNIX system filespec.
Thismakesit possibleto copy entire UNIX system directories and their files. In OpenVMS, specify

[dir...] (with the three trailing dots) in the filespec instead of using /RECURSIVE. - r isthe UNIX
system equivalent.

/USER=remote-username

User on the remote host. Use only if the remote host's ~/.hosts or .HOSTS file does not include
your local host name or username. If necessary, truncate username to the required number of
characters using the /TRUNCATE qualifier. Converted to lowercase if not enclosed in quotes. Do
not use with DECnet file syntax.

ITRUNCATE[=n]

Truncates the username to the specified n number of characters, since some UNIX systems restrict
the length of usernames. If you omit n, the default is eight characters.
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Examples

1

This command copies aremote UNIX system source filein its home directory to alocal host file
of the same name in the current directory. The copy preserves the source file's protection mode
and modification date.

rcp /preserve uni xhost:src_file []

This command copies the complete remote UNIX system directory tree ~/src_dir to the local
subdirectory DST_DIR, while logging the copy of each file;

rcp /recursive/log unixhost:src_dir [.dst_dir...]

Thefirst of these two commands only copiesthe .src_dir subdirectory to a UNIX system. The
second command copies the whole subtree.

rcp /recursive [.src_dir] unixhost:dst_dir
rcp [.src_dir...] unixhost:dst_dir

This command copies the complete local subdirectory tree SRC_DIR to aremote OpenVMS
host's destination directory while preserving the directory hierarchy:

rcp [src_dir...] vnshost:[dst _dir...]

This command copies al files under the local SRC_DIR directory to a remote OpenVMS host's
destination directory. This does not preserve the copied directory's hierarchy:

rcp [src_dir...] vnshost:[dst_dir]

This command copies al directories and files under the local SRC_DIR directory to aremote
OpenVMS host user's login directory on the DKA300: device (use the double quotes):

rcp [src_dir...] "vnshost:dka300:[login...]"

This command copies thelocal SRC_FILE on device DKA100: todst _fi | e on aremote host.
Double quotes are needed to specify adevice name. The/NOVMS qualifier allows RCP to copy
compatibly to an OpenVMS host running HP TCP/IP Services for OpenVMS (UCX).

rcp /novims ":dkalOO:[src_dir]src_file" ucx_host:dst_file

This command copies thelocal SRC_FILE to~sone/ dst _fi | e if the remote host isa UNIX
system, or [some-login-directory]DST_FILE if the remote host is OpenVMS. (RCP truncates
the someone username to somre.) In this case, the remote host does not have a host equivalence
file entry for the local host, requiring /USER and /PASSWORD.

rcp /user=someone/ pass=password/truncate=4 src_file host:dst _file

Each command copies a UNIX system file to the local host's current directory. The - p switchin
the first command precludes having to use double quotes around the UNIX system file
specification. The second command is the equivalent without the - p switch.

rcp -p uni xhost:/usr/users/src_file []

rcp "unixhost:/usr/users/src_file" []

10 This command copies afile from one remote host to another (a "third-party” copy):

rcp renmotehostl:filel renotehost2:file2

11 This command copies aremote UNIX system source file in its home directory to the

DST_FILE filename on the local host under the current directory. Uses Kerberos V4
authentication. The Kerberos Server and its database reside in the realm dai sy. com

rcp /aut h=kerbv4 /real medai sy. com uni xhost:src_dir dst_file
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12

13

14

This command copies al files under the local SRC_DIR directory to aremote OpenVMS
host's destination directory while preserving the directory hierarchy. Since the
/AUTHENTICATION qualifier appears without avalue, Kerberos V4 authenticates the user to
the remote UNIX host. Because /REALM is omitted, the TCPWARE_KERBV4 REALM
logical value determines the Kerberos realm.

rcp /auth [src_dir...] vnshost:[dst_dir...]

Using the /JUSER or /PASSWORD qualifier with DECnet syntax is not allowed and returns the
error message shown:

rcp /user=userl new. txt flower"user2 password"::new. txt

TCPWARE- E- NOQUAL, /USERNAME qualifier not allowed w th DECnet syntax
Using multiple passwords with DECnet syntax is not allowed and returns the error message
shown:

rcp tree"userl passl"::new. txt flower"user2 pass2"::new.txt
TCPWARE- E- MULTPW Ml ti pl e passwords not supported



Chapter 8

RLOGIN: Logging In to a Remote Host

Introduction

RLOGIN isthe Berkeley R Command utility you can useto log in to aremote host. RLOGIN
provides afunctionality similar to TELNET except that RLOGIN follows more of a UNIX format.

This chapter is abasic use summary of the RLOGIN command.

Before you use RLOGIN, be sure your host or username is registered in the remote system's
~/ . rhost s file (if UNIX) or SYS$LOGIN:.RHOSTSfile.

See the Management Guide, Chapter 16, Managing R Commands, for information on host
equivalencefiles.

To use Kerberos version 4 authentication with the remote host, make sure that your username and
Kerberos realm are in the remote host's ~/ . kI ogi n file (if UNIX) or SY S3LOGIN:.KLOGIN file
(if OpenVMS).

To use Kerberos V4 authentication, your system manager must configure TCPware's Kerberos
Services. You must also first get aticket-granting ticket (TGT) from the Kerberos Server.

See Chapter 4, Kerberos User Commands, for details on getting a TGT.

With Kerberos V4 authentication, you can specify the Kerberos realm using the/REALM qualifier.
If omitted, the TCPWARE_KERBV4 REALM logical value determines the realm.

RLOGIN first triesto use Kerberos V4 authentication if requested, then falls back to using standard
authentication if Kerberos authentication fails.

To close an RLOGIN connection, simply log out of the remote system.

If you are designated by the system administrator as having password authentication using Token
Authentication, you need to enter the PASSCODE in addition to the username and password at a

Sseparate PASSCODE: prompt. Depending on which type of SecurlDW card you were assigned, do
one of the following:

¢ Enter acombination of your personal identification number (PIN) and the tokencode that
appears on the card (with no separating space) at the PASSCODE: prompt
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¢ Enter your PIN on the PINPAD] card and the resulting tokencode that appears on the card at the
PASSCODE: prompt.

See Chapter 14, Token Authentication: Protecting Logins, for details on obtaining PASSCODEs.
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RLOGIN

Logsin to aremote host from your local host without entering a remote username and password.
The remote host must provide | ogi n service (for standard authentication) or the kl ogi n service
(for Kerberos version 4 authentication).

You can log in to the remote host with a different username by specifying the /USER qualifier.

When RLOGIN starts up, it processes the flow control characters Ctrl/S and Ctrl/Q locally unless
the remote host instructs otherwise. RLOGIN passes al other keystrokes directly to the remote
process and perform according to conventions established on the remote host.

The special RLOGIN commands in Table 8-1 are available once you start the connection to the
remote host. Enter the special RLOGIN commands as the first character on aline.

Table8-1 Special RLOGIN Commands

Command Purpose

~. Closes the connection and exits RLOGIN.

~NZ Spawns a subprocess on the local host and connects SY SSINPUT,
SY S$OUTPUT, and SY SPERROR to that process. When the subprocess logs
out, control returns to the remote session.

~~ Note! You cannot spawn with CAPTIVE accounts.

Sends a single tilde to the remote system.

Format
RLOGIN host

Parameter
host

Name or internet address of the remote host where you want to log in.

Qualifiers
IAUTHENTICATION[=auth-type]

Determines the authenti cation method. If KERBV4 (or you omit the value), uses Kerberos v4
authentication. If NULL (or you omit the qualifier), uses standard authentication.

[EIGHTBIT

Accepts eight-hit data from the terminal and sends it to the remote system. The default is that only
seven-hit datais sent.
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/[ESCAPE_CHARACTER=char

New escape character for issuing special RLOGIN commands. The default escape character isthe ~
(tilde) character.

To close your session from your local host, use a period (.) as the escape command.
/LOG=file

Logs a copy of the output to the specified file. Output continues to be directed to SY SSOUTPUT
whileit isbeing recorded in the log file. The default is no logging.

/LOWERCASE (default)
/INOLOWERCASE

/LOWERCA SE sends your local username to the remote host in lowercase (the default).
/NOLOWERCASE preserves any uppercase characters in the local username.

/REALM=realm

Assigns the name of the Kerberos realm. Use if the Kerberos Server residesin a different realm
than the local host. Use with the /AUTHENTICATION=KERBV4 qualifier and value. RLOGIN
converts realmto lowercase unless you enclose it in quotes.

/ITERMINAL _SPEED=baud
Terminal speed in baud rate. The default is the current speed of your terminal.
/ITERMINAL_TYPE=type

Resets the current terminal type to the specified type. The allowable types you can use to override
the current type are VT100, VT200, VT300, and VT400.

The remote terminal type is the same as the local terminal type. If the terminal's virtual size (rows,
columns, or pixels) changes during the RLOGIN session, RLOGIN provides the remote host with
the new information.

ITRUNCATE[=n]

Truncates the local OpenVMS username to n number of characters. The n value must be greater
than zero or the command aborts with an error. The default is eight characters.

If thelocal username is also the remote username (if you omit the /USER qualifier), TCPware also
truncates the remote username to the indicated length. However, it never truncates aremote
username specified explicitly with the /USER qualifier.

/USER=remote-username

Username on the remote host that is different from the username with which you are currently
logged in to the local host. TCPware never truncates an explicitly specified remote username (see
the /TRUNCATE qualifier). The remote-username is converted to lowercase unless you enclose it
in quotes or use the/INOLOWERCA SE quadlifier.
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Examples
1 Each of these equivalent commands opens a connection to host IRIS using standard
authentication:

RLOG N IRI'S
RLOG N / AUTH=NULL I RIS

2 Thiscommand opens a connection to remote host IRIS, using Kerberos version 4 authentication.
The Kerberos Server residesin the dai sy. comream.
RLOG N / AUTH=KERBV4 / REALM=DAI SY. COM | RI S / USER="Smi t h"
The quotes around Smith are necessary because the name contains a mix of upper- and
lowercase characters that you would want to preserve in sending the command. Without the
guotes, RLOGIN converts the name to lowercase, which then may not match the username on
the remote host.

3 Thiscommand opens a connection to remote host IRIS, using Kerberos version 4 authentication.
Because /REALM is omitted, the TCPWARE_KERBV4 REALM logical value determines the
Kerberosrealm.

RLOG NV AUTH | RI'S
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RSH: Issuing Commands on a Remote Host

Introduction

RSH isthe Berkeley R Command utility you can use to execute a single command on aremote host
without logging in.

This chapter is a summary of using the RSH command.

Before you use RSH, make sure your host and/or username is registered in the remote system's
~/ . rhost s file (if UNIX) or SY SSLOGIN:.RHOSTSfile (if OpenVMS)

See the Management Guide, Chapter 16, Managing R Commands, for details on host equivalence
files.

To use Kerberos version 4 authentication with the remote host, make sure that your username and
Kerberos realm are in the remote host's ~/ . kI ogi n file (if UNIX) or SY S3LOGIN:.KLOGIN file
(if OpenVMS).

To use Kerberos v4 authentication, your system manager must configure TCPware's Kerberos
Services. You must also first get aticket-granting ticket (TGT) from the Kerberos Server.

See Chapter 4, Kerberos User Commands, for details on getting a TGT.

If you request Kerberos authentication, TCPware tests for it first. If the test fails, standard
authentication is used instead.

With Kerberos v4 authentication, you can specify the Kerberos realm using the /REALM qualifier.
If omitted, the TCPWARE_KERBV4 REALM logical value determines the realm.
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RSH

Executes a single command on a remote host. The remote host must provide command execution
service.

When the command compl etes execution on the remote host, the RSH command exits and closes
the connection; you return to your local working environment.

RSH writes any output from the command to SY SBOUTPUT; it writes any error from the
command to SY SPERROR, unless overridden with the /OUTPUT or /ERROR qualifier.

Some servers (such as UNIX servers) send output with only line feeds for screen display. To satisfy
OpenVMS screen displays, RSH inserts a carriage return by default before each line feed before
sending the output to the terminal. If your screen display requires only aline feed, use the /RAW
qualifier to bypass the defaullt.

If you need to preserve case for any of the command elements, enclose each in quotes, since RSH
lowercases unquoted text strings. Include a pair of quotes for each redirection of the command. If
you are redirecting a command through one remote host to have it executed on athird, each host in
turn strips off apair of quotes after interpreting the command. In this case, you may need three
pairs of quotes around the command element in order to preserve case.

Format

RSH host command

Parameters

host

Name or internet address of the host you want to execute the command on. Can be a domain-style
name or an | P address.

command

Name of the command or command string to execute on the remote host.

Qualifiers

9-2

JAUTHENTICATION[=auth-type]

Determines the authenti cation method. If auth-typeis KERBV4 (or you omit the value), Kerberos
v4 authentication is used. If auth-typeis NULL (or you omit the qualifier), standard authentication
isused.

/ERROR-=file

File or device to which to direct error messages from the remote command. The default is
/ERROR=SY S$3ERROR. (See a so the /SY SERROR qualifier.)

/LOG=file

Logs a copy of the output to the specified file. Output continues to be directed to SY SSOUTPUT
whileit is being recorded in thelog file. Not valid with /SY SERROR. The default is no logging.
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/OUTPUT=file

Output file or device to which to direct output from the command. The default is
/OUTPUT=SY SSOUTPUT.

/PASSW ORD=remote-password

Password for the remote account. Use together with the /USER qualifier. The password is sent
across the network as plain text.

IRAW
INORAW (default)

Prevents an extra carriage return from being inserted for screen display. Specifying /NORAW or
omitting the qualifier places a carriage return before aline feed character before the line is written
to the terminal.

/REALM=realm

Assigns the name of the Kerberos realm. Use if the Kerberos Server residesin a different realm
than the local host. Use with the /AUTHENTICATION=KERBV4 qualifier and value. Realmis
converted to lowercase unless you enclose it in quotes.

If omitted, the Kerberos realm is determined by the TCPWARE_KERBV4 _REALM logica value.
/SYSERROR

Same as the /ERROR qualifier except that it sends messages to the NLAO device.
/ITRUNCATE[=n]

Truncatesthe local OpenVM S username to the specified n length. The n value must be greater than
zero or the command aborts with an error. The default is eight characters.

If thelocal username is also the remote username (if you omit the /JUSER qualifier), TCPware also
truncates the remote username to the indicated length. However, it never truncates aremote
username specified explicitly with the /JUSER qualifier.

/USER=remote-username

Remote host's username that is different from the username with which you are currently logged in
to thelocal host. TCPware never truncates an explicitly specified remote username (seethe
ITRUNCATE qualifier). Remote-username is converted to lowercase unless you enclose it in
quotes.

Examples

1 This command opens a connection to host IRIS and displays the name of your current working
directory:
rsh iris pwd

2 This command opens a connection to host IRIS for username "Smith" and displays the name of
the working directory for " Smith":
rsh iris /user="Smth" pwd
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The quotesaround Sni t h are necessary because the name contains a mixture of upper- and
lowercase characters that you would want to preserve in sending the command. Without the
guotes, the name converts to lowercase and may not match the username on the remote host.
This command opens a connection to host IRIS and displays the name of your working directory
ina'"raw" state on aterminal that requires only line feeds to display the information:

rsh iris /raw pwd

This command executes a pwd command on ROSES as sent through VIOLET.

$ rsh violet /user=system/password=plastic -

_$ rsh roses /user=root/password="""TCPware""" pwd

The TCPwar e password is triple-quoted to preserve case through the transaction. The system
strips off the first pair of quotes and executesr sh roses / user =r oot/ pass=""TCPware"".
VIOLET strips off the second set of quotes and executesr sh r oses / user =r oot /
pass="TCPwar e". ROSES strips off the third and executes pwd. In each case, the password
string is interpreted literally.

This command uses K erberos version 4 authentication to open a connection to remote host IRIS.
The Kerberos Server resides in the dai sy. comrealm. Also displays the name of your current
working directory.

rsh /aut h=kerbv4 /real n=dai sy.comiris pwd

This command uses Kerberos version 4 authentication to open a connection to remote host IRIS

and displays the name of your current working directory. Because /REALM is omitted, the
TCPWARE_KERBV4_REALM logical value determines the Kerberos realm.

rsh /fauth iris pwd



Chapter 10

Sending and Receiving Electronic Mail

This chapter describes how to use OpenVMS MAIL and ALL-IN-1 Mail with TCPware and covers
the following major topics:

* Using OpenVMS mail across the network
¢ Using mail under ALL-IN-1 across the network

Using OpenVMS Mail Across the Network

TCPware enhances OpenVMS Mail so you can send and receive mail across the network.

Specifying Addresses
When you use OpenVMS Mail to send mail to a host outside your VM Scluster, the message is sent
viaSMTP (Simple Mail Transfer Protocol). For this reason, you must specify the address so that
SMTP accepts the mail correctly. The format for the addressis:
To: SMIP% r eci pi ent @esti nati on"

The string SMTP and the destination system name are not case-sensitive; that is, you can type
them in either uppercase or lowercase | etters. The destination recipient specification may be case-
sensitive, however, depending on the destination system's software. On some UNIX systems,
ROOT and root specify two different user names (and hence different electronic mail addresses).

If the address contains a quote, enter the address with either \' or \s as shown in the following
example formats:

To: SMIP%\' recipi ent @estination"
or

To: SMIP% \ sreci pi ent @estination"
If the addressis on alocal DECnet network, use this format:
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To: SMIP¥%modenane: : user nane

If the addressis on aremote DECnet network, you may use this format:

To: SMIP% ' nodenane: : user nane' @lesti nati on"

Note! TCPware assumes that an address containing a double colon (::) is a DECnet address. If an
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address contains a double colon and is not a DECnet address, SMTP does not handle it
correctly.

If you know the recipient's | P address, but not the host name (or if the host nameisnot registered in
the Domain Name System), specify the recipient address as follows:
To: sntp%recipient@aa. bb. cc.dd]"

where aa.bb.cc.dd is the destination system's | P address in dotted-decimal form. You must specify
the IP address in square brackets.

The OpenVMS Mail utility also allows you to specify an addressee on the command line:

$ MAIL filename addressee

To use thisform of the command with TCPware, you must enclose the address in quotes (and you
must double all existing quotes), as follows:

$ MAIL filename "sntp% "recipi ent @estination"""

The following example shows the user sending mail using the OpenVMS MAIL utility to a user
named John Smith with a user name of "johns" on system SALES.FLOWERS.COM.

$ MAIL

MAI L>SEND

To: SMIP% j ohns@al es. fl owers. cont
Subj : This is a test nessage.

Enter your nessage below. Press Crl/Z when conplete, or

cGrl/Cto quit:

H John, this is a test of the TCPware extension to the VM5 MAIL utility.
crl/z

MAI L>EXI T

$

You receive network mail as you would all other mail inthe VMS MAIL utility. The following
exampl e shows the user "WHORFIN" reading an SMTP mail message sent by the user "johns."

$

New mai | on node KAGCS from SMIP% j ohns@al es. fl owers. cont' "John Smith"
$ MAIL

You have 1 new nessage.

MAI L>READ/ NEW

#1 03-23-2001 10:05:40.79

From SMIP% j ohns@al es. f| owers. cont "John Smth"
To: VWHORFI N

CC.
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Subj : Re: This is a test nessage.

Ret urn- Pat h: <syst em@ar em yours. con

Recei ved: from karem paul .com (192. 168. 1. 92) by di no. bedrock. com
(MX V5. 1- X A2w8g) with SMIP for <smth@aul.yours. conp;
Mon, 9 Aug 2001 14:35:01 -0400

Recei ved: by karem paul .comfor snmith@water.peter.com
Mon, 9 Aug 2001 14:35:00 GVr

Date: Mon, 9 Aug 2001 14:35:00 GV

From system@arem paul .com

To: smth@water.peter.com

Message- 1 D: <990809143500. a2@ar em paul . conms

G ad to see your test worked.

This is ny response.

MAI L>EXI T

Specifying a Host Alias
TCPware allows a system to have multiple names-or host aliases-with respect to electronic mail
delivery. You can specify the host alias you want to use by defining the
TCPWARE_SMTP_FROM_HOST logical name. The alias you choose must be one of the SMTP
host name aliases registered on the system (see the trandation of the logical name
TCPWARE_SMTP_HOST_NAME and the contents of the file
TCPWARE_HOST_ALIAS FILE). If the dias you use is unknown, the setting of
TCPWARE_SMTP_FROM_HOST isignored.

The host alias feature allows users from different administrative units within an organization to
have their return address reflect the name of their unit, even though mail for all unitsis handled by
one system.

Specifying Individual Aliases

TCPware supports both system-wide and per-user mail aliases. Using these aliases, you can refer
to electronic mail addresses with namesthat are meaningful to you. Per-user mail aliases are kept
inthefile SMTP_ALIASES. in your login directory.

The format for alias entriesis:

alias: real _address[,...];

where aliasis an alphanumeric string and real_address is an electronic mail address. You can
specify multiple addresses by separating them with commas (,). The alias definition may span
multiple lines, if needed, and must always be terminated with a semicolon (;).

For example, alocal user may have a user name of JB134A, but you want to send mail to him as
john. Add the following line to your SMTP_ALIASES. file;

j ohn: j b134A;

Aliases are repeatedly trandated until no more trandlations are found. You can circumvent the
repeated trandlations by including aleading underscore () inthereal_address. For example, this
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definition causes mail to be forwarded and delivered locally:

f nor d: f nord@onewher e. el se. edu, _fnord;

Using Mail Under ALL-IN-1

This section explains how to use the mail subsystem under ALL-IN-1 to send mail to and receive
mail from users on remote systems.

To send mail to auser on aremote system, specify an ALL-IN-1 e-mail address in the format:

reci pi ent @estinati on@MIP

@SMTP indicatesto the ALL-IN-1 mail subsystem that the message should be given to the SMTP/
MR gateway facility for eventual handling by the TCPware SMTP mail system. Note that the string
SMTP and the destination system name are not case-sensitive; that is, you can type them in either
uppercase or lowercase letters. However, the destination recipient specification may be case-
sensitive, depending on the destination system's software. On some UNIX systems, ROOT and root
specify two different user names (and hence different electronic mail addresses).

You receive network mail as you would all other mail inthe ALL-IN-1 mail subsystem. Contact
your system manager for the correct syntax for remote users; frequently, the proper syntax is:

your name@\l. your donmai n

Delivering Mail to Specific Folders

The SMTP server supportsincoming mail delivery to folders other than the NEWMAIL folder. The
foldernames are restricted to UPPERCA SE characters only, the pound sign (#), and the underscore
(). Use of the comma (,) in afoldername causes an error. Mail addressed to user+folder @host is
delivered to the specified folder.

Note! Your system manager can disable this feature by defining the system-wide logical name

Us
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TCPWARE_SMTP_DISABLE_FOLDER_DELIVERY.

er-Defined Headers
You can further customize your messages by defining special RFC 822 message headers.

SMTP-OpenV MS supports defining certain message header fieldsin the RFC 822 part of the
message header.

Defining RFC 822 headers involves running the TCPWARE:CONFIG_SMTP_HEADERS.COM
command file to define the following headers:

¢ Full name
e Comments

* Reply-to
* Return-receipt-to
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* Bce

* Sender

¢ X-Department

¢ X-Special user-defined header

Run the command procedure:

$ @CPWARE: CONFI G_SMIP_HEADERS

The procedure checks for the TCPWARE_SMTP_USER_HEADERS logical for header
definitions. If it does not find the logical, it checksthe
SYS$LOGIN:SMTP_USER_HEADERS.COM file. If it finds thefile, it comes back with the
prompt:

SYS$LOA N: SMIP_USER_HEADERS. COM Exi sts. Load? [ Yes]

If you want to accept the contents of the file, press Ret ur n. (If the file did not 1oad properly, you
can have it overwritten at the next prompt.) You then have the choice of adding to, modifying, or
deleting the file, exiting and saving, or quitting without saving:

[Aldd, [Modify, [Delete, e[X it and Save or [Quit:

¢ |f you are adding a header, the following prompt appears:
Add Header:

Ful | - Nane:

Comment s:

Repl y- To:

Ret ur n- Recei pt - To:
Bcc:

Sender :

X- Depart nent :

NoghkwNRE

8. O her

Whi ch header would you like to add?
Enter the negative number value:

-1—Enter your full name

-2—Enter acomments line

-3—Enter areply-to name address

-4—Enter areturn-recei pt-to name or address

A return-receipt-to value is only valid if the system logical
TCPWARE_SMTP_RETURN_RECEIPT_TO_HEADER_ENABLE isdefined as 1 during
configuration. If this system logical is not defined or defined as 0, SMTP-OpenVMS does not add
the Ret ur n_r ecei pt _t o header to the mail message.

-5—Enter aBcc: name or address
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-6—Enter a sender name or address
-7—Enter a departmental name or address

SMTP-OpenVMS prepends an X- to the departmental name or address.
-8—Enter your own special header. For example:

What is the name of the header: X-Affiliation
SMTP-OpenVMS prepends an X- to the special header name.
The next prompt asks you to supply a value for the header you specify. For example:

Ful | - Nane Val ue: George Plinpton

The procedurereturnstothe[ Aldd, [Modify, [Dlelete, e[X]it and Save or

[ Q ui t: prompt sothat you can add other headers or modify or delete existing ones. If you enter X
(exit and save), the procedure writes out the file on exiting and defines the
SMTP_USER_HEADERS logical based on the file's contents.

¢ |f you are modifying a header definition, the procedure gives you the current list of defined
headers, followed by a prompt, where you enter the appropriate number. For example:

Your Current Headers:

1. Full-Nane Val ue: George Plinpton
2. X-Affiliation: Paris Review

Whi ch header would you like to nodify? 2

New X- Affiliation Value: None

After modification, you return to the Whi ch header woul d you |ike to nodi fy? prompt. If
you enter Ret ur n at the prompt, you return to the [ A] dd, ... prompt.

* If you are deleting a header definition, the procedure gives you the current list of defined
headers, followed by the prompt:

Whi ch header would you like to renove?

The procedure asks for confirmation and returns to the above prompt unless you enter Ret ur n.
Removed files show up as being deleted inthe Your Current Headers: list until you add anew
header, or exit and reenter the procedure.
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TALK: Exchanging Terminal Messages

Introduction

The TALK utility allows you to exchange messages you type at your terminal with another local or
remote user. You do not need to wait between sending your message and receiving one from your
destination user. TALK uses a split screen where what you type is on the top half and what the
other person typesis on the bottom. Thisallowsyou to talk in "rea time."

Using TALK

First make sure the OpenVM S Phone Utility ison. If you show the broadcast status for your
terminal and get something like the following:

$ SHOW BROADCAST
Broadcasts are currently disabled for:
PHONE
MAI L
QUEUE
SHUTDOWN
Then you enabl e phone broadcasting as foll ows:

$ SET BROADCAST=PHONE
To set up and invoke TALK, enter at the DCL prompt:

$ TALK ==$TCPWARE: TALK. EXE

$ TALK usernanme[ @ost] [ttynane]

I f you are communi cating with another |ocal user, type the user's
username. |f conmunicating with a user on another system use the
user nanmre@ost syntax.

You can a'so include the terminal port (t t yname) as aparameter. Most UNIX serversonly ring one
of and not all the remote user'sterminals. If the remote user islogged in many times, and you would
rather ring aterminal that has been idle for only a short period, specify the terminal port using
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ttynane.

One way to discover terminal portsis by using the FINGER utility, such asin the following
example, where there are two terminal ports, tt yp5 and ttyp7. Sincethett yp7 terminal hasa
much shorter idle time (and is more current), it is therefore a better candidate for a TALK terminal:

$ FI NGER MARGE@/ARCGE. ZOzZO. COM

Logi n nane: marge In real life: Marge Sinpson
Directory: /hone/spectre Shel l: [usr/local/bin/tcsh
On since Nov 3 10:06:48 on ttyp5 frombart. nene.com

59 minutes Idle Tine

Logi n nane: marge In real life: Marge Sinpson
Directory: /hone/spectre Shel l: [usr/local/bin/tcsh
On since Nov 3 10:06:44 on ttyp7 frombart. nene.com

36 seconds Idle Tine

$ TALK MARGE@/MARGE. ZOZO. COM TTYPY

After the above command, TALK sends the following message to the recipient if the connectionis
successful:

Message from Tal k_Daenon@lesti nati on-host. ..
tal k: connection requested by yourname@our host.
tal k: respond with: talk yournane@ourhost

To establish the connection, the recipient follows the instructions from the Talk_Daemon and types
the following at the system prompt:

tal k your name@ our host

It does not matter from which machine the recipient replies, aslong asthe recipient'slogin name is
the same. Once communication is established, the two parties can type simultaneously, with their
output appearing in two parts of a split screen. What you type appears on the top half and what the
other person typesis on the bottom half of the screen.

To signal that you are expecting aresponse, it is customary to leave a blank line after your last line
of text. You can use a convention such as-o0o ("over and out") to signal that your part of the
correspondence is over.

Type Ctr 1/ L to reprint the screen. You can also use the erase, kill, and word kill (Ct r 1 / K)
characters.

To exit, type the interrupt character (Ctr1/C,Ctrl1/Y,or Ctrl/Z). TALK movesthe cursor to the
bottom of the screen and restores the terminal to its previous state.

Example 11-1 shows a sample exchange between user BART on host BART.ZOZO.COM (an
OpenVMS system) and user MARGE on host MARGE.NENE.COM.
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Example11-1 Sample TALK Message Exchange

On Bart:

(Bart) $ TALK: ==$TCPWARE: TALK. EXE
(Bart) $ TALK MARGE@/ARGE. NENE. COM

On Marge:

(Marge) $

Message from Tal k_Daenmon@ART. ZOZO. COM at 11:23 ...
tal k: connection requested by bart@art.zozo.com
tal k: respond with: talk bart@art.ZQZO com
(Marge) $ TALK BART@BART. ZOZO. COM

------------ [ Connection established: bart @art.zozo.com-----------

Hi, there!
------------ [ Connection established:

nar ge@rar ge. nene. conj - ----------

On Marge:
Good to hear from you!

------------ [ Connection established: bart@art.zozo.con--

H, there!
On Bart:
H , there!

See you soon! -o00 arl/C

Exiting]----------------------------
Good to hear from you!

(Bart) $

Command Reference
The following is a command reference to the TALK utility.
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TALK

The TALK command is avisual communication program that exchanges messages with another
host user by copying lines you type on your terminal to the other user's terminal. The other host
recipient must support the nt al k protocol to accept (and respond to) your messages.

It does not matter from which machine the recipient replies, aslong asthe recipient'slogin name is
the same. Once communication is established, the two parties can type simultaneously, with their
output appearing in different parts of the same window.

Typing Ct r | / L causes the screen to be reprinted, while the erase, kill, and word kill (Ctr | / K)
characterswork in TALK as normal.

To exit, type your interrupt character (Ctrl/C,Ctrl/Y,or Ctrl/Z). TALK movesthe cursor to
the bottom of the screen and restores the terminal.

Format
TALK username] @host] [ttyname]

Parameters
user name] @host]

If you want to talk to someone on your own machine, usernameis just the local user's login name.
If you want to talk to auser on another host, use the form username@host.

ttyname

Name of the specific remote terminal. Many UNIX clients do not send t al k request messages to
every terminal of the user, and usually select just one. You may, however, want to make a
particular selection.

Restrictions

Thisversion of TALK isincompatible with versions of ULTRIX earlier than v3.0. Starting with
ULTRIX v3.0, TALK communicates with other machines running ULTRIX v3.0 (and later), and
machines running 4.3BSD or versions of UNIX based on 4.3BSD.

TALK isnot eight-bit clean. Typing in DEC Multinational Characters (1SO-8859/1) causes the
charactersto echo as a sequence of carets (*) followed by the character represented with its high bit
cleared. Thislimitation makes TALK unusable if you want to communicate using a language that
has 1SO-8859/1 charactersin its alphabet.

Example

systenl> tal k user2@ystent

The following message appears on the screen of user 2:

Message from Tal k_Daemon@ysten? at 12:37 ...
tal k: connection requested by userl1@ysteml.
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tal k: respond with: talk userl@ysteml

To establish the connection, user 2 follows the instructions from the Tal k_Daenon and types the
following at the system prompt:

systenk> tal k userl1@ystenl

Troubleshooting

TheYour party is refusing messages message may come up if the remote terminal is set
up with messages off, such asthe first terminal (t t y5) in the following example;

(Bart) FINGER MARGE@ARGE. ZOZO. COM

Logi n nane: marge (messages off) In real life: Marge Sinpson
Directory: /hone/spectre Shel | : /usr/local/bin/tcsh
On since Nov 3 10:06:48 on ttyp5 from bart. nene.com

59 minutes ldle Tine

No unread mai l

No Pl an.
Logi n nane: marge In real life: Marge Sinpson
Directory: /hone/spectre Shel I : /[usr/local/bin/tcsh

On since Nov 3 10:06:44 on ttyp7 frombart. nene.com
36 seconds Idle Tinme

(Bart) TALK MARGE@/ARGE. ZOZO. COM TTYP5

---------------- [ Your party is refusing messages]--------------------

The Checking for invitation on caller's nmachi ne message may come up when the
client iswaiting for aresponse from the remote system. If the message appears for an extended
time, it may mean that the remote system's server does not support the nt al k protocol, in which
case a connection is not possible.

If themessage Your party is not | ogged on appears, the remote user isnot logged on at the
time.
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Chapter 12

TELNET: Connecting to Remote Terminals

Introduction

The Virtual Terminal Protocol (TELNET) provides connections to remote hosts. With it, you can
access remote hosts using OpenVM S commands or a UNIX style command interface.

The Client-TELNET utility isyour interface to TELNET OpenVMS. You can run Client-TELNET
interactively or through a startup command procedure.

Client-TELNET supports normal and TN3270 mode:

* Normal mode uses your local OpenVMS keyboard. In this mode, you can open up to ten
TELNET sessions at one time.

¢ In TN3270 mode, Client-TELNET emulates the keyboard normally used on an IBM 3270-class
terminal. It allows you to connect only one TN3270 session at atime.

Before Using TELNET

Before you use TELNET, ask your system manager if the TELNET-OpenV MS software was
installed, configured, and started on your system.

To use TELNET with Kerberos version 4 authentication, your system manager must have
configured TCPware's Kerberos Services.

Before you can connect to a remote host, you need to know:

¢ The name of the remote host to which you want to connect.
* The username and password for each account on the remote host. If the remote host does not

support multiuser protection features, you may not need a username and password. If you are
using TCPware's Token Authentication, you also need to enter the additional PASSCODE from

your Securl D token (see the OPEN command for details).
* How to use the operating system of the remote host.
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Note! Client-TELNET does not restrict the ASCII character set to seven-bit ASCIl as the TELNET
standard implies. Client-TELNET supports the full eight-bit (multinational) character set. To use
the multinational character set, you must configure your terminal to support eight-bit characters.
The peer TELNET implementation must also support the same.

Opening a TELNET Session

Run the Client-TELNET utility to connect to aremote host. Client-TELNET supports as many as
10 connected sessions at any one time. However, of these ten sessions, only one can be a TN3270
session. To open a TELNET session (see Example 12-1):

1 AttheDCL prompt, enter: $ TELNET

2 Usethe OPEN command to open aremote TELNET session in one of the following ways:

a To use standard authentication, at the TELNET> prompt, enter either:

TELNET> OPEN host

TELNET> OPEN host / AUTH=NULL

—host isthe name of the host to which you want to connect. /AUTH=NULL explicitly
specifies to use standard authentication.

b To use Kerberos version 4 authentication, enter at the TELNET> prompt:
TELNET> OPEN host /AUTH=KERBV4 /REALM=realm
—host is the name of the host to which you want to connect.
—+ AUTH=KERBV4 specifiesthe use of Kerberos version 4 authentication.
—+ REAL M=r eal mspecifies the name of the Kerberos Server realm.

You must first get aticket-granting ticket (TGT) from the Kerberos Server. (See Chapter 4,
Kerberos User Commands.)

You can specify the Kerberos realm using the /REALM quadlifier. If you omit the qualifier,
the contents of the TCPWARE:KRB.REALMS file determines the Kerberos realm.

To open aconnection, TELNET first tries to use Kerberos version 4 authentication if
requested, then reverts to standard authentication if Kerberos version 4 authentication fails.

3 Respond to the login prompts, if any, of the remote host, including any PASSCODE.
4 Open another session if desired:

a Returnto theloca TELNET prompt by entering the escape sequence displayed when
opening the connection (usually Ct r 1 /\'). The previous session remains open.

b Usethe OPEN command to open the next session. Repeat steps 2 and 3.

Alter native method. You can also open aremote TELNET connection as follows:

$ TELNET host
See the OPEN, CLOSE, and EXIT commands in the Command Reference.
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Example12-1 Opening Multiple TELNET Sessions

(IRI'S) $ TELNET

TELNET> OPEN BART

Y% CPWARE_TELNET-1-TRYING trying bart.nene.comtel net(192.168.1.92,23)...
% CPWARE_TELNET- | - ESCAPE, escape (attention) character is ""\"

(login procedure to BART)
(BART) $ Ctrl/\

TELNET> OPEN MARGE [ BART remai ns open]

Y% CPWARE_TELNET- | - TRYI NG trying marge. nene. comtel net
(192.168.1.91, 23)...

9% CPWARE_TELNET- | - ESCAPE, escape character is "™\"

(login procedure to MARGE)

(MARGE) $ Ctrl/\

TELNET> OPEN HOMER [ BART and MARCE renmi n open]
Y% CPWARE_TELNET- 1 - TRYI NG tryi ng honer.nene.comtel net
(192.168.1.90,23)...

9% CPWARE_TELNET- | - ESCAPE, escape character is "M\*"

(login procedure to HOMER)
(HOMER) $ Ctrl/\

TELNET> OPEN LI SA [ BART, MARGE, and HOMER renai n open]
YA CPWARE_TELNET-1-TRYING trying |lisa.nene.comtelnet
(192.168.1.89,23)...

9% CPWARE_TELNET- | - ESCAPE, escape character is "M\"

(login procedureto LISA)
(LISA) $ Ctrl/\

TELNET> OPEN / AUTH=KERBV4 |/ REALM=SI MPSONS. COM MAGA E

YT ELNET- | - TRYI NG trying maggi e.yours.comtel net (192.168.99.1,23)...
YA ELNET- | - ESCCHR, escape (attention) character is "~\"

(MAGE E) $

Note! TCPware provides secure TELNET-OpenVMS logins through its Token Authentication feature,

if installed and enabled. For more information, see Chapter 14, Token Authentication:
Protecting Logins.

Opening a TN3270 Session
Client-TELNET supports TN3270 mode for local OpenV M Sterminals. The remote IBM host must
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support a TELNET server.

You can only connect one TN3270 session at any onetime. Client-TELNET returns an error
message if you try to open more than one TN3270 session.

To open aTELNET session in TN3270 mode (see Example 12-2):

1 AttheDCL prompt, enter; $ TELNET

2 Usethe OPEN command at the TELNET> prompt: TELNET> OPEN host [/ TN3270]
TELNET servers that cannot automatically negotiate this mode require the /TN3270 qudlifier.

3 Enter the TN3270 escape sequence Ct r | / Cinstead of Ctr i/ \.

4 1f you want to print a screen in TN3270 mode, add the /PRINT qualifier asfollows:
TELNET> OPEN host /TN3270 /PRINT=(FI L E=filename | QUEUE=gname)
See TN3270 Screen Printing and Dumping.

5 Only one TN3270 session can be open at any given time. If you try to open more than one
TN3270 session, Client-TELNET returns an error message.

Table 12-1 liststhe IBM terminal models and screen sizes Client-TELNET supports. To use the
emulated model, your terminal must support the minimum size (number of rows and columns)
indicated. DECwindows, DECterm, and virtual workstation (VWS) windows resize accordingly.

Table12-1 Supported IBM Models

Emulated Model Minimum Size (rows x columns)
IBM 3278-2 24 x 80

IBM 3278-3 32x 80

IBM 3278-4 43 x 80

IBM 3278-5 27x132

Some Client-TELNET commands have specific meaning for TN3270 mode.
See TN3270 Keyboard Mapping.

Alternative method. You can also open aremote TELNET TN3270 connection by entering the
following command:

$ TELNET host /TN3270
See the OPEN, CLOSE, and EXIT commands in the Command Reference.

Example12-2  Opening a TN3270 Session
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<Li brary of Congress nenus displ ayed>
crl/C

TELNET> CLOSE
TELNET> OPEN LOCI S. LOC. GOV / TN3270 / PRI NT(=QUEUE=ENG PRI NTER_ASCI | )
arl/C

TELNET> OPEN BLUE. ADP. W SC. EDU / TN3270

9% CPWARE- TELNET- E- CONLOST, connection to renpte host | ost

% CPWARE- TELNET- E- MAXTN3270, only one TN3270 session nay be open at any
one tinme

9% CPWARE- TELNET- | - CURRSESSI ON, current session is not 1, LOCIS. LOC GOV
TELNET>

Closing a Session

A TELNET session remains open until you log out of that session at the system prompt or use the
CLOSE, EXIT, QUIT, or BY E commands or enter Ct r | / Z at the TELNET> prompt.

To close a TELNET session, use one of the following commands at the TELNET> prompt (see
Example 12-3):

* TELNET> CLCSE closes the current session, asin the following chart:
If you open a TELNET Then CLOSE closesthe current
session using... And... session and...
Tel net > OPEN host Itisthe only session Keepsyouin TELNET
There are other sessions | Keepsyouin TELNET with the other
sessions open
$ TELNET host Itisthe only session Exits TELNET

There are other sessions | Keepsyouin TELNET with the other
Sessions open

If you close the current session, and there are other connected sessions, Client-TELNET resets the
current session to the "next" session.

® TELNET> CLOSE sessi on- nunmber
closes only the specified session, asindicated by the

SHOW STATUS command.
® TELNET> EXIT exits TELNET
® TELNET> QUIT exits TELNET
* TELNET> BYE exits TELNET

TELNET> Ctrl/Z interrupts TELNET
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See the OPEN, CLOSE, EXIT, and SHOW STATUS commands in the Command Reference.

Example12-3 Closing TELNET Sessions

(IRI'S) $ TELNET

TELNET> OPEN BART

Y%A CPWARE_TELNET-1-TRYI NG trying bart.nene.comtel net(192.168.1.92,23)...
9% CPWARE_TELNET- | - ESCAPE, escape character is "M\*"

(login procedure to BART)

(BART) $ Ctrl/\

TELNET> OPEN MARGE [ BART remai ns open]

Y% CPWARE_TELNET- | - TRYI NG tryi ng mar ge. nene. com tel net (192. 168. 1. 91, 23). ..
9% CPWARE_TELNET- | - ESCAPE, escape character is "M\*"

(login procedure to MARGE)

(MARGE) $ Crl/\
TELNET> SHOW STATUS
Client-TELNET V5.7-1 Copyright (c) 2005 Process Software
Connect ed sessi ons:
1. bart.nene.comtelnet (192.168.1.92,23).
--> 2. marge.nene.com telnet (192.168.1.91, 23).
"M " is the escape (attention) character

TELNET> CLOSE 2

% CPWARE_TELNET- | - CONNCLCSED, cl osi ng session 2, narge.nene.com
TELNET> CLCOSE 1

%I CPWARE_TELNET- S- CONNCLOSED, cl osing session 1, bart.nene.com
TELNET> EXI T

(IRIS) $

Issuing Local Commands

12-6

You can issue commands to the Client-TELNET utility during a remote session by returning to the
TELNET prompt. You can then enter one or more TELNET commands.

TELNET OpenVMS features multiline recall of up to 20 command lines using the standard
OpenVMS linerecall and editing keys.

You return to the remote session by entering the RESUME command.

Toissuealocal TELNET command while connected to a remote host and then resume the session
on the host (see Example 12-4):
1 Enter the escape (attention) character to return to the TELNET prompt: for example: Ctrl /\

2 Issuea TELNET command. For example, you may want to:
* Issuethe SHOW STATUS command. The SHOW STATUS command displays alist of open
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connections. The arrow (-->) identifies the current session.

Change the escape (attention) character using the SET ESCAPE command.
3 Return to the remote host by entering: TELNET> RESUVE

This command resumes to the current remote host. Pressing Ret ur n or entering the OPEN
command also resumes to the current remote host.

To resume to adifferent session, enter:  TELNET> RESUME sessi on- nunber

— session-number isthe number of the session which you want to resume. The session-number
refersto a particular connection, as displayed by the SHOW STATUS command.

You can switch between local TELNET command mode and the remote host as often asyou like.
See the RESUME, SET ESCAPE, and SHOW STATUS commands in the Command Reference.

Example 12-4 |ssuing TELNET Commands and Resuming a Session

(BART) $ Ctrl/\

TELNET> SHOW STATUS
Client-TELNET V5.7-1 Copyright (c) 2005 Process Software
Connect ed sessi ons:
1. BART.nene.com telnet (192.168.1.92,23).
2. HOMER nene.com telnet (192.168.1.90,23).
3. MARGE. nene.com telnet (192.168.1.91, 23).
-->4. LISA nene.com telnet (192.168.1.89,23).

"M" is the escape (attention) character.

TELNET> SET ESCAPE ""A"
escape (attention) character is ""A"

TELNET> RESUME
(BART) $

(BART) $ Ctrl/\

TELNET> RESUME 2
9% CPWARE_TELNET- | - RESUME, resuming session 2, HOVER illiad.com
(HOVER) $

Running Applications over TELNET

You can run applications over a TELNET connection by creating an NTA terminal on the local
client. You can only create such devices from TELNET with no other escaped connection. This
section describes how to create non-permanent NTA devices. To create permanent NTA devices,
see the next section.

Normally, Client-TELNET connectsto an NTA device at the TCPware server end of the
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connection. It does not usually create alocal NTA device. However, you can create alocal NTA
device so that you can run applications over the TELNET connection. To create alocal NTA device
(see Example 12-5):

1 Enter at the DCL prompt one of the following:

®* $ TELNET host /CREATE
i TELNET> OPEN / CREATE

Use the second method if you already logged in to a host, and escaped from the session (using
Crl/\ or some other defined escape sequence).
In both cases, this associates a preallocated local NTAX: terminal device to your TELNET
connection; x is the next available unit number. No other escaped connection can exist during
your TELNET session for thisto work. (If one exists, the %arCPWARE_TELNET- E- CONNOPN error
message appears.)

2 Runyour application at the DCL prompt. Use the allocated terminal device as desired.

3 When your application ends, clean up by deallocating the NTA device you created using the
following command at the DCL prompt: $ DEALLOCATE devi ce

See your OpenV M S documentation for details on the DEALLOCATE command.

Note! Using /CREATE in this way creates a non-permanent NTA device, which has certain
ramifications. See the next section for details on how to create a permanent NTA device. Using
the OPEN /CREATE command as part of a TELNET command file creates an NTA device and
exits TELNET right away without passing any further commands in the file to TELNET.

You can aso invoke TELNET and use OPEN/CREATE noninteractively, such as with a batch file.
The batch file cannot open an interactive connection. For applications run by the creating process,
use the /[LOGICAL qudlifier to create a predefined name for the device. If thisdevice is to be used
by another process, the qualifier /LOGICAL=... /TABLE= may help referenceit. For example:

$ TELNET S| GVA / CREATE /LOG CAL=TELNET_NTA / TABLE=SYSTEM / MODE=EXEC

See the OPEN command in the Command Reference for other parameters you can use with the
/CREATE quadlifier.

Example12-5 Openinga TELNET Connection to a Terminal Device

$ TELNET MARGE / CREATE

Y% CPWARE_TELNET- | - TRYI NG trying marge. nene. comtel net
(192.168.1.91, 23)...

% CPWARE_TELNET- | - ALOC, _ MARGE$NTAL: all ocat ed

$ SET HOST/ DTE NTA1L:
$ DEALLOCATE NTA1:

$ TELNET BART
YREM | - TOQUI T, connection established
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Press Ctrl/\ to quit, Crl/@for comand node

penVMS VAX 5.-2 with TCPware for QpenVMs 5.6

Usernanme: Ctrl/\

TELNET> OPEN / CREATE

Y% CPWARE_TELNET- | - ALLOC, _NTAl: all ocated
$ SET HOST/ DTE NTAL:

$ DEALLOCATE NTAL:

Creating a Permanent NTA Device

You can a'so run applications over a TELNET connection by creating a permanent NTA terminal
on thelocal client. This permanent device acts more like aLAT device; it is not automatically
deleted when there are no process channels assigned to it, it can be handed off to other applications,
and it has reconnect capabilitiesin case of a connection break. This section describes how to create
permanent NTA devices. To create non-permanent NTA devices, see the previous section.

Using TELNET /CREATE by itself to create a non-permanent NTA device, such asin the previous
section, has the following limitations:

An application using this NTA device may be written to deassign and thus delete the device if
the connection goes down. This could cause a conflict when rerunning the application if,
meanwhile, another NTA connection with the same unit number is created.

Handing off the NTA device to another process may require setting up the device as
NOHANGUPR.

Recovery is not possible in case of a broken connection.

You can bypass these limitations and make the NTA device a permanent one by adding the
PERMANENT keyword to the TELNET /CREATE command, as follows (see Example 12-6):

Note!

Creating a permanent NTA device requires OPER privilege.

1 Enter at the DCL prompt:

$ TELNET host port / CREATE=PERMANENT
or:
TELNET> OPEN host port / CREATE=PERVANENT

This creates a permanent local NTAXx: terminal device with the next available unit number.
However, unlike non-permanent NTA devices, the TELNET utility does not preallocate it.
Likewise, you can specify the /[LOGICAL qualifier to set up alogical namefor the device so that
other applications can useiit.

It is advisable that you specify a port other than the default TELNET port 23.

See the OPEN command in the Command Reference section for other parameters you can use
with the /CREATE=PERMANENT qudlifier.

Run your application at the DCL prompt, as with a non-permanent NTA device. The difference
isthat handing off the NTA device to another process and recovery of a broken connection are
enhanced.
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3 Inhanding off the NTA device to another process, you may wish to change its protection:

— InVMSH5, use SET PROTECTION, or SET DEVICE /ACL.
— VMS 6 replaces these commands with SET SECURITY /PROTECTION=/ACL.

Example 12-6  Setting up a Permanent NTA Device

TELNET> OPEN MARGE 7 /LOG CAL=MY_PCRT -
_TELNET> / CREATE=( PERVANENT, | NTERVAL=10, RETRI ES=10)
% CPWARE_TELNET- | - CREATED, _NTAl: created

$ @W_APPLI CATI ON MY_PORT

Note! For information on /LOGICAL= qualifier, see 12-33.

Handling a Broken Connection

If the connection to the remote port is broken, atemporary NTA device is reported as " Offline"
with $QIO's failing with a SS$_DEV OFFLINE status. For a permanent NTA device, however:

* The NTA devchar ismarked UNAVAILABLE (which can be viewed by using SYS$GETDV to
check if DVI$_DEVCHAR'sDEV$V_AVL =0).

¢ If aterminal Ctrl/Y AST is set up, the AST fires up. (Setup: Disable Ctrl/Y handling by DCL
using LIB$DISABLE_CTRL( &LIB$M_CLI_CTRLY, 0), and set up the AST using
SY S$QIOW with 10$_SETMODE | IO$M_CTRLYAST.)

¢ Terminal I/Os queued in the TTdriver are completed with the I/0O Status Block (I0SB) having a
status of SS$ HANGUPR.

* A new write $QIO buffers the data so that it can be sent when reconnected. If no reconnectionis
being done, then oneis set up.

¢ Data sent at the time of the broken connection may be lost.

¢ Theclient attempts to reconnect to the remote port as described in the
OPEN /CREATE=PERMANENT command section.

* The permanent NTA handles reconnects internally instead of allowing the program to issue the
LAT SYS$QIOW with IO$TTY_PORT | IO$M_LT_CONNECT.

Closing the Connection After a Deassign

You can use the CLOSE_DASSGN keyword to the/CREATE=(PERMANENT) qualifier to close
the underlying TCP connection when the last channel assigned to the NTA device is dropped using
SY S$DASSGN. The default is not to close the TCP connection.

Startup Command File

You can have a startup file executed each time you invoke Client-TELNET. The
TELNET_STARTUP logical specifiesafile that contains commands you want performed at the

12-10



TELNET: Connecting to Remote Terminals

beginning of each TELNET session.
To set up and run a startup command file (see Example 12-7):

1 Createa TELNET_STARTUPCOM filein your login directory.

2 Inthefile, include the TELNET command or commands you want executed each time you start
Client-TELNET.

3 Edit your LOGIN.COM file and definethe TELNET_STARTUP logical name to point to the
startup file. For example, add the following line to your login file:

$ DEFI NE/ PROCESS TELNET_STARTUP " SYS$LOGQ N: TELNET_STARTUP. COM'
4 Rerun LOGIN and run TELNET.
Whenever you run TELNET OpenVMS, it first looks for the file to which the

TELNET_STARTUP logical points. It then processes all the commands contained in that file until
it processes the EXIT command or reaches the end of the file.

If the OPEN command appearsin thisfile, TELNET establishes the connection and al further input
comes from the terminal. When you return to command mode, TELNET processes the rest of the
commands in the startup file (if any).

If the EXIT command appears in the startup file, Client-TELNET ignores all commands following
the EXIT command and continues TELNET operations, leaving the user at the TELNET prompt.

Example 12-7  Setting Up a Sartup Command File

$ CREATE TELNET_STARTUP. COM
SET TRANSLATI ON / SEND=CR
OPEN IRI'S

OPEN HOVER

SHOW STATUS

crl/z

$ EDIT SYS$LOG N: LOE N. COm
$ DEFI NE/ PROCESS TELNET_STARTUP " SYS$LOG N: TELNET_STARTUP. COM'
carl/z

$ @YSSLOG N: LOG N
$ TELNET
TELNET> SET TRANSLATI ON / SEND=CR
Y%A CPWARE_TELNET-1- TRNSNEWLN, will translate CR to CRLF when sent
TELNET> OPEN IRI'S
Y% CPWARE_TELNET-1-TRYING trying IR S. plants.comtel net
(192.168. 1. 93, 23)
9% CPWARE_TELNET- | - ESCCHR, escape (attention) character is ""\"

(login procedure to IRI'S)

(IRIS)$ Cri/\
TELNET> OPEN HOMER

12-11



PART Il User Functions

Y%A CPWARE_TELNET-1-TRYING trying HOVER illiad.comtel net
(192. 168. 1. 90, 23)
% CPWARE_TELNET- | - ESCCHR, escape (attention) character is ""\"

(login procedure to HOVER)

(HOVER) $ Ctrl/\
TELNET> SHOW STATUS

Connect ed sessi ons:

1. IRIS plants.com telnet (192.168. 1. 93, 23).
-->2. HOMER illiad.com telnet (192.168. 1. 90, 23).
"M" is the escape (attention) character.

No characters are translated to CRLF when received.
CRis translated to CRLF when sent.

TELNET> RESUME

( HOVER) $

TN3270 Keyboard Mapping

When the current Client-TELNET session isin TN3270 mode, Client-TELNET lets your local
OpenVMS keyboard emulate the keyboard normally used on an IBM 3270-class terminal. The
TCPWARE:MAP3270.DAT file definesthe key mappings. The MAP3270.DAT file supportsall
the standard HP terminal types.

If you have a non-standard terminal, make sure the TCPWARE:MAP3270.DAT file and the
OpenVMS SY S$SY STEM: TERMTABLE.TXT file contain the appropriate keyboard definitions.
If you need to alter definitions in the MAP3270.DAT file, note the following:

* MAP3270.DAT isnot case-sensitive. Table 12-2 lists the key mapping in thisfile.
* Oneentry contains all key definitions for a particular terminal.
¢ Usethisformat to define each key:
key-name = 'key-sequence' ['key-sequence'];
— key-nameis a key name defined in the MAP3270.DAT file.
— key-sequence is the sequence of OpenVMS keys used to perform the IBM function.

¢ Usethe following conventions when you alter key map definitions:

Convention Meaning

{} Encloses each entry

Encloses key sequences. For example: ' i

"or." For example:* ~z’ | ' \ EOM
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Convention

Meaning

AN

Introduces a control character. For example: ' 2’

\n

Newline

\t

Tab

\r

Carriage return

/E

Escape

\1

Represents a single quote when used in a key definition

Ends akey definition. For example:’ ~z’ | '\ EOM ;

#

Begins a comment

See TN3270 Keypad Graphics Characters.

Alternative key mappings

Client-TELNET provides an alternative mapping file that closely resembles the keyboard
mappings provided by the OpenVM S DECwindows DECnet/SNA 3270 Terminal Emulator. To
use these mappings, redefinethe TCPWARE_TELNET_KEYBOARD_MAP logical to point to the
MAP3270_DECSNA.DAT file. By default, thislogical pointsto the MAP3270.DAT file.

You can also define your own key mapping file. Just make sure you redefine the
TCPWARE_TELNET_KEYBOARD_MAP logical sothat it pointsto the new file.

Table12-2 1BM-to-OpenVM S Keyboard Map

IBM Function OpenVMSKeys IBM Function OpenVMSKeys

Enter Ctrl/M or <CR> PF15 Ctrl/F-1-5 or PF1-KP5
Clear Ctrl/Z or Enter PF16 Ctrl/F-1-6 or PF1-KP6
Newline Ctrl/N PF17 Ctrl/F-1-7 or PF1-KP7
Tab Ctrl/l or Tab PF18 Ctrl/F-1-8 or PF1-KP8
Backtab Ctrl/B PF19 Ctrl/F-1-9 or PF1-KP9
Left arrow Ctrl/H or left arrow PF20 Ctrl/F-2-0 or PF2-KPO
Right arrow Ctrl/L or right arrow PF21 Ctrl/F-2-1 or PF2-KP1
Up arrow Ctrl/K or up arrow PF22 Ctrl/F-2-2 or PF2-KP2
Down arrow Ctrl/J or down arrow PF23 Ctrl/F-2-3 or PF2-KP3
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Table12-2 IBM-to-OpenVM S Keyboard Map (Continued)
IBM Function OpenVMSKeys IBM Function OpenVMSKeys
Home KP. (keypad period) PF24 Ctrl/F-2-4 or PF2-KP4
Delete DEL or Remove PA1 Ctrl/P-1| ESC/PF1| PF4
Eraseto EOF Ctrl/E PA2 Ctrl/P-2| ESC/IPF2 | KP-
(keypad dash)
Erase input Ctrl/wW PA3 Ctrl/P-3| ESC/PF3| KP,
(keypad comma)
Insert Ctrl-space, ESC-space | Escapeto Ctrl/C
or Insert Here TELNET
command
PF1 ESC/1 or KP1 Master reset Ctrl/G
PF2 ESC/2 or KP2 Set tab ESC/;
PF3 ESC/3 or KP3 Delete tab ESC/
PF4 ESC/4 or KP4 Clear tabs ESC!:
PF5 ESC/5 or KP5 Set margin ESC/,
PF6 ESC/6 or KP6 Set home ESC/.
PF7 ESC/7 or KP7 Column tab ESC/1
PF8 ESC/8 or KP3 Columnback tab | ESC/t
PF9 ESC/9 or KP9 Indent ESC/ -
PF10 ESC/0 or PF1-KPO Unindent ESC/ —
PF11 ESC/-or PF1-KP1 Indent ESC/ -
PF12 ESC/ = or PF1-KP2 Indent ESC/ -
PF13 Ctrl/F-1-3 or PF1-KP3 | Indent ESC/ -
PF14 Ctrl/F-1-4 or PF1-KP4 Indent ESC/ -

TN3270 Internationalization

International character set support adds functionality to convert the Western European EBCDIC
character set to the corresponding terminal character sets (multinational or national replacement).
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Since current TCPware TN3270 does not support the structured field of the extended terminals, this
support does not add the simultaneous multiple character set functionality the extended terminals
provide.

The TELNET command line and OPEN command include two qualifiers to support TN3270
I nternationalization:

/HOST_CHARACTER_SET=host-character-set-name
ITERMINAL_CHARACTER_SET=terminal-character-set-name

— /HOST_CHARACTER_SET lets you specify the national EBCDIC character set. Table 12-3
contains the supported character sets and their corresponding IBM code page numbers.

— ITERMINAL_CHARACTER_SET lets you specify the character set used on the terminal
(OpenVMS system) side. Table 12-4 includes the supported Multinational and National
Replacement character set values.

You can also use logicals to specify the host/terminal character set selection. The system manager
may choose to set up a system logical to specify the default character set for hissite. Thelogicals
are:

TCPWARE_TN3270 HOST_CHARSET—Host character set
TCPWARE_TN3270 TERMINAL_CHARSET—Terminal character set

You can specify the same values as you do with the corresponding qualifiers. For example:

$ DEFI NE/ SYSTEM EXEC TCPWARE_TN3270_HOST_CHARSET CANADI AN
$ DEFI NE/ SYSTEM EXEC TCPWARE_TN3270_TERM NAL_CHARSET LATI N1

The TELNET SHOW STATUS command displays the currently selected character set for TN3270.
For example:

TELNET> SHOW STATUS
Client-TELNET V5.7-1 Copyright (c) 2005 Process Software
Connect ed sessi on:

-->1. LOCIS. LOC. GOV, telnet (140.147.254.3,23). [TN3270 node]

Current session is operating in 3270 node.
Termi nal type: |BM 3278-2

Keyboard Map File: TCPWARE: MAP3270. DAT

Host Character Set: CANADI AN
Term nal Character Set: LATIN1

Print key function:
Qutput File: SYS$LOGE N: TN3270. TXT
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"AC

is the escape (attention) character.

Table12-3 TN3270 I nter nationalization Char acter Sets

Character Set Code Page Character Set Code Page
AUSTRIAN 273 INTERNATIONAL 038
BELGIAN 274 NORWEGIAN 277
CANADIAN 037 PORTUGUESE 037
DANISH 277 SPANISH 284
DUTCH 037 SWEDISH 278
ENGLISH_UK 285 SWISS 500
ENGLISH_US 037 FRENCH 297
FINISH 278 ITALIAN 280
Note! Some of the character sets in this table correspond to the same coded page. If omitted, the

code page defaults to 037.

Table12-4 OpenVMS Character Sets

Multinational Character Sets

National Replacement Character Sets

DECMCS (default)

NORTH_AMERICA

LATIN1

FLEMISH
CANADIAN_FRENCH
BRITISH

DANISH
AUSTRIAN_GERMAN
DUTCH

ITALIAN
SWISS_FRENCH
SWISS_GERMAN
SWEDISH
NORWEGIAN
BELGIAN_FRENCH
SPANISH
PORTUGUESE
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TN3270 Keypad Graphics Characters

The TN3270 keyboard mapping key definitions permit mapping keypad graphics characters (0-9 . ,
-) to themselves rather than to other 3270 functions. Modify the MAP3270.DAT fileif you emulate
a TN3270 keyboard but want to use the graphics keypad characters as they are on OpenVMS keys.

When you modify the MAP3270.DAT file to map the graphics keypad, use the key naming
conventions shown in Table 12-5. Then make the keypad map to the graphics on the keys, as
follows:

1 Modify TCPWARE:MAP3270.DAT (or avariant of it) to include the entry as shown in Example
12-8.

2 Search through the file and del ete any other occurrences of these escape sequences.
3 Theenter key \EOM) maps to the HOME function by default. Change it to ENTER if desired.

Table12-5 Graphics Keypad Naming Conventions

Use... Torepresent OpenVM S Keypad Key...

NUMO (through) NUM9 | graphics 0 through 9

PERIOD period (.)
COMMA comma(,)
HYPHEN hyphen (-)

Example12-8 Sample Keypad Graphics Characters Definitionsin the MAP3270.DAT File

# Use keys on numeric keypad as thensel ves (numnbers)
hyphen = "\EOM ; comma = '\EA'; period = '"\EO';

nund = '\EQp' ;

numl = "\EQq'; nun = "\EOQ'; nunB = "\EGs';
nund = "\EQ'; nunb = "\EQU'; nunt = '\EO/';
nuny = "\EOW ; nunB = '\EOX'; nun® = "\EQy';

TN3270 Screen Printing and Dumping

You can print or dump to afile a TN3270 session screen by using additional qualifiers with the
TELNET /TN3270 or OPEN /TN3270 command. You can specify a screen print or dump either
during or after opening a connection to a host.

To print ascreen in TN3270 mode or dump a screen into a specified file (see Example 12-9):

1 If you want to print the ensuing TN 3270 screen while opening a TN3270 host connection,
specify at the DCL prompt:
$ TELNET host /TN3270 /PRI NT=( QUEUE=qgnane)
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Or specify at the TELNET> prompt:
TELNET> OPEN host /TN3270 /PRI NT=( QUEUE=qnane)
You can also add the FORM parameter, which specifies the form name for the print queue, asin:
TELNET> OPEN host /TN3270 /PRI NT=( QUEUE=gname, FORM=f or m nane)

2 If youwant to print the current TN 3270 session screen when already in TN3270 mode, Ctrl/C
out of the session and specify at the TELNET> prompt:
TELNET> SET PRI NT / QUEUE=gnane [/ FORME=f or m nane]
The /QUEUE qualifier is like the QUEUE parameter and the optional /FORM qualifier islike
the FORM parameter in step 1 previously.

3 If you want to dump the ensuing TN3270 screen into afile while opening a TN3270 host
connection, specify at the DCL prompt:
$ TELNET host /TN3270 /PRI NT=(FI LE=fi | enane)
Or specify at the TELNET> prompt:
TELNET> OPEN host /TN3270 /PRI NT=(FI LE=fil enan®)
The default print setting is/PRINT=(FILE=SY S$LOGIN:TN3270.TXT, NOAPPEND). You can
also use the APPEND keyword that appends the current screen dump onto an existing filename
(NOAPPEND isthe default):
TELNET> OPEN host /TN3270 /PRI NT=( FI LE=fi | enane, [ NO APPEND)

4 1f you want to dump the ensuing TN3270 screen into afile when already in TN3270 mode,
Ctrl/ Cout of the session and specify at the TELNET> prompt:
TELNET> SET PRI NT /FILE=fi | ename [/[NO APPEND|
The default print setting is SET PRINT /FILE=SY SSLOGIN:TN3270.TXT /NOAPPEND. The/

FILE qudifier islike the FILE parameter and the optional /APPEND qudlifier islike the
APPEND keyword in step 3.

5 Resume the current session. When you are at the desired screen, press the "Escape” character
(however it is defined) together with the character P (uppercase or lowercase). (In the example,
the "Escape” character isdefined as F11 so that the print key sequenceisF11/ P) Exit the
session and check for the existence of the print queue or file.

Example 12-9  Printing and Dumping TN3270 Screens

$ TELNET LOCI S. LOC. GOV / TN3270 / PRI NT=( QUEUE=ENG PRI NTER_ANSI )
LOCI S: LIBRARY OF CONGRESS | NFORMATI ON SYSTEM

Choice: F11/P quit

$ SHOW QUEUE ENG PRI NTER_ANSI
<shows active printer queue>

$ TELNET LOCI S. LOC. GOV / TN3270
L OCI S: LIBRARY OF CONGRESS | NFORVATI ON SYSTEM

Choice:Ctrl/C
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TELNET> SET PRI NT / QUEUE=ENG_PRI NTER_ASCI |
TELNET> RESUME

Choice: F11/P quit
TELNET> QUI' T
$ SHOW QUEUE ENG_PRI NTER_ANSI
<shows active printer queue>
$ TELNET LOCI S. LOC. GOV / TN3270 / PRI NT=( FI LE=PRI NTFI LE. TXT, APPEND)
L OCI S: LIBRARY OF CONGRESS | NFORVATI ON SYSTEM

Command ===> F11/Pquit
TELNET> QUI T
$ DIR PRI NTFI LE. TXT
<shows filename in directory; screen is appended onto existing
file>

. TELNET> OPEN LOCI S. LOC. GOV / TN3270

Command ===> Crl/C
TELNET> SET PRI NT / Fl LE=PRI NTFI LE. TXT / APPEND
TELNET> RESUMVE

Command ===> quit F11/P
TELNET> QUI'T
$ TYPE PRI NTFI LE. TXT
<shows file; screen is appended onto existing file>

Sample Session
This section shows a sample Client-TELNET session.
See Example 12-10 for the corresponding numbered steps. In this sample session, auser on IRIS:

Starts TELNET.
Enters the SHOW STATUS command.
Connectsto TULIP.

Logsin and does some work. (Note the appearance of the PASSCODE: prompt, since thisuser is
protected using TCPware's Token Authentication.)

Enters the escape (attention) character to return to the TELNET prompt.

Changes the escape (attention) character and enters a SHOW STATUS command.
Enters the RESUME command to return to TULIP.

Logs out of TULIP.

Exits TELNET.

A W DN P

© 00 N o O
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Example12-10 SampleClient-TELNET Session

(Iris) $ TELNET

TELNET> SHOW STATUS

Client-TELNET V5.7-1 Copyright (c) 2005 Process Software
No connection established.

Term nal type list: VT300, DEC VT300, |BM 3278-2

"M " is the escape (attention) character

TELNET> OPEN TULI P

YA CPWARE_TELNET-1-TRYING trying tulip.flower.comtel net
(192.168.1.56,23)...

9% CPWARE_TELNET- | - ESCCHR, escape (attention) character is ""\"

SunCS UNI X 4.1 (tulip.flower.com (ttyp2)

| ogi n: root
Passwor d:

PASSCCDE:

Last login: Wed Feb 21 10:57:25 from 198. 168. 1. 105
SunCS Rel ease 4.1.1 (GENERIC) #10: Fri Feb 9 23:16:21 EST 2005

tulip>1s
bi n mt not es test.c test _def.h
tulip> ™\

TELNET>SET ESCAPE ""A"
% CPWARE_TELNET- | - ESCCHR, escape (attention) character is ""A"
TELNET> SHOW STATUS
Client-TELNET V5.7-1 Copyright (c) 2005 Process Software
Connect ed sessi on:

--1. tulip.flower.comtelnet (192.168.1.56, 23).
"AA" is the escape (attention) character

TELNET>RESUME

tulipls -A

. .forward bi n test.c

.. .login mt test _def.h
.cshrc .profile not es

TELNET>EXI T

(Iris)$

Command Reference

The following pages consist of command descriptions for the available Client-TELNET
commands.
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You interact with Client-TELNET by typing commands at the TELNET> prompt. Client-TELNET
supports the following OpenV M S-style commands:

CLOSE SET [NO] BINARY SET [NO]JLOCAL_FLOW
DEFINE/KEY SET [NO]BRK SET LOG
EXIT SET DEBUG SET PRINT
FLUSH SET DELETE_ALLOWED SET TERMINAL_TYPE
HELP SET [NOJEC SET TRANSLATION
OPEN SET [NOJEL SET [NO]XDISPLOC
RESUME SET [NO]ESCAPE SHOW OPTIONS
SEND SET [NOJFLUSH SHOW STATUS
SET [NOJAO SET [NO]FORWARD SHOW TRANSLATION
SET [NOJAYT SET [NO]GA SPAWN
SET [NO]BACKWARD SET [NQO]IP

Table12-6 TELNET Command Synonyms
Synonym Equivalent Synonym Equivalent
BYE or QUIT EXIT SET HOST OPEN
CONNECT OPEN STATUS SHOW STATUS
DISCONNECT CLOSE z SPAWN
ESCAPE SET ESCAPE

This command reference includes:

Name of the command

Format of the command

Qualifiers, if applicable

Synonym, if available

Parameters, if applicable

Examples of usage
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CLOSE

Closes the current connection or the session specified by the session number. If you are not
connected to aremote host, this command has no effect.

When you open a session using the alternate TELNET host format, the CLOSE command:

¢ Exits TELNET if the connection isthe only session.
¢ Keepsyouin TELNET with the other session(s) open if thereis at |east one other session.

Format
CLOSE [session-number]

Synonym
DISCONNECT [session-number]

Parameter
session-number

Session number to close, based on the session number displayed by the SHOW STATUS

command. If omitted, closes the current session. If there are any other connections open, Client-

TELNET resets the current session to the "next" one.

Examples

You can use the SHOW STATUS command to display alist of open connections. These examples
start with HOMER as the current session. There are three TELNET connections, as follows, with

the current session being on HOMER:

1. BART.nene.com telnet (192.168.1.92,23).
2. MARGE. nene.com telnet (192.168.1.91,23).
-->3. HOMER nene.com telnet (192.168.1.90,23).

1 This example ends the session on MARGE. The current session is still HOMER. You can close

any other session without affecting the status of the current session.

TELNET> CLCSE 2

YT ELNET- S- LCLCLOSED, Local connection cl osed

- TELNET- | - SESSI ON, Session 02, host marge. nene.com port 23

YT ELNET- | - CURRSESSI ON, current session is now 3, honer.nene.com

2 This example ends the current session on HOMER and defaults to the session on BART.

Because you are closing the current session, Client-TELNET resets the current session to the

"next" connected session.
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TELNET> CLOSE

YT ELNET- S- LCLCLOSED, Local connection cl osed

- TELNET- | - SESSI ON, Sessi on 03, host honer.nene.com port 23
9TELNET- | - CURRSESSI ON, current session is now 1, bart.nene.com
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DEFINE/KEY

Associates an equivalence string and a set of attributes with akey on the terminal keyboard.

Format
DEFINE/KEY key-name["]equivalence-string[" ]

Parameters
key-name
Name of the key to define. Table 12-7 lists key designations for three terminal types:

¢ OnLK201 terminals, the numeric keypad, editing keypad (except the $ and ~ arrow keys), or
function key row (except F1 through F5).

* OnVT52terminals, al definable keys are on the numeric keypad.

¢ On VT100-type terminals, you can also define the 0 and = keys. On VT200 terminals, the O ,
=, and F6 through F14 keys are for command line editing. Issue the DCL command SET
TERMINAL/ NOLINE_EDITING to define these keys before you run Client-TELNET. You
can also pressCt r | / Vto enable keys F7 through F14.

Table12-7 Key Designationsfor Three Terminal Types

Key Name LK201 VT100-type VT52
PF1 PF1 PF1 [blue]
PF2 PF2 PF2 [red]
PF3 PF3 PF3 [gray]
PF4 PF4 PF4 n/a
KPO,...KP9 o....,.9 o,...,9 o,....9
PERIOD

COMMA , ) ,
MINUS - - -
ENTER Enter ENTER ENTER
LEFT < < <
RIGHT ? ? ?
Find (E1) Find

Insert_Here (E2) Insert_Here
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Table12-7 Key Designationsfor Three Terminal Types (Continued)

Key Name LK201 VT100-type VT52
Remove (E3) Remove

Select (E4) Select

Prev_Screen (E5) Prev_Screen

Next_Screen (E6) Next_Screen

HELP Help

DO Do

F6,...,F20 F6,...,F20

equivalence-string

String to substitute when you press the key. If the string contains spaces, enclose it in quotes.

Qualifiers

JECHO (default)
INOECHO

/ECHO (the default) displays the equivalence string on your screen after you press the key.
/NOECHO disables this. Use /INOECHO with /TERMINATE only.

/IF_STATE=(state-name[ ,state-name,... ])
/INOIF_STATE (default)

/IF_STATE specifies one or more state-names (a phanumeric strings separated by commas) for the
key definition to be in effect. You can omit the parentheses if you specify only one state-name.
INOIF_STATE isthe default, where the current state applies.

Establish states using the /[SET_STATE qualifier (see below). If you specify several state-names,
you can define a key to have the same function in all the specified states.

/LOCK_STATE
/NOLOCK_STATE (default)

/LOCK_STATE specifies that the state set by the /SET_STATE qualifier remains in effect until
explicitly changed. /NOLOCK _STATE is the default, where the state set by /SET_STATE isin
effect only for the next definable key that you press or for the next read terminating character that

you type.
You can only specify /[LOCK_STATE with /SET_STATE.
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/SET_STATE=state-name
INOSET_STATE (default)

/SET_STATE specifies the state-name (an a phanumeric string) to set when pressing the key.
Sate-name is an aphanumeric string. The default is/INOSET_STATE, where the current locked
state, if any, remainsin effect.

ITERMINATE
/INOTERMINATE (default)

Specifies whether to terminate (execute) the current equivalence string when you press the key.
/NOTERMINATE (the default) lets you create key definitions that insert text into command lines,
at prompts, or into other text you type.
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EXIT
Exitsthe Client-TELNET utility and returnsto the DCL level.

If there is an open connection or log file, Client-TELNET closes it before exiting.

Once you exit, all connections to remote hosts are disconnected.

Format
EXIT

Synonyms
QUIT
BYE

crl/z
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FLUSH

Discards all characters currently in the output stream from the server.

Ignored if no connection is open.

Note! Unlike the flush character (see the SET [NO]JFLUSH command), the FLUSH command does not
use the timing-mark option.

Format
FLUSH
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HELP
Obtains help on using the Client-TELNET utility.

TELNET help uses the OpenVMS interactive help facility.
To exit the help facility, press the RETURN key until you return to the TELNET> prompt.

Format
HEL P [topic]

Parameter
topic

Topic on which you want help. Optional.
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OPEN

Opens a connection to aremote host. You can open up to ten connections at any onetime. The
connection remains open until you log out of the remote host, or use the CLOSE or EXIT command
at the TELNET> prompt.

To use Kerberos version 4 authentication with TELNET, you must first get aticket-granting ticket
(TGT) from the Kerberos Server. (See Chapter 4, Kerberos User Commands.)

If you are designated by the system administrator as having password authentication through Token
Authentication, you need to enter the PASSCODE in addition to the username and password at a
separate PASSCODE: prompt (see Example 12-7). Depending on which type of SecurlD card you
were assigned:

* Enter acombination of your memorized personal identification number (PIN) and the tokencode
that appears on the card (with no separating space) at the PASSCODE: prompt, or

¢ Enter your memorized PIN on the PINPAD™ card and the resulting tokencode that appears on
the card at the PASSCODE: prompt.

See Chapter 14, Token Authentication: Protecting Logins, for details on obtaining PASSCODEs.

Note! The same parameters and qualifiers apply to the TELNET command on the DCL level as apply
to the OPEN command within TELNET.

Format
OPEN [host [port]]

Synonyms

CONNECT [host [ port]]
SET HOST [host [port]]

Parameters
host

Name of the remote host to which you want to connect. The host must exist on the network.

Enter OPEN host to open a remote connection and start the login sequence, if any. If you omit host
and a connection is open, Client-TELNET resumes the session to that host.

port

Nonstandard service name or number of the remote port to which you want to connect. The default
iSTELNET or 23 (for the TELNET Server). Use only to connect to a nonstandard server.
ALTERNATIVE: Use the /PORT qualifier (DO NOT use both in the same command; see Example
6).

12-30



OPEN TELNET: Connecting to Remote Terminals

Qualifiers
IAUTHENTICATION[=auth-type]

Determines the authentication method. If auth-type is KERBV4 (or the value is omitted), Kerberos
version 4 authentication is used. If auth-typeis NULL (or the entire qualifier is omitted), standard
authentication is used.

/CREATE [=(PERMANENT, BROK E_TIM O=seconds, CLOSE_DASSGN,
INTERVAL =seconds, [NO]K EEPALIVE, NOOPCOM, NOTCONNECTED_OK,
RETRIES=number), SHUT_ABORT) ]

Associates the local client end of the TELNET connection to an NTA device. Letsyou use the
connection for terminal activities such as printing or running applications. Supports /RAW,
/LOGICAL, and /TIMEOUT.

The /CREATE keyword creates the NTA device as preallocated so that it is not deleted when
exiting TELNET. However, deall ocating the device deletes it automatically when there are no
process channels assigned to it (the reference count drops to zero). The PERMANENT keyword
causes the client NTA device NOT to be deleted automatically when there are no process channels
assigned to it, thus creating a permanent connection similar to an application LTA device for LAT.
Aswith LAT, if the TELNET connection is broken, the Client-TELNET device triesto reconnect to
the specified host and port. Further parameters control the broken connection and reconnection
algorithms:

BROKE_TIMO=seconds | Used to determine when a connection is broken. (Note that the
OPEN /TIMEOUT qualifier valueis used in establishing the
connection, and another timeout of eight minutes is used when
sending data.) If omitted, the /TIMEOUT valueis used. Also
applies to non-permanent NTA devices (when using OPEN/
CREATE without the PERMANENT keyword).

CLOSE_DASSGN Specifies that when the last channel is deassigned from the NTA
device, the underlying TCP connection is closed. The default is
NOT to close the TCP connection. Use with the PERMANENT
keyword only.

INTERVAL =seconds Connection retry interval, the minimum timeto wait until another
connect is attempted. The default is 120 seconds (two minutes).
Use with the PERMANENT keyword only.

KEEPALIVE or Controls whether keepalive segments are sent to the remote port.

NOKEEPALIVE The default isKEEPALIVE. Also appliesto non-permanent NTA
devices (when using OPEN/CREATE without the PERMANENT
keyword).

NOOPCOM Specifies that no OPCOM messages are used when a permanent

NTA device fails to reconnect or reconnects after an initial
failure. OPCOM messages are sent by default.
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NOTCONNECTED_OK A permanent NTA deviceis created even if a TCP connection
cannot initially be set up.

RETRIES=number Number of timesto try to reconnect after aconnection breaks; the
default is - 1, handled as an unsigned number and thus actually
4,294,967,295, which is, in effect, infinite. Use with the
PERMANENT keyword only.

SHUT_ABORT Specifies that a permanent NTA device will do extra TCP device
cleanup after the underlying TCP connection is shutdown. Thisis
similar to doing NETCU> KILL CONNECTION for aclosed
TCP device.

Setting RETRIES to 0 means that when either end closes the TCP connection, no reconnects
automatically occur. However, a reconnection attempt is made without delay when awrite
operation to the permanent NTA device occurs. If RETRIES s not set to 0, automatic retries occur
when the connection closes. If all thoseretriesfail, and awriteis done later to the NTA device, then
the specified number of retriesis attempted.

Hereisatypical command to create a TELNET connection to a printer (note the use of /RAW to
avoid sending TELNET options negotiation data):

TELNET / RAW/ CREATE=( PERM RETRI ES=0, CLOSE) host port

After TELNET creates a permanent NTA device with an underlying TCP connection, the NTA
device's reference count drops to 0; thus the TCP connection is closed. When a write operation
occurs to the NTA device, an attempt is made to re-establish the TCP connection. Meanwhile the
data being written is held so that it can be sent when reconnected. If all reconnects fail, the write
datais dropped. When the application deassigns its channels to the NTA device, its TCP
connection is again closed.

To specify that the permanent NT device should be treated as alocal terminal rather than aremote
terminal (to allow for spooling of the device), add the 'local' keyword to the TELNET “create”
qualifier:

TELNET / CREATE=( PERM LOCAL)
/HOST_CHARACTER_SET=name

Use with the /TN3270 qualifier to set the national EBCDIC character set for TN3270
Internationalization. Table 12-3 shows the supported character sets and their corresponding IBM
code page numbers.

/LOGICAL=name [/TABLE=table] [/MODE=mode]

Logical name defined for the allocated NTA device. Use only with the /CREATE qualifier. The
table values are PROCESS (the default), JOB, GROUP, or SYSTEM. The mode values are
SUPERVISOR (the default) or EXECUTIVE.

/PORT=port

Nonstandard service name or number of the remote port to which you want to connect. The default
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is23 (for the TELNET Server). Use only to connect to a nonstandard server. ALTERNATIVE: Use
the port command parameter (DO NOT use both in the same command; see Example 12-6).

IPRINT=[(J{FI L E=fil¢e[, [NOJAPPEND]} | {QUEUE=gname[, FORM =form]}[)]

Prints a TN3270 screen or dumpsit into afile. Use only with the /TTN3270 qualifier. Provides the
functionality of the PRINT key, which the TCPWARE:MAP3270.DAT file defines by default as
follows:

Iprt = '"\Ep' | '"\EP'; # ESCAPE-p, ESCAPE-P
Use either FILE or QUEUE, but not both:

FILE=file Output file (the default is SY SBLOGIN:TN3270.TXT). APPEND appends
each print page onto the file; NOAPPEND (the default) creates a new file
for each page.

QUEUE=gname | Location of the print queue. FORM=form specifies the form to use when
sending the page output to a print queue.

/RAW

Specifiesaraw, binary connection that does not adhere to the TELNET protocol. Use only with the
/CREATE quadlifier.

/REALM=realm

Assigns the name of the Kerberosrealm. If the Kerberos Server resides in a different realm than the
local host, use this qualifier. Use with the /AUTHENTICATION=KERBV4 qualifier and value.
Theream is converted to lowercase unless you enclose it in quotes.

ITERMINAL_CHARACTER_SET=name

Use with the /TN3270 qualifier to set the OpenVMS terminal character set for TN3270
Internationalization. Table 12-4 shows the supported Multinational and National Replacement
character set values.

ITIMEOUT=seconds

Timeout time for establishing the TELNET control connection. If not specified, the default val ue of
120 seconds (2 minutes) applies. The minimum allowable valueis 20.

/TN3270
/NOTN3270

/TN3270 enables TN3270 mode. Use this qualifier when you want your OpenVMS terminal to
emulate an IBM 3270-classterminal but the server cannot negotiate this mode automatically. (If the
server can negotiate TN3270 mode automatically, you can omit this qualifier.) Only one TN3270
session can be open at any one time. Use the /PRINT qualifier for printing or file-dumping a
TN3270 screen.

Use /TN3270 with the /[HOST_CHARACTER_SET and /TTERMINAL_CHARACTER_SET
qualifiersto support TN3270 Internationalization.
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/NOTN3270 disables TN3270 mode. Use this qualifier if you connect to aremote terminal that
supports both IBM 3270 mode and non-IBM 3270 connections.

Examples
1 Thisexample opens aconnection to host DAISY and enables TN3270 mode. Use /TN3270 only
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if the server cannot negotiate TN3270 mode automatically. Client-TELNET allows only one
TN3270 session at any one time.

TELNET> OPEN / TN3270 DAI SY
<l ogin procedure to daisy....>

(daisy)$ Ctrl/\

TELNET> OPEN / TN3270 RCSE

% CPWARE_TELNET- E- MAXTN3270, only one TN3270 session may be open at any
tine

TELNET>

This example opens a connection to host DAISY in TN3270 mode and specifies a Danish
TN3270 Internationalization host character set:

TELNET> OPEN / TN3270 / HOST_CHARACTER _SET=DANI SH DAl SY
<l ogin procedure to daisy....>

(daisy)$
This example opens three sessions. Thefirst two use Kerberos version 4 authentication; the third

uses standard authentication. The Kerberos Server realm is determined by the contents of the
TCPWARE:KRB.REALMSfile.

TELNET> OPEN / AUTH=KERBV4 BART

(bart)$ ™\

TELNET> OPEN / AUTH MARGE
(marge)$ M

TELNET> OPEN LI SA

<l ogin procedure to LISA ...>

(lisa)$

This example opens a TN3270 connection and prints the next screen that appears to the print
queue ENG_PRINTER_ASCI!I:

TELNET> OPEN DAI SY / TN3270 / PRI NT=( QUEUE=ENG_PRI NTER_ASCI 1)

<l ogin procedure to daisy....>

This example creates a permanent NTA device for the connection to MARGE port 7 for the user
application. In case the connection goes down, it is set up so that automatic reconnection retries
occur every 10 seconds for atotal of 10 retries.
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TELNET> OPEN / LOG CAL=MY_PORT -

_TELNET>/ CREATE=( PERMANENT, | NTERVAL=10, RETRI ES=10) MARGE 7
9@ CPWARE_TELNET- | - CREATED, _NTA2: creat ed

$ @W_APPLI CATI ON MY_PORT

This example displays the results of using the port parameter value (telnet) together with the
/PORT qualifier and value in a single command:

TELNET> OPEN DAl SY TELNET / PORT=23

% CPWARE_TELNET- W CONFLI CT il l egal conbination of comand el enents -
check docunentation

This example displays alogin session to DAISY that uses Token Authentication for password
protection:

TELNET> OPEN DAl SY

9% CPWARE_TELNET- | - TRYI NG, trying

DAl SY. nene. comtel net (192.168.142.7, 23)

9% CPWARE_TELNET- | - ESCCHR, escape (attention) character is ""\"

** AUTHORI ZED USE ONLY ** PH  (VAX/ VMB V5. - 2)

User nane: PETER
Passwor d:

Ent er PASSCODE:
PASSCODE Accept ed
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RESUME

Resumes the current connection if you do not specify a session number. If you specify a session
number, resumes the connection associated with the session number, as displayed by the SHOW
STATUS (or STATUS) command.

Format
RESUM E [ session-number]

Parameter
session-number

Session number to resume, based on the session humber the SHOW STATUS command displays.
If omitted, resumes the current connection.

Examples

1 This example resumes the session on BART. Client-TELNET does not display a message if the
user resumes the current session:

TELNET> SHOW STATUS
Connect ed sessi on:
-->1. BART. hunor.com telnet (192.168.1.92,23).

TELNET> RESUVE
(bart)$

2 This example resumes session 2 on MARGE:

TELNET> STATUS
Connect ed sessi ons:
1. BART. hunor.com telnet (192.166.1.92,23).
2. MARGE. hunor.com telnet (192.166.1.91, 23).
-->3. HOMER illiad.com telnet (192.162.1.90, 23).

TELNET> RESUME 2

% CPWARE_TELNET- | - RESUME, resum ng session 2, MARGE. hunor.com
(marge) $
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SEND

Sends TELNET control functions or option negotiations to a remote host.

Format

SEND { control-function | { command option}}

Parameters
control-function

Table 12-8 lists the available TELNET control functions. Send a control function to gain access to
functions of the remote host that are not available from the keyboard.

Table12-8 TELNET Control Functions

Control Function | Definition
AO Abort Output
AYT Are You There
BACKWARD Sends the current Client-TELNET Backward character
BRK Break
EC Erase Character
EL EraseLine
ESCAPE Sends the current Client-TELNET Escape character
FORWARD Sends the current Client-TELNET Forward character
GA Go-Ahead
IP Interrupt Process
NOIP Do Not Interrupt Process
SYNCH SYNCH signal
Command

One of the following TELNET protocol commands used in options negotiation:

DO WILL DONT WONT
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Option
Negotiated TELNET option. Client-TELNET supports the following option keywords:

ECHO for the ECHO option
SEND WILL ECHO isan invalid command. Client-TELNET
does not allow the user to send this option negotiation to the
TELNET Server.

BINARY, or for the TRANSMIT-BINARY option

TRANSMIT_BINARY

SGA, or
SUPPRESS GO AHEAD

for the SUPPRESS-GO-AHEAD option
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SET [NOJAO

Defines, changes, or disables the "abort output” (AO) character. During a TELNET session, if you
enter the defined AO character, Client-TELNET sends the TELNET AO control function to the
server instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET AO char
SET NOAO

Parameter
char

When entered, this character sendsthe TELNET A O control function to the server. You can specify
this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default AO character. Define the initial AO character using the
TCPWARE_TELNET_AO logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_AO 15
* $ DEFI NE/ PROCESS TCPWARE_TELNET_AO """~QO'""

Both commands set the AO character to Ct r | / O(ASCII 15). They are equivalent.

Qualifiers

JFLUSH (default)
INOFLUSH

If you specify /[FLUSH, Client-TELNET discards al characters currently in the output stream from
the server when sending the AO control function. Client-TELNET uses the TELNET timing-mark
option to accomplish this (the Server does not have to support this option for this feature to work).
If you specify INOFLUSH, Client-TELNET sends only the AO control function. If you omit both,
the previous setting remains. Theinitial default is/FLUSH.

If there is no response to the timing-mark option, Client-TELNET may continue to discard output
from the server. Use the FLUSH command to resume normal operation.
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/SYNCH
INOSYNCH (default)

Sends the AO command followed by the SYNCH signal.

Examples
1 Each of these equivalent commands sets the AO character to Ct r I / O(ASCII 15):

TELNET> SET AO ""O'
TELNET> SET AO 15
2 This example removes the previous character definition, if any, for the AO control function:

TELNET> SET NOAO
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SET [NOJAYT

Defines, changes, or disables the "are you there" (AY T) character. If you enter the defined AYT
character during a TELNET session, Client-TELNET sendsthe TELNET AYT control function to
the server instead of the actual character. Ignored if TN3270 mode is active.

Format

SET AYT char
SET NOAYT

Parameter
char

When entered, this character sendsthe TELNET AY T control function to the server. You can
specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereisno default AYT character. Define theinitial AY T character using the
TCPWARE_TELNET_AYT logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_AYT 7
* $ DEFI NE/ PROCESS TCPWARE_TELNET_AYT """~AG'""
Both commands set the AY T character to Gt r | / G(ASCII 7). They are equivalent.

Qualifiers

/SYNCH
/NOSYNCH (default)

Sends the AY T command followed by the SYNCH signal.

Examples
1 Each of these equivalent commands setsthe AYT characterto Ct r | / G(ASCII 7):
TELNET> SET AYT "~G'
TELNET> SET AYT 7
2 This example removes the previous character definition, if any, for the AYT control function:

TELNET> SET NOAYT
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SET [NO]BACKWARD

Defines, changes, or disables the "backward (one session)" (BACKWARD) character. If you enter
the BACKWARD character during a TELNET session, the "previous’ numbered session becomes
active. The previous numbered session is the session with the next lowest session number than the
current session.

If the current session already has the lowest session number, the session with the highest session
number becomes active. If thereisonly one active session available, that session remains active. In
this case SET BACKWARD has no effect.

Ignored if TN3270 mode is active.

Format

SET BACKWARD char
SET NOBACKWARD

Parameter
char

When entered, this character causes the "previous' numbered session to become active. You can
specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret (")
before the character.

Thereis no default BACKWARD character. Define the initial BACKWARD character using the
TCPWARE_TELNET_BACKWARD logical name (in the process, job, group, or system logical
name tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET BACKWARD 2
* $ DEFI NE/ PROCESS TCPWARE_TELNET_BACKWARD """~AB"""
Both commands set the BACKWARD character to Ct r | / B (ASCII 2). They are equivalent.

Examples

1 Each of these equivalent commands sets the BACKWARD characterto Ct r | / B (ASCII 2):
TELNET> SET BACKWARD "~B"
TELNET> SET BACKWARD 2

2 This example removes the previous character definition, if any, for the BACKWARD control
function:

TELNET> SET NOBACKWARD
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SET [NO]BINARY

I nitiates negotiations to enable the TRANSMIT BINARY option for the client and server. This
command:

* Pertains only to the current session.
¢ Automatically resumes the current session.

Use the SET NOBINARY command to initiate negotiations to disable the TRANSMIT BINARY
option for the client and server.

Format

SET BINARY
SET NOBINARY
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SET [NO]BRK

Defines, changes, or disables the break (BRK) character. If you define the BRK character during a
TELNET session, Client-TELNET sends the TELNET BRK control function to the server instead
of the actual character.

Ignored if TN3270 mode is active. The Server ignores the break character.

Format

SET BRK char
SET NOBRK

Parameter
char

When entered, this character sends the TELNET break control function to the server. Specified in
either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret (")
before the character.

Thereis no default BRK character. Define theinitial BRK character using the
TCPWARE_TELNET_BRK logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_BRK 29
* $ DEFI NE/ PROCESS TCPWARE_TELNET_BRK """A] """

Both commands set the break characterto Ctr1 /] (ASCII 29). They are equivalent.

Qualifiers

JFLUSH (default)
INOFLUSH

If you specify /[FLUSH, Client-TELNET discards al characters currently in the output stream from
the server when sending the BRK function. Client-TELNET usesthe TELNET timing-mark option
to accomplish this (the server does not have to support this option for this feature to work).

If you specify INOFLUSH, Client-TELNET sends only the BRK function. If you omit both, the
previous setting remains. The initial default is/FLUSH.

Note! If a server fails to respond properly to the timing-mark option, Client-TELNET may continue to
discard output from the server. In this case, use the FLUSH command to resume normal
operation.
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Examples
1 Each of these equivalent commands sets the break charactertoCtr1 /] (ASCII 29):

TELNET> SET BRK "~]"
TELNET> SET BRK 29

2 This example removes the previous character definition, if any, for the break control function:

TELNET> SET NOBRK
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SET DEBUG
Enables or disables the display of debugging information.

Format
SET DEBUG /CLASS=[ (keyword],...)]

Qualifier
/CL ASS[=keyword]
SET DEBUG requires the /CLASS qualifier. The optional keyword specifies the classes of

debugging information to enable or disable. Use parentheses for multiple keywords separated by
commas. Table 12-9 lists the supported keywords.

Table12-9 ClassKeywords

Keyword Description
ALL Enables the display of all classes.
OPTIONS Enables the display of options negotiation information. Client-TELNET

displays messages when it sends or receives TELNET options.

NETINPUT Logs data that Client-TELNET receives and sends while in TN3270 mode.

NETOUTPUT | Logsdatathat Client-TELNET sendswhile in TN3270 mode.

NONE Disables the display of all classes.

TTYINPUT Logs data entered by the user at the terminal.

Theinitial setting is NONE.

SET DEBUG alone, or SET DEBUG /CLASS without the keyword, shows the current debug
classes.

Examples
1 This example enables the display of options negotiation information:
TELNET> SET DEBUG CLASS=CPTI ONS

2 This example enables the display of options negotiation information and log-data sent and
received while in TN3270 mode:

TELNET> SET DEBUG CLASS=( OPTI ONS, NETI NPUT)
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SET DELETE_ALLOWED

Allows deletion of an NTA device originally set up as permanent. The deletion occurs when there
are no process channels assigned to the device.

See the OPEN /CREATE command for details on creating permanent NTA devices.

Format
SET DELETE_ALL OWED nta-device

Parameter
nta-device

NTA device set up using OPEN /CREATE=(PERMANENT...).

Example
This example alows the NTA33: device to be deleted when no channels are assigned to it:

TELNET> SET DELETE NTA33:
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SET [NOJEC
Defines, changes, or disables the "erase character" (EC) character. If you enter the defined EC
character during a TELNET session, Client-TELNET sends the TELNET EC control function to
the server instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET EC char
SET [NOJEC

Parameter
char

When entered, this character sendsthe TELNET EC control function to the server. You can specify
this character in either of the following formats:

Numeric

ASCII value of the character.

String

Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default EC character. Define the initial EC character using the
TCPWARE_TELNET_EC logical name (in the process, job, group, or system logical name tables).
To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_EC 4
* $ DEFI NE/ PROCESS TCPWARE_TELNET_EC """AD'""

Both commands set the EC characterto Ctr 1 / D (ASCII 4). They are equivalent.

Examples

1 Each of these equivalent commands sets the EC character to Ct r | / D (ASCII 4):

TELNET> SET EC “~D’
TELNET> SET EC 4

2 This example removes the previous character definition, if any, for the EC control function:
TELNET> SET NCEC
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SET [NOJEL
Defines, changes, or disables the "erase line" (EL) character. If you enter the defined EL character
during a TELNET session, Client-TELNET sendsthe TELNET EL control function to the server
instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET EL char
SET NOEL

Parameter
char

When entered, this character sendsthe TELNET EL control function to the server. You can specify
this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereisno default EL character. Define theinitial EL character using the
TCPWARE_TELNET_EL logical nhame (in the process, job, group, or system logical name tables).
To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_EL 21
* $ DEFI NE/ PROCESS TCPWARE_TELNET_EL """AU'""

Both commands set the EL character to Ct r | / U (ASCII 21). They are equivalent.

Examples

1 Each of these equivalent commands sets the EL character to Ctr 1 / U(ASCII 21):

TELNET> SET EL "~U'
TELNET> SET EL 21

2 This example removes the previous character definition, if any, for the EL control function:
TELNET> SET NCEL
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SET [NO]JESCAPE

SET ESCAPE changes the escape (attention) character. This command allows you to change the
character to akey that is more convenient. The default escape character is”\. You may want to
change the escape character if the remote host uses that character to perform some function or if
your terminal cannot generate the character.

SET NOESCAPE disables the escape (attention) character.

SET ESCAPE isignored if TN3270 mode is active. However, SET NOESCAPE appliesto all
sessions, including TN3270 sessions.

Format

SET ESCAPE char
SET NOESCAPE

Synonym
ESCAPE = SET ESCAPE

Parameter
char

You can specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret (")
before the character.

You can redefine the default escape (attention) character by defining the logical
TCPWARE_TELNET_ESCAPE (in the process, job, group, or system logical name tables). The
logical value has the same syntax as char. To define it, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_ESCAPE 24
* $ DEFI NE/ PROCESS TCPWARE_TELNET_ESCAPE """AX"'""

Both commands set the escape character to ASCII code 24 (Ct r | / X). They are equivalent.
* $ DEFI NE/ SYSTEM EXEC TCPWARE_TELNET_ESCAPE -1
The - 1 value disables the escape (attention) character.

Examples

1 Each of these equivalent commands sets the escape character to Ct r | / X (ASCII 24):
TELNET> SET ESCAPE ""X"
TELNET> SET ESCAPE 24
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2 This example sets the escape character to right brace (}):
TELNET> SET ESCAPE "}"

3 This example removes the previous escape (attention) character definition, if any:
TELNET> SET NOESCAPE

12-51



PART Il User Functions SET [NO]JFLUSH

SET [NOJFLUSH
Defines, changes, or disables the flush character.
If you enter the defined flush character during a TELNET session, Client-TELNET discards all
characters currently in the output stream from the server. Client-TELNET usesthe TELNET

timing-mark option to accomplish this (@ TELNET server need not support this option for this
feature to work).

Note! Client-TELNET ignores SET FLUSH when TN3270 mode is active.
If a Server fails to respond properly to the timing-mark option, Client-TELNET may continue to
discard all output from the server. In this case, use the FLUSH command to resume normal
operation.

Format

SET FLUSH char
SET NOFLUSH

Parameter
char

When entered, this character discards all characters currently in the output stream from the server.
You can specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default flush character. Define the initial flush character using the
TCPWARE_TELNET_FLUSH logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_FLUSH 15
* $ DEFI NE/ PROCESS TCPWARE_TELNET_FLUSH """~Q'""

Both commands set the flush character to Ct r 1 / O (ASCII 15). They are equivalent.

Examples

1 Each of these equivalent commands sets the flush character to Ct r I / O(ASCII 15):

TELNET> SET FLUSH "~O'
TELNET> SET FLUSH 15

2 Removes the previous character definition, if any, for the flush feature.
TELNET> SET NOFLUSH
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SET [NO]JFORWARD

Defines, changes, or disables the "forward [one session]" (FORWARD) character. If you enter the
defined FORWARD character during a TELNET session, the "next" numbered session becomes
active. The next numbered session is the session with the next highest session number than the
current session.

If the current session already has the highest session number, the session with the lowest session
number becomes active. If thereisonly one active session available, that session remains active. In
this case SET FORWARD has no effect.

Ignored if TN3270 modeis active.

Format

SET FORWARD char
SET NOFORWARD

Parameter
char

When entered, this character causes the "next" numbered session to become active. You can
specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret (")
before the character.

Thereis no default FORWARD character. Define the initial FORWARD character using the
TCPWARE_TELNET_FORWARD logical name (in the process, job, group, or system logical
name tables). Thislogical value has the same syntax as char. To define the logical, use one of the
following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_FORWARD 1
®* $ DEFI NE/ PROCESS TCPWARE_TELNET_FORWARD """AA"""
Both commands set the FORWARD character to Ct r |1 / A (ASCII 1). They are equivalent.

Examples
1 Each of these equivalent commands sets the FORWARD characterto Ct r I / A (ASCII 1):

TELNET> SET FORWARD "~A"
TELNET> SET FORWARD 1

2 This example removes the previous character definition, if any, for the FORWARD control

function:
TELNET> SET NOFORWARD
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SET [NO]GA
Defines, changes, or disables the "go-ahead" (GA) character. If you enter the defined GA character

during a TELNET session, Client-TELNET sendsthe TELNET GA control function to the server
instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET GA char
SET NOGA

Parameter
char

When entered, this character sendsthe TELNET GA control function to the server. You can specify
this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default GA character. Define the initial GA character using the
TCPWARE_TELNET_GA logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_GA 9
* $ DEFI NE/ PROCESS TCPWARE_TELNET_GA """A|"""

Both commands set the GA character to Ct r 1 / A (ASCII 9). They are equivalent.

Examples

1 Each of these equivalent commands sets the GA characterto Ct r I / A (ASCII 9):

TELNET> SET GA "~
TELNET> SET GA 9

2 This example removes the previous character definition, if any, for the GA control function:
TELNET> SET NOGA
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SET [NOJIP

Defines, changes, or disables the "interrupt process" (IP) character. If you enter the defined IP
character during aTELNET session, Client-TELNET sendsthe TELNET IP control function to the
server instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET IP char
SET NOIP

Parameter
char

When entered, this character sends the TELNET IP control function to the server. You can specify
this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret (")
before the character.

Thereis no default IP character. Define the initial |P character using the TCPWARE_TELNET _IP
logical name (in the process, job, group, or system logical name tables). To define the logical, use
one of the following formats:

®* $ DEFI NE/ PROCESS TCPWARE_TELNET_I P 25

* $ DEFI NE/ PROCESS TCPWARE _TELNET [P """Ay"""

Both commands set the IP character to Ctr | / Y (ASCII 25). They are equivalent.

Qualifiers
/FLUSH (default)
/NOFLUSH

With /FLUSH, Client-TELNET discards all characters currently in the server's output stream when
sending the IP control function. It usesthe TELNET timing-mark option (the server does not have
to support this option for this feature to work). With /NOFLUSH, Client-TELNET sends only the
IP control function. If you omit both, the previous setting remains. The initial default is/FLUSH.

If a Server fails to respond properly to the timing-mark option, Client-TELNET can continue to
discard al output from the server. If so, use FLUSH to resume normal operation.

/SYNCH
/NOSYNCH (default)

Sends the IP command followed by the SYNCH signal.
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Examples
1 Each of these equivalent commands sets the |P character to Ct r 1 / Y (ASCII 25):

TELNET> SET I P "~Y"
TELNET> SET I P 25

2 This example removes the previous character definition, if any, for the IP control function.
TELNET> SET NO P

12-56



SET [NO]JLOCAL_FLOW_CONTROL TELNET: Connecting to Remote Terminals

SET [NO]LOCAL_FLOW_CONTROL

Controls the handling of the XON/XOFF characters(Ct r1 / Sand Ct r | / Q) when connected to a
remote system. Ct r | / S stops transmission and Ct r | / Qresumes TELNET transmission. Under
normal conditions, the terminal driver processesCtrl/ Sand Ctrl / Qlocally and does not send
them to the remote TELNET server.

Client-TELNET supports RFC 1372 (Telnet Remote Flow Control Option), which lets the remote
server tell the client when to enable and disable local flow control. These commands are not related
to that option, but rather let the user control the local flow control setting if the remote server does
NOT support the Remote Flow Control Option.

Use SET NOLOCAL_FLOW_CONTROL topasstheCtri/Sand Ct r I / Qcharactersto the
remote TELNET server and NOT process them locally.

The default flow control setting depends on the TT$V_TTSYNC value for the terminal. You can
set "TTSync" mode (local flow control) outside of TELNET by using the DCL SET TERMINAL
/TTSYNC command, or set "No TTSync" mode (server flow control) by using the DCL SET
TERMINAL /NOTTSY NC command; some full-screen editors also set these modes. However, if
you areinside TELNET, SET NOLOCAL_FLOW_CONTROL can force the terminal into "No
TTSync" mode for a particular connection.

Format

SET LOCAL_FLOW_CONTROL (default)
SET NOLOCAL_FLOW_CONTROL

Example

TELNET> SET NOLOCAL
TELNET> SHOW STATUS
Client-TELNET V5.7-1 Copyright (c) 2005 Process Software

Connect ed session: -->1. beans. exanpl e. edu, telnet (192.168.0.50)
Term nal type: VT300

Local flow control: OFF
"AD' is the escape (attention) character.
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SET LOG

Opensor closesalog file. Client-TELNET uses alog file to save the output from a remote host.
While connected to aremote host, Client-TELNET also puts all output the remote host sends your
terminal into the log file.

SET LOG logs output from every connected session. If multiple connections exist, there is no way
to specify that you want to log only output from a specified session to the log file.

Format
SET LOG [filg]

Opensthelocal filefile and beginslogging.
To close alog file (and stop logging), enter SET LOG with no file specification.

Parameter
file

OpenVM S file specification of the file that logs the remote host's output. If omitted,
Client-TELNET closes the present log file (if there is one).

Qualifiers
/DATA (default)
/NODATA
/DATA logs all data sent to the specified file (the default). /NODATA disables this.

JOPTIONS
/NOOPTIONS (default)

/OPTIONS prints option negotiations to the specified log file, in addition to performing normal
logging. /NOOPTIONS (the default) disables options printing.

Examples
1 Thisexample opensthe file TEXT.LOG and enables logging:
TELNET> SET LOG TEXT. LOG
2 Thisexample closes alog file and stops logging:
TELNET> SET LOG

3 This example opensthe file TEXT.LOG, enables normal logging, and prints options
negotiations to the TEXT.LOG file:

TELNET> SET LOG TEXT. LOG / OPTI ONS

4 This example opensthe file TEXT.LOG and prints only option negotiations (and no data) to the
TEXT.LOG file:

TELNET> SET LOG TEXT. LOG / OPTI ONS / NODATA
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SET PRINT

Sets how you want the PRINT key to work while in TN3270 mode. You must be in TN3270 mode
to use this command.

If you omit the qualifiers, the defaultis SET PRINT /FILE=SY SSLOGIN:TN3270.TXT
/NOAPPEND.

This means that the default print setting is OPEN/TN3270
/PRINT=(FILE=SY S$LOGIN:TN3270.TXT, NOAPPEND).

Format
SET PRINT [qualifiers]

Openslocal file file and begins logging.
To close alog file (and stop logging), enter SET LOG with no file specification.

Qualifiers

/APPEND
/NOAPPEND (defauilt)

Use with the /FILE qualifier only. /APPEND appends the TN3270 screen dump onto the specified
file. NOAPPEND creates anew file or overwrites the existing one.

[FIL E=filename

File in which to dump the TN3270 screen. You can use this with the optional /APPEND or
/NOAPPEND qudlifier.

/FORM =form-name
Use with the /QUEUE qualifier only. Specifies the form name to use in a TN3270 screen print.
/QUEUE=gname

Queue to which to print the TN3270 screen. You can use this with the optional /FORM qualifier
and value.

Examples

1 Thisexample setsthe print behavior so that it printsthe current TN3270 screen to aprint fileand
appends it onto the end of the file:
TELNET> SET PRI NT /FI LE=PRI NTFI LE. TXT / APPEND

2 This example setsthe print behavior so that it prints the current TN3270 screen to a print queue;
TELNET> SET PRI NT / QUEUE=ENG_PRI NTER_ASCI |
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SET TERMINAL_TYPE

Requests the server to support a specific terminal type or typesif negotiating the terminal type
option.

Normally, you do not need to use this command. Client-TELNET uses the following default list of
supported terminal types: VT52, VT55, VT61, VT62, VT100, VT102, VT125, VT131, VT132,
VT200, VT220, VT240, VT300, VT320, VT340, and IBM-3278-model-number.

If you specify an IBM-3278 terminal type, make sure your local terminal supports the screen size
associated with the specified model number. If your terminal does not support the screen size, the
datawill not display properly.

See Table 12-1 for screen sizes for each model.
Use the SHOW STATUS or SHOW OPTIONS commands to show the current terminal type used.

The TCPWARE_TELNET_TERMINAL_TYPE logical performs the same function asthe SET
TERMINAL_TY PE command. Thislogical requires the following syntax:

$ DEFI NE/ SYSTEM EXEC TCPWARE_TELNET_TERM NAL_TYPE "t ype"

Format
SET TERMINAL_TYPE type] type,...]

Parameter
type

A valid terminal type. Client-TELNET reguests the server to support these typesin the specified
order.

Examples
1 This example requests the server to support the VT300 and VT100 terminal types, in that order:
TELNET> SET TERM NAL_TYPE VT300, VT100

2 This example requests the server to support the IBM-3278-3 terminal type. If possible, Client-
TELNET resizes the local window to accommodate a 32 x 80 screen size for model 3 (see
Table 12-1).

TELNET> SET TERM NAL_TYPE | BM 3278-3
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SET TRANSLATION
Sets the carriage return/line feed (CR/LF) character translation.

Does not apply to TN3270 mode.

Format

SET TRANSLATION

Qualifiers

/RECEIV E=keyword

Specifies the mapping for characters received from the server before they become output. See
Table 12-10 for the keywords and their meaning.

The default is /RECEIVE=NONE.
/SEND=keyword

Specifies the mapping for characters entered at the keyboard before Client-TELNET sends them to
the server. See Table 12-10 for the keywords and their meaning.

The default is/SEND=CR.

Table12-10 SET TRANSLATION Keywords

Keyword | Trandation

CR Client-TELNET trandlates the carriage return character to a CR/LF sequence
LF Client-TELNET tranlsates the line feed character to a CR/LF sequence
NONE Client-TELNET does not trand ate characters to the CR/LF sequence
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SET [NO]XDISPLOC

Enables or disables setting your current X display |ocation on the remote end, when communicating
with aremote TELNET server that also supports this option. Client TELNET checks whether the
logical DECW$DISPLAY isdefined. If it is, and if the remote server asks for the X display
location, the X display server address is transmitted to the remote system.

Use SET NOXDISPL OC before making a connection to disable sending the X display location.

Format

SET XDISPLOC
SET NOXDISPLOC

Example

TELNET> SET NOXDI SPLOC

TELNET> OPEN ALPHA

$ SHOW DI SPLAY

Error openi ng DECWSDI SPLAY as i nput
No such device avail abl e

ALPHA>
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SHOW OPTIONS
Displaysinformation about the optionsin effect.

Options modify theway TELNET handles your terminal over the network. When you first establish

a connection, both hosts negotiate for the options to use based on the options that each host

supports. You can also use the SEND command to change options.

Format

SHOW OPTIONS

Example

TELNET> SHOW OPTI ONS

Current TELNET options status:

Renot e ECHO

No renmote TRANSM T- Bl NARY (nornmal ASCI )
No | ocal TRANSM T- Bl NARY (nornmal ASCII)
Renot e SUPPRESS- GO- AHEADS

Local

SUPPRESS- GO- AHEADS

No renot e END OF- RECORD
No | ocal END- OF- RECORD

Local
Local
Local
Local

TERM NAL- TYPE: VT300

FLOW CONTROL: ON

W NDOW SI ZE: 80x35

X- DI SPLAY- LOCATI ON: 192. 168. 5. 195: 0.0
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SHOW STATUS

Displaysinformation about all open TELNET connections and your current TELNET session.
The screen displays the following information:

* Session number, name and internet address of each remote host if a connection is open. An
arrow (-->) indicates the current session.

* Thelist of supported terminal typesif no remote connection is open.

* Theterminal type used, if aremote connection is open and Client-TELNET negotiated for the
terminal type.

* Whether local flow control is ON or OFF.

* Nameof thelog fileif oneis open.

* Name of the host character set.

* Name of the terminal character set.

¢ Thecurrent "abort output" (AO), "are you there" (AYT), backward, break (BRK), "erase
character” (EC), "erase line" (EL), escape, forward, flush, "interrupt process' (IP), and "go-
ahead" (GA) characters (if defined).

Format
SHOW STATUS

Synonym
STATUS

Example
TELNET> SHOW STATUS

Client-TELNET V5.7-1 Copyright (c) 2005 Process Software
Connect ed sessions:
1. bart.nene.com telnet (192.168.1.92,23).
-->2. marge. nene.com telnet (192.168.1.91, 23).
"M" is the escape (attention) character
Current session is operating in 3270 node.

Term nal type: |BM 3278-2
Local flow control: ON

Keyboard Map File: TCPWARE: MAP3270. DAT

Host Character Set: CANADI AN
Termi nal Character Set: LATINL

"AC' is the escape (attention) character.
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SHOW TRANSLATION

Displaysthe current trandation settings made using SET TRANSLATION. Both the received and
sent translations appear.

Format
SHOW TRANSLATION

Example

TELNET> SHOW TRANSLATI ON
No characters are translated to CRLF when received.
CRis translated to CRLF when sent.
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SPAWN

Executes DCL commands.

Note! You cannot SPAWN with CAPTIVE accounts.

Format
SPAWN [command-line]

Synonym
Z [command-line]

Parameter
command-line

DCL command line that you want executed. If omitted, Client-TELNET spawns an interactive
subprocess. To return to TELNET from an interactive subprocess, logout of that subprocess.

Examples

1 This example displays the time on your local host without leaving the TELNET utility:
TELNET> SPAWN SHOW TI ME
3- Nov-2004 14:02: 48
2 Thisexampleinitiates DCL command mode and returns the DCL prompt:
TELNET> SPAVWN
$ SHOW TI ME
3- Nov-2004 14:02:51
$ LOGOUT
Process SM TH_ 1 | ogged out at 3-Nov-2004 14:02:54. 34
TELNET>

To exit the DCL command mode and return to TELNET, enter the LOGOUT command at the DCL

prompt.
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Chapter 13
TFTP: Trivial File Transfers

Introduction

The Trivia File Transfer (TFTP) utility provides the user interfaceto TFTP. This program allows a
user to transfer files to and from aremote host. TFTP primarily allows remote diskless systemsto
read bootstrap images over the network. TFTP uses UDP to make transfers. It does not provide user
login validation.

FTP-OpenVMS is amore complete file transfer facility than TFTP.
See Chapter 3, FTP: Transferring Files, for details on FTP-OpenVMS.

Invoking TFTP
Toinvoke TFTP, enter at the DCL prompt:

TFTP [host [port]]

If you specify a host name, TFTP uses that host for subsequent file transfers. If you also specify a
port number, TFTP uses the specified host and port for subsequent file transfers.

Command Reference

You interact with TFTP by typing commands at the TFTP> prompt. Client-TFTP supports the
following OpenV M S-style commands:

CONNECT MODE REXMT TIMEOUT HELP

GET PUT STATUS TRACE QUIT

TFTP offers 20-line recall on the command level.
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CONNECT

Sets the host and, optionaly, the port number for subsequent file transfers. Note that TFTP uses
UDP and, therefore, does not maintain the connection between transfers.

Format
CONNECT host [port]

Synonym
OPEN

Parameters
host

Name of the remote host to which you want to connect. The host must exist on the network.
port

Service name or number of the remote port that you want to connect to. The default port number is
69 for read and write requests. You do not need to specify the port number unless you are
connecting to a nonstandard server.

Example
Each of these equivalent commands connects to host SIGMA for afile transfer:

tftp> connect sigma
tftp> open sigma
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GET

Gets afile from the previously specified remote host. TFTP writesthelocal fileasaSTREAM_LF
formatted file.

Since TFTP does not authenticate the client, the server allows access only to filesin the directory
and its subdirectories defined by the TCPWARE_TFTP_ROOT logical.

The server converts UNIX filenames with their directoriesinto VMS filenames asin Table 13-1.
The directory specification is dir and the filename specification with its extension is filename.ext.

Table13-1 TFTP UNIX-to-VMS Filename Conversions

UNIX Filename... IsConverted to VM S Filename...
dir/filename.ext [.dir]filename.ext
/dir/filename.ext [.dir]filename.ext

Format

GET remote-file [local-fil€]

Parameters
remote-file

Input file specification on the remote host.
local-file

Output file specification on the local host. If omitted, Client-TFTP uses the remote-file filename
and extension.

Examples

1 This command transfers the US-DOMAIN-INFO.TXT file from the previoudly specified host:
tftp> get us-donain-info.txt

2 Thiscommand transfersthe US-DOMAIN-INFO.TXT file from the previously specified host as
file LOCALSTUFETXT:

tftp> get us-donmmin-info.txt |ocal stuff.txt
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HELP
Displays a brief help message summarizing the commands.

Format
HEL P [ command]

Parameter
command

Optional command for which you want help.

Examples
This command provides help for the CONNECT and GET commands:
tftp> hel p connect
connect to renote tftpd

tftp> help get
receive file
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MODE

Setsthe file transfer mode to type; type may be either ASCII or BINARY. Theinitia typeis
ASCII.

Format
MODE type

Parameter
type
The mode type, either ASCII or BINARY.

Example
This command changes the transfer mode to BINARY ( Mbde: octet):

tftp> node binary

tftp> status

Connected to SIRIUS. nene. com

Mode:

octet Tracing: off

Rexnt-interval : 5 seconds, Max-tineout: 25 seconds
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PUT

Puts afile to the previously specified remote host.

Since TFTP does not authenticate the client, the server allows access only to filesin the directory
and its subdirectories defined by the TCPWARE_TFTP_ROOT logical.

The server converts OpenVMS filenames with their directoriesinto UNIX filenamesasin
Table 13-2. The directory specification is dir and the filename specification with its extension is

filename.ext.

Table13-2 TFTP UNIX-to-VMS Filename Conversions

UNIX Filename... IsConverted to VM S Filename...
dir/filename.ext [.dir]filename.ext
/dir/filename.ext [.dir]filename.ext

Format

PUT local-file [remote-fil€]

Parameters
local-file

Input file specification on the local host.
remote-file

Output file specification on the remote host. If omitted, Client-TFTP uses the |ocal-file filename
and extension.

Examples
1 This command transfers the US-DOMAIN-INFO.TXT file to the previously specified host:

tftp> put us-donmin-info.txt

2 This command transfers the US-DOMAIN-INFO.TXT fileto the previoudy specified host as
file REMOTESTUFETXT:

tftp> put us-dommin-info.txt renmptestuff.txt
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QUIT
Exitsthe TFTP program. You can also use Ctrl/Z and EXIT to exit the program.

Format
QUIT

Synonyms
EXIT

crl/z

Examples
Each of these equivalent commands exits from TFTP:

tftp> quit

tftp> exit
tftp> Crl/ 2z
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REXMT

Sets the retransmit timer, in seconds. Theinitial valueis 5 seconds.

The value you enter for REXMT is aso used together with the specified maximum timeout (set
using the TIMEOUT command) to determine the number of times to try and the actual maximum
timeout reported in a status request (STATUS).

If the default 5 seconds retransmit interval is used together with the default 25 seconds maximum
timeout, the number of timesto try is 5, according to the formula:
Max-timeout = Rexnt-interval x Tries

The REXMT value you enter is always reported (unchanged) on the Rexnt -i nt erval lineina
STATUS request. However, the maximum timeout may be recal culated before being reported as
Max-ti meout .

Seethe TIMEOUT command for details on Max-t i meout recalculation.

Format

Par

REXMT [time]

ameter
time

The time value to set the retransmit timer. If omitted, the value is 5 seconds.

Example
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This command changes the retransmit timer (Rexnt - i nt er val ) to 10 seconds (and the
subsequent STATUS command shows the result). The Max- t i meout is set to five timesthe
Rexnt - i nt erval by default.

tftp> rexnt 10

tftp> status

Connected to SIRIUS. nene. com

Mode:

octet Tracing: off

Rexnt-interval: 10 seconds, Mx-tineout: 50 seconds
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STATUS

Displays the current status and parameter settings.
The Max-t i meout reported is based on the following computation:

Max-timeout = Rexnt-interval x Tries

The number of tries (Tri es) isinitially 5 unless adjustments are made to the Max- t i meout and
Rexnt - i nt er val values (see below for an example).

Note! The total retransmission period (Max- t i meout ) value displayed may be slightly different from
that set using the TIMEOUT command. (See the TIMEOUT command for an explanation.)

Format
STATUS

Examples

This command shows the connection status, file transfer mode (Mbde: ), packet trace flag status
(Tr aci ng: ), retransmit timer (Rexnt - i nt er val : ), and total retransmission period

(Max-ti meout : ) values over the period of a number of adjustments. (Seethe TIMEOUT
command for an explanation of the Max- t i neout recalculations.)

tftp> connect spica

tftp> stat

Connected to spica. nene. com

Mode: netascii Tracing: off

Rexnt-interval : 5 seconds, Max-tineout: 25 seconds
tftp> rexnmt 4

tftp> stat

Connected to spica. nene.com

Mode: netascii Tracing: off

Rexnt-interval : 4 seconds, Max-tineout: 20 seconds
tftp> tineout 40

tftp> stat

Connected to spica. nene.com

Mode: netascii Tracing: on

Rexnt-interval : 4 seconds, Max-tineout: 40 seconds
tftp> tineout 30

tftp> stat

Connected to spica. nene.com

Mode: netascii Tracing: on

Rexnt-interval: 4 seconds, Max-tinmeout: 28 seconds
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TIMEOUT

Setsthe total retransmission period, in seconds. Theinitial valueis 25 seconds.

Note! Minor adjustments to the specified retransmission period as reported using STATUS can occur
based on concurrent changes made to the retransmit timer setting (REXMT). The
retransmission period is calculated based on the following formula:

Max-ti meout = Rexnt-interval x Tries

The Tries value must be an integer value. Thus, if the Max-timeout specified using the
TIMEOUT command forms a non-integer ratio with the Rexmt-interval value, the Max-timeout is
adjusted accordingly. (See the example.)

Format
TIMEOUT [timg]

Parameter
time

Thetotal retransmission period, in seconds. If omitted, the value is 25 seconds.

Examples
Note the way in which the retransmission period is adjusted in this example:

tftp> connect spica

tftp> stat

Connected to spica. nene. com

Mode: netascii Tracing: off

Rexnt-interval: 5 seconds, Max-tinmeout: 25 seconds
tftp> rexnmt 4

tftp> stat

Connected to spica. nene. com

Mode: netascii Tracing: off

Rexnt-interval: 4 seconds, Max-tinmeout: 20 seconds
tftp> tineout 40

tftp> stat

Connected to spica. nene. com

Mode: netascii Tracing: on

Rexnt-interval : 4 seconds, Max-tineout: 40 seconds
tftp> tineout 30

tftp> stat

Connected to spica. nene.com

Mode: netascii Tracing: on

Rexnt-interval : 4 seconds, Max-tineout: 28 seconds

* Theretransmit timer and number of tries are both set to 5 by default, so that initially the Max-
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ti meout is25.
With the retransmit timer (r exnt ) reset to 4, the Max- t i meout changesto 4 x 5= 20.
Doubling the maximum timeout (t i neout 40), recalcul ates the number of retriesto 40/ 4 = 10.

Changing the maximum timeout to 30 (with ther exnt still set to 4) recalculates theretriesto 7,
and adjuststhe Max-t i meout to4 x 7 = 28.
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TRACE
Toggles the packet trace flag.

Format
TRACE

Example

This command enables packet tracing. A GET operation shows atimeout on afile transfer read
request.

tftp> trace

Packet tracing on.

tftp> status

Connected to SIRIUS. nene. com

Mode: octet Tracing: on

Rexnt-interval: 10 seconds, Max-tinmeout: 60 seconds
tftp> get rfc999.txt pokertwo. txt

rgst sent RRQ <file=rfc999.txt, node=octet>
rgst sent RRQ <file=rfc999.txt, node=octet>
rgst sent RRQ <file=rfc999.txt, node=octet>
rgst sent RRQ <file=rfc999.txt, node=octet>
rgst sent RRQ <file=rfc999.txt, node=octet>
rgst sent RRQ <file=rfc999.txt, node=octet>
Recei ve request tined out
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Chapter 14

Token Authentication: Protecting Logins

Introduction

Token authentication allows you to set additional security restrictions on your FTP, TELNET,
RLOGIN, and SET HOST logins. You can set up token authentication through TCPware's Access
Control Encryption Client (ACE/Client) on the OpenV M S host, which communicates with Security
Dynamics ACE/Server on a UNIX or Windows NT host. The authentication takes place through a
physical SecurlD token "smart card" that you use to provide the ACE/Server with the necessary
login information.

This chapter explains the TCPware ACE/Client, its interaction with the ACE/Server, and how to
enter login information using the SecurlD token.

What Is the ACE/Client?

Passwords have long been the front line of defense in protecting hosts and networks, and have
come under scrutiny because of well-publicized security breaches. Applications that require
passwords to access resources are especially vulnerable to these security breaches.

TCPware's token authentication, in collaboration with Security Dynamics Corporation's Access
Control Encryption Server (ACE/Server), works with a two-factor password system to help solve
this security problem. Token authentication combines use of the regular login password with a
time-based code derived from atoken. The authentication system consists of a secure server and the
client connected to the devices that need to be protected.

Security Dynamics provides the ACE/Server and a backup server (Slave ACE/Server). TCPware
provides the ACE/Client. The ACE/Client handles the interaction between the client and the
ACE/Server software at the place where the client is responsible for gathering the authentication
data from the user.

The authentication "token" in this case is the Security Dynamics SecurlD "smart card,” a physical
card containing a microprocessor that generates a new, unpredictable code every 60 seconds on its
liquid crystal display (LCD). The Server synchronizes and checks this code, when entered, with the
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user's memorized personal identification number (PIN). These two codes together form the user's
PASSCODE.

Token authentication is available for FTP-OpenVMS, TELNET-OpenVMS, RLOGIN, and the
OpenVMS SET HOST command.

The TCPware ACE/Client supports Security Dynamics proprietary encryption (SDI Encryption).
The ACE/Server must also use SDI Encryption. The ACE/Server runson a UNIX or Windows NT
machine. The ACE/Client must be registered with the ACE/Server.

Terms
Special terms used in this chapter include:

PIN Your personal identification number. The PIN consists of four to eight
aphanumeric characters. Depending on the policy set by your system manager,
either you create your PIN or your system manager creates your PIN.

Duress PIN Specia PIN to useif you are being compromised during the login process.

PASSCODE | Combination of your PIN and the tokencode. If you have akey fob or a standard
card, you enter the full PASSCODE (your PIN immediately followed by the
current tokencode without a separating space) at the login password prompt. If
you have a PINPAD] card, you enter the PIN into your card and then enter the
PASSCODE given on the card at the login password prompt.

Tokencode Random number currently displayed on your Security Dynamics Securl D smart
card.

Identifying the SecurlD Token Type

Securl D tokens are small, hand-held devices containing microprocessors that cal culate and display
unpredictable codes. The codes change at a specified interval, typically every 60 seconds.

As an authorized user on a protected system, you are assigned a Securl D token to use when
accessing a protected resource. The code displayed on the token at the moment you attempt access
isone part of the user's SecurlD PASSCODE, which isrequired for positive authentication and
system access. The other part is your valid, memorized PIN.

There are currently three hardware types of SecurlD tokens:

Standard SecurlD Card | arectangular card with the tokencode displayed at the upper right
hand corner of the card.

SecurlD Key Fob an oblong key fob with a key holder with the tokencode displayed on
the center of the fob.
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SecurlD PINPAD card | arectangular card with the tokencode displayed at the upper right
hand corner and a digit keypad at the bottom from which to enter the
PIN.

See the Logging In with a SecurlD Token section.

Login Interfaces

The user interface to token authentication is through login screens for FTP, TELNET, RLOGIN,
and SET HOST that display the usual username prompt followed by:

For the usual password prompt at which to enter...

FTP the PASSCODE.

TELNET, RLOGIN, | your usual password, along with an Ent er PASSCODE: prompt at
and SET HOST which to enter the PASSCODE.

Note! For an FTP login, the token cannot be in Next Tokencode or New PIN mode.

Example 14-1 shows a sample FTP login sequence to host BART. The shaded areas show values
entered but not displayed on the screen. The PASSCODE is a combination of the PIN and the
tokencode when used with a Standard Card or Key Fob.

Example14-1 FTP Login Sequence Using Token Authentication

$ FTP BART

220 bart. process.com (192. 168. 34.56) FTP-QpenVMs FTPD V5.7-1 (c) 2005
Process Software

331 Password required.

230 User | ogged in, proceed.

_Usernane [ MARGE]: MARGE
331 Password required.
_Password: 192837465

230 User | ogged in, proceed.
214 SITE +VNMS+ recogni zed.

Example 14-2 shows a sample TELNET login sequence to host BART. The shaded areas show
values entered but not displayed on the screen. The PASSCODE is a combination of the PIN and
the tokencode when used with a Standard Card or Key Fob.
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Example14-2 TELNET Login Sequence Using Token Authentication

$ TELNET BART

Y%A CPWARE_TELNET- 1 - TRYI NG tryi ng BART. nene.comtel net

(192.168. 142. 1, 23)

Y%ICPWARE_TELNET- | - ESCCHR, escape (attention) character is ""\"

Wel cone to OpenVMs Al pha (TM Operating System Version V6.2

User nane: MARGE

Passwor d: MYPASSWORD

Ent er PASSCCDE: 192837465

PASSCODE Accept ed

(Bart) $

Logging In with a SecurID Token

You may have been assigned one of the following SecurlD tokens:

Standard SecurlD Card

arectangular card with the tokencode displayed at the upper right
hand corner of the card.

SecurlD Key Fob

an oblong key fob with a key holder with the tokencode displayed on
the center of the fob.

SecurlD PINPAD card

arectangular card with the tokencode displayed at the upper right
hand corner and a digit keypad at the bottom from which to enter the
PIN.

To access the protected system, you must enter avalid SecurlD PASSCODE], which is made up of

two factors:

* Your secret, memorized personal identification number (PIN)
¢ Thetokencode currently displaying on your token

With a conventional security system, it is easy for someoneto learn your password and log in under
your identity. Requiring two factors ensures reliable identification and authentication.

User Responsibilities

Because this system creates an audit trail that cannot be repudiated, you may be held accountable
for activities recorded identifying you as the user. Avoid the unauthorized use of your identity and
privileges by protecting the secrecy of your PIN and the possession of your token.
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You are responsible for protecting the authentication factors entrusted to you. Keep your PIN secret
and protect your SecurlD token against |oss and theft.

If an unauthorized person learns your PIN and obtains your token, this person can assume your
identity. Any action taken by this intruder will be attributed to you in the system's security log.

For your own protection and that of the system, always take the following precautions:

* Never reveal your PIN to anyone. Do not write it down.

¢ |f you think someone learned your PIN, notify the security administrator, who will clear the PIN
immediately. At your next login you will have to receive or create anew PIN.

* Exercise care not to lose your Securl D token or to allow it to be stolen. If your token ismissing,
tell an administrator immediately. The administrator will disable it so that it is uselessto
unauthorized users.

* Do not let anyone access the system under your identity—do not let them log in with your PIN
and a code from your SecurlD token.

¢ |tisessential to site security that you follow your system's standard logoff procedures. Failureto
log off properly can create aroute into the system that is completely unprotected.

¢ Protect your Securl D token from physical abuse. Do not immerseit in liquids, do not exposeit to
extreme temperatures and do not put it under pressure or bend it. Each Securl D token comes
with care instructions that you should read and follow.

Before You Begin

Have your ACE/Server security administrator fill in the following information before you attempt
tologinfor thefirst time:

The system will assign a PIN to you; you cannot create your own
(Seethe Receiving a System-Generated PIN section)

You can use a PIN that you make up yourself
(seethe Creating Your Own PIN section)

Your PIN can contain letters as well as digits
(Appliesto the Standard Card and Key Fob only)

All PINs on the system must be the same number of characters:
(Appliesto the Standard Card and Key Fob only)

All PINs on the system must be the same number of digits:
(Appliesto the PINPAD card only)

Your PIN can contain from through characters
(Appliesto the Standard Card and Key Fob only)

Your PIN can contain from through digits
(Appliesto the PINPAD card only)

You can use aduress PIN
(Seethe Using a Duress PIN section)
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Receiving a System-Generated PIN
The following steps allow you to use a system-generated PIN:

1

Note!

For PINPAD only: Clear PIN entries from your card. Press any number on the card, then press
the P on the lower right of the card. The display clears and a new tokencode shows after the last
of the countdown indicators disappears from the left of the LCD.

For FTP logins, you must first log in on a terminal session such as TELNET or SET HOST to
receive your PIN before you can initiate an FTP session.

Initiate aterminal login session. After you respond to the usual prompt for your login name, the
system asks you to enter a PASSCODE.

If you never received aPIN before, enter the code that is currently displaying on your SecurlD
token at the Ent er PASSCCDE prompt.

If your token previously had a PIN and the administrator did not clear it when setting it in New
PIN mode;:

¢ For Sandard Card and Key Fob only: Enter the old PIN and right after it, the code that is
currently displaying on your token. (Do not separate the two with a space.)

* For PINPAD only: Enter the old PIN into the card and press the diamond (u) near the
bottom of the card. Then at the Ent er PASSCODE prompt, enter the code displayed on the
card.

Press Ret ur n. If you entered the code incorrectly, the system displays an Access deni ed
message. Try again. Once you enter a valid tokencode, the following message appears:
Press <Return> to generate a new PIN and display it on screen

or
<Ctrl d> to cancel the New PI N procedure:

If anyone el se can see your screen, pressCt r | / D so that your secret PIN is not displayed on your
screen. The operation is canceled and your card or key fob is till in New PIN mode.

If no one else can see your screen, press Ret ur n to receive your new PIN. Your PIN isdisplayed
for 10 seconds or until you press Ret ur n.

Memorize your new PIN. Do not write it down.

You are now ready to log in. Wait for the next tokencode, then follow the instructionsin the
Login Seps section.

Creating Your Own PIN
The following steps allow you to create your own PIN:

1
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If you are going to create your own PIN, first give some thought to what it will be. Do not pick
an obvious number like a birthday or phone number. See your checklist. You may be allowed
letters or digits, or just digits, and the length may be fixed somewhere between four and eight
characters, or you may be allowed any number of charactersin that range. For PINPAD only:
PINs cannot begin with a zero.
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Note!

8

For PINPAD only: Clear PIN entries from your card. Press any number on the card, then press
the P on the lower right of the card. The display clears and a new tokencode shows after the last
of the countdown indicators disappears from the left of the LCD.

For FTP logins, you must first log in on a terminal session such as TELNET or SET HOST to
receive your PIN before you can initiate an FTP session.

Initiate aterminal login session. After you respond to the usual prompt for your login name, the
system asks you to enter a PASSCODE.

If you never received a PIN before, enter the code that is currently displaying on your SecurlD
token at the Ent er PASSCCDE prompt.

If your token previously had a PIN and the administrator did not clear it when setting it in New
PIN mode:

* For Sandard Card and Key Fob only: Enter the old PIN and right after it, the code that is
currently displaying on your token. (Do not separate the two with a space.)

* For PINPAD only: Enter the old PIN into the card and press the diamond (u) near the
bottom of the card. Then at the Ent er PASSCODE prompt, enter the code displayed on the
card.

Press Ret ur n. If you entered the code incorrectly, the system displays an Access deni ed
message. Try again. Once you enter avalid tokencode, you are prompted to perform the New
PIN operation.

If the prompt reads:

Enter your new PIN, containing 4 to 8 characters, or
Press <Return> to generate a new PIN and display it on screen
or <Ctrl d> to cancel the New PIN procedure:

do one the following and go to Step 8. Otherwise, go to Step 7 now.

¢ |If anyone else can see your screen, press Ct r | / Dto cancel the operation and leave your
token in New PIN mode.

¢ |f you want the system to generate a PIN for you and no one else can see your screen, press
Ret ur n. Your PIN isdisplayed for 10 seconds or until you press Ret ur n.

¢ If you want to create your own PIN and no one else can see your screen, enter the PIN you
would like to use, again remembering the guidelinesin step 1.

If the prompt reads:

Enter your new PIN, containing 4 to 8 characters,
or Crl/D to cancel the New PIN procedure:

then you have to create your own PIN. You cannot have the system generate one for you. If
anyone else can see your screen, press Ct r | / Dto cancel the operation and leave your token in
New PIN mode. Otherwise, type in the PIN you would like to use, again remembering the
guidelinesin Step 1.

Memorize your new PIN. Do not write it down.
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9 You are now ready to log in. Wait for the next tokencode, then follow the instructionsin the
following Login Seps section.

Login Steps

Use the following two stepsto log in:

1 Initiate alogin session. After you respond to the usual prompt for your login name, you may get
your usual password prompt:

¢ |Ifyouareusing TELNET, RLOGIN, or SET HOST, enter your usual password at the
password prompt and press Ret ur n. Then go to Step 2.

* If youareusing FTP, the password prompt is your PASSCODE prompt. Enter your PIN
immediately followed by the code currently displaying on your token, without any
separating space and press Ret ur n.

2 AttheEnt er PASSCODE: prompt, enter your PIN immediately followed by the code currently
displaying on your token, without any separating space.

If you entered avalid PASSCODE, the system displays the message PASSCODE accept ed.

Once accepted, a Securl D PASSCODE cannot be used again. To log in again, you must wait for
anew tokencode to appear. The stack of countdown indicators on the left side of the LCD lets
you know how soon the code will be changing.

If the system displays the message Access deni ed instead, you may have typed in your
PASSCODE incorrectly. Try again. If you are repeatedly denied access even though you are
typing your PASSCODE correctly, contact your system administrator.

"Next Code" Prompt

On the third attempt to log in with avalid PIN but with an invalid tokencode, the system asks you
to enter the next code that appears:

Pl ease enter the next code from your token:

Wait until the stack of countdown indicators on the left side of the LCD tokencode goes down and
the code changes, then go ahead and carefully type the new one followed by Ret ur n.

If you are not granted access after correctly entering the next code, contact your system
administrator.

Using a Duress PIN
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If your system has the duress PIN option installed, you have two PINs: aregular PIN and a duress
PIN. Use your regular PIN for normal logins. Usethe duress PIN if you are ever forced to log in by
an unauthorized person attempting to gain system access.

If you use your duress PIN, you are granted access and you will see no difference in operation.
However, the system notifies administrators that you were forced by an intruder to log in.
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Your duress PIN isyour regular PIN with 1 added to it but with no carrying. See Table 14-1 for

examples.

Table14-1 Sample Duress PINs

If your regular PINis.. | Thenyour duressPINis... Appliesto...

243890 243891 All tokens

243899 243890 All tokens

ABCDEF ABCDEG Standard Card and Key Fob
ABCDEZ ABCDEA Standard Card and Key Fob

14-9






Chapter 15

WHOIS: Username Directory Services

The WHOI S utility allows Internet usersto query the Network Information Center (NIC) username
directory services.

To invoke WHOIS, enter at the DCL prompt:

VWHO S nane
name is the user's name or other search keyword.

The utility tries to connect to the NIC WHOIS server (ds. i nt er ni c. net ) and displays any
returned information.

The source code for this utility isin the
TCPWARE_COMMON:[TCPWARE.EXAMPLES]WHOIS.C file.
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Chapter 16

Accessing Remote Systems with the Secure
Shell (SSH) Utilities

The SSH implementation for TCPware provides the client software for allowing secure interactive
connections to other computers in the manner of rlogin/rshell/telnet.

The following topics describe how to configure, maintain, and use the following TCPware client
and utilities:

*Secure Shell Client (remote login program)
*SSHKEY GEN

*SSHAGENT (authentication agent)
*SSHADD

*CERTENROLL

*CERTVIEW

*Public-Key Subsystem

SSH Protocol Support

The SSH client software supports both the SSH1 and SSH2 protocols. SSH1 and SSH2 are
different, and incompatibl e protocols. The SSH1 implementation is based on the V1.5 protocol and
1.3.7 F-Secure code base, and the SSH2 implementation is based on the V2 protocol and the F-
Secure 3.2.9 code base. While SSH2 is generally regarded to be more secure than SSH1, both
protocols are offered by TCPware, and although they are incompatible, they may exist
simultaneously on server systems, including TCPware servers. The SSH client identifies the
protocol (s) offered by any given server. If both SSH2 and SSH1 protocols are offered, the client
will always use SSH2. Otherwise, the client will use the correct protocol based on the server’s
capability.

The crytpographic library used by TCPware SSH2 (this does not apply to SSH1 sessions) is FIPS
140-2 level 2 compliant, as certified by the Computer Security Division of the National Institute of
Science and Technology (NIST).
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Secure Shell Client (remote login program)

SSH (Secure Shell) is aprogram for logging into and executing commands on a remote system. It
replaces rlogin, rsh, and telnet, and provides secure encrypted communi cations between two
untrusted hosts over an insecure network. X 11 connections and arbitrary TCP/IP ports can be
forwarded over the secure channel. SSH connects and logs into the specified hostname. The user
must prove his’her identity to the remote system using one of several methods.

Initial Server System Authentication

When an initial connection is made from the client system to the server system, a preliminary
authentication of the server is made by the client. To accomplish this, the server system sendsits
public key to the client system.

SSH maintains adirectory containing the public keysfor al hosts to which it has successfully
connected. For each user, thisisthe [.SSH2.HOSTKEY §] directory off the individual

SYS$LOGIN directory’. In addition, a system-wide directory of known public keys existsin the
system directory pointed to by the logical name TCPWARE_SSH2 HOSTKEY _DIR, and thismay
be populated by the system manager. Both directories are searched as needed when establishing a
connection between systems. Any new host public keys are added to the user's HOSTKEY S
directory. If ahost'sidentification changes, SSH warns about this and disabl es password
authentication to prevent atrojan horse from getting the user's password. Another purpose of this
mechanism is to prevent man-in-the-middle attacks that could be used to circumvent the
encryption. The SSH configuration option SrictHostKeyChecking can be used to prevent loginsto
a system whose host key is not known or has changed.

Hostbased Authentication

Hostbased authentication relies on two things: the existence of the user's system and username in
either TCPWARE:HOSTS.EQUIV or in theindividual user's SY SSLOGIN:.RHOSTS or

SY S$LOGIN:.SHOSTSfile; and the server system having prior knowledge of the client system's
public host key.

*For SSH2
When auser logsin:

1 The server checksthe TCPWARE:HOSTS.EQUIYV file, and the user's SY SSLOGIN:.RHOSTS
and SY S$LOGIN:.SHOST S files for amatch for both the system and username. Wildcards are
not permitted.

2 The server checksto see if it knows of the client's public host key (SSH2_DIR:HOSTKEY.PUB
on VMS client systems) in either the user’s SY SSLOGIN:[SSH2.KNOWNHOST ] directory or
in the system-wide directory pointed to by the TCPWARE_SSH2 KNOWNHOSTS DIR
logical name. The key fileis named <FQDN>_<algorithm>.PUB. For example, if the client

1. Inthis chapter, the [.SSH] subdirectory in the user’s login directory displays as SY SSLOGIN:[.SSH]
[.SSH2] displays as SY S$LOGIN:[.SSH2]
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system is “foo.bar.com” and its key uses the DSS algorithm, the file that would contain its key
on the server would be “FOO_BAR_COM_SSH-DSS.PUB”. Thiskey file must exist on the
server system before attempting hostbased authentication.

3 If the key file is found by the server, the client sends its digitally-signed public host key to the
server. The server will check the signature for validity.

*For SSH1
This form of authentication aloneis not allowed by the server becauseit is not secure. The second
(and primary) authentication method is the .RHOSTS or HOSTS.EQUIV method combined with
RSA-based host authentication. It means that if the login would be permitted by .RHOSTS,
.SHOSTS, TCPWARE:HOSTS.EQUIV, or TCPWARE:SHOSTS.EQUIV file, and if the client’s
host key can be verified (see SY SBLOGIN:[.SSHIKNOWN_HOSTS and
SSH_DIR:SSH_KNOWN_HOSTS in the FILES section), only then islogin permitted. This
authentication method closes security holes due to 1P spoofing, DNS spoofing, and routing
spoofing.

Note! To the administrator: TCPWARE:HOSTS.EQUIV, .RHOSTS, and the rlogin/rshell protocol are
inherently insecure and should be disabled if security is desired.

Publickey Authentication

The SSH client supports DSA-based authentication for SSH2 sessions, and RSA-based
authentication for SSH1 sessions. The schemeis based on public-key cryptography. There are
cryptosystems where encryption and decryption are done using separate keys, and it is not possible
to derive the decryption key from the encryption key.

*For SSH1
SSH supports RSA-based authentication. The scheme is based on public-key cryptography. There
are cryptosystems where encryption and decryption are done using separate keys, and it is not
possible to derive the decryption key from the encryption key.

RSA isone such system. Theideais that each user creates a public/private key pair for
authentication purposes. The server knows the public key
(SYS$LOGIN:[.SSH]AUTHORIZED_KEY Slists the public keys permitted for log in), and only
the user knows the private key.

When the user logsin:

1 The SSH client program tells the server the key pair it would like to use for authentication.
2 The server checksif thiskey pair is permitted.

If it is permitted, the server sends the SSH client program running on behalf of the user a
challenge (arandom number) encrypted by the user's public key. The challenge can only be
decrypted using the proper private key.

3 The user's client then decrypts the challenge using the private key, proving that he/she knows the
private key but without disclosing it to the server.

4 SSH implements the RSA authentication protocol automatically.
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The Key Identity files are created with SSHKEY GEN. To create the RSA key pair files with
TCPware:

1 Run SSHKEY GEN to create the RSA key pair: IDENTITY and IDENTITY.PUB.

Both of thesefiles are stored in the user’s SY SSLOGIN:[.SSH]directory. IDENTITY.; isthe
private key; IDENTITY.PUB isthe public key.

Once you have created your identity files:

1 Transfer the IDENTITY.PUB file to the remote machine.
2 Update the AUTHORIZED_KEY Sfile on the remote machine by appending the contents of the

public key file to the SY S3LOGIN:[.SSH]AUTHORIZED_KEY Sfile on the remote host. The
format of the AUTHORIZED_KEY Sfilerequiresthat each entry consists of asinglelong line.

After this, the user can log in without giving the password. RSA authentication is much more
secure than .rhosts authentication. The most convenient way to use RSA authentication may be
with an authentication agent. See Publickey Authentication for more information.

*For SSH2
When the user logsin:

1 Theclient reads possible keysto be used for authentication from its IDENTIFICATION file.
Note that thisfile does not contain the actual keys; rather, it contains the name of the key files.

2 Theclient sendsto the server itslist of keys.

3 The server compares each key that it received to seeif it can match this key with one of those
specified in the AUTHORIZATION file.

4 The server tellsthe client the key that was accepted. The client then “signs’ the key with adigital
signature that only the server with the proper key could verify, and sends the signature to the
server.

5 The server verifiesthe signature.

Password Authentication

The password is sent to the remote host for checking. The password cannot be seen on the network
because all communications are encrypted. When the server accepts the user'sidentity it either
executes the given command or logsinto the system and gives the user anormal shell on the remote
system. All communication with the remote command or shell will be encrypted automatically.

Break-in and Intrusion Detection

Care must be exercised when configuring the client to minimize problems due to intrusion records
created by OpenVMS security auditing. The SSH user should consult the system manager to
determine the authenti cation methods offered by the SSH server. Examples of such authentication
methods include HostBased, PublicK ey, and Password. The client should be configured to not
attempt any authentication method that is not offered by the server.

If aclient attempts authentication methods not offered by the server, the OpenVMS security
auditing system may log several intrusion records for each attempt to create a session to that server.
The result being that the user could be locked out and prevented from accessing the server system
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without intervention from the server's system manager.

Session Termination

The user can disconnect with “~.". All forwarded connections can belisted with “~#". All available
escapes can be listed with “~?". A single tilde character can be sent as“~~" (or by following the
tilde with a character other than those described above). The escape character must alwaysfollow a
carriage return to be interpreted as special. The escape character “~" can be changed in
configuration files or on the command line.

The session terminates when the command or shell on the remote system exits, or when the user
logs out of an interactive session, and all X11 and TCP/IP connections have been closed. The exit
status of the remote program is returned as the exit status of SSH.

X11 Forwarding

With X 11 in use, the connection to the X 11 display forwards to the remote side any X11 programs
started from the interactive session (or command) through the encrypted channel. Also, the
connection to thereal X server is made from the local system. The user should not set
DECWS$DISPLAY manually. Forwarding of X11 connections can be configured on the command
line or in configuration files.

The DECW$DISPLAY value set by SSH points to the server system with a display number greater
than zero. Thisisnormal and happens because SSH createsa“ proxy” X server on the server system
for forwarding the connections over the encrypted channel.

SSH sets up “fake” Xauthority data on the OpenVMS server, as OpenVMS does not support
Xauthority currently. It generates a random authorization cookie, stores it in Xauthority on the
server, and verifies that any forwarded connections carry this cookie and replace it by the real
cookie when the connection is opened. The real authentication cookie is never sent to the server
system (and no cookies are sent in plain text).

Configuring the SSH Client

The SSH client uses only SSH2 configuration keywords. There are no SSH1-specific configuration
keywords for the SSH client.

The SSH client obtains configuration data from the following sources (in this order):

1 Command line options. See Table 16-1 for details.

2 User'sconfiguration file (SY SBLOGIN [.SSH2]SSH2_CONFIG).
See Table 16-2 for details.

3 System-wide configuration file (SSH2_DIR:SSH2_CONFIG.) See Table 16-2 for details.

For each parameter, the first obtained value is used. The configuration files contain sections
bracketed by “Host" specifications. That section applies only for hosts that match one of the
patterns given in the specification. The matched host name is the one given on the command line.
Since the first obtained value for each parameter is used, more host-specific declarations should be
given near the beginning of the file, and general defaults at the end.

16-5



Accessing Remote Systems with the Secure Shell (SSH) Utilities

Note!

The qualifiers listed in Table 16 -1 are position dependent. You must place the qualifier(s)
immediately after the SSH command. So the correct syntax is SSH / qual i fi er node

command.

Table16-1 SSH Client Command Optionsand Qualifiers

Qualifier

Description

/ALLOW_REMOTE_CONNECT

Allow remote hosts to connect local port forwarding ports.
The default is only localhost; may connect to locally
binded ports.

/CIPHER=(cipher-1,...,cipher-n)

Select encryption algorithm(s).

/COMPRESS

Enable compression.

/CONFIG_FILE=file

Read an alternative client config file.

/DEBUG=level

Set debug level.

/ESCAPE_CHARACTER=char

Set escape character; “none”’ = disable (default: ~).

/HELP

Display help text.

/IDENTITY _FILE=file

Identity file for public key authentication.

/LOCAL_FORWARD=
([protocol/]listen-
port:host: port,...)

Causes the given port on the local (client) host to be
forwarded to the given host and port on the remote side.
The system to which SSH connects acts as the
intermediary between the two endpoint systems. Port
forwardings can be specified in the configuration file.
Only system can forward privileged ports.

See the Port Forwarding section for more details.

/LOG_FILE=logfilename

Log al terminal activity to the specified log file. Defaults
to SSH.LOG if “logfilename” is not specified.

IMAC=(mac-1,...,mac-n)

Select MAC agorithm(s).

/INO_AGENT_FORWARDING

Disable authentication agent forwarding.

/NO_X11_FORWARDING

Disable X11 connection forwarding.

/OPTION=(option-1,...option-n)

Gives optionsin the format used in the configuration file.
Thisisuseful for specifying options for which thereis no
separate command-line flag. The option has the same
format asalinein the configuration file, and are processed
prior to any keywords in the configuration file.

For example: /OPTION=(CompressionL evel=6)
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Table16-1 SSH Client Command Options and Qualifiers (Continued)

Qualifier Description

/PORT=port Connect to this port on server system. Server must be
listening on the same port.

/IQUIET Quiet Mode. Causes all warning and diagnostic messages

to be suppressed. Only fatal errors display.

/REMOTE_FORWARD=
([protocol/]listen-
port:host:port,...)

Forward remote port to local address. These cause ssh to
listen for connections on a port, and forward them to the
other side by connecting to host port.

JUSE_NONPRIV_PORT

Use anon-privileged (>1023) source port.

JUSER=user Log in to the server system using this user name.

/VERBOSE Display verbose debugging messages. Equal to
“/DEBUG=2".

/VERSION Display version number of the client.

Table16-2  SSH2_CONFIG File Configuration Keywords

Keyword

Value Default Description

AllowedAuthentications

List publickey,

Permitted techniques, listed
keyboard- in desired order of attempt.
interactive, These can be the following:
password keyboard-interactive,
password, publickey,
kerberos-2@ssh.com,
kerberos-tgt-2@ssh.com,
and hostbased. Each
specifies an authentication
method. The authentication
methods are tried in the
order in which they are
specified with this
configuration parameter.

Authenti cationSuccessM sg

Y/N Y

Print message on successful
authentication
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Table 16-2

SSH2 CONFIG File Configuration Keywords (Continued)

Keyword

Value

Default

Description

AuthorizationFile

Filename

Authorization

Authorization file for
publickey authentication.
See below for more
information on the contents
of thisfile.

BatchMode

Y/N

Don't prompt for any input
during session

Ciphers

Cipher list

None

Supported encryption
ciphers

ClearAllForwardings

Y/N

Ignore any specified
forwardings

Compression

Y/N

Enable data compression

DebugL ogFile

Filename

None

Specify thefileto hold
debug information. If used
with the QuietMode
keyword turned on as well,
only thefirst part of the log
information will be written
to SY SSERROR, until the
DebuglL ogFile keyword is
parsed. If QuietMode is not
used, all debug output will
go to both SY SBERROR
and the log file.

DefaultDomain

Domain

Specify domain name

EscapeChar

Character

Set escape character ("=ctrl
key)

ForwardAgent

Y/N

Enable agent forwarding

ForwardX 11

Y/N

Enable X11 forwarding

GatewayPorts

Y/N

Gateway locally forwarded
ports
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Table16-2  SSH2 CONFIG File Configuration Keywords (Continued)

Keyword

Value

Default

Description

HostCA

Certificate

None

Specifies the CA certificate
(in binary or PEM (base64)
format) to be used when
authenticating remote hosts.
The certificate received
from the host must beissued
by the specified CA and
must contain a correct
aternate name of type DNS
(FQDN). If the remote host
nameis not fully qualified,
the domain specified by
configuration option
DefaultDomain is not fully
qualified, the domain
specified by configuration
option DefaultDomain is
appended to it before
comparing it to certificate
alternate names. If no CA
certificates are specified in
the configuration file, the
protocol triesto do key
exchange with ordinary
public keys. Otherwise,
certificates are preferred.
Multiple CAs are permitted.

HostCANoCRLs

Certificate

None

Similar to HostCA, but
disables CRL checking for
the given ca-certificate.

I dentityFile

Filename

Identification

Name of identification file
for publickey authentication

KeepAlive

Y/N

Send keepalives
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Table 16-2

SSH2 CONFIG File Configuration Keywords (Continued)

Keyword

Value

Default

Description

LdapServers

ServerURL

None

Specified as
Idap://
server.domainname: 389

CRLs are automatically
retrieved from the CRL
distribution point defined in
the certificate to be checked
if the point exigts.
Otherwise, the comma-
separated server list given
by option LdapServersis
used. If intermediate CA
certificates are needed in
certificatevalidity checking,
this option must be used or
retrieving the certificates
will fail.

L ocal Forward

Port,
Socket

Local port forwarding

Macs

Algorithm

None

Select MAC (Message
Authentication Code)
agorithm

NoDelay

Y/N

Disable Nagle
(TCP_NODELAY)

NumberOfPasswordPrompts

Number

Number of timesthe user is
prompted for a password
before the connection is
dropped

PasswordPrompt

String

“%U’s
password:”

Password prompt

%U = insert current
username

%H = insert current
hostname

Port

Port

22

Server port number

QuietMode

Y/N

Quiet mode - only fatal
errors are displayed
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Table16-2  SSH2 CONFIG File Configuration Keywords (Continued)

Keyword Value Default Description
RandomSeedFile Filename Random_seed | Random seed file
Rekeylnterval Seconds Seconds 3600 Number of seconds between

doing key exchanges during
asession. 0 = disable

RemoteForward Port, Remote port forwarding
Socket
SendNOOPPackets Y/N N Send NOOP packets

through the connection.
Used typically to prevent a
firewall from closing an
interactive session

StrictHostK eyChecking Y/N/Ask Y Behavior on host key
mismatch

TryEmptyPassword Y/N N Attempt an empty password
first when doing password
authentication.

Note: Doing so may result
in an extraintrusion being

logged.
User Username Remote username
VerboseMode Y/N N Verbose mode

Notes Regarding SSH2_ CONFIG

The user may specify default configuration options, called “stanzas’, for different destination
systems. The format of this within the configuration fileis:

host nane:
keywor d val ue
keywor d val ue
host nanme2:
keywor d val ue
keywor d val ue
For example:
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pet uni a:

port 17300

user di | bert

host petuni a. fl owers. com
rose:

port 16003

user dogbert

host rose. fl owers.com

al | onedaut henti cati ons password

* beans. com

user I i mabean
keepal i ve no
ci phers 3des, t wofi sh

In the preceding example:

* When auser types“$ SSH PETUNIA”, the client will connect to port 17300 on
petunia.flowers.com, and will use the default username of “dilbert”.

* When auser types “$ SSH ROSE”, the client will connect to port 16003 on host
rose.flowers.com, and will use the default username of “dogbert”, and only allow password
authentication.

* When auser types“$ SSH <anything>.BEANS.COM", the client will use the default username
of “limabean”, will not send keepalives, and will only allow 3DES or TWOFISH encryption.

The user may override defaults specified in configurations. Options that are specified on the
command line override any like options in the configuration file. For example, if the user wants to
use ausername of “catbert” when connecting to host rose instead of the default username of
“dogbert”, this would be specified as:

$ SSH / USER=CATBERT RCSE

Authorization File Options

The authorization file has the same general syntax as the configuration files. The following
keywords may be used.

Key

Thisisfollowed by the filename of apublic key in the [.SSH2] directory file that is used for
identification when contacting the host. If there is more than one key, they are all acceptable for
login.
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Options

This keyword, if used, must follow the “Key” keyword above. The various options are specified as
acomma-separated list. See below for documentation of the options.

Command
This keyword is deprecated (though it still works). Use Options instead.

Options that can be specified:

allow-from and deny-from

Specifies that in addition to public-key authentication, the canonical hame of the remote host must
match the pattern(s). These parameters follow the logic of { Allow,Deny} Hosts described in detail
in sshd2_config. Specify one pattern per keyword, and multiple keywords can be used.

command=“command”

Thisis used to specify a*“forced command” that will be executed on the server side instead of
anything else when the user is authenticated. This option might be useful for restricting certain
public keysto perform just a specific operation. An example might be a key that permits remote
backups but nothing else. Notice that the client may specify TCP/IP and/or X11 forwarding, unless
they are explicitly prohibited.

idle-timeout=time

Setsidle timeout limit to timein seconds (s or nothing after number), in minutes (m), in hours (h),
in days (d), or in weeks (w). If the connections have beenidle (all channels) for that long a period
of time, the connection is closed down.

no-port-forwarding

Forbids TCP/IP forwarding when this key is used for authentication. Any port forward requests by
the client will return an error. This might be used, for example, in connection with the command
option.

no-x1l-forwarding

Forbids X11 forwarding when this key is used for authentication. An X11 forward request by the
client will return an error.
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SSH Client/Server Authentication Configuration
Examples

Hostbased Authentication Example

The following is an example of how to set up the SSH client and SSH2 server for Hostbased
Authentication:

$!

$! First, generate the host key - ONLY if it doesn't exist!
$!

$ netcu sshkeygen /ssh2 /host

Generating 1024-bit dsa key pair

4 000. 000. 000

Key gener at ed.

1024-bit dsa, nynane@ryclient.foo.com Thu MAR 06 2003 13:43:54
Private key saved to tcpware_ssh2_host key_dir: hostkey.

Public key saved to tcpware_ssh2_hostkey_dir: hostkey. pub

$ directory tcpware_ssh2_host key_dir: host key. *
Di rectory TCPWARE_SPECI FI C: [ TCPWARE. SSH2. HOSTKEYS]
HOSTKEY. ; 1 HOSTKEY. PUB; 1

Total of 2 files

$!

$! Copy the client systempublic key to the user directory on the server
$!

$! DECnet must be running before you execute the follow ng conmands:

$!

$ copy tcpware_ssh2_host key_dir: host key. pub -

_$ nyserv"nyname nyuser"::[.ssh2. knownhosts] nmyclient_foo_com ssh-dss. pub
$!

$! Finally, log into the server systemand ensure the

$! TCPWARE: HOSTS. EQUIV file is correct

$!

$ SET HOST MYSERV

Wel come to OpenVMS (TM) VAX Qperating System Version V7.3
User name: mnynane
Passwor d:

Wel come to OpenVMS VAX V7.3

Last interactive |login on Mdnday, 3-MAR-2003 17:07
Last non-interactive |ogin on Mnday, 3-MAR-2003 08: 30
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MYSERV_$ type tcpware: hosts. equiv

#
# HOSTS. EQUI V - nanes of hosts to have default "r" utility access to the | ocal
# system
#
# This file should list the full domain-style names.
#
# This list augnments the users' SYS$LOGA N:. RHOSTS file for authentication.
# Both the . RHOSTS and the HOSTS.EQUIV files are cached by tcpware -
# see the section entitled "RLOG N and RSHELL Aut hentication Cache"
# in the _Administrator's Quide_ for nore information on controlling
# t he cache.
#
# This file is ignored for the users SYSTEM and ROOT. SYSTEM and ROOT
# nust have a SYS$LOG N:. . RHOSTS file if you want to use RSHELL or RLOG N
# wth them
#
| ocal host
nyclient.foo.com myname
MYSERV_$
MYSERV_$ | ogout
MYNANVE | ogged out at 3-MAR-2003 13:46:58.91

YREM S- END, control returned to node MYCLI ENT: :

Publickey Authentication Example

The following is an example of how to set up the SSH client and SSH2 server for Publickey
Authentication:

$!

$! First, generate a key tuple

$!

$ netcu sshkeygen /ssh2

Generating 1024-bit dsa key pair
1 00o. 000. 0Co.

Key gener at ed.

1024-bit dsa, nynane@ryclient.foo.com Thu Mar 06 2003 14: 06: 10
Passphrase :

Agai n :

Private key saved to DI SK$USERDI SK: [ MYNAME. SSH2] i d_dsa_1024_a.
Public key saved to DI SK$USERDI SK: [ MYNAME. SSH2] i d_dsa_1024_a. pub
$ directory [.ssh2]id*.*/since = TODAY

Di rect ory DKAO: [ MYNAME. SSH2]
| D_DSA 1024 _A. ;1 | D_DSA_1024_A. PUB; 1

Total of 2 files.
$!
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$! Now create the IDENTIFICATION. file. This contains the name of
$! all the keys you w sh to use for public-key authentication.
$!
$ set default [.ssh2]
$ copy tt: identification.
i dkey id_dsa_1024_a
NZ
$!
$! Copy the key to the user's [.ssh2] directory on the server system
$!
$ copy id_dsa_1024_a. pub nyserv"nyname nypass"::[.ssh2]
$!
$! Now log into the server systemand create the AUTHORI ZATION file
$!
$ set host nyserv

Wel come to OpenVMS (TM) VAX Qperating System Version V7.3

User name: mynane
Passwor d:
Wel come to OpenVMS VAX V7.3

Last interactive login on Tuesday, 4-MAR-2003 13:46
Last non-interactive |login on Tuesday, 4-MAR-2003 13:47

$ set default [.ssh2]
$ directory [.ssh2]id*.*

Di rectory DKAO: [ MYNAME. SSH2]
| D_DSA 1024_A. PUB; 1

Total of 1 file.
$ copy tt: authorization.
key id_dsa_1024_a. pub
nNZ
$ | ogout
MYNANME | ogged out at 4- MAR- 2003 14:10: 26. 16
%REM S- END, control returned to node MYCLI ENT::

SSH1 Example

I An exanple of the procedure of setting up SSH to enable
I RSA-based aut henticati on.

I Using SSH client node to connect to an SSH server node.
!

I

|

On the client node

NETCU SSHKEYCEN / SSH1

$
$
$
$
$
$
$
Initializing random nunber generator...
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Generati Nng P: .. ++ (di stance 662)
Generating q: ........ ... ++ (di stance 370)

Conputing the keys. ..

Testing the keys...

Key generation conpl ete.

Enter file in which to save the key

(DI SK$SYS_LOG N: [ MYNAME. ssh]identity.):

Ent er passphrase:

Enter the sane passphrase again:

Your identification has been saved in

DI SK$SYS_LOG N: [ MYNAME. ssh]identity..

Your public key is:

1024 33 13428.......... 29361 MYNAMVE@ ong. hair.com

Your public key has been saved in Dl SK$SYS_LOG N: [ MYNAME. ssh]identity. pub
$ !

$! ATCP/IP stack nust be | oaded on the renpte system

$ !

$ FTP DAI SY / USER=MYNAME/ PASSWORD=DEMONSCFSTUPI DI TY -

_$ PUT DI SK$SYS_LOG N: [ MYNAME. ssh]identity. PUB -

_$ DI SK$SYS_LOG N: [ MYNAME. ssh]i dentity. PUB

| ong. hair.com TCPware FTP user process V5.7(119)

Connecti on opened (Assuming 8-bit connections)

<dai sy. hair. com TCPware FTP Server Process V5.7(16) at Thu 6- Mar-2003
3: 20PM EDT

[Attenpting to log in as nynane]

<User MYNAME | ogged into DI SK$SYS LOG N: [ MYNAME] at Thu 6- MAR- 2003 3: 21PM
EDT, job 20e00297.

<VMS Store of DI SK$SYS_LOG N: [ MYNAME. SSH] | DENTI TY. PUB; started.
<Transfer conpleted. 395 (8) bytes transferred.

<QUI'T command recei ved. CGoodbye.

$

$ TELNET DAl SY

Trying... Connected to DAI SY. HAI R COM

Aut horized Users Only (TM VAX Operating System Version V7.1

User name: MYNAME
Passwor d:
Wl cone to OpenVMVs (TM VAX Qperating System Version V7.1 on node
DAl SY
Last interactive login on Thursday, 6-MAR-2003 08: 07
Last non-interactive |login on Thursday, 6-MAR-2003 15:21
Logged into DAISY at 6- MAR- 2003 15: 22:43. 68

!

I For the first entry into the AUTHORI ZED KEYS file copy

I (or renane) the file [.SSH] I DENTITY. PUB to [.SSH] AUTHORI ZED KEYS.
|

COPY [ . SSH] | DENTI TY. PUB [ . SSH| AUTHORI ZED_KEYS.

R R R
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I FOR SUBSEQUENT ENTRI ES use the APPEND conmand
I

APPEND [ . SSH] | DENTI TY. PUB [ . SSH] AUTHORI ZED_KEYS.

I A sanity check of the file protections shows
|

DI RECTORY/ PROTECTI ON [ . SSH] *. *

R R R

Directory DI SK$SYS LOG N: [ MYNAME. SSH]

AUTHORI ZED KEYS.;1  ( RWE, RVED, RE, E)

| DENTITY. ; 1 (RWD, RWD, , )
| DENTI TY. PUB; 1 ( RVE, RVED, RE, E)
KNOAN_HOSTS. ; 1 (RVD, RD, , )
RANDOM SEED. ; 1 (RWD, RWD, , )

Total of 5 files.
$ !
$ DI RECTORY/ PROTECTI ON SSH. DI R

Directory DI SK$SYS LOG N: [ MYNAME]
SSH. DR 1 (RAD, RAD, , )

Total of 1 file.

SSH2 User Authentication Using Certificates:
Client setup:

1. Copy the private key and certificate (.crt) into the user’s[.ssh2] directory, and edit the [.ssh2]
identification file, adding entry “certkey private key name”.

$ dir [.ssh2]
Di rect ory DKAO: [ DI LBERT. SSH2]
AUTHORI ZATI ON. ; 13 | DENTI FI CATI ON. ; 1 MYCERT. ; 1 MYCERTL1. CRT.; 2
Total of 4 files.
$ type [.ssh2]identification.
certkey mycertl

$
Server setup:

1. Copy the CA certificateinto your SSH2_DIR: directory.
2. Add the following entriesin SSH2 _DIR:SSHD2 CONFIG:
Pki SSH2_ DI R <CAcert nane>
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Mapfil e SSH2_DI R <CAcer t nane>. map
The Pki keyword begins an authority block for a given CA certificate. There might be more than
one CA certificate along with its own mapping file.
The Mapfile keyword specifies the |ocation of the certificate to username mapping file.
In addition, for testing, you might use PkiDisableCRLs yes to disable CRL checking for the
given authorization block.
3. Create the mapping file SSH2 DIR:<CAcerthame>.map
The mapping file consists of rows of the following format:
useri d nmappi ngrul e mapdat a

Userid isthe userid that's allowed to login for the given cert (there might be multiple userids
for agiven certificate).

Mapping ruleis one of subject, email, serialandissuer and emailregex.
Subject means that the following mapdata is matched against the subject of the certificate:

Email isthe e-mail alternative subject extension (with emailregex can be used regular
expressions - e.g., %subst% emailregex ([a-z} |[+)@foo\.com would be any trusted certificate
having e-mail alternative name of <username>@foo.com to login with userid <username>)

Serial Andlssuer isthe serial number and DN of the issuer separated by whitespace.
DNs are used in reverse LDAP order (e.g., c=US,0=Foobar,cn=Dilbert Dogbert).

SSH2 Hostkey Authentication Using Certificates
Server setup:

1. Create a certificate for the server. Host certificate must contain FQDN as DNS alternative name.
2. Copy the private key and certificate into TCPWARE_SSH2 HOSTKEY _DIR directory.
3. Add the following entries into ssh2_dir:sshd2_config file

Host KeyFi | e tcpware_ssh2_host key_dir: <hostcert >
Host CertificateFile tcpware_ssh2_hostkey_dir:<hostcert>. crt

Client setup:
1. Copy the CA certificatein TCPWARE_SSH2 HOSTKEY _DIR directory.
2. Add the following entries into ssh2_dir:ssh2_config

Host CA tcpwar e_ssh2_host key_dir: <CAcert>.crt
Def aul t Domai n <dormai n of the FQDN of the client>

Note! For testing purposes, you can use HostCANoCRLs instead of HostCA to disable CRL checking.
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Port Forwarding

Port forwarding is a mechanism whereby programs that use known TCP/IP ports can have
encrypted data forwarded over unsecure connections. Thisis also known as "tunneling"”.

If the user is using an authentication agent, the connection to the agent is forwarded automatically
to the remote side unless disabled on the command line or in a configuration file. Forwarding of
arbitrary TCP/IP connections over the secure channel can be specified either on the command line
or in aconfiguration file.

Note! Forwarded ports (tunnels) exist only as long as the SSH session that established them exists; if
the SSH session goes away, so do the forwardings.

/ LOCAL_FORWARD=( | ocal port:renotehost:renpteport)

Thiscauses| ocal port onthe system the client is running on to be forwarded to
r enot ehost : r enot epor t . The system to which SSH2 connects acts as the intermediary
between the two endpoint systems.

For example: Use port forwarding to allow asystem (ni dsys) to encrypt and forward TELNET
sessions between itself (mysys) that's outside a corporate firewall to a system (r enot esys) that
isinside a corporate firewall. Note that the use of port 2300 in the examplesis arbitrary.

MyEFs bl - - - midsys - et |

(55H F =T al] remateays

ot 500 ipoit 239

From the DCL prompt on nysys:

$ SSH2 midsys /1 ocal _forward=(2300: renot esys: 23)
With the SSH session to i dsys now active, type in another window on nysys:

$ telnet |ocal host /port=2300
Note! The SSH session must remain active for port forwarding activity.

This causesaconnectionto mysys: 2300. The SSH2 client has bound to this port, and will seethe
connection request. SSH sends an "open channel” request to m dsys, telling it there's a connect
request for port 23 onr enot esys. M dsys will connect tor enpt esys: 23, and send back the
port information to nysys. Mysys completes the connection request, and the TELNET session
between mysys and r enpt esys isnow in place, using the tunnel just created through the
firewall between mysys and m dsys.
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All traffic between mysys and mi dsys (through the firewall) is encrypted/decrypted by SSH on
nmysys and SSHD onm dsys, and hence, is safe. TELNET does not know this, of course, and
does not care.

Note that ports can also be forwarded from a local host to the remotehost that's running SSHD, as
illustrated in this figure.

CcEasma= fgnfal =ss=as

MYysyS - - - - remoleasys
iS5H) F iSEHD
W
{por 2200} ipar 23}

In thisexample, port 2300 on mysys isbeing forwarded tor enot esys: 23. To do this, use SSH
onnysys:

$ SSH2 renotesys /1 ocal _forward=(2300: renot esys: 23)

Then, also onnysys, type:

$ telnet |ocal host /port=2300

When SSH and SSHD start their dialog, SSHD onr enot esys connects back to itself, port 23,
and the TELNET session is established.

/ REMOTE_FORWARD=(r enot eport 1: r enpt ehost : r enpt eport 2)

This causesr enpt epor t 1 on the system to which SSH connects to be forwarded to
r enot ehost : renot eport 2. In this case, the system on which the client is running becomes
the intermediary between the other two systems.

cE==== {LpEe =====
sys] -— - -- = miysys - Ey52
| 2SHO) F {=2aH|
W
ol 4000) iport 3%
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For example, a user wants to use mysys to create atunnel betweensys1: 4000 and sys2: 23,
sothat TELNET sessionsthat originateonsys1: 4000 get tunneled to sys2 through thefirewall.
Oonnysys:

$ SSH2 sysl /renote_forward=(4000: sys2: 23)
Now, onsys1, auser could establish a TELNET sessionto sys1 by doing:

$ telnet |ocal host /port=4000

The mechanism used for making the TELNET connection (setting up the tunnel) is essentially the
same as described in the /LOCAL_FORWARD example above, except that the roles of SSH and
SSHD in the dialog are reversed.

Other Files

Thefilesin Table 16-3 are used by SSH. Note that these files generally reside in the [.SSH2]
subdirectory from the user’s SY SSLOGIN directory. The [.SSH2] subdirectory is created
automatically on your local system the first time SSH is executed, and on aremote OpenVMS
system the first time an SSH connection is made to that system. File protection for

SY S$LOGIN:SSH2.DIR should be (SSRWD, O:RWD, G:, W:).

Table16-3 SSH2 Files

Resides
File Name On Description
[.SSH2]SSH2 CONFIG. Client Thisisthe individual configuration

System | file. Thisfileisused by the SSH2
client. It does not contain sensitive
information. The recommended file
protection is

(S RWD,O:RWD,G:,W:).

[.SSH2]IDENTIFICATION Client Contains the information about
System | private keys that can be used for
public-key authentication, when
logging in.
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Table16-3 SSH2 Files (Continued)

Resides
File Name On Description
[.SSH2]ID_alg_bits seq Client Contains a private key for
System | authentication.
¢ algiseither RSA or DSA
* hitsisthelength of the key
* segisanincrementing alphabetic
value
Thus, akey named | D DSA 1024_A.
indicatesthisis aprivate DSA key
1024 bits long, and it is the first time
the key was generated using
SSHKEY GEN. A user may have
multiple private key filesin a
directory.
[.SSH2]ID_alg_bits seq.PUB Client Contains a public key for
System | authentication.
and L
Server ¢ algiseither RSA or DSA
System | * bitsisthelength of the key

* segisanincrementing alphabetic
value

Thus, akey named

ID_DSA_1024 B.PUB indicatesthis
isapublic DSA key 1024 bitslong,
and it is the second time the key was
generated using SSHKEY GEN. A
user may have multiple public key
filesin adirectory.
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Table16-3 SSH2 Files (Continued)

Resides
File Name On Description
[.SSH2.HOSTKEY S]xxx.PUB Client Containspublic host keysfor al hosts

System | the user haslogged into. Thefiles
specifications have the format
KEY_port _host nane. PUB

* portisthe port over which the
connection was made

* hostname is the hostname of the
key's host.

For example, if tulip.flowers.com
was accessed via port 22, the keyfile
would be
"KEY_22_TULIP_FLOWERS
COM.PUB". If thisfile changes on
the host (for example, the system
manager regenerates the host key),
SSH2 will note this and ask if you
want the new key saved. This helps
prevent man-in-the-middle attacks.

[.SSH2]RANDOM _SEED. Client Seeds the random number generator.
System | Thisfile contains sensitive data and
MUST have a protection of no more
than (S:RWD,0:RWD,G:,W:), and it
must be owned by the user. Thisfile
iscreated the first timethe programis
run and is updated automatically. The
user should never need to read or
modify thisfile. On OpenVMS
systems, multiple versions of thisfile
will be created; however, all older
versions of the file may be safely
purged.

Use the DCL command:

SET FILE/VERSION_LIMIT=n
RANDOM _SEED to set alimit on
the maximum number of versions of
thisfile that may exist at any given
time.
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Table16-3 SSH2 Files (Continued)

File Name

Resides
On

Description

SSH_DIR:.RHOSTS

Server
System

Isused in hostbased authentication to
list the host/user pairsthat are
permitted tolog in.

Each line of the file contains a host
name (in the fully-qualified form
returned by name servers), and then a
user name on that host, separated by a
space. Thisfile must be owned by the
user, and must not have write
permissions for anyone else. The
recommended permission is read/
write for the user, and not accessible
by others.

SSH_DIR:.SHOSTS

Server
System

Is used the same way as .RHOSTS.

SSH2_DIR:SSH2_CONFIG

Client
System

Thisisasystem-wide client
configuration file. Thisfile provides
defaults for those values that are not
specified in auser’s configuration
file, and for users who do not have a
configuration file. Thisfile must be
world-readable.

TCPWARE:HOSTS.EQUIV

Server
System

I's used during .rhosts authentication.
It contains fully-qualified hosts
names, one per line. If the client host
isfound inthisfile, loginis permitted
provided client and server user names
arethe same. Additionally, successful
RSA host authentication is required.
Thisfile should only be writable by
SYSTEM.

TCPWARE:SHOSTS.EQUIV

Server
System

I's processed exactly as

TCPWARE: HOSTS. EQUI V. Thisfile
may be useful to permit logins using
SSH but not using rshell/rlogin.
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Table16-3 SSH2 Files (Continued)

Resides
File Name On Description

TCPWARE_SSH2 KNOWNHOSTS DIR | Server Containspublic host keysfor al hosts
System | the system haslogged into. Thefiles
specifications have the format
KEY_port _host nane. PUB

* portisthe port over which the
connection was made

* hostname is the hostname of the
key's host.

For example, if tulip.flowers.com
was accessed via port 22, the keyfile
would be
"KEY_22_TULIP_FLOWERS
COM.PUB". If thisfile changes on
the host (for example, the system
manager regenerates the host key),
SSH will note this and ask if you
want the new key saved. This helps
prevent man-in-the-middle attacks.

SSHKEYGEN

Generates authentication key pairs. The format of the keys isincompatible between SSH1 and
SSH2. Therefore, the correct format keys must be generated for each version of the protocol to be
supported.

There is no way to recover alost passphrase. If the passphraseislost or forgotten, you need to
generate a new key and copy the corresponding public key to other systems.

Each key may be protected via a passphrase, or it may be left empty. Good passphrases are 10-30
characterslong and are not simple sentences or otherwise easily guessable. Note that the passphrase
can be changed later, but alost passphrase cannot be recovered, as a“one-way” encryption
algorithm is used to encrypt the passphrase.

Note! The Host Key has no password.
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SSH1

NETCU SSHKEYGEN / SSH1 [/ BI TS=n] [/1DENTITY_FI LE=fil €]
[ / PASSPHRASE=passphr ase] [/ COMMENT=conment ]
NETCU SSHKEYGEN / SSH1 / CHANGE_PASSPHRASE [/ PASSPHRASE=0l d_passphr ase]
[ / NEW PASSPHRASE=new_passphr ase]
NETCU SSHKEYGEN / SSH1 / CHANGE_COMVENT [/ PASSPHRASE=passphr ase]
[/ COMMVENT=coment ]
NETCU SSHKEYGEN / SSH1 / CHANGE_Cl PHER [/ | DENTI TY_FI LE=fi | €]
[ / PASSPHRASE=passphr ase]
NETCU SSHKEYGEN / SSH1 / HOST [/ BI TS=n] [/ COMVENT=conment ]

Table16-4  SSH1 SSHKEYGEN Options

Option Description
/BITS=nnn Specify key strength in bits
(default = 1024).

/CHANGE_PASSPHRASE Change the passphrase of private key file.
/CHANGE_COMMENT Change the comment for akey.
/CHANGE_CIPHER Change the cipher to current default (3DES).
/COMMENT="comment” Provide the comment.
/HOST Generate the host key.
/IDENTITY_FILE=file Specify the name of the host key file.
/PASSPHRA SE=ppp Provide the current passphrase.
INEW_PASSPHRA SE=ppp Provide new passphrase.
/VERSION Print sshkeygen version number.

SSH2

NETCU SSHKEYGEN / SSH2[ / Bl TS=n] [/ COWENT=coment | [ / KEYTYPE=t ype]
[/ KEYS=(keyl. .. keyn)]
[ / PASSPHRASE=ppp| / NOPASSPHRASE] [ / STI R=fil e] [/
QUI ET]
NETCU SSHKEYGEN / SSH2/ HOST

[/BI TS=n] [/ COMWENT=coment ] [/ STI R=fi | e] [/ QUI ET]

NETCU SSHKEYCEN / SSH2/ DERI VE_KEY=fi |l e
NETCU SSHKEYCEN / SSH2/ EDI T=fil e

NETCU SSHKEYGEN / SSH2/ FI NGERPRI NT=fi | e
NETCU SSHKEYGEN / SSH2/ | NFO=fi | e [/ BASE=n]
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NETCU SSHKEYGEN / SSH2/ SSH1_CONVERT=fi | e
NETCU SSHKEYGEN / SSH2/ X509_CONVERT=fi | e
NETCU SSHKEYCEN / SSH2/ PKCS_CONVERT=fi | e
NETCU SSHKEYCEN / SSH2/ EXTRACT_CERTS=fil e
NETCU SSHKEYCEN / SSH2/ HELP

NETCU SSHKEYGEN / SSH2/ VERSI ON

Table16-5 SSH2 SSHKEY GEN Options

Option Description

/BASE=nnn Number base for displaying key info

/BITS=nnn Specify key strength in bits (default = 1024).

/COMMENTS="comment” Provide the comment.

/DERIVE_KEY=file Derive the private key givenin ‘file’ to
public key.

/EDIT=file Edit the comment/passphrase of the key.

/EXTRACT_CERTS=file Extract certificates from aPKCS 7 file.

/FINGERPRINT=file Dump the fingerprint of file.

/HELP Print help text.

/HOST Generate the host key.

/INFO=file Load and display information for ‘file'.

IKEY S=(key1,...,keyn) Generate the specified key file(s).

/KEYTY PE=(dsa | rsa) Choose the key type: dsa or rsa.

/OPENSSH_CONVERT=file Convert the specified OpenSSH key to
SSH2 format

/OUTPUT_FILE=file Write the key to the specified output file

/NOPASSPHRASE Assume an empty passphrase.

/PASSPHRA SE=ppp Provide the current passphrase.

/PKCS_CONVERT=file Convert aPKCS 12 file to an SSH2 format
certificate and private key.

/IQUIET Suppress the progress indicator.

/SSH1 CONVERT=file Convert SSH1 identity to SSH2 format.
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/STIR=file

Stir data from file to random pool.

/VERSION

Print sshkeygen version number.

/X509 _CONVERT=file

Convert private key from X.509 format to
SSH2 format.
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Thereis also acomment field in the public key file that is for the convenience to the user to help
identify the key. The comment can tell what the key isfor, or whatever is useful. The comment is
initialized to nnn-bit dsa, username@ost name, ddd nmm dd-yyyy hh: nm ss whenthe
key is created unlessthe /COMMENT qualifier is used, and may be changed later using the /EDIT
qualifier.

Note! When the /HOST qualifier is used, the /KEYS=(key1,...keyn) qualifier is ignored.

Note! The public key file must be world-readable.

SSHAGENT (authentication agent)

SSHAGENT

DESCRIPTION

SSHAGENT isaprogram that holds authentication private keys. Both SSH1 and SSH2 keys are
supported by SSHAGENT. SSHAGENT may be started in the beginning of alogin session by
including the commands to start it in, for example, LOGIN.COM. It may also be started
interactively at any time during alogin session.

To start SSHAGENT, one of the three methods may be used:

1 Sartitinaseparate window:

$ SSHAGENT
2 Spawn it as a subprocess:

$ SPAVWW NOWAI T SSHAGENT
3 Runitin adetached process:

$ RUN DETACHED/ OUTPUT=AGENT. QUT/ | NPUT=NLAO: / PROCESS_NAME="SSH AGENT"
SSH_EXE: SSH- AGENT2

The agent is used for Publickey Authentication when logging to other systems using SSH. A
connection to the agent is available to all programs run by all instances of the user on a specific
system. The name of the mailbox used for communicating with the agent is stored in the
TCPWARE_SSH_AGENT _ username logical name. Note that while the agent mailbox is
accessible only by the user that starts the agent, a user with sufficient VMS privileges could access
the agent mailbox and steal or modify keys currently loaded into the agent (although, the keys as
stored on disk cannot be modified simply by accessing the agent).
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The agent does not have any private keysinitially. Keys are added using SSHADD. When executed
without arguments, SSHADD adds the user’s identity files. If the identity has a passphrase,
SSHADD asks for the passphrase. It then sends the identity to the agent. Several identities can be
stored in the agent; the agent can use any of these identities automatically.

$ SSHADD /LIST displaystheidentities currently held by the agent. The ideais that the agent isrun
on the user's workstation.

FILES

[.SSH]IDENTITY | Containsthe RSA authentication identity of the user. This file should not
in SYS$LOGIN: be readable by anyone but the user. It is possible to specify a passphrase
when generating the key. That passphrase is used to encrypt the private
part of thisfile. Thisfileis not used by SSHAGENT, but is added to the
agent using SSHADD at login.

SSHADD

Addsidentities for the authentication agent.

SSHADD [ OPTI ONS] [ FI LE[, FI LE, FI LE] ]

DESCRIPTION

SSHADD addsidentities to SSHAGENT, the authentication agent. When run without arguments,
SSHADD addsthe file [.SSH]IDENTITY. Alternative file names can be given on the command
line. If any file requires a passphrase, SSHADD asks for the passphrase from the user.

The authentication agent must be running and must have been executed by the user for SSHADD to
work.

“File” isan identity or certificatefile. If nofileis specified, the filesin the userg.SSH2] directory
are used.

OPTIONS
/HELP Display help text.
/LIST List all identities currently represented by the agent.
/LOCK Lock the agent with a password.
/NOSSH1 Agent cannot use SSH1 keys.
/PURGE Remove al identities from the agent.
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/REMOVE Remove the identity from the agent. In order to remove identities, you
must either issue the command from the subdirectory that the identities
arelocated in, or issue the command using the full path name of the
identity (asisseenin an SSHADD /LIST command).

/ITIMEOUT=n | Agent should delete this key after the timeout value (in minutes) expires.

/UNLOCK Unlock the locked agent.
/URL Give key tothe agent asa URL.
FILES

Thesefiles exist in SY SLOGIN:

[.SSH]IDENTITY

Contains the RSA authentication identity of the user. Thisfile
should not be readable by anyone but the user. It is possible to
specify a passphrase when generating the key. That passphraseis
used to encrypt the private part of thisfile. Thisisthe default file
added by SSHADD when no other files have been specified.

If SSHADD needs a passphrase, it reads the passphrase from the
current terminal if it was run from aterminal. If SSHADD does not
have aterminal associated with it but DECWS$DISPLAY isset, it
opens an X 11 window to read the passphrase.

[.SSH]IDENTITY.PUB

Contains the public key for authentication. The contents of thisfile
should be added to [.SSH]JAUTHORIZED_KEY Son all systems
where you want to log in using RSA authentication. Thereisno
need to keep the contents of this file secret.

[.SSHIRANDOM_SEED

Seeds the random number generator. This file should not be
readabl e by anyone but the user. Thisfileiscreated thefirst timethe
programisrun, and is updated every time SSHKEY GEN is run.

CERTENROLL

$ certenroll [options]/ca_access_url="“<url>"/subject ="<subj ect >"cert -

file [private-key]

Description

Allows usersto enroll certificates. It will connect to a CA (certification authority) and use the
CMPv2 protacol for enrolling a certificate. The user may supply an existing private key when
creating the certification request or allow a new key to be generated.
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Command Parameters

url Specifiesthe URL for the Certification Authority

Subject Specifies the subject name for the certificate. For example,

“c=ca,o=acme,ou=devel opment,cn=Bob Jones’

Cert file Specifies the file the certification is written to.
Private key Specifies the private key to be written to.
Valid Options
/BASE=<name> Specify base prefix for the generated files.
/BITS=n Specify the key length in bits.

/CA__URL="<url>"

Specify the URL of the Certification Authority.

/DEBUG=N

Set debug to level n (0-60).

/ENROLLMENT_PROTOCOL
=prot

Use specified enrollment protocol (SCEP or CMP).

/[EXTENSIONS

Enable extensions in the subject name.

/GENERATE_KEY

Generate a new private key.

/HELP

Print this help text.

/PROXY _URL"=<ur|>"

Specify the URL of the HTTP proxy server URL to be
used when connecting to the certification authority.

/REFNUM=refnum: key

Specify the CMP enrollment reference number and key.

/SOCKS_SERVER="<ur|>"

Specify the URL of the SOCK S server URL to be used
when connecting to the certification authority.

/SUBJECT="<subject>"

Specifies the subject name for the certificate.

/TYPE=rsaldsa

Specify the key type to generate (default: RSA)

/USAGE_BITS=n

Specify the key usage bits.

/VERSION

Print the version information for this program.
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Examples:
1. Enroll acertificate and generate a DSA private key:
$ certenrol | /type=dsal generat e_key/ base=nykey/ref nunr12345: abcd -

_$ /ca_url =*http://wwmn ca-aut h. domai n: 8080/ pki x/ ”-
_$ /subj ect =“c=us, o=f oobar, cn=Di | bert Dogbert” ca-certification.crt

Thiswill generate a private key called mykey.prv and a certificate called mykey-0.crt.
2. Enroll a certificate using a supplied private key and provide an e-mail extension:

$ certenrol |/ base=nykey/ref num=1234: abcd -

_$ /ca_url =*http://ww. ca-aut h. domai n: 8080/ pki x/ -

_$ /subj ect ="c=us, o=f oobar, cn=Di | bert Dogbert: email =f oo@ar. coni -
_$ ca-certification.crt ny_private_key. prv

Thiswill generate and enroll a certificate called mykey-0.crt.

Note! SSH stores and uses software certificates in DER encoded binary format. You can use
sshkeygen to import and convert PKCS#12 packages (/convert_pkcs=file) into private
key/certificate pair, X.509 format private key into SSH private key /convert_x509=file) or PKC#7
into certificate (/extract_certs=file).

CERTVIEW

certview [options] certificate [, certificate, ..., certificate]

Description

CERTVIEW can be used to view certificates and check their validity. Thistool can aso be used to
output the datain format that is suitable for insertion in the SSH2 DIR:SSHD2_CONFIG
configuration file.

Valid Options
/COMMENT Prepend information lines with “#’ (comment mark)
/DEBUG=n Set debug level to n
/FORMAT_OUTPUT Output datain aformat suitable for insertion to user-

map

/HELP Display help
/IQUIET Don't display certificate information
IVALIDATE=certificate Validate using the CA certificate certificate
/VERSION Display version information
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Example:

$ CERTVI EW MYCERT_PKCS7. P7B-1_SSH2_CRT Certificate
MYCERT_PKCS7. P7B-1_SSH2_CRT Certificate issuer
........... : MAILTO=f oo@ar.com C=US, ST=CO, L=Col orado Spri ngs,
CN=FOOCA Certificate serial nunber

. 20668029027158235697617769792662904421 Certificate
subject .......... : MAI LTO=f oo@ar, com C=US, ST=CO, L=Col orado
Springs, CN=FOOCA

Public-key Subsystem

The public-key subsystem and assistant that can be used to add, remove and list public keys stored
on aremote server. The public key assistant and server are based upon arecent IETF draft, so other
implementations of SSH may not yet offer this functionality.

The Publickey assistant can be started with:

$ PUBLI CKEY_ASSI STANT [qualifiers] [[user @host[#port]]

Publickey Assistant Commands

ADD key file name - Transfers the key file name to the remote system. The file name specified is
expected to be in the SSH2_CONFIG directory from the user's login directory. e.g., ADD
ID_DSA_ 1024 A.PUB will transfer the public key inID_DSA_1024 A.PUB to the remote system
and updates the AUTHORIZATION. file on the remote system to include this key name.

CLOSE - Closes the connection to the remote system
DEBUG {no | debug_level} - Setsdebug level (likein SFTP2)

DELETE key finger-print- Deletes the key that matches the fingerprint specified. It isnecessary to
do aLIST command before thisto get alist of the finger prints (and for the program to build its
internal database mapping fingerprints to keys).

EXIT- Exits the program.
HELP - Displays a summary of the commands available

LIST- Displays the fingerprint and attributes of keys stored on the remote system. The attributes
that are listed will vary with key.

Example Output:

Fi ngerprint: xozil-bemup-favug-fim d-tohuk-kybic-hul oz-fukuc-kuril -gezah-
| oxex

key type: ssh-dss
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Conment : 1024-bit dsa, user @i npl e. exanpl e.com Wed Jun 05 2005 21:05: 40

OPEN [user @] host[#port] Opens a connection to a remote publickey subsystem.
QUIT- Quits the program.

UPLOAD key file name - Transfersthe key file nameto the remote system. The file name specified
is expected to be in the SSH2_CONFIG directory from the user's login directory. e.g., ADD
ID_DSA_1024 A.PUB will transfer the public key in ID_DSA_1024 A .PUB to the remote system
and updates the AUTHORIZATION. file on the remote system to include this key name.

VERSION [protocol version] - Displays or sets the protocol version to use. The protocol version
can only be set before the OPEN command is used. The default versionis 1.

Publickey Assistant Qualifiers

/BATCHFILE - Provides file with publickey assistant commands to be executed. Starts SSH2 in
batch mode. Authentication must not require user interaction.

/CIPHER - Selects encryption algorithm(s).

/COMPRESS - Enables SSH data compression.

/DEBUG - Sets debug level (0-99).

/HELP - Displays a summary of the qualifiers available.

IMAC - Selects MAC agorithm(s). /IMAC=(mac-1,...,mac-n)

/PORT - Tells sftp2 which port sshd2 listens to on the remote machine.

/VERBOSE - Enables verbose mode debugging messages.
Equal to "/debug=2". You can disable verbose mode by using “debug disable.”

/VERSION - Displays version number only.

Other Implementations

VanDyke includesthisintheir SecureFX and V Shell products. VanDyke also has a patch available
for aserver for OpenSSH.
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Chapter 17

Secure File Transfer

There are three methods to do secure file transfer: SCP2, SFTP2, and FTP over SSH2. SCP2 and
SFTP2 communicate with SSH2 for authentication and data transport (which includes encryption)

to remote systems and to activate the SFTP-SERVER2 image. An SCP1 server is provided for
compatibility with OpenSSH SCP.

The following diagram illustrates the relationship among the client and server portions of an SCP2
or SFTP2 file transfer:

_ Server
Client System System

e - Tbebjam | - =
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SCPfiletransfers are different from FTP file transfers. With FTP afile can be transferred as ASCII,
BINARY, RECORD, or in OpenVMS format (if MultiNet or TCPwareisin use). In SCP the
primary transfer format is BINARY. Also, the defined syntax for afile specification is UNIX
syntax. Dueto these restrictions, filesthat are transferred from dissimilar systems may or may not
be useful. ASCII transfers are done by searching the transferred data for the specified newline
sequence and making the specified substitution. Process Software has used methods availablein the
protocol to attempt to improve the chances that files will be useful upon transfer. The SSH File
Transfer Protocol is an evolving specification, and some implementations may not support all
options available in the protocol, or worse, not tolerate some optional parts of later versions of the
protocol.

Process Software has used the defined extensions in the protocol to transfer information about the
VMSfile header characteristics such that when afile istransferred between two VM S systems
running MultiNet v4.4 or higher, TCPware V5.7, and/or SSH for OpenVMS, the file header
information will also be transferred and the file will have the same format on the destination system
asit had on the source system. Also, when atext file istransferred to anon-VMS system, a method
has been provided to convert those files that can be trandated into a format that will be usable on
the remote system. Filesthat are converted from non-VM S systems are stored as stream files on the
VMS system, which provides compatibility for text files from those systems. Filenames are SRI-
encoded when files are stored on ODS-2 disks.

SCP-SERVER1

The SCP-SERVER1 program is used when a system with OpenSSH initiates an SCP command.
OpenSSH uses RCP over SSH2 instead of the SFTP protocol. SCP-SERVER1 will always convert
VMStext files (if possible) when copying afile from VMS. Converted VMS text files may have
some trailing nulls at the end of them, due to the RCP protocol not being able to tolerate a file that
comes up short of the reported size. SCP-SERVER1 (and SFTP-SERVER?) use sophisticated
methods to estimate the amount of user data in the file to minimize this. On ODS-5 disks the
estimation routine uses the file size hint if it isvalid. On ODS-2 disks (and ODS-5 without a valid
size hint), the size of the file and file characteristics are used to estimate the amount of user data.
The method provides as accurate an estimate as possible without actually reading the file and never
underestimates the amount of datain the file. Underestimating would cause significant problems as
the programs use the size of the file to determine how much data to expect.

SCP2
Usage
SCP2 [qualifiers] [[user@host[#port]::]file [[user@host[#port]::]file

Note! The source and destination file specification must be quoted if they contain a user specification
or a non-VMS file specification.
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Qualifiers

Table1l7-1 SCP Qualifiers

Qualifier

Description

/ASCII[=newline convention]

Newline convention is one of dos, mac, unix, vms,
or sftp. The newline convention specified isthe
newline convention to use if a newline convention
isnot specified by the server. Allowed values:

dos (\r\n), mac (\r) ,unix (\n),vms (\n),

sftp (\r\n). Default = unix.

/BATCH

Starts SSH2 in batch mode. Authentication must be
possible without user interaction.

/BUFFER_SIZE=integer

Number of bytes of datato transfer in a buffer.
Default is 7500. Minimum value is 512.

/CIPHER=(cipher-1,...,cipher-n)

Selects an encryption algorithm(s).

/COMPRESS

Enables SSH data compression.

/CONCURRENT_REQUEST=integer

Number of concurrent read requests to post to the
source file. Default is 4.

/DEBUG=level Sets adebug level. (0-99)
/DIRECTORY Forces the target to be a directory.
/HELP Displaysthe help text.

/IDENTITY _FILE=file

Identifies the file for public key authentication.

/PORT=number Tells SCP2 which port SSHD2 listens to on the
remote machine.

/PRESERVE Preserves file attributes and timestamps.

/NOPROGRESS Does not show progress indicator.

/IQUIET Does not display any warning messages.

/RECURSIVE Processes the entire directory tree.
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Table17-1 SCP Qualifiers (Continued)

Qualifier Description
/REMOVE Removes the source files after copying.
ITRANSLATE VMS= Selects the VM Stext files to be trand ated

(ALL, NONE, VARIABLE, FIXED, VFC) | (default=ALL).

Note that /ASCII performs a similar function and
may be supported in other SCP products.

/VERBOSE Displays verbose debugging messages.
Equal to "/debug=2".

/VERSION Displays the version number only.

NMS Negotiates the ability to transfer VMSfile
information.

Note! /ASCII, /VMS and /TRANSLATE_VMS are mutually exclusive

File Specifications

The source and destination strings are changed to lowercase unless they are enclosed in quotes, in
which case they are |eft the same. File specification must bein UNIX format for remote systems,
unless the remote system is running TCPware 5.6, MultiNet v4.4 or higher, or SSH for OpenVMS,
and

INMSor /TRANSLATE_VMS (source filesonly) are used. UNIX format file specifications need to
be enclosed in quotes (") if they contain the / character to prevent the DCL parsing routines from
interpreting the string as a qualifier.

Qualifiers

/ASCII[=newline convention]

Uses the newline convention specified if the server does not specify a newline convention.
Available conventions are: dos (\r\n), mac (\r) , unix (\n), vms (\n), sftp (\r\n). Default = unix.

/IBATCH

Starts SSH2 in BATCH mode. When SSH2 is running in BATCH mode it does not prompt for a
password, so user authentication must be performed without user interaction.
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/BUFFER_SIZE=integer

Number of bytes of datato transfer in abuffer. Default is 7500.

/ICIPHER=(cipher,...,cipher-n)
Lets you select which SSH2 cipher to use.

/COMPRESS

Enables SSH2 data compression. This can be beneficia for largefile transfers over slow links. The
compression level is set by the client configuration file for SSH2.

/CONCURRENT_REQUEST=integer
Number of concurrent read requests to post to the sourcefile. Default is 4.

/IDEBUG

Enabl es debugging messages for SCP2 and SSH2. Higher numbers get more messages. The legal
values are between 0 (none) and 99. Debugging for SFTP-SERVER? is enabled viathe
TCPWARE_SSH_SFTP_SERVER_DEBUG logical.

/IDIRECTORY

Informs SCP2 that the target specification should be adirectory that the sourcefile(s) will be put in.
This qualifier is necessary when using wildcards in the source file specification, or /RECURSIVE.

/HELP
Displays command qualifier list and parameter format.

/IDENTITY_FILE=file
Specifies the identity file that SSH2 should use for Public-Key authentication.

/PORT=number

Specifiesthe port that SSH2 uses on the remote system. Note that if both the source and destination
files are remote, this valueis applied to both. If SSH2 is available on different ports on the two
systems, then the #port method must be used.

/IPRESERVE

Sets the Protection, Owner (UIC), and Modification dates on the target file to match that of the
source file. The adjustment of timestamps for timezones is dependent upon the logical
SYS$LOCALTIME being set correctly. Thisis defined automatically on VMS V7 and can be
defined similarly on earlier versions of VMS. /PRESERVE is not very useful when the target
machineisaVMS system as VMS does not provide runtime library calls for setting the file
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attributes (owner, protection) and timestamps. Note that the VM S maodification date (not the
creation date) is propagated to the remote system. When files are copied between two VM S
systems and /VMS isused /PRESERVE isimplied and the process of transferring VMS attributes
preserves the information about the protection, dates, and file characteristics.

/INOPROGRESS

SCP2, by default, updates a progress line at regular intervals when it is run interactively to show
how much of the file has been transferred. This qualifier disables the progress line.

IQUIET

Disables warning messages. Note that it does not disable warning messages from SFTP-SERVER2,
which return on the error channel.

/RECURSIVE

Copies all of the filesin the specified directory tree. Note that the top level directory on the local
system is not created on the remote system. Only the most recent version is copied unlessin VM S
mode and the TCPWARE_SFTP_VMS ALL_VERSIONSlogical is defined to be TRUE.

/REMOVE
Deletes the source files after they have been copied to the remote system.

ITRANSLATE_VMS

Translates VM Stext filesin the copying process to byte streams separated by linefeeds because the
defined data transfer format for SCP2 is a binary stream of bytes.

ITRANSLATE_VMSisonly applicable to the source specification. If aremote sourcefileis
specified, then that system must be running MultiNet v4.4 or higher, TCPware 5.6, or SSH for
OpenVMS. If TTRANSLATE_VMSis specified with no value, then VARIABLE, FIXED, and VFC
(Variable, Fixed Control) files are translated to stream linefeed files. If the valueis NONE, nofiles
aretrandated. VARIABLE, FIXED, and VFC can be combined in any manner. The SFTP-
SERVER?2 process uses the value of the logical

TCPWARE_SFTP_TRANSLATE_VMS FILE_TYPES to determine which files should be
translated automatically. Thisis abit mask with bit 0 (1) = FIXED, bit 1 (2) = VARIABLE, and bhit
2 (4) = VFC. These values can be combined into a number between 0 and 7 to control which files
are trandated.

Note! Due to the structure of the programs, the SCP2 program uses this logical if the
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ITRANSLATE_VMS qualifier has not been specified.

IVERBOSE

Displays debugging messages that allow the user to see what command was used to start up SSH
and other basic debugging information. Note that debugging information can interfere with the
normal display of the progress line. Equivalent to / DEBUG=2.
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/VERSION
Displaysthe version of the base SCP2 code.

IVMS

Transfers VM Sfileinformation similar to that transferred in OVMS mode in FTP such that VMS
file structure can be preserved. All of the information transferred in FTP OVMS mode is
transferred along with the file creation date and protection. Timestamps are not adjusted for
timezone differencesin VMS transfers. If thefileisacontiguousfile, and it is not possibleto create
the file contiguously, and the logical TCPWARE_SFTP_FALLBACK_TO_CBT has the value of
TRUE, YES, or 1, SFTP-SERVER? attempts to create the file Contiguous, Best Try. VMSmode is
only available with SCP2 provided in MultiNet v4.4 or higher, TCPware 5.6, and SSH for
OpenVMS.

Thelogical name TCPWARE_SCP2 VMS MODE_BY_DEFAULT can be defined to TRUE,
YES, or 1 to specify that /VMS should be the default unless/NOVMS or /TRANSLATE_VMS are
specified. VM S and /TTRANSLATE_VMS can not be used on the same command line. If /VMSis
not specified, but the logical is set to enable it by default, a/TRANSLATE_VMS on the command
line will take precedence.

Note that even though SCP2 & SFTP-SERVER? pass the request for VM S file transfers or to
translate a VM Sfile in amanner that is consistent with the protocol specification, other
implementations may not handle thisinformation well. Since there is no error response present at
that point in the protocol, the program hangs. To prevent it from hanging forever, the logical
TCPWARE_SCP2_CONNECT_TIMEOUT is checked to see how long SCP2 should wait for a
response when establishing the connection. The format for thislogical isaVMS deltatime. The
default valueis 2 minutes. If SCP2 times out before a connection is established with SFTP-
SERVER2 and /VMS or /TTRANSLATE_VMS were specified, awarning message is displayed and
theinitialization istried again without the request for VMS information (or  TRANSLATE_VMS).
Thisretry is also subject to the timeout, and if the timeout happens again, then SCP2 exits. This
helps for implementations that ignore the initialization message when information they do not
recognize is present; implementations that abort will cause SCP2 to exit immediately.

Logicals

For the following logicals, all that start TCPWARE_SFTP apply to the SCP2 client, SFTP2 client
and SFTP2 server.

TCPWARE_SFTP_FALLBACK_TO_CBT

When defined to TRUE, YES, or 1 and aVMSfiletransfer is being performed, thislogica creates
a Contiguousfileif that file has Contiguous characteristics. The file will be created as Contiguous
Best Try if there isinsufficient space to create it as Contiguous.
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TCPWARE_SFTP_TRANSLATE_VMS_FILE_TYPES

Thisisabit mask that determines which VM Sfile types should be trandated when not operating in
VMS mode.

* Bit0 (1) = FIXED
* Bit1(2) = VARIABLE
* Bit2(4)=VFC

The values are:

* 0(zero) = NONE
e 7=ALL

Note that thislogical affects SCP2 as well as the server, as SCP2 has the server built into it for
handling local file access. If thislogical is not defined, the value 7 will be used.

TCPWARE_SCP2_CONNECT_TIMEOUT

Thislogical defines anumber specifying how long SCP2 should wait for a response to the
INITIALIZE command from the server program. ThisisaVMS deltatime number. The default is 2
minutes.

TCPWARE_SCP2_VMS_MODE_BY_DEFAULT

When defined to TRUE, YES, or 1, thislogical choosesthe/VMS qualifier if TRANSLATE VMS
or INOVMS has not been specified.

TCPWARE_SFTP_RETURN_ALQ

When defined to TRUE, YES, or 1 and files are being transferred in VM S mode, this logical
includes the Allocation Quantity for the file in the file header information. Thisis disabled by
default because copying asmall file from a disk with alarge cluster size to a disk with a small
cluster size causes the file to be allocated with more space than necessary. You have the option of
retaining the allocated size of afileif it was allocated the space for areason. Some combinations of
file characteristics require that the Allocation Quantity be included in the file attributes; thisis
handled by SCP2/SFTP-SERVER2.

TCPWARE_SSH_SCP_SERVER_DEBUG

Enabl es debugging messages for the SCP-SERVER1 image that provides service to SCP
commands that use the RCP over SSH2 protocol (OpenSSH). When thisis defined, the file
SCP-SERVER.LOG is created in the user’s login directory. These files are not purged. Larger
values yield more debugging information.
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TCPWARE_SSH_SFTP_SERVER_DEBUG

Enabl es debugging messages for the SFTP-SERV ER2 image that provides service to SCP2
commands that use the SFTP protocol. When thisis defined, the file SFTP-SERVER.LOG is
created in the user’slogin directory. These files are not purged. Larger values yield more debugging
information

TCPWARE_SFTP_MAXIMUM_PROTOCOL_VERSION

Thislogical can be used to limit the version of the SSH File Transfer Protocol that the SFTP client
and Server use. This can sometimes provide awork-around for problems encountered with
different implementations of the protocol. The default valueis4. Protocol versions 2 and 3 are
also used by popular implementations.

TCPWARE_SFTP_VMS_ALL_VERSIONS

Thislogical controls whether or not all versions of afile arereturned. ThevaluesTRUE, YESor 1
will return all versions, any other valueisto only return the name of the file without aversion. The
default is to return only one filename without the version number.

TCPWARE_SFTP_NEWLINE_STYLE

Thislogical controls the newline style that SFTP uses. Which can be helpful in transfering text
files. Thevaluesare: UNIX <If>, VMS<If>, MAC <cr>. If thelogical is not defined, or defined to
any other value, then <cr><If> will be used for the text line separator as documented in the SSH
File Transfer specification.

TCPWARE_SFTP_CASE_INSENSITIVE

Thislogical causes SFTPto treat filenames in a case insensitive manner when it is defined to
TRUE, YES, or 1.

TCPWARE_SFTP_ODS2_SRI_ENCODING

Thislogical controls whether or not SRI encoding is used for filenameson VMS ODS-2 disks. If
thelogical is not defined, or is defined to TRUE, YES, or 1 then SRI encoding is used on ODS-2
disksfor filenames that contain uppercase letters and special characters.

TCPWARE_SFTP_FILE_ESTIMATE_THRESHOLD

Thislogical controls the minimum number of blocks that a text file must be for an estimated
transfer size to be returned instead of an exact size. The default is to estimate the transfer size for
all text files.
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TCPWARE_SFTP_DEFAULT_FILE_TYPE_REGULAR

If thislogical isdefined to TRUE, YES or 1, then the SFTP server will use a default file type of
REGULAR instead of UNKNOWN for OPEN operations. This can correct problems with
filenames without a. (dot) in them getting .dir added to them. The filename will appear with a. at
the end of the name in directory listings.

SFTP2

File Specifications

File specification must be in UNIX format for remote systems, unless /VMS transfers
are being used.

SFTP2 Command Syntax and Qualifiers

Usage

SFTP2 [qualifiers] [[user @ host[#port]]

If the username@ isincluded in the remote system specification, the specification must be enclosed
in quotes.

Qualifiers

Table17-2  SFTP2 Qualifiers

Qualifier Description

/BATCHFILE=<file specification> Provides file with SFTP commands to be executed.

Starts SSH2 in batch mode. Authentication must not
reguire user interaction.

/BUFFER_SIZE=integer Number of bytes of data to transfer in abuffer.

Default is 7500.
/CIPHER=(cipher-1,...,cipher-n) Selects encryption algorithm(s).
/COMPRESS Enables SSH data compression.

Number of concurrent read requests to post to the
/CONCURRENT_REQUEST=integer | sourcefile. Default is 4.

/DEBUG=level Sets debug level (0-99).
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Table17-2  SFTP2 Qualifiers (Continued)

Qualifier Description
/HELP Displays help.
IMAC=(mac-1,...,mac-n) Select MAC agorithm(s).

/NOPROGRESS Do not show progress indicator.
Tells sftp2 which port sshd2 listens to on the remote
/PORT machine.
/VERBOSE Enables verbose mode debugging messages.
Equal to "/debug=2". You can disable verbose mode
by using “debug disable.”
/VERSION Displays version number only.
/[[NO]VMS Negotiates ability to transfer VMS file information.

VMS transfer mode will be automatically negotiated
if SFTP2 detects that the server is capable of doing
VMS transfers unlessINOVMS is specified.
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SFTP2 Commands

T

able17-3 SFTP2 Commands

SFTP2 Command

Description

ASCII[{-s]| <remote> [<local>]}]

With “-s” option, shows current newline
convention. <remote nl conv> sets remote
newline convention. <local nl conv>
operates on local side, but is not as useful
(the correct local newline conventionis
usually compiled in, so thisis mainly for
testing). You can set either of these to
“ask”, which will cause sftp to prompt you
for the newline convention when needed.
With the exception of “-s’ option, this
command sets transfer mode to ascii.
Available conventions are “dos”, “unix”,
“sftp”, “vms’, or “mac”, using “\r\n”, “\n”,
“\\n”, “\n” and “\r"” as newlines,
respectively.

Note that some implementations of SFTP
may check to seeif afile can be
transferred in ASCII mode before doing
s0, and return errorsfor filesthat cannot be
transferred. SSH for OpenVMSS, MultiNet,
and TCPware make this check.

AUTO

Sets the transfer mode (ASCII or
BINARY)) to depend upon the extension of
the file specification.

BINARY

Sets the transfer mode to be binary. (This
isthe default.)

BUFFERSIZE [number]

Sets the size of the buffer used for file
transfer. A larger buffer size helps speed
large transfers. Displays the current
buffersize when no parameter is specified.
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Table17-3  SFTP2 Commands

CD <directory specification> Changes current directory on remote
system. VMS file specifications may be
used when operating in VMS mode. A
logical name must include the trailing
colon so that it can be recognized as such.
SFTPfrom other vendors cannot use VMS
specifications due to the way that SFTP
works.

CHMOD [-R] <mode> file [file...] Change the protection on afile or directory
to the specified octal mode. (Unix values).
-R recurses over directories.

CLOSE Closes connection to the remote server.

DEBUG {disable | no |<debug level>} Setsthe debug level for SFTP2. It does not
change the current debug level for SSH2
for an existing connection, but will be used
with SSH2 for a new connection. With
“disable” or “no”, thisdisables all
debugging current sessions for SFTP2.

DELETE <file specification> Removes the specified file from the
remote system.

DIRECTORY [<file |directory specification>] Displays the contents of the current
directory or specified directory in VMS
format when the transfer mode isVMS.
File names are displayed as they would be
with a DIRECTORY command from DCL.

EXIT Exits SFTP client.
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T

able17-3 SFTP2 Commands

GET [--preserve-attributes | -p] <filel> [
<file2>...]

Retrieves the specified file(s) from the
remote system and stores it in the current
working directory on thelocal system. File
names are case sensitive and in UNIX
format. When operating in VM S mode,
either UNIX or VM S-stylefile
specifications can be used. Directories are
recursively copied with their contents.
Multiple files may be specified by
separating the names with spaces.

If --preserve-attributes or -p is specified,
then SFTP attemptsto preserve
timestamps and access permissions.

Note that atarget filename cannot be
provided.

GETEXT Displaysthelist of file extensionsto use
ASCII transferswhenin AUTO mode. The
initial value is txt,htm* ,pl,php*

HELP Displays help on commands.

LCD <directory specification>

Changes the current directory on the local
system. VM S file specifications may be
used when in VM S mode.

LCHMOD Change the protection on afile or directory
on the local connection to the specified
octal mode. (Unix values). -R recurses
over directories.

LCLOSE Close the local connection.

LDELETE <file>

Removes the specified file from the local
system. VM S file specifications may be
used when in VM S mode.

LDIRECTORY [<file [directory specification>]

Displays the contents of the current
directory for the local systemin VMS
format when the transfer mode isVMS.
File names are displayed as they would be
with a DIRECTORY command from DCL.
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Table17-3 SFTP2 Commands

LLS[<file |directory specification>] Displays the contents of the current
directory or specified directory in UNIX
format. Liststhe names of fileson thelocal
server. For directories, contents are listed.
See L Sfor options and more details.

LLSROOTS Like LSROOTS, but for the “local” side.

LMKDIR <directory specification> Createsthe specified directory on the local
system.

LOCALOPEN {[user @host[#port] | -1} Triesto connect the local side to the host

<hostname>. If successful, “11s” and
friends will show the contents of the
filesystem on that host. With the -l option,
connects to the local filesystem (which
doesn’'t require aserver). Thereisan
implied LOCALOPEN -l when SFTP2
starts up.

Note that an implicit LOCALOPEN is
done when SFTP2 starts, so the only time
that auser needsto do aLOCALOPEN is
when neither directory treeisimmediately
accessible. OPEN isthe command that is
generally used to establish the connection
with the remote system.

LOPEN is asynonym for LOCALOPEN.

LPWD Displays the current working directory on
the local system.
LREADLINK <path> Provided that <path> is a symbolic link,

shows where the link is pointing to. This
command is not supported for VMS.

LRENAME <oldfile> <newfile> Renames afile on thelocal system.

LRM <file specification> Removes the specified file from the local
system. VM S file specifications may be
used when in VM S mode.

LRMDIR <directory specification> Deletes a directory on thelocal system.
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Table17-3 SFTP2 Commands

LS[-R] [-1] [-9 [-r] [ <file> ..] Displays the contents of the current
directory or specified directory in UNIX
format. Lists the names of files on the
remote server. For directories, contents are
listed. When the -Ris given, directory
trees are listed recursively. (By default,
subdirectories of the arguments are not
visited.) When the -I option is given,
permissions, owners, sizes, and
modification times are also shown. When
the -Soptionsis specified sorting is based
upon file sizeinstead of alphabeticaly.
The -r option reverses the sort order. When
no arguments are given, it assumesthat the
contents of “.” (current working directory)
are being listed. Currently, the options -R
and - are mutually incompatible. Lswill
fill ascreen with output, then wait for the
user to decide if they want more or have
seen enough.

LSROOTS Displaysthe virtual roots of the server.
(This VanDyke Software’s V Shell
extension. Without thisyou can’t know the
filesystem structure of aV Shell server).
Thisisaso aVMS extension to display
the roots (devices) on the VM S system.
Though the commands are the same, the
information provided is not compatible
with what is displayed by VanDyke

Software’s Secure FX.
LSYMLINK <targetpath> <linkpath> Like SYMLINK, but for the “local” side.
MGET [--preserve-attributes | -p] <filel> Retrieves multiple files from the remote
[<file2>..] system and stores them in the current

working directory on the local system.

If --preserve-attributes or -p is specified,
then SFTP attemptsto preserve
timestamps and access permissions.

MKDIR <directory specification> Creates the specified directory on the
remote system.
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Table17-3 SFTP2 Commands

MPUT [--preserve-attributes | -p] <filel>
[<file2>..]

Stores multiplefilesin the current working
directory on the remote system. File names
are case-sensitive and in UNIX format.
When operating in VMS mode, either
UNIX or VM S-stylefile specifications can
be used. Directories are recursively copied
with their contents. Multiple files may be
specified by separating the names with
spaces.

If --preserve-attributes or -p is specified,
then SFTP attemptsto preserve
timestamps and access permissions.

OPEN {-1| [user @] host[ #port]}

Tries to connect to the host<hostname>.
Or with the -I option, connects the remote
side to the local filesystem (which doesn’'t
reguire a server).

PUT [--preserve-attributes | -p] <filel>
[<file2>...]

Stores the specified file in the current
working directory on the remote system.
File names are case-sensitiveand in UNIX
format. When operating in VM S mode,
either UNIX or VM S-stylefile
specifications can be used. Directories are
recursively copied with their contents.
Multiple files may be specified by
separating the names with spaces.

If --preserve-attributes or -p is specified,

then SFTP attemptsto preserve
timestamps and access permissions.

Note that atarget filename cannot be
provided.

PWD Displays the current working directory on
the remote system. Displayed in VM S
format when in VM S mode; otherwise
displayed in UNIX format.

QUIT Exits SFTP client.
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Table17-3 SFTP2 Commands

READLINK <targetpath> <linkpath>

Provided that <path> isasymbolic link,
shows where the link is pointing to. Not
valid for VM S systems as VM S does not
have symbolic links.

RECORD

Enters record transfer mode if the server
supports Process Software’s record open.
The direction in which record transfer
mode is possible will be displayed in
response to this command. In record
transfer mode the source file is opened as
binary records and the destination fileis
opened as binary. This produces the same
effect as TCPware's FTP server BINARY
transfer when aBLOCK _SIZE has not
been specified, and can be used to transfer
afilethat contains VM Srecordsto a
system that can only handle “flat” files.

RENAME <oldfile> <newfile>

Renames file on the remote system.

RM <file specification>

Removes the specified file from the
remote system.

RMDIR <directory specification>

Deletes a directory on the remote system.

SETEXT <ext1>[<ext2>..]

Setsthelist of file extensionsto use ASCII
transfers when in AUTO mode. Individual
file extensions must be separated by
spaces.

STATUS

Shows the transfer mode, remote server
name, and remote server version. The
current newline sequence is displayed if
operating in ASCII or AUTO mode.

SYMLINK <targetpath> <linkpath>

Creates symbolic link <linkpath>, which
will point to <targetpath>. Not valid for
VMS systems as VM S does not have
symbolic links.

VERBOSE

Enables verbose mode (identical to
“/DEBUG=2" command-line option). You
may later disable verbose mode by “debug
disable”.
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Table17-3 SFTP2 Commands

VMS Sets the transfer modeto include VM Sfile
information.

Logicals
The following logicals are specific to SFTP2.

TCPWARE_SFTP_VMS_MODE_BY_DEFAULT

When defined to TRUE, YES, or 1, thislogical chooses the /VMS qualifier if /NOVMS has not
been specified.

Configuration File Parameters

The system wide configuration file (SSH2_DIR:SSH2_CONFIG) or the user’s configuration file
(SYS$LOGIN:[.SSH2]SSH2_CONFIG) can be used to specify the following parameters. The
user’s configuration file takes precedence over the system configuration file.

Table17-1 SFTP/SCP2 user configuration parameters

FilecopyMaxBuffers Thisis equivalent to the/CONCURRENT_REQUEST qualifier on
the SFTP2 or SCP2 command line. The command line qualifier will
supercede any value in the configuration file.

FilecopyMaxBuffersize  Thisisequivalent to the SFTP2 BUFFERSIZE command or the
SCP2 /BUFFER_SIZE qudlifier. The command or qualifier takes
precedence.

FTP over SSH

SSH2 can be used to set up port forwarding that can be used for FTP. This allows users to use the
richness of the FTP command set to access files on aremote system and have their control and data
information encrypted. The command format to set up the SSH port forwarding is:

$ ssh <renote_host _name>/| ocal _f orward=
(““*“ftpl/ <forwarded_port_nunber>:1ocal host:21""")

The usual SSH authentication mechanisms come into play, so there may be arequest for a password
and aterminal session is established to the remote host. Aslong as thisterminal sessionis alive,
other users on the local system can use FTP to access the remote system over an encrypted channel.
The location of the quotesisimportant, asit is necessary to prevent DCL from interpreting the/ in
the local forwarding information as the start of a new qualifier, and SSH2 does not know or expect
to find the () around the forwarding information. Note that the “localhost” inside of the forwarding
string is important, as it will make the connection to FTP on the remote system come from
localhost, which will then allow FTP to open the data port.
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When a user desires to use an encrypted FTP connection, the following sequence of commands
would be issued:

PORT <f orwar d_port _nunber >
OPEN LOCALHOST

Normal FTP authentication takes place and multiple FTP sessions may use a single forwarded port.
The FTP protocol filter in SSH2 scans the FTP command stream for the FTP PORT and PASV
commands and their replies, and makes substitutionsin these commands and repliesto use a secure
data stream through the SSH2 session that has been set up. This command will establish an
encrypted FTP session with the remote host that the SSH connection is sent to.

To allow asingle system to act as a gateway between two networks, add
/ALLOW_REMOTE_CONNECT to the SSH command that initiates the connection.
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References

Introduction

This appendix lists documentation to which you can refer for additional details about TCPware for
OpenVMS, TCP/IP protocol suite, networking concepts, and related subjects.

TCPware for OpenVMS Documentation

Be sure you have the following additional TCPware for OpenVM S documents available for
reference:

Installation & Configuration Guide
Management Guide
Network Control Utility (NETCU) Command Reference

Programmer's Guide

Requests for Comments (RFCs)

Requests for Comments (RFCs) documents contain the specifications for al internet protocols.
Unless specifically noted otherwise on the RFC itself, all RFCs are for unlimited distribution.

You can obtain RFCs by going to the http://www.rfcs.org web site.
Table A-1 lists the RFCs containing the protocol specificationsimplemented by TCPware for
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OpenVMS.

Table A-1 A Subset of RFCsImplemented by TCPware for OpenVMS

Title RFC #
User Datagram Protocol (STD 6) 768
Internet Protocol: DARPA Internet Program Protocol Specification 791
Internet Control Message Protocol (see also RFC 950) 792
Transmission Control Protocol 793
Smple Mail Transfer Protocol (STD 10) 821
Sandard for the Format of Text Messages (STD 11) 822
An Ethernet Address Resolution Protocol 826
TELNET Protocol Specification (STD 8) 84
TELNET Option Specification (STD 8) 855
TELNET Binary Transmission (STD 27) 856
TELNET Echo Option (STD 28) 857
TELNET Suppress Go Ahead Option (STD 29) 858
Echo Protocol (STD 20) 862
Discard Protocol (STD 21) 863
Character Generator Protocol (STD 22) 864
Quote of the Day Pratocol 865
Daytime Protocol (STD 25) 867
Time Protocol (STD 26) 868
TELNET End of Record Option 885
Trailer Encapsulations 893
A Standard for the Transmission of |P Datagrams over Ethernet Networks 894
Reverse Address Resolution Protocol 903
Broadcasting Internet Datagrams (STD 5) 919
Broadcasting Internet Datagrams in the Presence of Subnets (STD 5) 922
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Table A-1 A Subset of RFCsImplemented by TCPware for OpenVMS (Continued)

Title RFC #
Internet Sandard Subnetting Procedures (STD 5) 950
Bootstrap Protocol (BOOTP) 951
File Transfer Protocol (STD 9) 959
Mail Routing and the Domain System (STD 14) 974
XDR: External Data Representation Standard 1014
Domain Administrators Guide 1032
Domain Administrators Operations Guide 1033
Domain Names: Concepts and Facilities 1034
A Standard for the Transmission of 1P Datagrams over |EEE 802 Networks 1042
Internet Protocol on Network Systems HY PERchannel Protocol Specification 1044
A Nonstandard for Transmission of |P Datagrams over Serial Lines: SLIP 1055
RPC: Remote Procedure Call Protocol Specification, Version 2 1057
TELNET Window Size Option 1073
TELNET Termina Speed Option 1079
TELNET Terminal-Type Option 1091
NFS: Network File System Protocol Specification 1094
TELNET X Display Location Option 1096
DNS Encoding of Network Names and Other Types 1101
U.S. Department of Defense Security Options for the Internet Protocol 1108
Host Extensions for IP Multicasting (STD 5) 1112
Compressing TCP/IP Headers for Low-Speed Serial Links 1144
Sructure and I dentification of Management Information...(STD 17) 1155
A Smple Network Management Protocol (SNMP) (STD 15) 1157
Line Printer Daemon Protocol 1179
New DNS RR Definitions 1183
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Table A-1 A Subset of RFCsImplemented by TCPware for OpenVM S (Continued)

Title RFC #
Path MTU Discovery 1191
Management Information Base for Network Management... 1213
Tunneling IPX Traffic through IP Networks 1234
BSD Rlogin 1282
The Finger User Information Protocol 1288
Network Time Protocol (Version 3) Specification, Implementation & Analysis 1305
TCP Extension for High Performance 1323
DNSNSAP RRs 1348
Type of Service in the Internet Protocol Suite 1349
The TFTP Protocol (Revision 2) (STD 33) 1350
Multiprotocol Interconnect on X.25 and ISDN in the Packet Mode 1356
TELNET Remote Flow Control Option 1372
Transmission of IP and ARP over FDDI Network (STD 36) 1390
IP Multicast over Token-Ring Local Area Networks 1469
Encoding Header Field for Internet M essages 1505
Applicability Statement for the Implementation of CIDR 1517
An Architecture for |P Address Allocation with DICR 1518
Classless Inter-Domain Routing (CIDRY)....Strategy 1519
Dynamic Host Configuration Protocol 1541
Classical IP and ARP over ATM 1577
The Point-to-Point Protocol (PPP) (STD 51) 1661
Assigned Numbers (STD 2) 1700
Post Office Protocol - Version 3 (STD 53) 1939
Internet Message Access Protocol - Version 4revl 2060
Dynamic Host Configuration Protocol 2131
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Table A-1 A Subset of RFCsImplemented by TCPware for OpenVMS (Continued)

Title RFC #
DHCP Options and BOOTPD Vendor Extensions 2132
Dynamic Updates in the Domain Name System (DNS Update) 2136
Secure Domain Name System Dynamic Update 2137
Agent Extensibility (AgentX) Protocol Version 1 2741
Definitions of Managed Objects for Extensible SNMP Agents 2742

Internet, TCP/IP Protocol Suite, and Related Subjects
The following RFCs are also available on more general Internet, TCP/IP, and related subjects:
RFC 1118, The Hitchhikers Guide to the Internet
RFC 1359, Connecting to the Internet: What Connecting I nstitutions Should Anticipate
RFC 1392, Internet Users Glossary
RFC 1432, Recent Internet Books
RFC 1462, FYI on "What is the Internet?"

RFC 1463, FYI on Introducing the Internet—A Short Bibliography of I ntroductory I nter networking
Readings for the Network Novice

RFC 2151, A Primer on Internet and TCP/IP Tools and Utilities
The following books are particularly useful references:

Comer, Douglas E. [1995], Internetworking with TCP/IP, Volume |: Principles, Protocols, and
Architecture, Third edition, Prentice-Hall.

Comer, Douglas E. & David L. Stevens [1994], Internetworking with TCP/IP, Volume 11: Design,
Implementation, and Internals, Second edition, Prentice-Hall.

Comer, Douglas E. & David L. Stevens [1996], Internetworking with TCP/IP, Volume 111: Client-
Server Programming and Applications for the BSD Socket Version, Second edition, Prentice-Hall.

Frey, Donnalyn, Rick Adams[1989], A Directory of Electronic Mail, Addressing and Networks,
O'Rellly & Associates, Inc.

LaQuey, Tracy L. (editor) [1990], The User's Directory of Computer Networks, HP Press.
Perlman, Radia [1992], Interconnections: Bridges and Routers, Addison-Wesley.

Quarterman, John S. [1990], The Matrix: Computer Networks and Conferencing Systems
Worldwide, HP Press.
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Santifaller, Michael [1991], TCP/IP and NFS: Internetworking in a UNIX Environment, translated
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Table A-2 lists documentation to which you can refer for details on specific topics.

Table A-2 Additional Documentation

For Detailson...

Process Software’s home page
on the World Wide Web

For information about Process Software, its products, and its
services, enter the following Universal Resource Locator
(URL) from your World Wide Web browser:

http://www.process.com/

VAX WAN

VAX WAN Device Drivers Specifications available from HP
for details on the device drivers TCPware for OpenVMS
supports (DSV11, DSB32, and DST32).

DECwindows

VMS DECwindows User’s Guide and the VMS DECwindows
Motif User’s Guide available from HP.

Domain Name Services (DNS)

Albitz, Paul & Cricket Liu, DNSand Bind, O’ Reilly
Associates.

Dynamic Host Configuration
Protocol (DHCP)

Droms, Ralph and Ted Lemon, The DHCP Handbook:
Under standing, Deploying, and Managing Automated
Configuration Services,

1999 Macmillan Technical Publishing,

201 West 103rd Street, Indianapolis, IN 46290

ISBN 1-57870-137-6

Ethernet Ethernet Data Link Layer and Physical Layer Specifications
available from HP or from your Ethernet controller’s hardware
documentation.

FDDI APrimer on FDDI: Fiber Distributed Data Interface available

from HP for details about the features, topologies, and
components of the FDDI local area network standard.

Gateway Routing Daemon
(GATED)

On the World Wide Web, use URL
http://ww. gat ed. or g/




References

Table A-2  Additional Documentation (Continued)

For Detailson...

HY PERchannel
(HY PERchannel H269 driver
hardware)

H269 (Rel. 1.2) Network Adapter Driver for DEC VAX VMS
Installation Manual and User’s Guide available from Network
Systems Corporation, Minneapolis, MN.

ONC RPC

Programmer’s Guide for details about TCPware's
implementation of ONC RPC.

proNET (Proteon’s token ring)

Operation and Maintenance Manual for the proNET Local
Network System available from Proteon Inc., Westborough,
MA

Remote magnetic tape service
(rmt)

Maintenance Commands section of the SUnOS Reference
Manual available from Sun Microsystems.

Setting up print queues and
initiating print commands on
the OpenVMSS host

HP's Guide to Maintaining a VMS System. OpenVM S users
can also seethe VMS DCL Dictionary, or the DECprint
Printing Services User’s Guide.

X.25

VAX PS.I. documentation from Hewlett-Packard.

Hewlett-Packard Documentation

For details on the OpenVM S operating systems, system services, and utilities, see the appropriate

Hewl ett-Packard documentation.
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TCPware Logicals
Table B-1 liststhe TCPware logicalsin alphabetical order:

TableB-1 TCPwarelLogicals

FTP_STARTUP
Defines FTP_STARTUP to point to the FTP_STARTUR.COM file.

$ DEFI NE / SYSTEM / EXECUTI VE FTP_STARTUP SYS$MANAGER: FTP_STARTUP. COM

Client users can override this startup file by creating their own. Including the command
DEFINE /PROCESS FTP_STARTUP in auser's LOGIN.COM file overrides any
DEFINE /SY STEM /EXEC command in the SY SSMANAGER:SY STARTUP_V5.COM file,

NETCU_STARTUP
Defines NETCU_STARTUP to point to the NETCUSTART.COM file.

For example, you can include the following in your LOGIN.COM file:

ASSI GN SYS$LOG N: NETCUSTART. COM NETCU_STARTUP

When you start NETCU, NETCU_STARTUP points to the specified file
(SYS$LOGIN:NETCUSTART.COM for example) and processes al the commands.

Note! The system ignores all commands following an EXIT or QUIT command in the file. NETCU
ignores any "commented-out" command lines in files (such as SERVICES.COM) that are
used as input to NETCU. The commented-out line in the file should begin with the !, the #, or
the ; character. NETCU does not execute the command line until you remove the character.

SSH_DIR

Points to the directory where SSH's master server log file is kept. Normally, thisis
TCPWARE._ COMVON: [ TCPWARE] .
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TableB-1 TCPwareLogicals (Continued)

SSH2 DIR

Paints to the directory where the SSH master server log fileis kept. Normally, thisis
TCPWARE_COMMON:[TCPWARE_SSH2].

SSH_EXE

Points to the directory where SSH executables are kept. Normally, thisis

TCPWARE_COMMON: [ TCPWARE] . It is defined through @TCPWARE:CNFNET SSH. The
configuration procedure should write these to the common configuration file and check the values at
start up and delete them at shutdown.

SSH_LOG

Points to the directory where the log files are kept. Normally, thisis TCPWARE_COMVON: [ TCPWARE.
LOG . It isdefined through @TCPWARE:CNFNET SSH. The configuration procedure writes these
to the common configuration file and check the values at start up and delete them at shutdown.

SSH_MAX_SESSIONS

Thisis set to the maximum number of concurrent SSH sessions allowed to the server system. If
SSH_MAX_SESSIONS s not defined, the default is 9999. Setting SSH._MAX_SESSIONS to zero
(O) will cause an error. The value must be between 1 and 9999. It is defined through
@TCPWARE:CNFNET SSH. The configuration procedure should write these to the common
configuration file and check the values at start up and delete them at shutdown.

TCPWARE_SSH_SFTP_SERVER_DEBUG

Enabl es debugging messages for the SFTP-SERV ER2 image that provides service to SCP2
commands that use the SFTP protocol. When thisis defined, the file SFTP-SERVER.LOG is created
in the user’slogin directory. These files are not purged. Larger values yield more debugging
information.

TCPWARE_SSH_SCP_SERVER_DEBUG

Enabl es debugging messages for the SCP-SERV ER1 image that provides service to SCP2 commands
that use the RCP over SSH2 protocol. When thisis defined, the file SCP-SERVER.LOG is created in
the user’slogin directory. These files are not purged. Larger values yield more debugging
information.

SSH_TERM_MBX

Mailbox used by SSHD MASTER to receive termination messages from SSHD daemon processes.
Do not change thislogical name. Thisis created by the SSHD_MASTER process.

TCPWARE_ACECLIENT_CL
Points to the shareable image activated by LOGINOUT when login is performed.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_ACECLIENT_DATA_DIRECTORY

Pointsto the directory that contains ACE/Client datafiles. Set by theEnt er di rectory where
the TCPware ACE/Cient data file resides: promptin CNFNET.

TCPWARE_ACECLIENT_ENABLE

Indicates that authentication by the TCPware ACE/Client is enabled when set to 1. Set by the Do
you want to use the TCPware ACE/ CLI ENT to authenticate user |ogin?:
prompt in CNFNET.

TCPWARE_ACECLIENT_NETWORK

Indicates that authentication is performed on logins over network terminals when set to 1. For
example, _NT physical devices created if using TELNET. Set by theDo you want to
aut henti cate user network | ogi ns? promptin CNFNET.

TCPWARE_ACECLIENT_PASSCODE_TIME

Definesthe number of seconds allowed for the user to input the PASSCODE. Set by theEnt er t he
PASSCODE i nput timeout time: promptin CNFNET.

TCPWARE_ACECLIENT_REMO

Indicates that authentication is performed on logins over remote terminals when set to 1. For
example, _RT physical devices are created if using SET HOST. Set by theDo you want to
aut henti cate user renote | ogi ns?: promptin CNFNET.

TCPWARE_ACECLIENT_SHR
Points to the ACE/Client API.

TCPWARE_DOMAINLIST

Allows you to set up to six domainsin a search list, as well as the minimum number of dots to
recognizein ahost name to make it fully qualified. The client reads thisinformation from thislogical
through CNFNET.

TCPWARE_DOMAINNAME

Specifiesthe internet addresses of up to three name servers the client can query. The client reads this
information from thislogical through CNFNET.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_220 REPLY

Defines amessage displayed when a user connects to the server and can log in. This message
replaces the default message.

For example, you can define the welcome text equivalence string as follows:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_220_REPLY -
_$ "**AUTHORI ZED USE ONLY **", -

_$ "bart.nene.com (192. 168. 34.56)", -

_$ "FTP-OpenVMS FTPD V5.7 (c) 2005 Process Software"

Alternately, you can include the last three equivalence stringsin an FTP_ WELCOME.TXT file and
define thelogical asfollows:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_220_REPLY -
_$ " @BYSSMANAGER: FTP_WELCOME. TXT"

In either case, when a user connectsto a host, the message appears as follows:

220-** AUTHORI ZED USE ONLY **

220-bart. nene. com (192. 168. 34. 56)

220 FTP- OpenVMs FTPD V5.7 (c) 2005 Process Software
_Usernane []:

TCPWARE_FTP_221 REPLY
Defines amessage to appear when a user ends the FTP session. If not defined, TCPware uses the
default message. You can define atext string or file.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_221 REPLY -
_$ "Connection to FTP server has been cl osed"
Now, when the user closes the FTP connection, the following message appears:

221 Connection to FTP server has been cl osed

TCPWARE_FTP_230 REPLY

Defines a message to appear when a user successfully logsin. If not defined, TCPware uses the
default message. You can define atext string or file. For example:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_230_REPLY "Logi n successful "
Now, when the user logsin using FTP, the following message appears.

230 Logi n successful
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_421 REPLY

Defines a message sent when a user connects to the server but should not log in. After sending the
message, the connection closes. For example, you can define thislogical to prevent FTP accessfor a
short time period. Be sure to deassign the logical after this period to allow FTP access again. You can
define atext string or file.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_421 REPLY-

_$ "System mai ntenance in progress until 17:30"

Now, when the user connects to the host through FTP, the following message appears and then the
connection closes:

421 System mai ntenance in progress until 17:30

TCPWARE_FTP_421 REPLY has precedence over TCPWARE_FTP_220 REPLY.

TCPWARE_FTP_ACCESS
TCPWARE_FTP_<username> ACCESS

These SY STEM logical names are used to specify the types of access that the user of the FTP server
isnot allowed to perform. TCPWARE_FTP_ACCESS controls all usersthat do not have
TCPWARE_FTP_<username>_ACCESS defined. The values are:

* D-Delete

e L -List(Directory)
* R-Read

e S-Spawn

e W - Write

$ DEFINE/SY STEM/EXECUTIVE TCPWARE_FTP_ANONYMOUS_ACCESSWDS

Will prevent the user ANONY MOUS from storing files on the system, deleting files that are present
on the system or using the site specific spawn command.

TCPWARE_FTP_ADD_CC_ON_FIXED_RECORD_FILES

When the logical TCPWARE_FTP_ADD_CC_ON_FIXED_RECORD_FILES is defined to TRUE
and afileistransferred as TYPE IMAGE with QUOTE SITE RMS BLOCK OFF in effect, the FTP
server will separate the records of afixed length record file with the linefeed character. Thisis useful
for avoiding the explicit conversion necessary when transferring the file to a non-VMS system with
an FTP client that is not able to do record mode transfers.

TCPWARE_FTP_ALL_VERSIONS

Requests the NLST and LIST commands to display al versions of the specified files. If
TCPWARE_FTP_ALL_VERSIONS s defined, TCPWARE_FTP_STRIP_VERSION has no effect.

TCPWARE_FTP_ALL_VERSIONS isignored if the FTP server isin UNIX emulation mode.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_ALLOWCAPTIVE

By default, the FTP server does not allow file transfers for CAPTIVE accounts. Defining thislogical
allows CAPTIVE accounts to use all FTP commands except SITE SPAWN.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_ALLOWCAPTI VE " "

You must modify the CAPTIV E account procedure to allow the FTP server to start the data transfer
process. The procedure can check if thelogical "TT" isequal to
"TCPWARE:FTPSERVER_DTP.COM" and exit out of the login procedure:

$! Check if this is the TCPware FTP data transfer process:

$ |F FSLOG CAL("TT") .EQS. "TCPWARE: FTPSERVER DTP. COM' THEN EXI T
$! Refuse other network connections (such as DECnet):

$ | F FSMODE() . EQS. "NETWORK" THEN LOGOUT

$! (or allow by using "...THEN EXIT" above)
$! Remai nder of CAPTIVE procedure foll ows:
$.. ..

TCPWARE_FTP_ANONYMOUS 230 REPLY

Defines a message to appear when an ANONY MOUS user successfully logsin. If not defined,
TCPware uses the default message. You can define atext string or file.

$ DEFI NE/ SYSTEM EXECUTI VE TCPWARE_FTP_ANONYMOUS _230_REPLY-

_$ "ANONYMOUS | ogi n successful "

Now, when auser logs in using the ANONY MOUS account, the following message appears:
230 ANONYMOUS | ogi n successful

TCPWARE_FTP_ANONYMOUS RIGHTS

Defines write, rename, and del ete access rights for the ANONYMOUS FTP user in addition to read
access.

$ DEFI NE/ SYS/ EXEC/ NOLOG TCPWARE_FTP_ANONYMOUS_RI GHTS "WRI TE, RENAME, DELETE"

TCPWARE_FTP_ANONYMOUS ROOT

Defines access restrictions for users logged in as ANONY MOUS. For example, you can set access
restrictions for userslogged in as ANONY MOUS to allow accessto just the ANONY MOUS$SUSER
directory and its subdirectories:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_ANONYMOUS_ROOT ANONYMOUS$USER:

If not set, the FTP server defaults to the setting in TCPWARE_FTP_ROQT if it exists.

B-6



TCPware Logicals

TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_DISALLOW_UNIX_STYLE

Controls whether UNIX style filename parsing is done. If not defined, it defaultsto TRUE (UNIX-
style life specifications are not alowed). Defining to FAL SE allows file specifications with the “ /”
character in them to be treated as UNI X file specification.

$ DEFI NE / SYSTEM NOLOG / EXECUTI VE TCPWARE_FTP_DI SALLOW UNI X_STYLE ?

TCPWARE_FTP_DONT_REPORT_FILESIZE

If thislogical is defined, the reporting of the estimate of the number of bytes to be transferred in the
150 response line is suppressed. Some FTP clients expect this number to be exact. The FTP server is
unable to determine an exact count without processing the entire file, so an estimate of the number of
bytes used to store the file is returned. The inaccuracy comes from the differencesin the way
OpenVM S records and line breaks are handled. The ?in the logical represents where defined values
go.

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_DONT_REPORT_FI LESI ZE ?

TCPWARE_FTP_EXTENSION_QUANTITY

Defines the default allocation/extension quantity for new files and appends. The ? in the logical
represents where defined values go. Defined values must be numeric.

$ DEFI NE / SYSTEM NOLOG / EXECUTI VE TCPWARE_FTP_EXTENSI ON_QUANTI TY ?

TCPWARE_FTP_GETHOST _MAX_TIME

When a new connection arrives at the FTP server it attempts to resolve the name of the host that
originated the connection. If this process takes along time, it can stall all other connections, both
active and new. To adjust how long the FTP server isalowed to take to look up the host name, set the
logical TCPWARE_FTP_GETHOST _MAX_TIME to the VMS deltatime that can elapse before it
gives up. The default value 10 seconds (0 0:0:10).

TCPWARE_FTP_IDLE_TIMEOUT

Changes the timeout for FTP connection attempts to something other than the default of 10 minutes.
The FTP server checks the timeout when you enter and complete acommand. You can set thislogical
any time, and it effectively changes the idle timeout for open, non-idling connections as well as for
any future ones. Make sure to use deltatime for the time syntax.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_I| DLE_TI MEQUT "0 00: 20: 00"

This example changes the idle timeout to 20 minutes. The default is 10 minutesif notimeis
specified. Setting the value to 0 disables idle timeout.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_KEEP DIR_EXT

Sometimesthe FTP server stripsthe .DIR extension from the file name of adirectory whenthe NLST
function is requested. The FTP server looks for TCPWARE_FTPD_KEEP_DIR_EXT and, if
defined, does not remove the .DIR extension.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTPD_KEEP_DI R_EXT TRUE

To return to the default behavior, remove thislogical.

TCPWARE_FTP_NOKEEPALIVES

When TCPWARE_FTP_NOKEEPALIVES isdefined, the FTP server will not send keepalives on the
control channel. The KEEPALIVE command allows the FTP client program to toggle, regardless of
whether or not it desires keepalives to be sent on the control channel. The SET [NO]JKEEPALIVE
command allows the FTP client to explicitly set whether or not it desires keepalives on the control
channel

TCPWARE_FTP_LOGFILE

Defines a specific name of alog file. Use thisif you suspect break-insto the FTP server.

$ DEFI NE / SYSTEM / EXEC TCPWARE_FTP_LOGFI LE SYS$COMMON: [ SYSMER] FTPLOG N. LOG

Thislogical must be defined before TCPware FTP is started (or FTP must be restarted after defining
itin order for it to take effect).

If thislogical exists, the FTP server writes a record to the specified file each time a user attempts to
log in. Each record includes the date and time, the remote host's internet address, and whether the
login succeeded.

Specifies the name of the file to which ALL commands and responsesto ANONYMOUS FTP
services are logged. If TCPWARE_FTP_LOG_ALL_USERS s also defined, then commands and
responses for all users are logged.

TCPWARE_FTP_LOG_ALL_USERS

Thislogical causesall commands and responses to be logged to the file defined by
TCPWARE_FTP_LOGFILE. The default (when thislogical is not defined) isto just log the
commands and responses for anonymous users.

$ DEFI NE TCPWARE_FTP_LOG ALL_USERS

TCPWARE_FTP_MAX_SERVERS
Allows the maximum number of servers to be set. The default is 10000.
$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_MAX_SERVERS " 1500"
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_MAXREC

The FTP client and the FTP server check the record size of an ASCI|I transfer and disallow more than
8192 byterecords. Definethislogical to override the default of 8192. The definition of thislogical is
commented out but defined in the FTP_CONTROL.COM file as follows:

$ ! DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_MAXREC 8192

TCPWARE_FTP_MESSAGE_FILE

Defines the message file the FTP user sees when connecting to the server or moving between
directories. The definition of thislogical is commented out but defined in the FTP_CONTROL.COM
fileasfollows:

$ ! DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_MESSAGE_FI LE ". MESSAGE"

TCPWARE_FTP_ONLY_BREAK_ON_CRLF

If thislogical isset and an ASCII fileistransferred, anew line is created in the file upon receipt of a
carriage return/line feed sequence.

If thislogical isnot set and an ASCII fileistransferred, anew lineis created upon receipt of either a
carriage return/line feed sequence or aline feed.

TCPWARE_FTP_PASSWORD_WARNING_MESSAGE

Thelogical TCPWARE_FTP_PASSWORD_WARNING_MESSAGE defines the message that the
FTP server displays when the user's password is going to expire within the warning time. If the
amount of time before the password expires is to be displayed, use a %sin the logical.

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_PASSWORD WARNI NG_MESSACE " %"
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_PASSWORD WARNI NG_MESSAGE "nessage text
string"

TCPWARE_FTP_PASSWORD_WARNING_TIME

Thelogical TCPWARE_FTP_PASSWORD_WARNING_TIME uses the VMS delta time to specify
the minimum remaining lifetime for the user's password. If the remaining lifetime is greater than the
VMS deltatime then no message is displayed. It is necessary to define this value to enable checking
for the remaining lifetime of a password.

$ DEFI NE/ SYSTEM EXEC @ CPWARE_FTP_PASSWORD WARNI NG _TI ME “dddd hh: nm ss. hh”

TCPWARE_FTP_RECEIVE_THRESHOLD

Specifies the amount of buffer space that can be used to buffer transmitted data on the data socket.
The default value if 6144. If thislogical is defined and it beginswith a/, then it specifies the fraction
of the window size; if only afraction is specified, then it indicates the number of bytesto be used.
The ?in thelogical represents where defined values go. Defined values can be either alpha or
numeric.

$ DEFI NE TCPWARE_FTP_RECEI VE_THRESHOLD ?
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_RECODE_NONVMS FILE_NAMES

If thislogical isdefined, and the FTP server is not operating in UNIX mode, it recodes filenames that
are not legal OpenV M S file namesin the same manner that it would normally recode filenames when
operating in UNIX mode. Thisis useful for handling filenames with multiple dots (.), spaces, and
other characters that VMS does not allow in filenames while retaining the OpenVMS directory
syntax.

$ DEFI NE TCPWARE_FTP_RECODE_NONVMS_FI LE_NAMES fi | enane

TCPWARE_FTP_ROOT

Defines the system-wide default directory access restrictions for client users. For example, you can
restrict all userslogged in via FTP to the COMMONSUSER directory and its subdirectories:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_ROOT COMMONSUSER:

The default directory is not set to the value of thislogical or to the value of
TCPWARE_FTP_<username> ROOT.

TCPWARE_FTP_username ROOT

The TCPWARE_FTP_username_ROOT (system level, executive mode) logical defines access
restrictions for an FTP client logging in as username. For example, you can restrict user CLARK to
the COMMONS$USER:[CLARK] directory and its subdirectories, as follows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_CLARK_ROOT COMMON$USER: [ CLARK]

Because the FTP server restricts access by default to the directory setting in the
TCPWARE_FTP_ROOT logical (described earlier), if it exists, you may want to use the special
wildcard (*) setting with the TCPWARE_FTP_username_ROOT logical to bypass the default for
username. For example, to restrict the bulk of usersto DISK$SYS_LOGIN, restrict users KATE and
PAUL to ENG3$DISK, but allow SY STEM full access to locations covered by its account, define the
following logicals:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_ROOT DI SK$SYS LOA N ! def aul t

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_KATE ROOT ENG$HDI SK ! limits KATE
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_PAUL_ROOT ENGJDI SK ! limts PAUL
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_SYSTEM RCOT * I full SYSTEM

ANONY MOUS user access restrictions are described under
TCPWARE_FTP_ANONYMOUS ROOT.

The user is not placed automatically in this directory upon successful login.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_SEMANTICS FIXED_IGNORE_CC

If thislogical is defined to TRUE, then GET operations of fixed lengths record files will not have a
carriage return/line feed added to the end of each record. The ?in the logical represents where
defined values go. Defined values can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_SEMANTI CS_FI XED_| GNORE_CC ?

TCPWARE_FTP_SEMANTICS VARIABLE_IGNORE_CC

When this logical is defined to TRUE, files with variable length records and carriage return carriage
control will NOT have a new line character inserted after each line when the file istransferred in
image (binary) mode. The default is TRUE and is defined in FTPSERVER_DTP.COM.

$ DEFI NE TCPWARE_FTP_SEMANTI CS_VARI ABLE_| GNORE_CC FALSE

Users can change this value by defining it in their LOGIN.COM file, or it can be defined on a
system-wide basisif thisis desired for all users.

TCPWARE_FTP_SERVER_DATA_PORT_RANGE

Specifies the upper and lower port boundaries that are to be used in passive data connections. The
string should contain two numbers separated by a space. The ?in the logical represents where defined
values go.

$ DEFI NE TCPWARE_FTP_SERVER DATA PORT RANGE ?

TCPWARE_FTP_SERVER_LOG_LIMIT

By setting thislogical in the LOGIN.COM file, you can specify that log files be retained. Set the
logical name to adash (-) to retain all log files, or specify anumber in the range of 1 to 32000.

Directory sizerestrictions limit the number of potential filesthat can be created. If you do not specify
anumber or value, onelog file is created or overwritten for each FTP session. Use the DCL PURGE
command to delete unneeded | og files. The following example specifies that 42 log files be retained:

$ DEFI NE TCPWARE_FTP_SERVER LOG LIM T 42

TCPWARE_FTP_SERVER_RELAXED_PORT_COMMAND

The server compares the | P network address value specified in the PORT command with the IP
network address of the IP address it is receiving commands from. If these are not in agreement, the
PORT command is not accepted. Some multi-homed clients, and clients that can do third party
transfers, send values that do not match. Defining thislogical alows the PORT command to be
accepted for these clients by disabling this check. The ?in the logical represents where defined
values go. Defined values can be either apha or numeric.

$ DEFI NE TCPWARE_FTP_SERVER RELAXED PORT_COMVAND ?
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_STRIP_VERSION

Causes VM S maode output to have no versions. The ?in the logical represents where defined val ues
go. Defined val ues can be either alpha or numeric.

$ DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_STRI P_VERSI ON ?

TCPWARE_FTP_SYST_BANNER

When this logical is defined the SY STem banner is not displayed in response to the STATUS
command. When thislogical is not defined the format of the banner varies depending upon whether
the FTP_SERVER isoperating in UNIX mode or VM S mode.

$ DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_SYST_BANNER

TCPWARE_FTP_UNIX_STYLE_BY_DEFAULT

Starts the FTP server in UNIX emulation mode. The ?in the logical represents where defined values
go. Defined val ues can be either alpha or numeric.

$ DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_UNI X_STYLE_BY_DEFAULT ?
When sending the command from a non-OpenVMS client, a space is required between the file

specification and the qualifier.
$ GET filename /LOG
To disable this requirement:

$ DEFI NE / SYSTEM / EXECUTI VE_MODE TCPWARE_FTPD_NOUNI X_SYNTAX “ TRUE"
Thislogical has no effect if TCPWARE_FTP_DISALLOW_UNIX_STYLE isnot set to FALSE.

TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE

Allows UNIX style filename handling to be case insensitive. The ?in the logical represents where
defined values go. Defined values can be either alpha or numeric.

$ DEFI NE / SYSTEM / NOLOG / EXEC TCPWARE_FTP_UNI X_STYLE_CASE_| NSENSI Tl VE ?

TCPWARE_FTP_USE_SRI_ENCODING_ON_ODS5

Thislogical can be defined to 1, TRUE or YES to cause the filename encoding used for UNIX-style
filenames on ODS-2 disks to be used on ODS-5 disks. This also sets the default case of lettersin
filenames to lowercase and ignores the stored case.

B-12



TCPware Logicals

TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_WINDOW
The FTP client and the FTP server set the TCP window size of the data connection to either:

* Thevalue of thislogical if you defineit (minimum is 512 bytes; maximum is 1,048,576 bytes)
¢ Thelarger of 32,768 bytes and the default TCP window size

The ?in thelogical represents where defined values go. Defined value should be numeric.
$ DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_W NDOW ?

TCPWARE_KERBV4 MAXAGE

Sets the maximum age of the Kerberos database.

TCPWARE_KERBV4_PRIMARY

Sets the primary Kerberos server name.

TCPWARE_KERBV4 REALM

Sets the realm name of the Kerberos server.

TCPWARE_KERBV4 _RLOGIN
Determines if the RLOGIN server mandates, accepts, or disallows any Kerberos request.

TCPWARE_KERBV4 _RSHELL

Determines if the RSH server mandates, accepts, or disallows any Kerberos request.

TCPWARE_KERBV4_SRVTYP
Setsthe type of server (primary or applications only).

TCPWARE_KERBV4 TELNET
Determines if the TELNET server mandates, accepts, or disallows any Kerberos request.

TCPWARE_KERBV4_TKFILE

Sets the location of the user's ticket file.

TCPWARE_LPD_DEFAULT_USER

Defines adefault OpenVM S username for remote users connecting to the local LPD server. Used
only when you define aremote host in the LPD access file and the remote username is not mapped to
a specific OpenVMS username.

TCPWARE_LPD_OPTIONS

Determines if the server handles batch queues.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_LPD_gname *_FORM
Defines the form used for print jobs. Thisissimilar to TCPWARE_LPD_gname PARAMETER.
Use TCPWARE_LPD * FORM to define the form for all queues.

Note! A specific queue setting overrides the global setting for that queue.

TCPWARE_LPD_gname OPTION
Specifies additional PRINT command qualifiersto pass to the specified print queue:

/BURST, /FEED, /FLAG, /[FORM, /HEADER, /[LOWERCASE, /PASSALL, /PRIORITY,
/RESTART, /SPACE, /TRAILER

Use TCPWARE_LPD _* OPTION to define the option for al queues.

Note! A specific queue setting overrides the global setting for that queue.

TCPWARE_LPD_gname * PARAMETER

Defines the specified parameters when the remote user submits a print request to the OpenVMS print
system (gname is the queue name).

Thefirst equivalence string for the logical (if defined) isthe first parameter; the second is the second
parameter; and so on, up to eight parameters.

Use TCPWARE_LPD * PARAMETER to define the parameter for all queues.

Note! A specific queue setting overrides the global setting for that queue.

TCPWARE_LPD_gname * QUEUE

Defines the print queues for an alias queue name (gname). Supports clients that may not allow
standard OpenVM S queue hames as the remote printer (such as IBM's Al X, which restricts remote
printer names to seven characters).

TCPWARE_LPD_SPOOL

Points to the work directory for the LPD server. This directory holds temporary files.

TCPWARE_LPR_PRINTER

Defines the default remote printer for the LPR, LPRM, and LPQ commands. Define your own
TCPWARE_LPR_PRINTER logical in aLOGIN.COM file.

TCPWARE_LPR_gname_PRINTER
TCPWARE_LPR_gname PRINTER_DEFAULT

Defines the absolute printer for the PRINT command. You cannot override thislogical when
submitting a print job. Useto restrict printing to one printer per queue.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_LPR_QUEUES

Liststhe names of all TCPware print symbiont queues. Defined only if you defined one or more print
queues.

TCPWARE_LPR_SPOOL

Points to the work directory for the PRINT command. This directory holds temporary files.

TCPWARE_LPRSM

The TCPWARE_L PRSMB print symbiont provides similar retry interval and timeout tuning logicals
asthose for TCPWARE_VMSLPRSMB. The TCPWARE_L PRSMB logicals are:

* TCPWARE_LPRSMB_* RETRY_INTERVAL

* TCPWARE_LPRSMB_gname RETRY_INTERVAL
e TCPWARE_LPRSMB_* TIMEOUT

* TCPWARE_LPRSMB_gname TIMEOUT

e TCPWARE_LPRSM_gname PRECONN

TCPWARE_NAMED_MAX_CACHE_TTL

NAMED checksthe SY STEM EXECUTIVE logical table for thislogical value and sets the
maximum cache time (in seconds) to be that value. Use thislogical to override the default one week
(604800 seconds) to a maximum cache time more appropriate for your system.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_NAMED MAX_CACHE_TTL 86400

The server reads thislogical the next timeit starts. If you do not want to wait for the server to start,
you can make the change to the running server by using the NETCU SET NAMED MAX_TTL
command. Any data now written to the cache remains there for 86400 seconds (one day).

TCPWARE_NAMESERVERS

When an application needsto resolve a host name or internet address, the client queriesthe first name
server thislogical defines. The client continues to query the other name serverson its list until it
receives an answer or thelist is exhausted.

TCPWARE_NFS ACCESS_IDENTIFIER

Specifies the name of arightsidentifier you want assigned to all NFS users. You can then modify the
access control lists (ACLSs) of filesto grant or deny access to holders of the rights identifier. The
default is null (no rightsidentifier).

OpenVMSfiles protected by ACL s should have the UIC-based protection mask set to allow file
access and the ACL set to deny access.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_NFS DFLT_GID
TCPWARE_NFS DFLT_UID

Specifies the default UID and GID. The server uses these defaults in the following cases:

* Receivesarequest from a user without aPROXY mapping and who is also the superuser (UID=0,
and any GID). The server replaces the superuser UID and GID with the default UID and GID.

* Processesaget attri butes request and cannot find afile's owner UIC in the PROXY
database. The server usesthe default UID and GID instead.

TCPWARE_NFS DIRLIFE_TIMER

Sets when to delete internal directory cache data structures. Specify the interval as OpenVMS delta
time. The default is 3 minutes.

TCPWARE_NFS DIRREAD_LIMIT

Sets the maximum size in bytes for each file read while processing aget attri but es request. If
the estimated file size exceeds this value, TCPware does not read the file to determine its exact size
and returns an estimated size instead. The estimated file size is always larger than the exact size. The
- 1 default turns off file size estimation.

This parameter applies only to filesystems exported with the /CONVERT option (the default). A
value of 0 disables TCPware from determining exact file sizes on requests.

This parameter may provide the NFS Client with inexact file sizes. Thisis not a problem, but may
affect some applications.

TCPWARE_NFS DIRTIME_TIMER

Setsatimeinterval that determines when the server updates the directory access time between NFS
operations. Specify theinterval as an OpenVMS delta time. The default is 30 seconds.

TCPWARE_NFS DYNAMIC_EXPORT

Rel oads updates to the shared database on the cluster automatically when you set thislogical to
CLUSTER:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_NFS_DYNAM C_EXPORT CLUSTER

The server uses|ocksto communicate changesto all the serverson the cluster. The defaultis LOCAL
(not to use locks).
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TCPWARE_NFS DYNAMIC_PROXY
Enables dynamic PROXY database rel oading.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_NFS_DYNAM C_PROXY keywor d[, keywor d]
The keywords are

* CLIENT -- enables Client reloading
* SERVER -- enables Server reloading

* NOCLIENT and NOSERVER -- when used with the ADD PROXY or REMOVE PROXY
commands overrides the logical setting

TCPWARE_NFS_FILE_CACHE_SIZE

Determines the maximum number of files allowed to have attributes in cache at any onetime. The
number must be larger than the SY SGEN parameter CHANNELCNT. The value must also be larger
than the number of combined TCP and UDP threads.

TCPWARE_NFS_LOG_CLASS

Enables the type of information written to the log file TCPWARE:NFSSERVER.LOG. This
parameter is a bit mask value (in decimal).

TCPWARE_NFS NOCHECKSUM

Enables or disables checksum generation for UDP datagrams. This parameter is a boolean value.
When the valueis O (false), the server generates checksums for outgoing datagrams. When the value
is1 (true), the server does not generate checksums. Enabling checksums maintains data integrity, and
is the default.

Note! Disabling checksums may increase system performance but could have an adverse affect on
certain NFS clients.

TCPWARE_NFS OPENFILE_TIMER

Setsatimeinterval (in deltatime) afile remains open after you last accessed it. You do not need to
open and close it for each request. The default is six seconds.

TCPWARE_NFS PCNFSD_DFLTPRTOPT

Specifies the default print options when submitting a spooled print job for printing. The logical for
NFS_PCNFSD_DFLPRTOPT is TCPWARE_PCNFSD_DFLTPRTOFPT.

TCPWARE_NFS_PCNFSD_ENABLE

Enables (value of 1) or disables (value of 0) the PCNFSD services support. A value of 3 enables print
spooling of files on the server without enabling PCNFSD authentication. The logical for
NFS_PCNFSD_ENABLE is TCPWARE_PCNFSD_ENABLE.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_NFS_PCNFSD_JOB_LIMIT

Specifies the maximum packet size of the information displaying the queued print jobs. Some
systems require this limitation.

Note! If the actual queued job information exceeds the byte limit set by this parameter, TCPware
truncates the information.

Thelogical name for NFS_PCNFSD_JOB_LIMIT is TCPWARE_PCNFSD_JOB_LIMIT. If this
logical is not defined, TCPware determines the size of the packet at run-time.

TCPWARE_NFS PCNFSD_PRINTER

Specifies the print queue you want used if the NFS client does not specify a printer. Thisisan
optional parameter and the default is SY SSPRINT when the client does not specify a printer (most
clients specify the printer). Thelogical for NFS PCNFSD_PRINTER is
TCPWARE_PCNFSD_PRINTER.

TCPWARE_NFS_PCNFSD_PRINTER_LIMIT

Specifies the maximum packet size of the information displaying the printers known on the server.
Some systems require this limitation.

Note! If the actual printer information exceeds the byte limit set by this parameter, TCPware
truncates the information.

Thelogical for NFS_PCNFSD_PRINTER_LIMIT is TCPWARE_PCNFSD_PRINTER_LIMIT. If
thislogical is not defined, TCPware determines the size of the packet at run-time.

TCPWARE_NFS_PCNFSD_SPOOL

Specifies the name of the PCNFSD print spool directory asa UNIX style pathname. The directory
must be an exported directory. Thisis, the directory must be an entry in the EXPORT database, or a
subdirectory of an exported directory. The logical for NFS_ PCNFSD_SPOOL is
TCPWARE_PCNFSD_SPOOL.

Because you export different OpenVMS directories to different clients with the same path, itis
possible for the NFS_PCNFSD_SPOOL parameter to refer to different OpenVMS directories
depending on which PCNFSD client requests the print spooling services.

TCPWARE_NFS_PORT
Setsthe TCP and UDP port through which the NFS, MOUNT, and PCNFSD protocols receive data.
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TCPWARE_NFS SECURITY

Enables various security features. This parameter is adecimal bit mask value.
Caution!Do not use bits 0 and 1 for PC clients using PCNFS.

If you use PC-NFS printing with mask value=2, add an entry to the EXPORT database
for each client subdirectory (not just a single entry for the spool directory.) The pathname
listed in the EXPORT database should be the NFS_PCNFSD_SPOOL parameter value
concatenated with the name of the client subdirectory.

If you set bit 5, PC-NFS users can print to batch queues. This may present a security
risk, since users could submit batch jobs under a privileged (or another) user by forcing
the UID/GID values of their choice.

Disabling use of the intrusion database for PCNFSD, by setting bit 6, affects all exports.

A bit mask 8 value of 128 disables PCNFSD deletion of printed files from the spool
directory.

TCPWARE_NFS TCP_THREADS

Controls the number of simultaneously serviced requests received over TCP connections the server
can support. The server requires athread for each TCP request it receives. Thisthread isactive for the
amount of time it takes the server to receive the request, perform the operation, and send areply to
theclient.

The more threads the server supports, the better the performance.

Note! The number of threads has no impact on the number of TCP connections the server
supports.

TCPWARE_NFS UDP_THREADS
Thisissimilar to the NFS_TCP_THREADS parameter but relates to UDP threads.

TCPWARE_NFS XID_CACHE_SIZE

Sets the maximum number of XID cache entries. The XID cache prevents the system from
transmitting false error messages for operations such as delete, create, rename, and set attributes.

Set the NFS_XID_CACHE_SIZE parameter to at least twice (2 times) the largest of the number of:

* NFSclients using the NFS Server
¢ UDP threads (as set by the NFS_UDP_THREADS parameter)
* TCPthreads (as set by the NFS_TCP_THREADS parameter)

The parameter sets the size of both the UDP and TCP XID caches (each protocol has a separate X1D
cache).
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TCPWARE_PCNFSD_DFLTPRTOPT

Specifies the default print options when submitting a spooled print job for printing. The logical for
NFS_PCNFSD_DFLPRTOPT is TCPWARE_PCNFSD_DFLTPRTOPT.

TCPWARE_PPPD_DEBUG_LEVEL

When you specify the DEBUG (or -D) option, it debugs at level 5 (display up to warning and
significant events). For more informational and debugging information, raise the debug level to 7.

TCPWARE_PPPD_OPCOM_LEVEL

For a detached process, raise the message level for OPCOM messages. By default, it is set to 4 to
report fatal and error messages. Raiseit to 5 to monitor the significant eventsin PPPD, or even higher
for more detail.

TCPWARE_QUOTE

Defines the quote for the server. Thislogical can be either a string or a filename that includes the
quote text. Prefix afilename with the @sign and enclose the definition or filename in quotation
marks.

You need SYSNAM or SY SPRV privileges to define the system-wide logical.

$ DEFI NE/ SYSTEM EXECUTI VE TCPWARE_QUOTE " Quot e- of - t he- day"

$ DEFI NE/ SYSTEM EXECUTI VE TCPWARE_QUOTE " @YS$MANAGER: QUOTE. TXT"
$ DEFI NE/ SYSTEM EXECUTI VE TCPWARE_QUOTE "Today' s quote is", -

_$ " @YS$SMANAGER: QUOTE. TXT"

TCPWARE_RCMD_FLAGS

Set thislogical to 1 (default = 0) to disable user-specified SYSSLOG N: . RHOSTS files (and use the
HOSTS. EQUI V file only).

TCPWARE_RCMD_OUTPUT

Setsup alog file for incoming R Services such as RCP and RSH to log messagesin the RCMD.LOG
file:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_RCVD_OUTPUT RCMD. LOG

TCPWARE_RES OPTIONS ndots ndots

Setsup to six domainsin asearch list, aswell as the minimum number of dots to recognizein a host
name to make it fully qualified. The client reads this information from two logicals you set through
CNFNET.

TCPWARE_RES RETRANS MIN

Specifies minimum retransmit time value in seconds.
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TCPWARE_RES RETRIES

Specifies retry count.

TCPWARE_SCP_VMS MODE_BY_DEFAULT Truel|Yes|1

When this logical is defined to True, Yes, or 1, the SCP command defaultsto /VMS if neither
INOVMS nor ITRANSLATE_VMS are specified.

TCPWARE_SCP2_CONNECT_TIMEOUT

Thislogical defines anumber specifying how long SCP2 should wait for a response to the
INITIALIZE command from the server program. ThisisaVMS delta time number. The default is 2
minutes.

TCPWARE_SCP2_VMS MODE_BY_DEFAULT

When defined to TRUE, YES, or 1, thislogical chooses the /VMS qualifier if TRANSLATE_VMS
or INOVMS has not been specified.

TCPWARE_SFTP_CASE_INSENSITIVE

Thislogical causes SFTP to treat filenamesin a case insensitive manner when it is defined to TRUE,
YES, or 1.

TCPWARE_SFTP_FALLBACK_TO_CBT True|Yes|1

When thislogical is defined to TRUE, YES, or 1, and files are being transferred in VM S mode, a
contiguous file will be created as contiguous best try if there isinsufficient spaceto createit as
contiguous.

TCPWARE_SFTP_FILE_ESTIMATE_THRESHOLD

Thislogical controls the minimum number of blocks that atext file must be for an estimated transfer
size to bereturned instead of an exact size. The default isto estimate the transfer size for al text
files.

TCPWARE_SFTP_DEFAULT_FILE_TYPE_REGULAR

If thislogical isdefined to TRUE, YES or 1, then the SFTP server will use a default file type of
REGULAR instead of UNKNOWN for OPEN operations. This can correct problems with filenames
without a. (dot) in them getting .dir added to them. The filename will appear with a. at the end of
the name in directory listings.

TCPWARE_SFTP_MAXIMUM_PROTOCOL_VERSION

Thislogical can be used to limit the version of the SSH File Transfer Protocol that the SFTP client
and Server use. This can sometimes provide awork-around for problems encountered with different
implementations of the protocol. The default valueis4. Protocol versions 2 and 3 are also used by
popular implementations.

B-21




PART Il Appendixes

TableB-1 TCPwareLogicals (Continued)

TCPWARE_SFTP_NEWLINE_STYLE

Thislogical controlsthe newline style that SFTP uses. Which can be helpful in transfering text files.
Thevalues are: UNIX <If>, VMS<If>, MAC <cr>. If thelogical is not defined, or defined to any
other value, then <cr><If> will be used for the text line separator as documented in the SSH File
Transfer specification.

TCPWARE_SFTP_ODS2_SRI_ENCODING

Thislogical controlswhether or not SRI encoding isused for filenames on VM S ODS-2 disks. If the
logical is not defined, or is defined to TRUE, YES, or 1 then SRI encoding is used on ODS-2 disks
for filenames that contain uppercase letters and special characters.

TCPWARE_SFTP_RETURN_ALQ TruelYes|1

When defined to TRUE, YES or 1 and files are being transferred in VM S mode, thislogical causes
the allocation quantity to be transmitted when afile is transferred. Normally this valueis only sent
when necessary to avoid having an excessive amount of space allocated to afilewhen it istransferred
from adisk with alarge allocation cluster to a disk with a small allocation cluster.

TCPWARE_SFTP_TRANSLATE_VMS FILE_TYPES number

When thislogical is defined, the SFTP server will trandate text filesto stream linefeed format so that
they are compatible with UNIX systems. The number is a bit mask, with the following definitions:

bit 0 (value 1) FIXED format files should be translated
bit 1 (value 2) VARIABLE format files should be translated
bit 2 (value 4) VARIABLE, FIXED CONTROL (VFC) files should be trandated.

These values can be added together to specify combinations of file types. Due to the way the SCP2
client isimplemented, thislogical also serves as a default for the SCP2 client.

The SCP-SERVERL1 program always translates FIXED, VARIABLE and VFC filesas it is designed
to service requests that come from UNIX systems that use the OpenSSH implementation.

TCPWARE_SFTP_VMS ALL_VERSIONS

Thislogical controls whether or not all versions of afile are returned. The values TRUE, YESor 1
will return all versions, any other value isto only return the name of the file without aversion. The
default is to return only one filename without the version number.

TCPWARE_SLIP n

The START/IP command line-specific-information parameter provides the OpenVMS device name
for the SLIPline. If you omit this parameter, TCPware assumes that the TCPWARE_SLIP_n system
logical (where nisthe controller number) defines the device.
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TCPWARE_LOCALDOMAIN

Specifies the default local domain name to be used when building To: addresses on outgoing
messages.
For example, to have messages sent to SMTP%" Joe@construction” to be delivered to

SMTP%" Joe@construction.bedrock.com”, TCPWARE_LOCALDOMAIN would be defined as
“bedrock.com”.

TCPWARE_NAMESERVERS
List of IP addresses for DNS lookups.

TCPWARE_SMTP_A1 NAME

Used in forming the username portion of return addresses for ALL-IN-1 users.

TCPWARE_SMTP_ACCEPT_UNIX_LF

Tellsthe SMTP agents to accept lines sent by some UNIX systemsthat are terminated with alinefeed
only (instead of the proper carriage-return, linefeed combination).

TCPWARE_SMTP_ALLOW_USER_FROM

Allows usersto override their From: address on outgoing mail by specifying /[FROM=xxx@yyy as
the first line of outgoing mail messages.

TCPWARE_SMTP_ALLOW_VIRTUAL_DOMAIN

Allows the use of virtual domainsin TCPware SMTP environment. Without thislogical defined,
incoming aliases are assumed to be local addresses only. If your system supports multiple virtual
domains and usesin the aliasfile to reroute traffic based on those domains, you must define this
logical.

TCPWARE_SMTP_AM_DOMAIN

Domain hame used when forming return addresses for ALL-IN-1 users.

TCPWARE_SMTP_AM_NAME

Used in forming the username portion of return addresses for ALL-IN-1 users.

TCPWARE_SMTP_APPEND_FORWARDER_TO_MX

Specifies that the default SMTP forwarder, if defined, is appended to the end of an MX list for a
target host when delivering outgoing mail.

TCPWARE_SMTP_BATCH_QUEUE
Points to the TCPware SMTP queue.
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TCPWARE_SMTP_DECNET_DOMAIN

Specifies a DECnet name used in the creation of return addresses.

TCPWARE_SMTP_DELIVERY_RECEIPTS
Enables or disables delivery receipts (value is TRUE or FALSE).

TCPWARE_SMTP_DISABLE_DELIVERY_RECEIPT_DISCLAIMER

When deliver receipts are enabled, a disclaimer isincluded in all such receipts telling the sender that
the message has been delivered, but not necessarily read. Defining thislogical preventsthe
disclaimer from being included.

TCPWARE_SMTP_DISABLE_FOLDER_DELIVERY

Disables TCPware SMTP's ability to deliver messages to user-defined foldersin their VMS Mail
files.

TCPWARE_SMTP _DISABLE PSIMAIL
If defined, causes mail sent to PSI% users to be returned with NOSUCHUSER.

TCPWARE_SMTP_ENVELOPE_FROM_HOST

Specifies the host name to be used in the SMTP envelope MAIL FROM: line. If not defined, the
default system host name is used.

TCPWARE_SMTP_FORWARDER

Specifies the domain name of the system to which all outgoing mail is forwarded for further delivery.

TCPWARE_SMTP_FROM_HOST

Specifiesthe local host name used when forming From: address on outgoing messages. If thislogical
is not defined, the system host name is used.

TCPWARE_SMTP_HEADER_ORG

Specifies the text for an Organization: header in outgoing mail.

TCPWARE_SMTP_HEADER_RETURN_RECEIPT_TO

Generates a Return-Receipt-To: header in outgoing mail. Requires the
TCPWARE_SMTP_RETURN_RECEIPT_TO_HEADER_ENABLE logical to be defined.

TCPWARE_SMTP_HEADER_SYS
Specifies the text for a System: header in outgoing mail.

TCPWARE_SMTP_HOST_ALIAS FILE

Points to the file containing alist of all the host names that should be considered local for this node
for incoming mail delivery.
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TCPWARE_SMTP_HOST_NAME

Specifies all the local host names for this node. Used to specify all virtual domains handled by this
node. Alternatively, the node names can be stored in the file TCPWARE:SMTP_HOST _ALIASES.

TCPWARE_SMTP_LOG

Specifies the output filename. If not defined, the name defaultsto
TCPWARE:TCPWARE_SMTP_LOGqueuename.

TCPWARE_SMTP_MAXIMUM_822 TO_LENGTH

Sets the maximum length of the RFC822 To: header line when delivering incoming mail to VM S
Mail users.

TCPWARE_SMTP_MRGATE_NAME
Specifies the name of the Message Router gateway.

TCPWARE_SMTP_NON_LOCAL_FORWARDER

Specifies the name of aforwarder system for non-local outgoing mail.

TCPWARE_SMTP_NO_USER_REPLY_TO
Disallows the use of user-defined Reply-To: headers in outgoing mail.

TCPWARE_SMTP_POSTMASTER
Specifies the address of the system-wide postmaster.

TCPWARE_SMTP_REJECT_INVALID_DOMAINS

Tellsthe SMTP server to reject mail from domains whose names and addresses cannot be resolved in
areverse lookup.

TCPWARE_SMTP_REPLY_TO
Specifies an address for a Reply-To: header in outgoing mail.

TCPWARE_SMTP_RESENT_HEADERS

Causes the inclusion of "Resent-*" headers in mail forwarded from aVMS Mail account using SET
FORWARD in VMS Mail.

TCPWARE_SMTP_RETRY_INTERVAL

Specifiesthe retry interval for messages waiting for an attempted redelivery. Thetimeis specified as
adeltatime.

TCPWARE_SMTP_RETURN_INTERVAL

Specifies the amount of time a given message delivery should be retried before giving up and
bouncing the message back to the sender. The time is specified as a deltatime.
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TCPWARE_SMTP_RETURN_MSG

Specifies an input filename for the return message SM TP sends when a mail message bounces.

TCPWARE_SMTP_RETURN_RECEIPT_TO_HEADER_ENABLE

Enabl es the Return-Receipt-To: header if the TCPWARE_SMTP_HEADER _RETURN_
RECEIPT_TO logicad is aso defined.

TCPWARE_SMTP_SEND_CLASS
Specifiesthe VMS broadcast class for "New mail" notifications. The default is USER16.

TCPWARE_SMTP_SERVER_DISABLE_VRFYEXPN

Disables the VRFY and EXPN commands in bitmask format to the SMTP server.
Bit 0 = VRFY; Bit 1 = EXPN.

TCPWARE_SMTP_SERVER_LOG
Enables debug logs for the SMTP server.

TCPWARE_SMTP_SERVER_RCPT_CHECK_HOST
The host name to be used in checking for local host when passing messages through the reject rules.

TCPWARE_SMTP_SERVER_REJECT FILE

Points to the file containing the rejection rules.

TCPWARE_SMTP_SERVER_REJECT_INFO

Specifiesthe level of OPCOM messages generated by the rejection rules for incoming SMTP mail. If
not defined, no messages are generated.

TCPWARE_SMTP_SUPPRESS VENDOR

Suppresses the vendor name in the SM TP server welcome banner. Define thislogical to hide the fact
that the system isaVMS system running TCPware.

TCPWARE_SMTP_SYMBIONT_LOG
Enables debug logs for the SMTP symbiont.

TCPWARE_SMTP_SYMBIONT_PURGWS _TIMER

Specifies how often the SMTP symbiont purges its working set to free up unneeded memory. The
timeis specified as a deltatime.

TCPWARE_SMTP_WINDOW_SIZE

Specifies the window size used in TCP connections when delivering mail.
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TCPWARE_SNMP_DEBUG
SNM P subagent developers uses this logical to set certain debug masks.
$ DEFI NE TCPWARE_SNWVP_DEBUG nask

TCPWARE_SSH_ALLOW_EXPIRED_PW

Allows logging in to an account when the account's password has expired due to pwdlifetime
elapsing. This appliesto all users and circumvents normal VM S expired-password checking, and
therefore should be used with caution. An entry is made into the SSH_L OG:SSHD.LOG file when
accessis alowed using this logical name.

TCPWARE_SSH_ALLOW_PREEXPIRED_PW

(SSH1) allows logging in to an account when the password has been pre-expired. This appliesto all
users and circumvents normal VM S expired-password checking, and therefore should be used with
caution. An entry is made into the SSH_L OG:SSHD.L OG file when accessis allowed using this
logical name.

TCPWARE_SSH_KEYGEN_MIN_PW_LEN

(SSH1) defines the minimum passphrase length when one is to be set in SSHKEY GEN. If not
defined, defaultsto zero. Defined by @TCPWARE2CNFNET SSH.

TCPWARE_SSH_PARAMETERS n

These parameters are used to start SSHD_MASTER. They are parameters set by
@TCPWARE:CNFNET SSH.

TCPWARE_SSH_USE_SYSGEN_LGlI

(SSH1) if defined, causes SSHD to usethe VM S SY SGEN value of LGI_PWD_TMO to set thelogin
grace time, overriding anything specified in the command line or the configuration file.

TCPWARE_SVCORDER
Contains the list of services used in the order specified.

Usethevalues™ bi nd, | ocal " (the default if the logical isnot defined) and " | ocal , bi nd" (uses
DNSif the Hosts database |ookup fails).

TCPWARE_VMSMAIL_HEADER_CONTROL

Specifies how many RFC822 headers are included in mail delivered to VM S Mail users. Values can
be ALL, MAJOR, and NONE.

TCPWARE_VMSMAIL_LOCASE_USERNAME

L owercases the username portion of outgoing addresses.

B-27




PART Il Appendixes

TableB-1 TCPwareLogicals (Continued)

TCPWARE_VMSMAIL_NO_EXQUOTA
Deliversincoming mail to local VM S Mail users without using EXQUQOTA.

TCPWARE_VMSMAIL_REPLY_CONTROL
Specifies which header to use to determine the sender of a message ("Reply-To:" or "From:").

TCPWARE_VMSMAIL_USE_RFC822 TO_HEADER

Sets the maximum length of the RFC822 To: header line when sending outgoing mail. The default is
1024. The range can be set from 256 to 65535.

TCPWARE_TCLB_BIAS

Define thislogical with amultiplier and an addend as two values of thelogical. Both are real
numbers.

You can use these values to bias aload offered to the host. For example, the following command
doubles the observed |oad and adds 1.5 users:
$ DEFI NE / SYSTEM TCPWARE_TCLB BI AS "2.0","1.5"

TCPware re-translates thislogical before it sends each response. This means that some other process
can change it dynamically or you can set it statically.

TCPWARE_TELNET_WINDOW

Specifies the window size that the TELNET server offersto the peer. The default value is 4096. If the
vaueislessthan 512, TELNET uses 4096.

TCPWARE_TELNETD_DEFCHAR

Sets up the default terminal characteristicsfor TELNET sessions. You can avoid having to change the
SYSGEN TTY_DEFCHAR and TTY_DEFCHAR?2 fields system-wide. Thislogical forces the
hangup bit set. To prevent the forcing of the hangup bit set, use the
TCPWARE_TELNETD_NO_FORCED_HANGUP logical.

TCPWARE_TELNETD_FLAGS

Setting either bit 0 or 1 canimprove server performance and reduce system processing overhead. The
default valueis 1.

Note! Doing so means you are not adhering to the TELNET protocol.
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TCPWARE_TELNETD_INTRO_MSG

Defines aspecial message that appears whenever auser attempts access to the host through TELNET.
Use thislogical to issue warnings such as "Authorized Use Only" for remote logins.

If the TCPware ACE/Client is enabled and the user is designated for Token Authentication, the user
is also prompted for the PASSCODE in addition to the username and password.

Kerberos password protection is also available for the TELNET service.

TCPWARE_TIMED_EXCLUDE

Determines the networks excluded from clock synchronization, either in network addresses or names.

TCPWARE_TIMED_INCLUDE

Determines the networks included in clock synchronization, either in network addresses or names.

TCPWARE_TIMED_MODE
Determines if the current host isaMASTER, FIXED MASTER, or SLAVE.

* MASTER (primary) -- broadcasts time synchronization requests, calcul ates the time differences
and averages, and sends "adjust time" messages.

* FIXED MASTER (fixed primary) -- provides absol ute time stamps to newly started dependent
TIMED hosts.

¢ SLAVE (dependent) -- isthe recipient of primary "adjust time" messages.

TCPWARE_TIMEZONE
Thislogical can have two equivalence strings:

¢ +hhmmss
hh arethehours mmaretheminutes ss are the seconds offset from the universal time
(Um).
+ isfor east of the central meridian, - isfor west. For example: +04: 00: 00 isfour hours
east of the central meridian at Greenwich.
Another example: eastern standard time (EST) is five hours west of UT, so the offset is -
0500.

¢ name an optional name for the time zone. For example: EDT for Eastern Daylight time. Can be

one of the following:

Universal Time--UT, UTC, or GMT
North American Time--EST, EDT, CST, CDT, MST, MDT, PST, PDT
Military Time--Any single uppercase letter A through Z except J (this format is not
recommended)
Any other character sequence
The name is not validated and may be used by applications to report the local time zone.

B-29



PART Il Appendixes

TableB-1 TCPwareLogicals (Continued)

TCPWARE_TSSYM _gname

Defines the parameters normally set with the /ON qualifier. Since you cannot use
/AUTOSTART_ON together with the /ON qualifier to initialize aterminal server print queue, you
need to define TCPWARE_TSSYM _gname for this purpose.

$ DEFI NE / SYSTEM TCPWARE_TSSYM gnane "host, port[,option...]"

TCPWARE_TSSYM_* RETRY_INTERVAL

Defines the interval at which the symbiont retries to make a connection to a printer after an attempt
fails. The default is 0::15 (15 seconds delta time).

TCPWARE_TSSYM_*_TIMEOUT

Defines the time it takes for a print job to abort if the connection to the printer is never established.
The default timeout isinfinite (it never times out).

TCPWARE_TSSYM_gname RETRY _INTERVAL

Same as TCPWARE_TSSYM_* RETRY_INTERVAL, but for a specific queue only, and overrides
TCPWARE_TSSYM_*_RETRY_INTERVAL.

TCPWARE_TSSYM_gname TIMEOUT

Same as TCPWARE_TSSYM_* TIMEOUT, but for a specific queue only, and overrides
TCPWARE_TSSYM_*_TIMEOUT.

TCPWARE_VMSLPRSMB_ gname PRECONN

Makes the connection to the printer before processing the file. Normal behavior isto make the
connection to the printer after processing thefile.

TCPWARE_VMSLPRSMB_gname RETRY_INTERVAL

Same as TCPWARE_VMSLPRSMB_* RETRY_INTERVAL, but for a specific queue only, and
overrides TCPWARE_VMSLPRSMB_* _RETRY_INTERVAL.

TCPWARE_VMSLPRSMB_gname TIMEOUT

Same as TCPWARE_VMSLPRSMB_* TIMEOUT, but for a specific queue only, and overrides
TCPWARE_VMSLPRSMB_*_TIMEOUT.

TCPWARE_VMSLPRSMB_*_RETRY_INTERVAL

Defines the interval at which the symbiont retries to make a connection to a printer after an attempt
fails. The default value for aretry interval is 2 minutes (:2 in deltatime).

Note! A connection failure can take 1.5 minutes to time out, which is not included in this interval
value.
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TCPWARE_VMSLPRSMB_* TIMEOUT

Defines the time it takes for a print job to abort if the connection to the printer is never established.
The default timeout isinfinite (it never times out).

UCX$DEVICE
Defined asBG  (the name of the UCX device drive).

UCXS$INET_HOST
Defined to be the host name (the same setting as TCPWARE_DOMAINNAME).

UCX$IPC_SHR
Provides the linkage to the TCPware version of the UCX$IPC_SHR Run-Time library.
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Introduction

Glossary

This chapter provides a glossary of terms found throughout the TCPware for OpenVMS

documentation set.

Glossary of Terms

access control list (ACL)

OpenVMS list containing access rights for users.

access restrictions

Restrictions on a TCP application's usage, either incoming or
outgoing.

active open

Actively opens a connection. TCPDRIVER sends segmentsto
establish a connection to the destination host and port number for
an active open request. To establish a connection, a passive open
must usually be pending on the destination host.

Address Resolution
Protocol (ARP)

Protocol used to map internet addresses to physical hardware
addresses used on Ethernet and FDDI. See Fiber Distributed Data
Interface and Reverse Address Resol ution Protocol.

Ancillary control process
(ACP)

A process that acts as an interface between user software and an
1/O driver. An ACP provides functions supplemental to those
performed in the driver, such as file and directory management.

application program

Programming interface to an application, such as the TCPware

interface (API) SNMP Extendible Agent MIB API, ACE/Client API for Token
Authentication, or the interface between aterminal emulation
program and the TES Client software.

ARPANET First entity to implement TCP/IP. ARPANET isthe DARPA
internet that served as the backbone for TCP/IP research. TCP/IP
was so successful in the ARPANET that DARPA designated
TCP/IP as a networking standard.

Asynchronous Transfer See Classical IP over ATM.

Mode (ATM)

attributes data file (ADF)

Specia filein the NFS Client that maintains the attributes for an
OpenVMS datafile. These files appear on the server as
. $ADF$f i | enane, athough the client system cannot see them.
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Glossary of Terms (Continued)

authenticator

The Kerberos protocol uses authenticators to prevent
eavesdroppers from stealing aticket. The client sends a new
authenticator with each request for service from aserver. An
authenticator consists of the client's name, client's |P address, and a
timestamp showing the current time.

automounting

Automatic and transparent mount in NFS that mounts a filesystem
when accessing it.

Autonomous System
(AS)

Set of routers under a single technical administration, using an
internal protocol and common metrics to route packets within the
AS, and an external protocol to route packetsto other ASs. The
NIC assigns AS numbers.

background mount

Attempts to mount afilesystem on the NFS client made at least
once at varying intervals and specified number of retries. See
multicasting.

big-endian

Format for storage of binary data where the most-significant byte
comes first. The Internet's standard byte order is big-endian. See
little-endian and network byte order.

Border Gateway Protocol
(BGP)

Exterior routing protocol used to exchange routing information
between multiple transit Autonomous Systems (ASs) as well as
between transit and stub ASs.

broadcasting

Packet delivery system that provides a copy of agiven packet to all
hosts attached to the network. For example: Ethernet and FDDI.
See multicasting.

Classical IP over
Asynchronous Transfer
Mode (CLIP)

A way of sending | P datagrams over ATM protocol lines.

Classless Inter Domain
Routing (CIDR)

Protocol developed in 1992 by the Internet Engineering Steering
Group that eliminates address class distinctions and depends on
address masks that fall on bit instead of byte boundaries. The
strategy assigns blocks of Class C addresses to Internet providers
and has the providers "subnet mask" the addressesin further units
to organizations. This also sharply reduces the growth in routing
tablesin Internet routers beyond their manageable capacity.

client-server model

Concept used to describe the application layer protocols. The
process that initiates a service is the client (or user). The process
that provides the service isthe server. A client and a server can be
on different hosts or on the same host.

Glossary-2




Glossary

Glossary of Terms (Continued)

cluster dias failover

System whereby anode in aVVMScluster (the "alias") can accept
incoming connection requests for a server if the servicing node
goes down. Used primarily with the Network File System (NFS).

Compressed SLIP
(CSLIP)

See Serid Line IP (SLIP).

connectionless service

Servicethat presents data complete with a destination address, and
the network deliversit on a best-effort basis, independent of other
data exchanged between the same pair of users. Examplesinclude
IPand UDP.

connection-oriented
service

Servicethat implements a connection-setup procedure beforeit can
exchange data between two users. Connection-oriented services or
protocols provide data transfer that isreliable, ordered, full-duplex,
and flow-controlled. TCP is a connection-oriented service.

data circuit-terminating

Term the X.25 protocol standards use that applies to switching

equipment (DCE) equipment that forms a packet switched network to distinguish it
from the computers or terminals that connect to the network.
datagram Single message unit IP uses over an internet and consisting of

protocol headers and data.

dataterminal egquipment
(DTE)

Term X.25 protocol standards use that applies to computers and/or
terminalss, to distinguish them from the packet switching network
to which they connect.

deltatime

The deltatime syntax is:
dddd hh:mm:ss.cc

* dddd isthe number of days (0-9999); if less than one day, specify
zero (0); follow with a blank space.

« hh is the number of hours (0-23).
* mmisthe number of minutes (0-59) preceded by a colon (:).
* ssisthe number of seconds (0-59) preceded by acolon (:).

« cc isthe number of hundredths of a second (0-99) preceded by a
period (.).

You can truncate a delta time on the right. You can omit fieldsin
the time format as long as you include the punctuation that
separates the fields. You must specify the days field even if you
omit all timefields.
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Glossary of Terms (Continued)

domain namespace

Naming hierarchy. A domain name consists of a sequence of
names (labels) separated by periods (.). The following are
examples of domain names:

NS.NASA.GOV C.NYSER.NET BBN.COM

Domain Name System
(DNS)

System that allows access to a distributed, hierarchical database of
internet addresses, hostnames, and other information throughout
the Internet.

duress PIN Specia PIN to useif you are being compromised during the login
process. Used with the token authentication system.
Dynamic Host Protocol that centralizes and automates TCP/IP network

Configuration Protocol
(DHCP)

configuration. The DHCP Server dynamically allocates IP
addresses for hosts on the network from an available pool of
addresses. In this way, new hosts or hosts that are frequently
relocated can automatically get new | P addressesfor acertain lease
period. DHCP is an extension of the Internet Bootstrap Protocol
(BOQTP).

dynamic routing

See Gateway Routing Daemon.

encryption Transformation of plain text into unintelligible text.

EXPORT database Database on the NFS server system that controls which filesystems
the server is able to export to aclient.

exporting Making a network filesystem available to mount on a client system

by listing it in the "export" database.

Exterior Gateway
Protocol (EGP)

Exterior routing protocol that moves routing information between
Autonomous Systems (A Ss).

External Data
Representation (XDR)
Protocol

Standard that resolves differences of data representation between
different operating systems and hardware architectures.

Fiber Distributed Data
Interface (FDDI)

Set of ANSI/ISO standards that define a high-bandwidth

(100 Mb/s) general-purpose LAN. It provides synchronous and
asynchronous services between computers and peripheral
equipment in a timed-token passing, dual ring of trees
configuration.

File Sharing Services
(FSS)

NetWare service that lets you access OpenVMS directories, files,
and printers using DOS facilities.

File Transfer Protocol
(FTP)

Application level protocol that allows a user on aclient host to log
into aserver host and perform file functions.
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Glossary of Terms (Continued)

filename mapping

Process in NFS of mapping filenames between OpenVMS and
UNIX so asto preserve the respective systems filenaming
conventions.

filesystem Method for recording, cataloging, and accessing fileson aclient or
server system.
flat namespace In flat namespace naming, a system selects object names from a

single set of strings rather than a hierarchical organization of
strings. The following hostnames are exampl es:

ALPHA RESEARCH TULIP

Gateway Routing
Daemon (GateD)

Manages multiple routing protocols, including the Routing
Information Protocol (RIP), Local Network Protocol (HELLO),
Router Discovery Protocol, Open Shortest Path First (OSPF)
protocol, Exterior Gateway Protocol (EGP), and Border Gateway
Protocol (BGP).

gateway

Device used to connect two or more networks to form an internet.
A gateway also has an internet address for each connected
network, and performs routing functions.

GROUP database

Database on the NFS Client that authorizes a client's group access
to the remote host's filesystems. The database contains the group
number and the VM S group identifier corresponding to the remote
group identifier in the UNIX / et ¢/ gr oup file.

group ID (GID)

Group identification on the UNIX NFS host.

HELLO

Also called the Local Network Protocoal, it is an interior protocol
that uses delay as the deciding factor when selecting the best route.
Delay is the round-trip time between source and destination.
HELLO isnot currently widely in use.

host

Unique, addressable entity that is part of an internet. A multiuser
minicomputer and aterminal server are examples of hosts.

host byte order

Standard a host uses for storage and transmission of integers that
specifies that either the least significant byte or most significant
byte appears first. Sending machines must translate from their host
or local machine integer representation to network byte order.
Receiving machines must translate from network byte order to the
local host or local machine representation. See big-endian and
little-endian.
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Glossary of Terms (Continued)

host equivaence files

Security access files on a Berkeley R Commands server host used
to authorize accessto services by other hosts or users. Thefileslist
hostnames (and, optionally, usernames) and indicate which remote
hosts and users have equivalent access as local users. These
include RHOSTS. and HOSTS. EQUI V files.

hostname

Name assigned to a host. These names are for user convenience
and asystem mapsit to an internet address. Host names may either
be from a flat namespace or the domain namespace.

A hosthame is a mnemonic given to a host for the purpose of
identifying it. Because the TCP/IP protocols only understand
internet address, they must "trandate" these hostnames into
internet addresses. TCPware supports two means for translating a
hostname into an internet address (or vice versa); the HOSTS. file
and Domain Name System (DNS).

The HOSTS. file supports any naming conventions you wish to
use. Typically, use of aHOSTS. fileinvolves using aflat
namespace. For larger networks and the Internet, systems now
more commonly use the Domain Name System (DNS).

idempotency

Remote Procedure Call (RPC) jargon for performing an operation
more than once with identical results and without causing any
harm.

For example, an NFS server receives a delete file request from a
client, deletes the file, and sends a success reply, but the network
loses the reply before it reaches the client. Because the client does
not receive areply, it sends the delete file request again. Rather
then process the request again and send a false error message
stating that the file does not exist, the server simply retransmitsthe

origina reply.

instance

In Kerberos authentication, identifies an instantiation of a principal
name, such as the name of the system running a server.

internet

Network formed by connecting dissimilar hosts and networks with
TCP/IP protocols. When capitalized (Internet), this term refersto
the ARPANET, the DARPA internet that forms the backbone of
internet research.
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internet address

Unique 32-bit value assigned to each host in aninternet. All
internet communications with a particular host use its internet
address. TCPDRIVER, UDPDRIVER, IPDRIVER,
INETDRIVER, and BGDRIVER useinternet addresses to identify
a host on the network. Each host on the network assumes a unique
internet address. Internet addresses are 32-bit values. Internet
addresses are in reverse VAX byte order (the most significant byte
of theinternet addressisin the least significant byte of the
longword value).

Internet Control Message
Protocol (ICMP)

Performs a function of IP by providing a communications facility
for gateways and hosts.

Internet Message Access
Protocol (IMAP)

Allows IMAP-compliant mail programs to access messages stored
remotely asif the storage were local.

Internet Protocol (IP)

Basis of TCP/IP, providing the network interface and message
routing services for the higher level protocols.

Internet Printing Protocol
(IPP)

The I PP print symbiont is an OpenVMS print symbiont working
with the OpenVMS printing subsystem to implement an |PP
Client. It allows printing over anetwork to printers and serversthat
support the IPP v1.0 network printing protocol.

IP routing Mechanism provided by 1P to deliver datagrams from the source to
the destination.

IP Security Option U.S. Department of Defense standard for protecting datagrams

(IPSO) over the network.

Kerberos Authentication system for open systems and networks. Kerberos

uses a set of encrypted keys and tickets for authentication.
Kerberos provides network security by regulating user accessto
networking services.

Key Distribution Center
(KDC)

An alternate name for the Kerberos Server.

layer The TCP/IP protocol suite consists of three layers of services that
rest on alayer of hardware.

little-endian Format for storage of binary datain which theleast significant byte
comes first. The VAX, Alphaand 164 byte order islittle-endian.
See also big-endian.

load balancing Also known as TCP/IP load balancing. The system whereby the

server changesthe preferred order of accessto systemsinaTCP/IP
cluster in response to their observed load.
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local area network (LAN)

Two or more hosts connected by the same communications
medium. The hosts typically span a small geographic area such as
asingleroom or building.

Management I nformation
Base (MIB-II)

Most recent MIB version for the SNMP protocol. A collection of
dataresiding on the SNMP agent host and organized into groups.
Each piece of datawithin agroup is a management object.

mask, address or network

32-bit internet address, where the network number is set to all bits
one and the host number is set to al bits zero. Hosts and gateways
use the network mask to route internet packets by extracting the
network number of an internet address, and comparing the network
number with their own routing information to determine if the
packet is bound for alocal address.

master file directory

"Root" directory (J000000]) in OpenVMS that is the default mount

(MFD) point for an NFS filesystem.

mount NFS protocol that providesfile handles for server access and keeps
track of mounts.

mount point Point on the remote NFS directory tree that you are interested in
mounting or the point on the local directory tree where the remote
filesystem is "attached."

mounting Processin NFS of "attaching" a server filesystem to the file
structure of aclient to make it accessible using the client's normal
operating facilities.

multicasting Specia form of broadcasting that delivers copies of the packet to
only asubset of all possible destinations. See broadcasting.

multiplexing smission of a number of different messages simultaneously over a
single circuit.

multithreading Ability to service transactions from many clients simultaneously.

network Element of an internet in which two or more hosts are connected

with the same communications medium. A LAN is an example of
an internet network element.

network byte order

Internet standard for transmission of integers that specifies most
significant byte appears first. Sending machines must translate
from the local integer representation to network byte order, and
receiving machines must translate from network byte order to the
local machine representation. Equivalent to big-endian. See little-
endian.
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Network Control Utility
(NETCU)

TCPware's utility program system managers and operators use to
configure and control networks that run TCPware.

Network File System
(NFS)

Application layer protocol developed by Sun Microsystems, Inc.
that provides access to aremote computer'sfiles as if they were
local files.

Network I nformation
Center (NIC)

Central organization of a network with the authority to create
network names and addresses. NIC.DDN.MIL isthe specific
Internet NIC that holds the authority to create root servers.

Network Lock Manager
(NLM) and Status
Monitor (NSM)

The way in which the Network File System (NFS) supportsfile
locking. Many NFS client systems support file locking, even onthe
record and byte level, as long as the byte ranges do not overlap.
File locking on the Server is multithreaded, where the Server can
satisfy more than one lock request at atime. The NSM cooperates
with other status monitors on the network to notify the NLM of any
changes in system status (such as when a crash occurs).

Network Print Services
(NPS)

NetWare service that lets OpenVMS users print their files on any
printer connected to NetWare LANS.

Network Time Protocol Protocol that synchronizes timekeeping among a set of distributed
(NTP) time servers and clients.
NSLOOKUP Utility that queries information from DNS servers, based on RFCs

1034 and 1035.

occluded mount

Action in NFS where afilesystem mounts on a subdirectory of an
existing mount point so that previously visible subdirectories and
files of the original mount are no longer visible.

ONC RPC Services

Software development tool with which programmers can build
distributed applications on VAX computers.

Open Shortest Path First
(OSPF) Protocol

Interior gateway protocol that distributes routing information
between routers in a single Autonomous System (AS). OSPF
chooses the least cost path as the best path.

overmounting

Action in NFS where afilesystem mounts on top of an existing
mount point.

packet

Single message as it appears to the physical network.

packet filtering

Restricts the datagrams that an interface can receive.
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Packet Switching Data

A PSDN consists of widely separated packet switching exchanges

Network (PSDN) and (PSESs). PSEs connect through public or private telephone

packet switching networks or leased lines. PSEs contain data circuit-terminating

exchange (PSE) equipment (DCE).

Passcode Combination of your PIN and the tokencode. Used with the token
authentication system.

passive open Passive open "listens’ and waits for arequest from aremote host to
establish a connection. You can fully or partially specify passive
opens. Use partially specified opens when you do not know the
reguesting host. Note that a passive open does not send requeststo
establish a connection until the system receives a request from
another host.

pathname Directory path in aremote NFS filesystem.

PCNFSD NFS authentication server to allow remote printing over NFS.

PC-peer Synchronized host in the Network Time Protocol (NTP), whichis
either atime server or client and isidentified by arelative NTP
strata number.

PIN Your personal identification number and part of the token
authentication system. The PIN consists of four to eight
a phanumeric characters.

PING Packet InterNet Groper, autility that tells you whether ahost is up

and whether you can reach it. The PING utility usesthe ICMP
echo and echo reply messages.

Point-to-Point Protocol
(PPP)

Protocol whereby you can send |P datagrams over serial links,
including LAT or modem connections. PPP is an enhancement to
the nonstandard Seria Line IP (SLIP) interface, providing self-
contained error detection and automatically negotiated header
compression. It also provides authentication through the Password
Authentication Protocol (PAP) or Challenge Handshake
Authentication Protocol (CHAP).

port and port number

Abstract point through which a datagram passes from the host
layer to the application layer protocols. Port number is a number
the network drivers use to name the ends of logical connections.
Port numbers are 16-bit values. Some standard server port numbers
are21 for FTPR, 23 for TELNET, and 25 for SMTP. Servers
generally use the port numbers from 0 to 255. User port numbers
start at 1024. Specify port numbersin norma VAX byte order,
unlessindicated otherwise.
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Post Office Protocol

Multithreaded server that can handle up to 31 simultaneous client

Version 3 (POP3) connections. POP3 does not perform any mail delivery functions
but simply allows clients (mostly PCs) to retrieve new mail from
local inboxes.

principal Kerberos client and server names in the format

nane. i nst ance@ eal m For clients, nameisthe user'slogin
name; for servers, name is the service name. See instance and
realm.

print symbiont

Privileged process used to manage a queue of jobs sent to alocal or
remote printer.

Product Authorization
Key (PAK)

HP's product licensing mechanism.

protocol

Standard that defines how computers on a hetwork communicate
with each other.

PROXY database

Database on the NFS client or server system that authorizes a
client's access to the remote host's filesystems. The database
contains the UNIX identity of its client, consisting of a UID and
GID.

Quote-of-the-Day service
(QUOTED)

TCP-based character generator service that listens for TCP
connections on TCP port 17. Once you establish a connection, the
service sends a short message. The service then throws away any
datait receives and closes the connection.

realm

In Kerberos authentication, the name of a group of machines, such
asthose on aLAN, identifying the Kerberos administrative
domain.

Record Management
Services (RMS)

Set of operating system procedures called by programsto process
files and records within files. Defines rules about how to store
recordsin files.

Remote Compact Disk
(RCD)

Utility that provides accessto CD-ROM drives on remote TCP/IP
systems.

Remote Copy Program
(RCP)

UNIX-like command with which you can copy files over the
network.

Remote Login Protocol

See TELNET.

Remote Magnetic Tape
(RMT)

Utility that provides access to magnetic tape drives on remote
TCP/IP systems.
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Remote Procedure Call
(RPC)

Set of protocols developed by Sun Microsystems, Inc. These
protocols allow programs to invoke procedures on remote hosts as
if the procedures were local. See ONC RPC Services.

Request for Comments

Documents submitted to the Internet governing board to define

(RFC) Internet standards.

resolver A Domain Name System (DNS) client that communicates with a
DNS server to resolve a host name and internet address. The client
does not maintain adatabase. The client only sends queries; it does
not answer them.

resource record Entry in aDomain Name System (DNS) database files.

Reverse Address Protocol used to map the physical hardware addresses to the IP

Resolution Protocol address (used on Ethernet and FDDI). Diskless machines use this

(RARP) protocol to find their IP addresses from the server.

rlogin Remote login; aBerkeley UNIX system service that allows users

of one machine to connect to other UNIX machines across the
Internet and interacts asif their terminals were directly connected
to the machines. The software passes information about the user's
environment, such asterminal type, to the remote machine.

Router Discovery
Protocol

IETF standard protocol used to inform hosts of the existence of
routers without having hosts wiretap routing protocols such as RIP.
Used in place of, or in addition to statically configured default
routesin hosts.

Routing Information
Protocol (RIP)

Distance-vector protocol for distributing routing information at the
local network level of the Internet. In distance-vector routing, each
router transmits destination addresses and costs to its neighbors.

Serial Line P (SLIP)

A point-to-point protocol used when you need to route TCP/IP
traffic over aseria line instead of an Ethernet cable. You most
commonly use SLIP to connect systems on two Ethernet networks
some distance apart. Compressed SLIP (CSLIP) isused to
compress the TCP/IP headers only (and not the data) over the SLIP
line.

server

Host providing aservicein arelationship between two cooperating
processes.

Simple Mail Transfer
Protocol (SMTP)

Application layer protocol that provides an electronic mail facility
to aninternet.
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Simple Network
Management Protocol
(SNMP)

Allows network management stations to obtain timely information
about the network activities of OpenVMS server hosts. The
information describes such things as routing, line status, the
volume of network traffic, and error conditions.

sliding window

Characteristic of protocolsthat allow the sender to transmit upton
packets before an acknowledgment arrives. After the system
receives an acknowledgment for the first packet, the sending
protocol slides the packet window along the stream and sends
another packet.

socket

Abstraction first provided by Berkeley BSD UNIX that allows a
process to have access to the Internet. A process opens a socket,
specifies the desired service (reliable stream delivery, datagram
delivery, IP) connects the socket to a specified destination, and
then sends or receives data.

Socket Library

Collection of VAX C (on VAX machines) and DEC C (on Alpha
and 164 machines) subroutines that closely emulates the UNIX
socket functions.

SSH

Abbreviation for Secure Shell. See Accessing Remote Systems
with the Secure Shell (SSH) Utilities.

statel essness

Ability not to have to maintain information from a previous request
to process anew one. The Network File System (NFS) isan
example of a stateless operation.

stratum

Number for a peer in the Network Time Protocol (NTP) that
identifies the relative hierarchy of the peer. Lower strata peers act
astime serverswhile higher strata peersare clients who adjust their
time clocks according to these servers. An Internet Time Server
(ITS) on the network is assigned stratum 1 because it has radio-
clock-generated time based on Universal Coordinated Time
(UTC).

stream service

TCP service that transfers datain a continuous flow, without the
use of markers to show the beginning or end of messages.

STREAM-LFfile

Record structure OpenVMS uses where it views the file's records
as a continuous stream of bytes delimited by aline feed (LF)
character.

subnetwork (subnet)

Subdivision of a network used to provide a meansto logically
group hosts within alarge network.
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subnet mask Thirty-two-bit internet address created by taking bits from the host
number and using them to extend the network mask. Hosts and
gateways local to a subnet use the subnet mask for local routing.

superuser UNIX or NFS user having almost unlimited privileges. The
superuser usually hasa User ID (UID) of O.

symbiont Process that transfers record-oriented data to or from a device. For
example, an output symbiont transfers data from disksto line
printers. See print symbiont.

TALK Utility that allows users to exchange messages they type in their
terminal windows with other local or remote users.

TELNET Application layer protocol that allows a user at a client host to log

into aserver host. The user's terminal at the client host appears to
the server as a directly connected terminal.

Terminal Emulation
Services

Transport protocol that provides NetWare workstations access to
any OpenVMS systems.

Terminal Server Print
Services

Provides an efficient way for OpenVMS users to send print
requests to printers attached to TCP/IP-based terminal servers.
Users on the host can easily gain access to printers attached to a
terminal server asif they were any other OpenVMS printer.

ticket

Kerberos authentication entity that allows a user to prove his
identity to an application server by way of athird-party (Kerberos)
server.

Time Synchronization
Protocol (TSP), or
TIMED

Protocol that synchronizes the clocks of the various hostsin a
LAN. Also know ast i med.

TN3270

Mode used in TELNET to communicate with IBM 3278-n terminal
models.

token authentication

An authentication system that allows you to set additional security
restrictions on your FTP, TELNET, RLOGIN, and SET HOST
logins. Authentication takes place through a physical SecurlD
token "smart card" that you use to provide the token authentication
server (ACE/Server) with the necessary login information. You can
set up token authentication through TCPware's Access Control
Encryption Client (ACE/Client) on the OpenVMS host, which
communicates with Security Dynamics ACE/Server on aUNIX or
Windows NT host.
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tokencode

Random number currently displayed on your Security Dynamics
Securl D smart card. Used with the token authentication system.

transaction service

Method of data transport provided by UDP that treats each
datagram as a separate entity.

Transmission Control
Protocol (TCP)

Host layer protocol that provides areliable datatransport serviceto
the application layer protocols. TCP is stream-oriented. It ensures
that the system delivers datain order and without duplication.

transparency Level at which auser need not be aware of the process involved
but only in the results of an operation.
trap Unsolicited message the SNM P agent sends to a management

station to inform it that a change in the network occurred. See also
Simple Network Management Protocol (SNMP).

UNIX or ULTRIX
filesystem

Set of files organized as a tree with a single root node (r oot )
indicated as adash (/).

User Datagram Protocol
(UDP)

Host layer protocol that provides transaction oriented data
transport. UDP does not provide data reliability, but does provide
data transport with very little overhead.

user ID (UID)

User identification on the UNIX Network File System (NFS) host.

User Identification Code
(UIC)

User identification on the OpenVMS host in the format
user narme or [gr oup, menber].

VAX byte order

VAX standard for storage and transmission of integers that
specifies that the least significant byte appearsfirst. VAX byte
order islittle-endian. VAX byte order sending machines must
translate from the local integer representation to network byte
order, and receiving machines must translate from network byte
order to the local machine representation.

virtual circuit

Facility in a packet-switched communication network in which
packets passing between apair of terminals stay in sequence. Since
thisisa property of acircuit, avirtual circuit connects the two
terminals. It can be a permanent virtual circuit or avirtual call.

virtual directory

Temporary directory created by the NFS client that is closer to the
root in the file structure than the mount point. The virtual directory
disappears once you dismount a filesystem.

virtual network

Network in which all connected hosts are able to communicate to
each other asif they were al on the same local network. Users
view an internet as a virtual network.
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Virtual Terminal Protocol

See TELNET.

VMSINSTAL

OpenVMS installation procedure used to install TCPware
products.

well-known port

Any of aset of protocol port numbers preassigned for specific uses
by transport level protocols (TCP and UDP). Serversfollow the
well-know port assignments so clients can locate them. Examples
of well-known port numbers include ports assigned to the remote
login (TELNET) service and the file transfer (FTP) servers.

whitespace

Space, tab, or newline character.

WHOIS

Utility that allows Internet usersto query the Network Information
Center (NIC) username directory services.

wide area network (WAN)

Network element of an internet in which hosts connect over large
geographic distances.

X.25

Set of networking recommendations that define the network/user
interface in a Packet Switching Data Network (PSDN). X.25
provides a common set of protocols for computer systems to
follow when interconnecting over a PSDN.

XQP

Extended QIO processor. See ancillary control process (ACP).
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NETOUTPUT 12-46
NONE 12-46
OPTIONS 12-46
TTYINPUT 12-46
TRANSLATION
keyword
CR 12-61
LF 12-61
NONE 12-61
SFTP2 command

ASCII 17-12

AUTO 17-12
SFTP2 commands

BINARY 17-12

BUFFERSIZE 17-12

CD 17-13

CLOSE 17-13

DEBUG 17-13

DELETE 17-13

DIRECTORY 17-13

EXIT 17-13

GET 17-14

GETEXT 17-14

HELP 17-14

LCD 17-14

LDELETE 17-14

LDIRECTORY 17-14

LLS 17-15

LMKDIR 17-15

LOCALOPEN 17-15

LPWD 17-15

LREADLINK 17-15

LRENAME 17-15

LRM 17-15

LRMDIR 17-15

LS 17-16

LSROOTS 17-16

LSYMLINK 17-16

MGET 17-16
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MKDIR 17-16
MPUT 17-17
OPEN 17-17
PUT 17-17
PWD 17-17
QUIT 17-17
READLINK 17-18
RENAME 17-18
RM 17-18
RMDIR 17-18
SETEXT 17-18
STATUS 17-18
SYMLINK 17-18
VERBOSE 17-18
VMS 17-19

SFTP2 qualifiers

/BATCHFILE 17-10
/BUFFER_SIZE 17-10
/CIPHER 17-10
/COMPRESS 17-10
/CONCURRENT_REQUEST 17-10
/DEBUG 17-10
HELP 17-11

/MAC 17-11
/INOPROGRESS 17-11
/VERSION 17-11
VERBOSE 17-11

sftp2 qualifiers

/PORT 17-11

SITE

SHOW TIME 3-18
SPAWN 3-18

site-specific commands 3-18

issuing 3-18

SMTP

logicals
Al_NAME B-23
ACCEPT_UNIX_LF B-23
ALLOW_USER_FROM B-23
ALLOW_VIRTUAL_DOMAIN B-23
AM_DOMAIN B-23
AM_NAME B-23
APPEND_FORWARDER_TO_MX B-23
BATCH_QUEUE B-23
DECNET_DOMAIN B-24
DELIVERY_RECEIPTS B-24
DISABLE_DELIVERY_RECEIPT_DISCLAIM

ER B-24

DISABLE_FOLDER_DELIVERY B-24
DISABLE_PSIMAIL B-24
ENVELOPE_FROM_HOST B-24
FORWARDER B-24
FROM_HOST B-24
HEADER_ORG B-24
HEADER_RETURN_RECEIPT_TO B-24
HEADER_SYS B-24
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HOST_ALIAS_FILE B-24
HOST_NAME B-25
LOCALDOMAIN B-23
MAXIMUM_822_TO_LENGTH B-25
MRGATE_NAME B-25
NAMESERVERS B-23
NO_USER_REPLY_TO B-25
NON_LOCAL_FORWARDER B-25
POSTMASTER B-25
REJECT_INVALID_DOMAINS B-25
REPLY_TO B-25
RESENT_HEADERS B-25
RETRY_INTERVAL B-25
RETURN_INTERVAL B-25
RETURN_MSG B-26
RETURN_RECEIPT_TO_HEADER_ENABLE
B-26
SEND_CLASS B-26
SERVER_DISABLE_VRFYEXPN B-26
SERVER_LOG B-26
SERVER_RCPT_CHECK_HOST B-26
SERVER_REJECT_FILE B-26
SERVER_REJECT_INFO B-26
SMTP_LOG B-25
SUPPRESS_VENDOR B-26
SYMBIONT_LOG B-26
SYMBIONT_PURGWS_TIMER B-26
VMSMAIL_HEADER_CONTROL B-27
VMSMAIL_LOCASE_USERNAME B-27
VMSMAIL_NO_EXQUOTA B-28
VMSMAIL_REPLY_CONTROL B-28
VMSMAIL_USE_RFC822_TO_HEADER B-
28
WINDOW_SIZE B-26

SNMP

logical
DEBUG B-27

spoofing

DNS 16-3
IP 16-3
routing 16-3

SSH

authentication agent 16-30
break-in and intrusion detection 16-4
command options 16-6
host-based authentication example 16-14
logicals
ALLOW_EXPIRED_PW B-27
ALLOW_PREEXPIRED_PW B-27
KEYGEN_MIN_PW_LEN B-27
PARAMETERS B-27
SSH_DIR B-1
SSH_EXE B-2
SSH_LOG B-2
SSH_MAX_SESSIONS B-2
SSH_TERM_MBX B-2
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USE_SYSGEN_LGI B-27
public-key authentication example 16-15
server system authentication 16-2
session termination 16-5
X11 forwarding 16-5

SSH command
ALLOW_REMOTE_CONNECT 16-6
CIPHER 16-6
COMPRESSION 16-6
DEBUG 16-6
ESCAPE_CHARACTER 16-6
LOCAL_FORWARD 16-6
LOG_FILE 16-6
NO_AGENT_FORWARDING 16-7
OPTION 16-6
PORT 16-6
REMOTE_FORWARD 16-6
VERSION 16-7

SSH files
CONFIG. 16-22
HOSTS.EQUIV 16-25
IDENTITY 16-23
IDENTITY. 16-22
IDENTITY.PUB 16-23
KNOWN_HOSTS 16-24
RANDOM_SEED. 16-24
RHOSTS 16-25
SHOSTS 16-25
SSH_KNOWNHOSTS_DIR 16-26
SSH2_DIR

SSH2_CONFIG 16-25

SSH_DIR
RHOSTS 16-25
SHOSTS 16-25

SSH_SCP_SERVER_DEBUG B-2

SSH2
client configuration 16-5
client keyword

AllowedAuthentication 16-7

AuthenticationNotify 16-7

AuthorizationFile 16-8

BatchMode 16-8

Ciphers 16-8

ClearAllForwardings 16-8

Compression 16-8

DebuglLogFile 16-8

DefaultDomain 16-8

EscapeChar 16-8

ForwardAgent 16-8

ForwardX11 16-8

GatewayPorts 16-8

Host 16-8

HostCA 16-9

HostCANoCRLs 16-9

IdentityFile 16-9

KeepAlive 16-9

LdapServers 16-10
LocalForward 16-10
Macs 16-10
NoDelay 16-10
NumberOfPasswordPrompts 16-10
PasswordPrompt 16-10
Port 16-10
QuietMode 16-10
RandomSeedFile 16-11
RekeylIntervalSeconds 16-11
RemoteForward 16-11
SendNOOPPackets 16-11
StrictHostKeyChecking 16-11
User 16-11
VerboseMode 16-11
SSh2
client keyword
Compression 16-8
DebuglLogFile 16-8
SSHADD 16-31
SSHADD option
LIST 16-31
PURGE 16-31
SSHAGENT 16-30
authentication agent 16-31
authentication private keys 16-30
SSHKEYGEN 16-26, 16-32
file
IDENTITY 16-32
IDENTITY.PUB 16-32
RANDOM_SEED 16-32
SSH-OpenVMS 1-3
startup command file 3-16
StrictHostKeyChecking 16-11
STRUCTURE
command keyword value
FILE 3-78
RECORD 3-78
VMS 3-78
symbiont print queues 5-21
symbolic links in UNIX systems 3-14
system-generated PIN, receiving a 14-6

T

TALK
using 11-1

TALK command
TALK 11-4

TCP/IP services
cluster load balancing 1-5
database support 1-5
DECnet over IP 1-5
DECwindows 1-5
interface support 1-6
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multicasting 1-6
network management 1-7
network security 1-7
other clients and servers 1-7
PATHWORKS support 1-7
routing 1-8
TCPWARE B-5, B-8
TCPware
family members 1-3
FTP-OpenVMS 1-3
NFS-OpenVMS client 1-3
NFS-OpenVMS server 1-3
SMTP-OpenVMS 1-3
TCP-OpenVMS 1-4
TELNET-OpenVMS 1-3
for OpenVMS 1-3
documentation A-1
Secure Shell (SSH) client 16-1

TCPWARE_FTP_MAX_PRE_ALLOCATION 3-23
TCPWARE_FTP_USE_SRI_ENCODING_ON_ODS5 B

-12

TCPWARE_FTP_username_ROOT logical B-10
TCPWARE_SCP_VMS_MODE_BY_DEFAULT B-21
TCPWARE_SFTP_FALLBACK_TO_CBT B-21
TCPWARE_SFTP_RETURN_ALQ 17-8, B-22
TCPWARE_SFTP_TRANSLATE_VMS_FILE_TYPES

B-22

TCPWARE_SSH_SCP_SERVER_DEBUG B-2
TCPWARE_SSH_SFTP_SERVER_DEBUG B-2

telephone 1-xix
TELNET
closing a session 12-5
command reference
CLOSE 12-21
DEFINE/KEY 12-21
EXIT 12-21
FLUSH 12-21
HELP 12-21
OPEN 12-21
RESUME 12-21
SEND 12-21
SET DEBUG 12-21

SET DELETE_ALLOWED 12-21

SET LOG 12-21
SET PRINT 12-21

SET TERMINAL_TYPE 12-21

SET TRANSLATION 12-21
SHOW OPTIONS 12-21
SHOW STATUS 12-21

SHOW TRANSLATION 12-21

SPAWN 12-21

command synonym
BYE 12-21

CONNECT 12-21
DISCONNECT 12-21
ESCAPE 12-21
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QUIT 12-21

SET HOST 12-21

STATUS 12-21

Z 12-21
control function

AO 12-37

AYT 12-37

BACKWARD 12-37

BRK 12-37

EC 12-37

EL 12-37

ESCAPE 12-37

FORWARD 12-37

GA 12-37

IP 12-37

NOIP 12-37

SYNCH 12-37
issuing local commands 12-6
login sequence 14-4
opening a session 12-2
preparation 12-1
running applications over 12-7
sample session 12-19
startup command file 12-10

TELNET commands

CLOSE 12-22

DEFINE/KEY 12-24

EXIT 12-27

FLUSH 12-28

HELP 12-29

OPEN 12-30

RESUME 12-36

SEND 12-37

SET
DEBUG 12-46
DELETE_ALLOWED 12-47
LOG 12-58
PRINT 12-59
TERMINAL_TYPE 12-60
TRANSLATION 12-61

SHOW
OPTIONS 12-63
STATUS 12-64
TRANSLATION 12-65

SPAWN 12-66

TELNET sessions 16-20
TFTP

command
CONNECT 13-1
GET 13-1
HELP 13-1
MODE 13-1
PUT 13-1
QUIT 13-1
REXMT 13-1
STATUS 13-1
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TIMEOUT 13-1
TRACE 13-1
invoking 13-1
UNIX-to-VMS filename conversions 13-3, 13-6
TFTP commands
CONNECT 13-2
GET 13-3
HELP 13-4
MODE 13-5
PUT 13-6
QUIT 13-7
REXMT 13-8
STATUS 13-9
TIMEOUT 13-10
TRACE 13-12
ticket file location logical 4-1
time clocks, synchronizing 2-11
TN3270
graphics keypad naming conventions 12-17
internationalization 12-14
character sets 12-16
keyboard mapping 12-12
alternative key mappings 12-13
keypad graphics characters 12-17
opening a session 12-3
screen printing and dumping 12-17
tokencode 14-2
transfer qualifiers (positional) 3-30
TryEmptyPassword 16-11
tunneling 16-20
TYPE
command keyword value
ASCIl 3-79

BINARY 3-79
BLOCK 3-80
DEFAULT 3-80
FORTRAN 3-80
IMAGE 3-80
VARIABLE 3-80

U

unsecure connections 16-20
untrusted hosts 16-2

User 16-11

\Y

VerboseMode 16-11
VMS 3-74, 17-11

print symbiont 5-16
VMS_PLUS 3-45
VMSLPR Symbiont 5-16

w

WHOIS 15-1
World Wide Web 1-xix

X

Xauthority data 16-5
XDISPLOC 12-21, 12-62

Index-11



Index

Index-12



Guideto Abbreviations

|G — TCPware Installation and Configuration

MG — TCPware Management Guide
NET — NETCU Command Referemce
PG — TCPware Programmer’s Guide
UG — TCPware User’s Guide

A

abandoned leases MG 1-57
ACCEPT
argument for PG 1-9
description for PG 1-9
format for PG 1-9
status for PG 1-10
accept subroutine, Socket Library PG 1-12
ACCEPT-WAIT
description for PG 1-8
format for PG 1-8
status for PG 1-9
Access Control List (ACL) MG 1-31, MG 1-13
applying to executables (FTP) MG 1-31
NFS file protection MG 1-10, MG 1-13, MG 1-16
Access restrictions
incoming MG 1-1
access restrictions
incoming MG 1-3, MG 1-1
ADD ACCESS command MG 1-1
ADD SERVICE command MG 1-1
MODIFY SERVICE command MG 1-2
REMOVE ACCESS command MG 1-2
SHOW ACCESS command MG 1-2
outgoing MG 1-3
SET NOOUTGOING command MG 1-5
SET OUTGOING command MG 1-5
SHOW OUTGOING command MG 1-5
ACCOUNTING.H MG 1-10
ACEMAIN_CL utility MG 1-6
ACE/Client, definition UG 1-1
ACL types
ADD NET 1-82
MODIFY NET 1-82
SHOW NET 1-82
ADD ACCESS_LIST MG 1-2
ADD ACE_USER command, NETCU MG 1-7
ADD command
ACCESS_LIST NET 1-2
ACE_USER NET 1-4
ARP NET 1-6
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EXPORT NET 1-8
GATEWAY NET 1-2
GROUP NET 1-11
KACL NET 1-13
KDB NET 1-15
KERBEROS USER NET 1-17
LOCAL-DOMAIN NET 1-3
MULTICAST_GROUP NET 1-3, NET 1-18
PROXY NET 1-19
QUEUE-GROUP NET 1-4
ROUTE NET 1-21
SECONDARY NET 1-23
SERVICE NET 1-24
internal action routines NET 1-26
create_rservice NET 1-26
create_rservice_kerberos NET 1-26
create_rservice_secure NET 1-26
create_server_process NET 1-26
create_telnet_session NET 1-26
ident_protocol NET 1-26
port_mapper_server NET 1-27
report_tclb_metric NET 1-27
time_protocol NET 1-27
options
HANDOFF NET 1-26
KEEPALIVE NET 1-26
MULTITHREADED NET 1-26
NONE NET 1-26
SHARE NET 1-26
protocol values NET 1-24
BG_TCP NET 1-24
BG_UDP NET 1-24
STREAM, DGRAM NET 1-24
TCP NET 1-24
UDP NET 1-24
additional documentation UG 1-6
address
DTE MG 1-3
IP of host, X.25 MG 1-4, MG 1-6
national, DNIC MG 1-3, MG 1-11
X.25 MG 1-3, MG 1-4, MG 1-6
ADDRESS command
X.25 mapping database MG 1-7, MG 1-11
Address Resolution Protocol (ARP) NET 1-2
displaying packets using TCPDUMP MG 1-28
mode
gateway capability MG 1-4
nonlocal internet address MG 1-4
NETCU commands NET 1-2
Address (A) record, DNS MG 1-21
AFS database (AFSDB) record, DNS MG 1-22
AgentX peers MG 1-14
AIDA
configuring HP’s IG 1-12
Ancillary Control Process (ACP) MG 1-17, MG 1-21,
MG 1-33
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anonymous
user access UG 1-16
users UG 1-15
ANSI printer MG 1-16
AO UG 1-21, UG 1-39
API functions
closing socket PG 1-11
initializing client/server communication PG 1-5
performing all user input/output PG 1-6
performing the New PIN operation PG 1-10
performing the Next Code operation PG 1-9
performing user authentication PG 1-7
reading ACE/Server configuration PG 1-4
APPEND command qualifier MG 1-30
Application Programming Interface (API) routines PG
1-1
application programs, writing PG 1-18
Aspath Clause MG 1-66
asynchronous
server, writing PG 1-5
system traps PG 1-6
transports, using PG 1-5
Attributes Data File (ADF) MG 1-20
auth_destroy, RPC RTL PG 1-3
authentication agent connection MG 1-3
authentication private keys UG 1-30
authnone_create, RPC RTL PG 1-4
AUTHORIZATION MG 1-25
AUTHORIZE utility (OpenVMS), Client NFS MG 1-4
AUTHORIZED_KEYS MG 1-18
authunix_create_default, RPC RTL PG 1-6
authunix_create, RPC RTL PG 1-5
Autonomous System (AS) MG 1-19
AYT UG 1-21, UG 1-41

shell service, customizing MG 1-4
troubleshooting MG 1-5
security MG 1-9
Berkeley R commands
configuring the 1G 1-46
BG_RAW parameters and values NET 1-96
RECEIVE NET 1-96
SEND NET 1-96
BG_TCP parameters and values NET 1-96
DROP_TIMER NET 1-96
PROBE_TIMER NET 1-96
RECEIVE NET 1-96
SEND NET 1-96
BG_UDP parameters and values NET 1-96
RECEIVE NET 1-96
SEND NET 1-96
BGDRIVER_TCP_CLIENT.C file PG 1-4
BGDRIVER_TCP_SERVER.C file PG 1-4
BGDRIVER_UDP_CLIENT.C file PG 1-4
BGDRIVER_UDP_SERVER.C file PG 1-4
Bigendian PG 1-5
BINARY UG 1-21, UG 1-43
BIND MG 1-12
bind subroutine, Socket Library PG 1-16
BOOTP server MG 1-1
BOOTP relay agent MG 1-2
Border Gateway Protocol (BGP) MG 1-45
break-in MG 1-4
BRK UG 1-21, UG 1-44
BSD socket data PG 1-14
bzero function, Socket Library PG 1-18

B

BACKWARD UG 1-21, UG 1-42
banner page UG 1-16
batch queues MG 1-10
BatchMode UG 1-8
bcmp function, Socket Library PG 1-14
bcopy function, Socket Library PG 1-15
BELL UG 1-65
Berkeley R Commands
R Services
exec service, customizing MG 1-4
host equivalence files MG 1-2
log file MG 1-4
login
NORMAL option MG 1-4
SECURE option MG 1-4
managing MG 1-1
Service Access List MG 1-1, MG 1-9
setting up MG 1-1
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C

C socket library PG 1-1
callrpc, RPC RTL PG 1-7
Canonical name (CNAME) record, DNS MG 1-23
CAPTIVE accounts, using FTP MG 1-17
carrier, X.25 MG 1-6, MG 1-11
CCB_UFLAGS bits PG 1-4
CERTENROLL UG 1-32
CERT, reporting security violations MG 1-2
Challenge Handshake Authentication Protocol
(CHAP) MG 1-6
CHAP
Challenge Handshake Authentication Protocol MG 1-
6
CHARGEND service MG 1-2
CHECK GATED CONFIGURATION command NET 1-
30
churn MG 1-45
cipher
3DES MG 1-2
ARCFOUR MG 1-2
BLOWFISH MG 1-2



DES MG 1-2

IDEA MG 1-2
class keyword

ALL UG 1-66

COMMANDS UG 1-66

NONE UG 1-66

PERFORMANCE UG 1-66

REPLIES UG 1-66
ClearAllForwardings UG 1-8
client classes MG 1-12
client mount commands MG 1-14
client-FTP file transfer formats UG 1-11

BLOCK UG 1-12

formatted ASCII UG 1-11

formatted binary UG 1-11

FORTRAN UG 1-12

IMAGE UG 1-12

VMS UG 1-12
cInt_broadcast, RPC RTL PG 1-8
cInt_call, RPC RTL PG 1-10
cInt_control, RPC RTL PG 1-11
cInt_create, RPC RTL PG 1-13
cInt_destroy, RPC RTL PG 1-15
cint_freeres, RPC RTL PG 1-16
cint_geterr, RPC RTL PG 1-17
cInt_pcreateerror, RPC RTL PG 1-18
cInt_perrno, RPC RTL PG 1-19
cint_perror, RPC RTL PG 1-20
cInt_spcreateerror, RPC RTL PG 1-18
cInt_sperrno, RPC RTL PG 1-19
cint_sperror, RPC RTL PG 1-20
cintraw_create, RPC RTL PG 1-21
cinttcp_create, RPC RTL PG 1-23
cIntudp_bufcreate, RPC RTL PG 1-25
cIntudp_create, RPC RTL PG 1-25
Cluster alias failover MG 1-1
cluster alias failover MG 1-1

limitations MG 1-3

operation MG 1-1

setting up MG 1-2
cluster name in the NAMED.HOSTS File MG 1-44
CNAME records MG 1-23
CNFNET

starting IG 1-4
CNFNET procedure IG 1-1
command line method UG 1-4, UG 1-8
command method

menu-driven 1G 1-3
command reference UG 1-20

ACCOUNT UG 1-21

CLOSE UG 1-21

COPY UG 1-21

CREATE/DIR UG 1-21

DEFINE/KEY UG 1-21

DELETE UG 1-21

DIRECTORY UG 1-21
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DISPLAY UG 1-21
ENABLE VMS_PL UG 1-21
ERROR_EXIT UG 1-21
EXIT UG 1-21
GET UG 1-21
HELP UG 1-21
LDIR UG 1-21
OPEN UG 1-21
PUT UG 1-21
PWD UG 1-21
QUOTE UG 1-21
REMOTEHELP UG 1-21
RENAME UG 1-21
SET BELL UG 1-21
SET DEBUG UG 1-21
SET DEFAULT UG 1-21
SET HASH UG 1-21
SET LOWERCASE UG 1-21
SET PASSIVE UG 1-21
SET STATUS UG 1-21
SET VMS UG 1-21
SITE UG 1-21
SPAWN UG 1-21
STRUCTURE UG 1-21
TYPE UG 1-21
USER UG 1-21
command-driven option
@TCPWARE
CNFNET TCP 1G 1-3
BASIC IG 1-3
FULL I1G 1-3
PRODUCT IG 1-3
TCP IG 1-3
TCPWARE IG 1-3
command-driven option choices IG 1-3
communication endpoint
internet addresses PG 1-4
naming PG 1-4
port numbers PG 1-4
component shutdown menu 1G 1-6
component startup menu 1G 1-5
components for
access to network filesystem
NFS-OpenVMS Client UG 1-2
NFS-OpenVMS Server UG 1-2

accessing network tape drives
RCD client UG 1-9
RMT client UG 1-8
RMT service UG 1-9
additional management
Network Control Utility (NETCU) UG 1-10
Simple Network Management Protocol (SN-
MP) services UG 1-10

configuring hosts
DHCP/BOOTP UG 1-9

Domain Name Services UG 1-9
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Point-to-Point Protocol (PPP) UG 1-10
Serial Line IP (SLIP) protocol UG 1-10
logging in to remote hosts
RLOGIN UG 1-5
RSH UG 1-5
TELNET-OpenVMS UG 1-6
network printing
line printer services UG 1-4
terminal server print services UG 1-4
securing network resources
incoming access restrictions UG 1-13
IP Security Option (IPSO) UG 1-14
Kerberos authentication for
RCP UG 1-13
RLOGIN UG 1-14
RSH UG 1-14
TELNET UG 1-14
Kerberos server UG 1-13
outgoing access restrictions UG 1-13
packet filtering UG 1-13
secure shell (SSH) UG 1-15
token authentication UG 1-14
sending network mail
IMAP server UG 1-7
POP3 server UG 1-7
SMTP-OpenVMS UG 1-7
TALK utility UG 1-8
time synchronization
Network Time Protocol UG 1-11
TIMED UG 1-11
transferring network files
FTP-OpenVMS UG 1-3
RCP UG 1-3
TFTP UG 1-3
tunneling applications over IP
tunneling DECnet over IP UG 1-15
Compression UG 1-8
conditional behavior MG 1-15
configuration
DECnet over IP tunnels MG 1-2
IP-over-X.25 MG 1-1
Terminal Server Print Services MG 1-18
VAX P.S.l., X.25 MG 1-6
Configuration Menu 1G 1-4
configuration method
command-driven |G 1-3
configuration process
starting the 1G 1-3
connect subroutine, Socket Library PG 1-19
Connection Control Block (CCB) PG 1-2, PG 1-3
fields
CCB_ASTRTN PG 1-3
CCB_CHAN PG 1-3
CCB_CMDRTN PG 1-3
CCB_EF PG 1-3
CCB_ISOPEN PG 1-3
CCB_LIA PG 1-3
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CCB_LPORT PG 1-3
CCB_RCVBCNT PG 1-3
CCB_RCVBCT PG 1-3
CCB_RCVIOC PG 1-3
CCB_RIA PG 1-4
CCB_RPORT PG 1-4
CCB_SNDBCNT PG 1-4
CCB_SNDBCT PG 14
CCB_SNDIOC PG 1-4
CCB_TIMO PG 1-4
CCB_UFLAGS PG 1-4
FTP_CCB_DC_CHAN PG 1-3
FTP_CCB_DC_PN PG 1-3
FTP_CCB_FILENAME PG 1-3
FTP_CCB_FOR_IA PG 1-3
FTP_CCB_FOR_PN PG 1-3
FTP_CCB_FX_TYPE PG 1-3
FTP_CCB_LOC_IA PG 1-3
FTP_CCB_LOC_PN PG 1-3
FTP_CCB_LOGGED_IN PG 1-3
FTP_CCB_NETCHAN PG 1-4
FTP_CCB_NODENAME PG 1-4
FTP_CCB_OPENED PG 1-4
FTP_CCB_PASSWORD PG 1-4
FTP_CCB_PASV PG 1-4
FTP_CCB_RPLCOD PG 1-4
FTP_CCB_RPLLEN PG 1-4
FTP_CCB_RPLTXT PG 1-4
FTP_CCB_STAT_BYTES PG 14
FTP_CCB_STAT_SECONDS PG 1-4
FTP_CCB_STATUS PG 1-4
FTP_CCB_STRU PG 14
FTP_CCB_USERNAME PG 1-4
TELNET library PG 1-2
connectionless service PG 1-3
connection-oriented services PG 1-2
control functions MG 1-7
COPY UG 1-13
COUNTRY specification
format of 1G 1-15
creadcfg function, ACE/Client APl PG 1-4
CREATE ACE_USER_DATABASE command,
NETCU MG 1-7
CREATE command
ACE_USER_DATABASE NET 1-31
EXPORT NET 1-32
GROUP NET 1-33
KDB NET 1-34
PROXY NET 1-35
SRVTAB NET 1-36
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encoding schemes PG 1-5
exchange PG 1-5
representation PG 1-5
Data Network Identification Code (DNIC) MG 1-3, MG
1-6, MG 1-1
Data network identification code (DNIC)
list MG 1-1
Data Terminal Equipment (DTE), characteristics MG 1-
17
database, mapping MG 1-4
datagram
client, writing PG 1-20
forwarding MG 1-4
over X.25 MG 1-1
server, writing PG 1-21
daylight savings time support 1G 1-13
DAYTIMED service MG 1-2
DEBUG NET 1-116
DEBUG command NET 1-14
DEBUG/IP command NET 1-38
DEBUG/TCP command NET 1-40
DEBUG/UDP command NET 1-43
declarations MG 1-7, MG 1-8
DECnet over IP MG 1-1
DNIPDRIVER MG 1-2
lines, using MG 1-2
troubleshooting MG 1-3
tunneling MG 1-1
tunnels
configuring MG 1-2
showing status MG 1-3
shutting down MG 1-3
starting MG 1-3
DECnet over IP tunnels
configuring the 1G 1-12
DECnet-to-SMTP mail MG 1-40
DECnet/OSlI, outgoing access restrictions MG 1-5
DECwindows
applications
displaying
local on remote host MG 1-2
remote on local host MG 1-3
security MG 1-11
transport interface MG 1-1
configuring MG 1-1
troubleshooting MG 1-4
default gateway
defining the 1G 1-12
default remote printer for LPS
configuring the 1G 1-26
default RIP announcements IG 1-16
DEFINE TIMEZONE command NET 1-48
DEFINE/KEY command NET 1-45
definition statements MG 1-19
delta time MG 1-27, MG 1-28, MG 1-20
examples MG 1-28
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destination printer UG 1-21, MG 1-36

DHCP
address
allocation MG 1-10
pools MG 1-10
pools MG 1-10

address lease states
Abandoned MG 1-58
Bound MG 1-58
Free MG 1-58
Offered MG 1-58
Pinging MG 1-58
Reserved for Secondary MG 1-58
Static Assignment MG 1-58
address request and allocation process MG 1-3
administration MG 1-4
agent option space options MG 1-52
configuration MG 1-5
configuration file declarations MG 1-19
configuration file parameters MG 1-19
conversion tool MG 1-6
declaration
group MG 1-8
host MG 1-8
pool MG 1-10, MG 1-11
range MG 1-8
DNS dynamic updates MG 1-16
dump files, address lease states MG 1-58
failover protocol MG 1-65, MG 1-66
host name generation MG 1-17
lease
file statement
billing class MG 1-56
billing subclass MG 1-56
lease file statements
abandoned MG 1-55
client-hostname MG 1-56
domain-name MG 1-56
dynamic-bootp MG 1-56
ends MG 1-56
FQDN MG 1-56
hardware MG 1-56
hostname MG 1-56
starts MG 1-56
uid MG 1-56
lease format MG 1-55
leases MG 1-57
option type
ARRAYS MG 1-53
BOOLEAN MG 1-52
DATA STRING MG 1-53
INTEGER MG 1-53
IP-ADDRESS MG 1-53
RECORDS MG 1-54
TEXT MG 1-53
options MG 1-43
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option all-subnets-local MG 1-44

option arp-cache-timeout MG 1-44

option bootfile-name MG 1-44

option boot-size MG 1-44

option broadcast-address ip-address MG 1-
44

option cookie-servers MG 1-44

option default-ip-ttt MG 1-44

option default-tcp-ttlt MG 1-44

option dhcp-client-identifier MG 1-44

option dhcp-max-message-size MG 1-45

option dhcp-parameter-request-list MG 1-45

option dhcp-server-identifier MG 1-45

option domain-name MG 1-45

option domain-name-servers MG 1-45

option extensions-path MG 1-46

option finger-server MG 1-46

option font-servers MG 1-46

option host-name MG 1-46

option ieee802-3-encapsulation MG 1-46

option ien116-name-servers MG 1-46

option impress-servers MG 1-46

option interface-mtu MG 1-46

option ip-forwarding MG 1-46

option irc-server MG 1-46

option log-servers MG 1-46

option lpr-servers MG 1-47

option mask-supplier MG 1-47

option max-dgram-reassembly MG 1-47

option merit-dump MG 1-47

option mobile-ip-home-agent MG 1-47

option nds-context MG 1-47

option nds-servers MG 1-47

option nds-tree-name MG 1-47

option netbios-dd-server MG 1-47

option netbios-name-servers MG 1-47

option netbios-node-type MG 1-47

option netbios-scope MG 1-48

option nis-domain MG 1-48

option nisplus-domain MG 1-48

option nisplus-servers MG 1-48

option nis-servers MG 1-48

option nntp-server MG 1-48

option non-local-source-routing MG 1-48

option ntp-servers MG 1-48

option option MG 1-48

option path-mtu-aging-timeout MG 1-48

option path-mtu-plateau-table MG 1-48

option perform-mask-discovery MG 1-49

option policy-filter MG 1-49

option pop-server MG 1-49

option resource-location-servers MG 1-49

option root-path MG 1-49

option router-discovery MG 1-49

option routers MG 1-49

option router-solicitation-address MG 1-49
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option smtp-server MG 1-49

option static-routes MG 1-50

option streettalk-directory-assistance-
server MG 1-50

option streettalk-server MG 1-50

option subnet-mask MG 1-50

option swap-server MG 1-50

option tcp-keepalive-garbage MG 1-50

option tcp-keepalive-interval MG 1-50

option tftp-server-name MG 1-51

option time-offset MG 1-51

option time-servers MG 1-51

option trailer-encapsulation MG 1-51

option vendor-encapsulated-options MG 1-51

option www-server MG 1-51

option x-display-manager MG 1-51

relay agent information option MG 1-51
Safe-failover MG 1-61

boot file MG 1-63
configuration file statements MG 1-64, MG 1-
65
backup-ack-interval MG 1-65
backup-pool-size MG 1-65
com-int-timeout MG 1-65
failover-port MG 1-65
mclt MG 1-65
safe-period-timeout MG 1-65
startup-delay MG 1-65
configuring MG 1-62
lease file statement
last-partner-transaction MG 1-66
revoked MG 1-66
lease file statements
acked-sec-interval seconds MG 1-66
acked-sec-interval-start seconds MG 1-
66
active MG 1-66
backup MG 1-66
desired-interval seconds MG 1-66
expired MG 1-66
free MG 1-66
released MG 1-66
reset MG 1-66
safe-lease MG 1-66
transaction-id number MG 1-66
update-countn MG 1-66
partner-down state
transitioning MG 1-67
server modes
Primary MG 1-63
Secondary MG 1-63
Standalone MG 1-63
server state
backup-comint MG 1-64
backup-conflict MG 1-64
backup-normal MG 1-64



backup-partnerdown MG 1-64
backup-recover MG 1-64
failover-disabled MG 1-64
primary-comint MG 1-64
primary-conflict MG 1-64
primary-normal MG 1-64
primary-partnerdown MG 1-64
primary-recover MG 1-64
startup MG 1-64
state file MG 1-64
server process MG 1-2
spawning class MG 1-14
statement
add MG 1-19
allow and deny in pool declarations MG 1-22
allow and deny in scope MG 1-20, MG 1-21
always-broadcast MG 1-22
authoritative MG 1-24
class MG 1-25
if MG 1-30
invalid-ddns-chars MG 1-30
lease limit MG 1-30
lease-scan-interval MG 1-30
match MG 1-31
match if MG 1-31
min-lease-time MG 1-31
min-secs MG 1-32
one-lease-per-client MG 1-32
option definition MG 1-33
option space MG 1-33
pool MG 1-34
site-option-space MG 1-36
spawn with MG 1-36
vendor-option-space MG 1-39
statements
allow and deny MG 1-19
always-reply-rfc1048 MG 1-23
default-lease-time MG 1-25
dynamic-bootp-lease-cutoff MG 1-26
dynamic-bootp-lease-length MG 1-26
filename MG 1-26
fixed-address MG 1-27
get-lease-hostnames MG 1-27
group MG 1-27
hardware MG 1-28
host MG 1-29
max-delayed-acks MG 1-31
max-lease-time MG 1-31
next-server MG 1-32
option MG 1-33
ping MG 1-33
ping-retries MG 1-33
ping-timeout MG 1-33
range MG 1-34
requested-options-only MG 1-35
server-identifier MG 1-35
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server-name MG 1-35
shared-network MG 1-36
subnet MG 1-37
use-host-decl-names MG 1-38
use-lease-addr-for-default-route MG 1-38
user-class MG 1-38
vendor-class MG 1-38
subclass MG 1-13
DHCP client MG 1-1
DHCP server MG 1-1
direct access facility (DAF), X.25 MG 1-6
directory checking UG 1-9
FTP commands
ENABLE UG 1-45
DISABLE command
FORWARDING NET 1-49
GATEWAY NET 1-49
REDIRECTS NET 1-50
DISCARD utility MG 1-2
DISCARDD service MG 1-2
Distributed Application Components PG 1-1
DNS
NAMED.CONF option
max-transfer-time-in MG 1-10
transfer-format MG 1-11
transfers-in MG 1-11
transfers-per-ns MG 1-11
Domain Name
logging options
category MG 1-13
channel MG 1-13
file MG 1-13
print-category MG 1-14
print-severity MG 1-14
print-time MG 1-14
severity MG 1-13
syslog daemon MG 1-13
pointer (PTR) record, DNS MG 1-33
service
client MG 1-1
logicals MG 1-1
setting up MG 1-1
starting up MG 1-2
database files
caching data in memory MG 1-14
editing MG 1-14
special characters MG 1-14
special commands MG 1-15
DNS concept MG 1-1
name servers
log file MG 1-3, MG 1-42

monitoring requests using
TCPDUMP MG 1-29
monitoring responses using

TCPDUMP MG 1-30
setting up MG 1-2
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starting MG 1-3
stopping MG 1-3
NAMED.BOOT file MG 1-3

resource record
class MG 1-19
data MG 1-20
ttl MG 1-18
type MG 1-19
resource records MG 1-18
A MG 1-21
AFSDB MG 1-22
HINFO MG 1-24

EL UG 1-21, UG 1-49
empty passwords MG 1-12
ENABLE command
FORWARDING NET 1-55
GATEWAY NET 1-55
REDIRECTS NET 1-56
encrypted data UG 1-20
enterprise-wide networking UG 1-1
Error Status Codes PG 1-5
ESCAPE UG 1-21, UG 1-50
ESCAPE_CHARACTER=char UG 1-6
exclamation point MG 1-12

ISDN MG 1-25 EXIT command NET 1-57, NET 1-11
MB MG 1-26 EXIT command, NSLOOKUP MG 1-6
MG MG 1-27 EXPORT
MINFO MG 1-28 database
MR MG 1-29 reloading on cluster MG 1-5
MX MG 1-30 Server-NFS MG 1-4
NS MG 1-32 options MG 1-5
PTR MG 1-33 exporting routes MG 1-71
RP MG 1-34 expressions MG 1-39
RT MG 1-35 Boolean MG 1-39
Start of Authority (SOA) MG 1-36 data MG 1-40
TXT MG 1-39 numeric MG 1-42
WKS MG 1-40 Exterior Gateway Protocol (EGP) MG 1-39
X25 MG 1-41 external applications over IP, tunneling UG 1-15
resource records, CNAME MG 1-23 External Data Representation (XDR), protocol PG 1-10
special commands MG 1-15
$include MG 1-17
$origin MG 1-16
troubleshooting MG 1-42 F
zone types MG 1-6 file
Domain Name Services MG 1-1 attribute mapping, Server-NFS MG 1-11
configuring the 1G 1-13 formats and conversion, Server-NFS MG 1-14
DTE MG 1-5 locking MG 1-8
DUMP command ownership mapping MG 1-7
GATED STATE NET 1-51 printing UG 1-4
KDB NET 1-52 protection mapping MG 1-7
NAMED CACHE NET 1-53 transfer format checking UG 1-10
NAMED STATISTICS NET 1-53 type qualifiers (positional) UG 1-31
NAMED STATS NET 1-53 file location logicals
Duress PIN UG 1-2 defining 1G 1-1
using a UG 1-8 File Transfer Protocol (FTP) MG 1-27
Dynamic Host Configuration Protocol client file version mapping
configuring the 1G 1-8 NFS-OpenVMS MG 1-11
Dynamic Host Configuration Protocol server file version mapping, NFS-OpenVMS MG 1-10
configuring the 1G 1-10 Filename mapping
dynamic routing MG 1-5 NFSOpenVMS MG 1-1
files

ACECLIENT_USER.DAT NET 1-7
BGDRIVER_TCP_CLIENT.C PG 1-4
E BGDRIVER_TCP_SERVER.C PG 1-4
BGDRIVER_UDP_CLIENT.C PG 1-4
BGDRIVER_UDP_SERVER.C PG 1-4
BGDRIVER.EXE PG 1-2

CCBFLD PG 1-2

EC UG 1-21, UG 1-48
ECHOD service MG 1-2
EGP importation MG 1-65
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CCBFLD.H PG 1-21
DAYTIMED.C PG 1-77
DEC$PRIVATE_SERVER_SETUP.TEMPLATE MG
1-2
DECWS$PRIVATE_SERVER_SETUP.COM MG 1-1
DECWS$PRIVATE_SERVER_SETURP.TEMPLATE M
G1-2
DHCPD.CONF MG 1-67
DOMAIN-NAME-SERVICE.CACHE MG 1-6
FINGER.C PG 1-39
FTP_APPEND_FILE PG 1-4
FTP_CONTROL.COM MG 1-12
FTP_GET_FILE PG 1-4
FTP_PUT_FILE PG 1-4
FTP_STARTUP.COM MG 1-1
FTPDEFH PG 1-2, PG 1-21, PG 1-46
FTPSAMPLE.C PG 1-2
FTPSERVER_DTP.LOG MG 1-6, MG 1-11
GATED.CONF MG 1-2, MG 1-5, MG 1-7
HOSTS. PG 1-22, PG 1-23
Hosts.
updating 1G 1-22
HOSTS.EQUIV MG 1-2
HOST.EQUIV MG 1-2
IFARP PG 1-2
IFH PG 1-2
INETDRIVER_CLIENT.C PG 1-52
INETDRIVER_SERVER.C PG 1-52
INETIODEF.H PG 1-5
INET.H PG 1-2
IN.H PG 1-21, PG 1-2
IOCTL.H PG 1-24, PG 1-2
IP Security Option (IPSO)
IPSO_AUTHORITIES. MG 1-13
ROUTING.COM MG 1-12
IPSO_AUTHORITIES. MG 1-13
KLOGIN MG 1-13
KSTASH.KEY MG 1-7
LOGIN.COM NET 1-1
LPD_USERS.DAT MG 1-9
MISC_CONTROL.COM MG 1-2
MYFILE.TXT NET 1-14
NAMED.BOOT MG 1-3
NAMESERVER.LOG MG 1-3, MG 1-42
NAMESERV.H PG 1-2
NETCP.LOG NET 1-17
NETDB.H PG 1-2
NETWORKS.DAT PG 1-26, PG 1-27
NFSSERVER.LOG MG 1-17, MG 1-24, MG 1-32
ONCRPC_FUNC.H PG 1-2
PPPLOGIN.TEMPLATE MG 1-8
PPPOPTIONS.DAT MG 1-5
PPPPAP.DAT MG 1-6
PPPSECRET.TEMPLATE MG 1-6
PRINCIPAL.OK MG 1-6
PRINTCAP. MG 1-4
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sample entries in MG 1-4
PROGRAM_CLNT.C PG 1-4
PROGRAM_SVC.C PG 1-4
PROGRAM_XDR.C PG 1-4
PROGRAM.H PG 1-4
PROTOCOLS. PG 1-29, PG 1-30
PSW_*DAT MG 1-24
RCMD.LOG MG 1-4
RESOLV.H PG 1-2, PG 1-54
RHOSTS MG 1-2

disabling use of MG 1-2
ROUTE.H PG 1-2
ROUTING.COM MG 1-2, MG 1-3, MG 1-2, MG 1-12,

NET 1-5
SDCONF.REC MG 1-6
SERVICES. PG 1-31, PG 1-32
SHUTNET.COM MG 1-3, NET 1-7
SLIP_SETUP.COM MG 1-21
SLIPLOGIN.COM MG 1-24
SNMP_COMMON.H PG 1-1
SNMP_SUBAGENT.C PG 1-3
SNMP_SUBAGENT.H PG 1-3
SNMPD.CONF MG 1-2, MG 1-10
SNMPSERVER.LOG MG 1-15
SOCKERR.H PG 1-2, PG 1-49
SOCKETVAR.H PG 1-3, PG 1-63
SOCKET.H PG 1-21, PG 1-2
SOCKLIB.OLB PG 1-6
STARTNET.COM MG 1-3, NET 1-7
STARTUP_RESOLVER.COM MG 1-2
SYLOGIN.COM MG 1-11
TCP_SOCK_CLIENT.C PG 1-3
TCP_SOCK_SERVER.C PG 1-3
TCPDRIVER_CLIENT.C PG 1-39
TCPDRIVER_SERVER.C PG 1-39
TCPSAMPLE.FOR PG 1-40
TCPWARE_CONFIGURE.COM MG 1-5
TCPWARE_RPCLIB_SHR.EXE PG 1-1, PG 1-13
TCPWARE_RPCLIBD_SHR.EXE PG 1-2, PG 1-14
TCPWARE_RPCLIBG_SHR.EXE PG 1-1, PG 1-13
TCPWARE_RPCLIBT_SHR.EXE PG 1-2, PG 1-14
TCPWARE_SOCKLIB_SHR.EXE PG 1-6
TCPWARE_SOCKLIBD_SHR.EXE PG 1-6
TCPWARE_SOCKLIBT_SHR.EXE PG 1-6
TELLIB.OLB PG 1-2
TELNET_CONTROL.COM MG 1-1
TELNET_SAMPLE.C PG 1-2
TEMPLATE_SNMPD.CONF MG 1-15
TIMED.LOG MG 1-10, MG 1-11
transferring PG 1-4
TYPES.H PG 1-3
UCXS$INETDEFRH PG 1-2
UCX$IPC_SHR.EXE PG 1-2
UCX$IPC.OLB PG 1-2
UDP_SOCK_CLIENT.C PG 1-3
UDP_SOCK_SERVER.C PG 1-3
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UDPDRIVER_CLIENT.C PG 1-33
UDPDRIVER_SERVER.C PG 1-33
UDPSAMPLE.FOR PG 1-33
X25.CONF MG 1-4
XDM_ACCESS.DAT MG 1-3
XDM_CONFIG.DAT MG 1-2
XDM_CONFIG.TEMPLATE MG 1-2
XDM_KEYS.DAT MG 1-3
XDM_KEYS.TEMPLATE MG 1-3
XDMSERVER.LOG MG 1-1, MG 1-2
letc/exports MG 1-3
/etc/group MG 1-3
/etc/passwd MG 1-2
letc/printcap MG 1-7

files, transferring UG 1-3

FILTER NET 1-10

filter routes MG 1-21

FIND command
ARP NET 1-58
HOST NET 1-144
PROXY NET 1-59
ROUTE NET 1-60

FINGER
command, NSLOOKUP MG 1-7
utility MG 1-2

FINGERD service MG 1-2

FLAG UG 1-18, MG 1-31

flag page UG 1-16

FLAGS Options for DECnet over IP NET 1-188
LISTENER NET 1-188
(RETRY=seconds) NET 1-188

FLAGS Options for Ethernet, FDDI, Token Ring, and

CLIP NET 1-186

NOBACKTOBACK NET 1-186
NOBROADCAST NET 1-186
RARP NET 1-187
TRAILERS NET 1-187
VCI NET 1-187

FLAGS Options for SLIP and CSLIP NET 1-187
AUTOENABLE NET 1-187
COMPRESSED NET 1-187
DOUBLEEND NET 1-187
FLOWCONTROL NET 1-187
(RCV=n) NET 1-187

FLUSH UG 1-21, UG 1-52

FLUSH command NET 1-61

FORWARD UG 1-21, UG 1-53

forwarded ports
tunnels UG 1-20

FTP
client, building an PG 1-2
command synonyms

ASCIl UG 1-21

BELL UG 1-21
BINARY UG 1-21
BYE UG 1-21
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CD UG 1-21
CONNECT UG 1-21
DEBUG UG 1-21
DISCONNECT UG 1-21
H UG 1-21
HASH UG 1-21
IMAGE UG 1-21
LCD UG 1-21
LIST UG 1-21
LOGIN UG 1-21
LS UG 1-21
MDELETE UG 1-21
MGET UG 1-21
MKDIR UG 1-22
MPUT UG 1-22
PASSIVE UG 1-22
QUIT UG 1-21
RECV UG 1-22
RM UG 1-22
RMDIR UG 1-22
SEND UG 1-22
STATUS UG 1-22
VERBOSE UG 1-22
Z UG 1-22
features UG 1-2
case conversion UG 1-2
command line interface UG 1-2
graphical user interface UG 1-2
status messages UG 1-2
wildcards UG 1-3
log files MG 1-4
login sequence UG 1-3
preparation UG 1-1
server connection banner MG 1-18
session UG 1-1
session accounting MG 1-7
accounting file record format MG 1-10
configuration file MG 1-9
configuring MG 1-8
configuring the Accounting listener MG 1-9
enabling MG 1-9
file format MG 1-9
subroutine library
allocating connection control block PG 1-9
appending remote file PG 1-11
authorizing remote host user PG 1-30
closing remote FTP server connection PG 1-
13
connection control block (CCB) fields PG 1-3
copying remote host file PG 1-23, PG 1-40
creating remote host directory PG 1-14
deallocating a connection control block PG 1-
16
deleting remote host directory PG 1-18
deleting remote host file PG 1-20
error status, accessing PG 1-5



FTP_ACCOUNT PG 1-7
FTP_ALLOCATE_CCB PG 1-9
FTP_APPEND_FILE PG 1-11
FTP_CLOSE_CONNECTION PG 1-13
FTP_CREATE_DIRECTORY PG 1-14
FTP_DEALLOCATE_CCB PG 1-16
FTP_DELETE_DIRECTORY PG 1-18
FTP_DELETE_FILE PG 1-20
FTP_GET_CCB PG 1-21
FTP_GET_FILE PG 1-23
FTP_GET_LIST PG 1-26
FTP_GET_NAME_LIST PG 1-28
FTP_LOGIN_USER PG 1-30
FTP_OPEN_CONNECTION PG 1-33
FTP_PASSWORD PG 1-36
FTP_PRINT_DIRECTORY PG 1-38
FTP_PUT_FILE PG 1-40
FTP_QUOTE PG 1-42
FTP_RENAME_FILE PG 1-44
FTP_SET_DEBUG PG 1-46
FTP_SET_DIRECTORY PG 1-48
FTP_SET_PASV PG 1-50
FTP_SET_STRU PG 1-51
FTP_SET_TYPE PG 1-53
FTP_USER PG 1-55
getting connection control
information PG 1-21
getting remote host file listing PG 1-26

block

getting remote host filename listing PG 1-28

linking applications PG 1-2

opening remote host FTP connection PG 1-

33
programming PG 1-10
reference PG 1-6
renaming remote host file PG 1-44

returning remote host current directory PG 1-

38

sending remote host FTP command PG 1-42
setting FTP library debugging mode PG 1-46

setting passive mode PG 1-50
setting remote directory PG 1-48

specifying data representation type PG 1-53

specifying file structure PG 1-51
specifying remote host user PG 1-55

specifying remote host user account PG 1-7
specifying remote host user password PG 1-

36

FTP commands

ACCOUNT UG 1-27

CLOSE UG 1-28

COPY UG 1-29
CREATE/DIRECTORY UG 1-34
DEFINE/KEY UG 1-36
DELETE UG 1-39
DIRECTORY UG 1-42
DISPLAY UG 1-44
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ERROR_EXIT UG 1-46
EXIT UG 1-47
GET UG 1-48
HELP UG 1-52
LDIR UG 1-53
OPEN UG 1-54
PUT UG 1-56
PWD UG 1-60
QUOTE UG 1-61
REMOTEHELP UG 1-62
RENAME UG 1-63
SET
DEBUG
/ICLASS UG 1-66
DEFAULT UG 1-68
SHOW STATUS UG 1-75
SITE UG 1-76
SPAWN UG 1-77
STRUCTURE UG 1-78
TYPE UG 1-79
USER UG 1-81
FTP Subroutine Library
programming PG 1-1
FTPOpenvVMS
FTP?0penVMS
server management MG 1-1
FTP-OpenVMS
ANONYMOUS support MG 1-12
CAPTIVE accounts MG 1-17
exiting, status on MG 1-2
logicals MG 1-14
passive state MG 1-28

RETR, STOR, APPE command qualifiers MG 1-30

security MG 1-2, MG 1-11

server implementation MG 1-27

service commands MG 1-27
ACCT MG 1-27
ALLO MG 1-27
APPE MG 1-27
CDUP MG 1-27
CWD MG 1-27
DELE MG 1-27
HELP MG 1-27
LIST MG 1-27
MDTM MG 1-27
MKD MG 1-27
MODE MG 1-27
NLST MG 1-28
NOOP MG 1-28
PASS MG 1-28
PASV MG 1-28
PORT MG 1-28
PWD MG 1-28
QUIT MG 1-28
REIN MG 1-28
RETR MG 1-28
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RMD MG 1-28
RNFR MG 1-28
RNTO MG 1-28
SITE MG 1-29
SIZE MG 1-29
STOR MG 1-29
STOU MG 1-29
STRU MG 1-30
SYST MG 1-30
TYPE MG 1-30
USER MG 1-30
startup command file MG 1-1
troubleshooting MG 1-31
FTP-OpenVMS server
configuring the 1G 1-15
FTPSERVER_DTP.COM MG 1-4

G

GA UG 1-21, UG 1-54
GateD MG 1-5, NET 1-5
BGP MG 1-5
configuration
file MG 1-5
language MG 1-8
EGP MG 1-5
Global Trace options MG 1-9
HELLO MG 1-5
NETCU commands MG 1-7
OSPF MG 1-5
RIP MG 1-5
route selection MG 1-5
Router Discovery Protocol MG 1-5
starting and stopping MG 1-7
GATED.CONF file
conflict with ROUTING.COM file MG 1-2
creating the 1G 1-16
Gateway
Routing Daemon (GateD) MG 1-1
gateway
address
default MG 1-1
examples MG 1-2
rotation MG 1-1
sequence of use MG 1-1
multiple gateway support MG 1-1
gateway routing daemon
configuring the 1G 1-15
GET UG 1-13
GET command
TGT NET 1-62
get_myaddress routine, RPC RTL PG 1-6
getdomainname/gethostname subroutines, Socket
Library PG 1-21
gethostbyaddr subroutine, Socket Library PG 1-22
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gethostbyname subroutine, Socket Library PG 1-23
gethostid subroutine, Socket Library PG 1-25
getnetbyaddr subroutine, Socket Library PG 1-26
getnetbyname subroutine, Socket Library PG 1-27
getpeername subroutine, Socket Library PG 1-28
getprotobyname subroutine, Socket Library PG 1-29
getprotobynumber subroutine, Socket Library PG 1-30
getrpcbynumber, RPC RTL PG 1-7
getrpcport, RPC RTL PG 1-8
getservbyname subroutine, Socket Library PG 1-31
getservbyport subroutine, Socket Library PG 1-32
getsockname subroutine, Socket Library PG 1-33
getsockopt subroutine, Socket Library PG 1-34
GETSYI client PG 1-2
GETSYI sample programs PG 1-4
global pages 1G 1-3
graphical user interface UG 1-6

method UG 1-4, UG 1-9, UG 1-14

from local to remote UG 1-14
from remote to local UG 1-14

GROUP database, Client-NFS MG 1-3, MG 1-5
GROUP groups

adding 1G 1-7
Group Identification Mapping MG 1-5
GROUP users

adding 1G 1-5

H

hardware clock overview 1G 1-13
HASH UG 1-71
HELLO protocol MG 1-29
HELP
command NET 1-63, NET 1-13
command, NSLOOKUP MG 1-8
Hewlett-Packard documentation UG 1-7
HNS_LOOKUPHOST subroutine, Socket Library PG 1-
35
HNS_LOOKUPIA subroutine, Socket Library PG 1-36
home directory MG 1-15
host
declaration MG 1-9
DNIC, X.25 MG 1-6
information (HINFO) record, DNS MG 1-24
IP address, X.25 MG 1-6
local, X.25 MG 1-6
network name, X.25 MG 1-6
public key MG 1-25
remote, X.25 MG 1-6
host equivalence file |G 1-48
host key
creating MG 1-25
private part MG 1-25
public part MG 1-25
host name patterns MG 1-10



hostent structure, Socket Library PG 1-15, PG 1-8
hosts, configuring UG 1-9

HP WAN Line Configuration Options NET 1-185
htonl subroutine, Socket Library PG 1-37

htons subroutine, Socket Library PG 1-38
HYPERchannel lines IG 1-7

HYPERchannel physical addresses NET 1-6

IBM VM NFS MG 1-24
IBM-to-OpenVMS keyboard map UG 1-13
IBM, supported models UG 1-4
ICMP
redirect messages MG 1-33
tracing options MG 1-32
IDENT service MG 1-3
idle timeout MG 1-10
IMAP
configuration directives in .IMAPRC MG 1-30
mail folders MG 1-29
options in the global .IMAPRC file MG 1-31
server MG 1-28
state information files MG 1-32
implicit labeling MG 1-5
include command, DNS MG 1-17
incoming access restriction
commands MG 1-3
inet_ subroutines, Socket Library PG 1-39
INET_TCP
DROP_TIMER NET 1-103
parameters and values NET 1-103
PROBE_TIMER NET 1-103
INETDRIVER Services
programming PG 1-1
INETDRIVER services
accepting and assigning channel PG 1-9
assigning address to socket PG 1-13
assigning channel to device PG 1-49
asynchronous system trap (AST) PG 1-39
call arguments PG 1-5
call format PG 1-5
cancelling /0 PG 1-51
closing socket PG 1-52
connecting to peer socket PG 1-15
controlling socket characteristics PG 1-24
creating desired socket type PG 1-47
creating socket type
SOCK_DGRAM PG 1-48
SOCK_RAW PG 1-48
SOCK_STREAM PG 1-48
enabling AST delivery PG 1-39
function codes
10$_ACCEPT PG 1-9
10$_ACCEPT_WAIT PG 1-12
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10$_BIND PG 1-13
I10$_CONNECT PG 1-15
10$_GETPEERNAME PG 1-17
10$_GETSOCKNAME PG 1-19
10$_GETSOCKOPT PG 1-21
10$_IOCTL PG 1-24
I0$_LISTEN PG 1-27
I0$_RECEIVE PG 1-29
10$_SEND PG 1-33
10$_SETCHAR PG 1-37
10$_SETMODE | IO$M_ATTNAST PG 1-39
10$_SETSOCKOPT PG 1-41
10$_SHUTDOWN PG 1-45
10$_SOCKET PG 1-47
SYS$ASSIGN PG 1-49
SYS$CANCEL PG 1-51
SYS$DASSGN PG 1-52

getting local address of socket PG 1-19

getting peer name PG 1-17

getting socket option values PG 1-21

multicasting PG 1-3

placing stream in listen state PG 1-27

programming PG 1-9

retrieving data from socket PG 1-29

sample program PG 1-52

sending data/messages PG 1-33

sequence of operations PG 1-2
client PG 1-2
server PG 1-2

setting socket options PG 1-41

setting special device characteristics PG 1-37

shutting down connection PG 1-45

waiting for connection without accepting PG 1-12

INETDRIVER_CLIENT.C file PG 1-52
INETDRIVER_SERVER.C file PG 1-52
INETDRIVER, socket library PG 1-4
INGRES/Net 1G 1-8

installing and configuring 1G 1-10

INITIALIZE/QUEUE command MG 1-15

Terminal Service Print Services MG 1-15

insecure network UG 1-2
Integrated Service Digital Network (ISDN) record,

DNS MG 1-25

Internet

Bootstrap Protocol MG 1-1
Control Message Protocol (ICMP), redirect
messages MG 1-1

internet

device driver (INETDRIVER) services PG 1-1
TCP/IP protocol suite UG 1-5

internet address classes IG 1-11
Internet Message Protocol (IMAP) server

configuring the 1G 1-17

Internet Protocol Implementation Notes PG 1-3
intrusion detection MG 1-4
10$_ACCEPT function code, INETDRIVER PG 1-9
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10$_ACCEPT_WAIT function code, INETDRIVER PG
1-12

10$_BIND function code, INETDRIVER PG 1-13

10$_CONNECT function code, INETDRIVER PG 1-15

10$_CREATE function code, TCPDRIVER PG 1-7

10$_GETPEERNAME function code, INETDRIVER PG

1-17

10$_GETSOCKNAME function code, INETDRIVER PG
1-19

10$_GETSOCKOPT function code, INETDRIVER PG
1-21

10$_IOCTL function code, INETDRIVER PG 1-24
I0$_LISTEN function code, INETDRIVER PG 1-27
10$_READVBLK function code
TCPDRIVER
I0$M_DATACHECK modifier PG 1-11
I0$M_NOW modifier PG 1-11
I0$M_PACKED modifier PG 1-11
UDPDRIVER PG 1-7
I0$M_DATACHECK modifier PG 1-7
I0$M_NOW modifier PG 1-7
10$_READVBLK function code, TCPDRIVER PG 1-11
10$_RECEIVE function code, INETDRIVER PG 1-29
10$_SEND function code, INETDRIVER PG 1-33
10$_SENSEMODE | IO$M_CTRL function code
TCPDRIVER PG 1-15
UDPDRIVER PG 1-13
10$_SENSEMODE | IO$M_RD_COUNT function code
TCPDRIVER
I0$M_CLR_COUNT modifier PG 1-19
UDPDRIVER PG 1-16
I0$M_CLR_COUNT modifier PG 1-16
10$_SENSEMODE | IO$M_RD_COUNT function code,
TCPDRIVER PG 1-19
10$_SENSEMODE function code, TCPDRIVER PG 1-
13
10$_SENSEMODE function code, UDPDRIVER PG 1-
10
10$_SETCHAR function code, INETDRIVER PG 1-37
I0$_SETMODE | IO$M_ATTNAST function code,
INETDRIVER PG 1-39
I0$_SETMODE | IO$M_ATTNAST function code,
TCPDRIVER PG 1-21
10$_SETMODE | IO$M_CTRL | I0$M_SHUTDOWN
function code
TCPDRIVER
I0$M_ABORT modifier PG 1-27
10$_SETMODE | IO$M_CTRL | I0O$M_SHUTDOWN
function code, UDPDRIVER PG 1-21
I0$_SETMODE | IO$M_CTRL | IO$M_STARTUP
function code, TCPDRIVER PG 1-28
10$_SETMODE | IO$M_CTRL function code,
TCPDRIVER PG 1-23
10$_SETSOCKOPT function code, INETDRIVER PG
1-41
10$_SHUTDOWN function code, INETDRIVER PG 1-
45
10$_SOCKET function code, INETDRIVER PG 1-47
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10$_WRITEVBLK | IO$M_EXTEND function code
UDPDRIVER
I0$M_NOFORMAT modifier PG 1-27
10$_WRITEVBLK | IO$M_EXTEND function code,
TCPDRIVER PG 1-32
10$_WRITEVBLK | IO$M_EXTEND function code,
UDPDRIVER PG 1-27
10$_WRITEVBLK function code
TCPDRIVER
I0$M_OUTBAND modifier PG 1-30
UDPDRIVER
I0$M_NOFORMAT qualifier PG 1-24
10$_WRITEVBLK function code, TCPDRIVER PG 1-30
10$_WRITEVBLK function code, UDPDRIVER PG 1-
24
IOCTL.H file PG 1-24
IP UG 1-21, UG 1-55
address, X.25 MG 1-4, MG 1-6
fragments, monitoring using TCPDUMP MG 1-32
Security Option (IPSO) MG 1-9, MG 1-1
automatic startup MG 1-12
basic options
setting first in datagram MG 1-11
stripping datagrams of MG 1-10
basic security option MG 1-2
commands, using MG 1-7
extended options, setting MG 1-10
extended security option MG 1-2
ICMP error messages, enabling MG 1-11
implementation, sample MG 1-5
implicit labels
received datagrams MG 1-9
transmitted datagrams MG 1-8
line options MG 1-3, MG 1-7
protection authorities MG 1-2
security levels MG 1-2
setting options MG 1-3
SHOW IPSO /FULL output MG 1-14
site-specific authorities, creating MG 1-13
system options MG 1-3
troubleshooting MG 1-15
IP addresses
obtaining for network devices 1G 1-3
IP device driver (IPDRIVER) services PG 1-1
IP multicast datagrams
receiving PG 1-18
sending PG 1-17
IP Security Option (IPSO)
management MG 1-1
IPDRIVER
ARP table entry flag PG 1-16
line ID values PG 1-14
IPDRIVER external interface PG 1-33
I/O functions PG 1-34
I0$_INITIALIZE PG 1-34
10$_READVBLK PG 1-34

I0$_SETMODE | IO$M_CTRL |



I0$M_SHUTDOWN PG 1-34

10$_WRITEVBLK PG 1-34

system service call codes PG 1-34
10$_INITIALIZE (External) PG 1-36
10$_INITILIZE PG 1-35
10$_READVBLK PG 1-35
10$_READVBLK (External) PG 1-39
I0$_SETMODE PG 1-35

I0O$_SETMODE |  I0$M_CTRL |
IO$M_SHUTDOWN (External) PG
1-41

I0$_WRITEVBLK PG 1-35

10$_WRITEVBLK (External) PG 1-42

shutting down the external interface for the
channel PG 1-41

IPDRIVER services, programming PG 1-9
IPDRIVER system service call

arguments PG 1-4
format PG 1-3

IPDRIVER user interface system service call function

code
assigning a channel to a device PG 1-30
canceling any pending /0 PG 1-32
closing the port PG 1-23
I0$_READVBLK PG 1-8
I0$_SENSEMODE | IO$M_CTRL PG 1-10
I0$_SENSEMODE | IO$M_RD_COUNT PG 1-18
I0$_SETMODE | IO$M_CTRL PG 1-20
I0$_SETMODE | IO$M_CTRL |
I0O$M_SHUTDOWN PG 1-23
I0$_SETMODE | IO$M_CTRL |
IO$M_STARTUP PG 1-24
I0$_WRITEVBLK PG 1-25
opening a port PG 1-24
P3 function codes PG 1-11
performing reads PG 1-10
reading
extended characteristics PG 1-12

network device information PG 1-12
the ARP table function PG 1-15
the routing table PG 1-13
reading the IP counters PG 1-18
receiving a datagram PG 1-8
releasing a channel PG 1-33
sending data PG 1-25
setting the port characteristics PG 1-20
SYS$ASSIGN PG 1-30
SYS$CANCEL PG 1-32
SYS$DASSGN PG 1-33

IPDRIVER user interface system service call function

codes PG 1-7

IP-over-DECnet lines IG 1-7
IP-over-X.25

configuring MG 1-1
KEEPALIVE MG 1-3
maximum transmission unit MG 1-2
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min/max transmission time MG 1-3

IP-over-X.25 devices IG 1-9
IPP

allowable values MG 1-33
client MG 1-20
design goals MG 1-21
encoding and transport MG 1-21
Implementer’s Guide MG 1-21
logging level
ABORT MG 1-34
DETAILED_TRACE MG 1-33
ERROR MG 1-34
FATAL MG 1-34
FILE MG 1-33
INFO MG 1-34
JOB MG 1-33
SYMBIONT MG 1-33
WARNING MG 1-34
logging levels MG 1-33
model and semantics MG 1-21
multiple printers using wildcards MG 1-35
network printing protocol MG 1-20
no configuration values in the INIT command MG 1-
35
OPCOM terminal names MG 1-33
print command option
COPIES UG 1-17, MG 1-31
DOCUMENT_FORMAT UG 1-18, MG 1-32
FINISHING UG 1-18, MG 1-32
JOB_PRIORITY UG 1-18, MG 1-32
MEDIA UG 1-19, MG 1-33
MULTIPLE_DOCUMENT_HANDLING UG 1-
18, MG 1-32
NUMBER_UP UG 1-18, MG 1-32
ORIENTATION UG 1-18, MG 1-31
PAGE_RANGE UG 1-19, MG 1-32
PRINTER UG 1-17, MG 1-31
QUALITY UG 1-19, MG 1-33
SIDES UG 1-17, MG 1-31
print command options MG 1-31
print only to a specific printer MG 1-34
print queues MG 1-20
print symbiont MG 1-20
protocol MG 1-20
protocol background MG 1-21
qualifiers
/COMMENT MG 1-24
/COPIES_DEFAULT MG 1-24
/DEBUG MG 1-25
/DEFAULT_DOCUMENT_FORMAT MG 1-
25
/DOCUMENT_FORMAT_DEFAULT MG 1-
25
/EXPECT_LINK_CLOSURES MG 1-25
/FINISHING_DEFAULT MG 1-25
/FLAG_DEFAULT MG 1-25
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/INCLUDE MG 1-25
/JOB_PRIORITY_DEFAULT MG 1-25
/JOB_RETRY_DELAY MG 1-25
/LOG_FILE MG 1-26
/LOG_LEVEL MG 1-26
/IMAX_LOG_BYTES MG 1-26
/MEDIA_DEFAULT MG 1-26
/
MULTIPLE_DOCUMENT_HANDLI
NG_DEFAULT MG 1-28
/NUMBER_UP_DEFAULT MG 1-29
/OPCOM_LEVEL MG 1-29
/OPCOM_TERMINAL MG 1-29
/ORIENTATION_DEFAULT MG 1-29
/PAGE_RANGE_DEFAULT MG 1-29
/PRINTER_URI MG 1-24
/QUALITY_DEFAULT MG 1-30
/SIDES_DEFAULT MG 1-30
/SPOOL_DIRECTORY MG 1-30
queue configurations MG 1-34
queue-specific settings MG 1-24
setting up an IPP symbiont queue MG 1-34
structure, model, and protocol MG 1-21
submitting jobs to IPP symbiont print queues MG 1-
36
symbiont queues MG 1-34
using queue-specific logicals MG 1-34
two queues using a disk file MG 1-35
IPP with CNFNET IG 1-19
IPPROTO_IP option
IP_ADD_MEMBERSHIP PG 1-44
IP_DROP_MEMBERSHIP PG 1-44
IP_MULTICAST_IF PG 1-43
IP_MULTICAST_LOOP PG 1-43
IP_MULTICAST_TTL PG 1-43
IP_OPTIONS PG 1-43
IPPROTO_TCP option
TCP_KEEPALIVE PG 1-43
IPSO NET 1-10
protection authorities NET 1-108, PG 1-41
DOE NET 1-108
GENSER NET 1-108
NSA NET 1-108
SCI NET 1-108
SIOP-ESI NET 1-108
security levels NET 1-107, PG 1-44
IPSO_AUTHORITIES. file MG 1-13
ipso_getauthbyname, Socket Library PG 1-41
ipso_getauthbynumber, Socket Library PG 1-43
ipso_getlevelbyname, Socket Library PG 1-44
ipso_getlevelbynumber, Socket Library PG 1-45
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K

keepalive messages MG 1-11
KEEPALIVE, IP-over-X.25 configuration MG 1-3
Kerberos
administration server MG 1-8, MG 1-4, MG 1-9
application server MG 1-6
authentication MG 1-1
authenticator MG 1-5
command reference UG 1-2
command users MG 1-6
database MG 1-7, MG 1-8
adding to MG 1-7
creating MG 1-6
dumping to text file MG 1-8
loading from text file MG 1-8
modifying MG 1-7
removing entry from MG 1-8
showing entry MG 1-8
description MG 1-4
instance MG 1-4
management MG 1-4
management commands MG 1-8
master password
setting MG 1-8
stashing MG 1-7
troubleshooting if not stashed MG 1-7
name MG 1-4
principal MG 1-4
process MG 1-5
R Services
customizing authentication MG 1-14
KLOGIN file MG 1-13
management MG 1-13
requests parameter MG 1-13
RCP authentication MG 1-8
realm MG 1-4
RLOGIN authentication MG 1-8
RSH authentication MG 1-8
sequence MG 1-7
server MG 1-7, MG 1-4
Key Distribution Center (KDC) MG 1-7
keys file, creating MG 1-9
logicals MG 1-4
TCPWARE_KERBV4_MAXAGE MG 1-
5
TCPWARE_KERBV4_PRIMARY MG 1-
5
TCPWARE_KERBV4_REALM MG 1-5
TCPWARE_KERBV4_SRVTYP MG 1-4
management MG 1-1
management commands MG 1-6
managing from server MG 1-9
process MG 1-5
service ticket MG 1-5



session, typical MG 1-6
TELNET
authentication MG 1-8
commands MG 1-14
management MG 1-14
proper operation MG 1-14
request parameter MG 1-14
terms MG 1-4
ticketgranting ticket MG 1-5, MG 1-6
user command
GET TGT UG 1-1
REMOVE TICKETS UG 1-1
SET KERBEROS_PASSWORD UG 1-1
SHOW TICKETS UG 1-1
user commands MG 1-7
Kerberos applications 1G 1-24
Kerberos server
configuring the 1G 1-22
Kerberos user commands
GET TGT UG 1-3
REMOVE TICKETS UG 1-5
SET KERBEROS_PASSWORD UG 1-6
SHOW TICKETS UG 1-7
key designations for three terminal types UG 1-36, UG
1-24
Key-Names NET 1-45
keyword value pairs MG 1-3
KILL CONNECTIONS command NET 1-64
KLOGIN file MG 1-13
klogin service MG 1-13
kshell service MG 1-13

L

line identification codes
entering 1G 1-6
line IDs 1G 1-8
line printer services
configuring the 1G 1-25
Line Printer Services (LPS) MG 1-1
batch queues MG 1-10
client MG 1-1
troubleshooting MG 1-7
LPR command MG 1-10
LPRSMB symbiont, tuning logicals MG 1-7
PRINT command MG 1-10
VMSLPRSMB symbiont, tuning logicals MG 1-6
LISTEN
argument for PG 1-8
description for PG 1-7
format for PG 1-7
status for PG 1-8
listen subroutine, Socket Library PG 1-46
Littleendian PG 1-5
LOAD command
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GATED CONFIGURATION NET 1-65
KDB NET 1-66
loadable time zone rules 1G 1-17
local hostname
defining the 1G 1-21
local mount point MG 1-29
local system commands UG 1-22
DEFINE/KEY UG 1-22
HELP UG 1-22
LCD UG 1-22
LDIR UG 1-22
SET BELL UG 1-22
SET DEBUG UG 1-22
SET HASH UG 1-22
SET LOWERCASE UG 1-22
SET PASSIVE UG 1-22
SET VMS UG 1-22
SHOW STATUS UG 1-22
SPAWN UG 1-22
STRUCTURE UG 1-23
TYPE UG 1-23
local time zone
defining the 1G 1-20
LOCAL_FLOW UG 1-21
LOCAL_FLOW_CONTROL UG 1-57
LocalPref MG 1-45
LOG NET 1-8, NET 1-11
log file MG 1-6
logical
FTP_STARTUP UG 1-1, MG 1-1
MULTINET_IPP_DEFAULT_DOCUMENT_FORMAT
MG 1-23
MULTINET_LOG_MBX MG 1-27
MULTINET_SFTP_FALLBACK_TO_CBT UG 1-7
MULTINET_SFTP_TRANSLATE_VMS_FILE_TYPES
UG 1-8
MULTINET_SSH_ACC_REJ_LOG_FILE MG 1-27
MULTINET_SSH_ENABLE_SSH2_CONNECTIONS
MG 1-28
MULTINET_SSH_KEYGEN_MIN_PW_LEN MG 1-
28
MULTINET_SSH_LOG_ACCEPTS MG 1-27
MULTINET_SSH_LOG_REJECTS MG 1-27
MULTINET_SSH_MAX_SESSIONS MG 1-27
MULTINET_SSH_PARAMETERS MG 1-28
MULTINET_SSH_PARAMETERS_n MG 1-28
MULTINET_SSH_USE_SYSGEN_LGI MG 1-28
MULTINET_SSH2_HOSTKEY_DIR MG 1-28
MULTINET_SSH2_KNOWNHOSTS_DIR MG 1-28
NETCU_STARTUP UG 1-1, NET 1-1
SSH_DIR MG 1-26
SSH_EXE MG 1-26
SSH_LOG MG 1-27
SSH_MAX_SESSIONS MG 1-27
SSH_TERM_MBX MG 1-28
SSH2_DIR MG 1-26, MG 1-28
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TCPWARE_ACECLIENT _DATA_DIRECTORY MG
1-4
TCPWARE_ACECLIENT_ NETWORK MG 1-4
TCPWARE_ACECLIENT _ PASSCODE_TIME UG 1-
3, MG 1-5
TCPWARE_ACECLIENT_CL UG 1-2, MG 1-4
TCPWARE_ACECLIENT_DATA_DIRECTORY UG
1-3, MG 1-6
TCPWARE_ACECLIENT_ENABLE UG 1-3, MG 1-4
TCPWARE_ACECLIENT_NETWORK UG 1-3
TCPWARE_ACECLIENT_REMO UG 1-3, MG 1-5
TCPWARE_ACECLIENT_SHR UG 1-3, MG 1-5
TCPWARE_DOMAINLIST UG 1-3, MG 1-2
TCPWARE_DOMAINNAME UG 1-3, MG 1-2, PG 1-
21, PG 1-52, PG 1-59
TCPWARE_FTP_220_REPLY UG 1-4, MG 1-15
TCPWARE_FTP_221 REPLY UG 1-4, MG 1-16
TCPWARE_FTP_230_REPLY UG 1-4, MG 1-16
TCPWARE_FTP_421_REPLY UG 1-5, MG 1-16,
MG 1-12
TCPWARE_FTP_ACCESS MG 1-17
TCPWARE_FTP_ALL_VERSIONS UG 1-5, MG 1-
17
TCPWARE_FTP_ALLOWCAPTIVE UG 1-6, MG 1-
17
TCPWARE_FTP_ANONYMOUS_230_REPLY UG
1-6, MG 1-17
TCPWARE_FTP_ANONYMOUS_RIGHTS UG 1-6,
MG 1-18, MG 1-12
TCPWARE_FTP_ANONYMOUS_ROOT UG 1-6,
MG 1-6, MG 1-18, MG 1-12
TCPWARE_FTP_CONNECT_BANNER MG 1-18
TCPWARE_FTP_DISALLOW_UNIX_STYLE UG 1-
7, MG 1-19
TCPWARE_FTP_DONT_REPORT_FILESIZE UG 1-
7
TCPWARE_FTP_EXTENSION_QUANTITY UG 1-7
TCPWARE_FTP_GETHOST_MAX_TIME UG 1-7,
MG 1-20
TCPWARE_FTP_IDLE_TIMEOUT UG 1-7, MG 1-20
TCPWARE_FTP_INCLUDE_DEVICE_IN_NLST MG
1-30
TCPWARE_FTP_KEEP_DIR_EXT UG 1-8
TCPWARE_FTP_LOG_ALL_USERS UG 1-8, MG 1-

20
TCPWARE_FTP_LOGFILE UG 1-8, MG 1-6, MG 1-
20, MG 1-12
TCPWARE_FTP_MAX_SERVERS UG 1-8, MG 1-
21

TCPWARE_FTP_MAXREC UG 1-9, MG 1-21
TCPWARE_FTP_MESSAGE_FILE UG 1-9, MG 1-
21
TCPWARE_FTP_OBSERVE_VMS_PROTECTION
MG 1-30
TCPWARE_FTP_ONLY_BREAK_ON_CRLF UG 1-
9, MG 1-22
TCPWARE_FTP_PASSWORD_WARNING_MESSA
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GE UG 1-9, MG 1-22
TCPWARE_FTP_PASSWORD_WARNING_TIME U
G 1-9, MG 1-22
TCPWARE_FTP_PROMPT_NODENAME MG 1-12
TCPWARE_FTP_RECEIVE_THRESHOLD UG 1-9,
MG 1-22
TCPWARE_FTP_RECODE_NONVMS_FILE_NAME
S UG 1-10, MG 1-23
TCPWARE_FTP_ROOT UG 1-10, MG 1-4, MG 1-6,
MG 1-23
TCPWARE_FTP_SEMANTICS_FIXED_IGNORE_C
C UG 1-11, MG 1-24
TCPWARE_FTP_SEMANTICS_VARIABLE_IGNOR
E_CC UG 1-11, MG 1-24
TCPWARE_FTP_SERVER_DATA_PORT_RANGE
UG 1-11, MG 1-24
TCPWARE_FTP_SERVER_LOG_LIMIT UG 1-11,
MG 1-4, MG 1-5, MG 1-24
TCPWARE_FTP_SERVER_RELAXED_PORT_COM
MAND UG 1-11, MG 1-24
TCPWARE_FTP_SET_DEFAULT_TO_ROOT MG 1-
4
TCPWARE_FTP_STRIP_VERSION UG 1-12, MG 1-
25
TCPWARE_FTP_SYST_BANNER UG 1-12, MG 1-
25
TCPWARE_FTP_UNIX_STYLE_BY_DEFAULT UG
1-12, MG 1-26
TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIV
E UG 1-12, MG 1-26
TCPWARE_FTP_UNIX_YEAR_OLD_FILES MG 1-
26
TCPWARE_FTP_username_ROOT UG 1-10, MG 1-
6, MG 1-23
TCPWARE_FTP_WINDOW UG 1-13, MG 1-12, MG
1-26
TCPWARE_IMAP_UDPATE_LOGIN_TIME MG 1-29
TCPWARE_KERBV4_MAXAGE UG 1-13, MG 1-4,
MG 1-5
TCPWARE_KERBV4_PRIMARY UG 1-13, MG 1-4,
MG 1-5
TCPWARE_KERBV4_REALM UG 1-13, MG 1-4,
MG 1-5
TCPWARE_KERBV4_RLOGIN UG 1-13, MG 1-4
TCPWARE_KERBV4_RSHELL UG 1-13, MG 1-4
TCPWARE_KERBV4_SRVTYP UG 1-13, MG 1-4
TCPWARE_KERBV4_TELNET UG 1-13, MG 1-4
TCPWARE_KERBV4_TKFILE UG 1-13, MG 1-4
TCPWARE_LINE MG 1-25
TCPWARE_LPD DEFAULT_USER MG 1-11
TCPWARE_LPD DEFAULT_USER UG 1-13, MG 1-
9
TCPWARE_LPD_OPTIONS UG 1-13, MG 1-11
TCPWARE_LPD_gname_ FORM* MG 1-11
TCPWARE_LPD_gname_ OPTION MG 1-11
TCPWARE_LPD_gname_ PARAMETER* MG 1-12
TCPWARE_LPD_gname_ QUEUE* MG 1-12



TCPWARE_LPD_gname_OPTION UG 1-14
TCPWARE_LPD_gname_* FORM UG 1-14
TCPWARE_LPD_gname_*_PARAMETER UG 1-14
TCPWARE_LPD_gname_* QUEUE UG 1-14
TCPWARE_LPD_SPOOL UG 1-14, MG 1-9, MG 1-
12
TCPWARE_LPR_PRINTER UG 1-14, MG 1-6
TCPWARE_LPR_gname_ PRINTER MG 1-5
TCPWARE_LPR_gname_ PRINTER_DEFAULT MG
1-5
TCPWARE_LPR_gname_PRINTER UG 1-14
TCPWARE_LPR_gname_PRINTER_DEFAULT UG
1-14
TCPWARE_LPR_QUEUES UG 1-15, MG 1-5
TCPWARE_LPR_SPOOL UG 1-15, MG 1-5
TCPWARE_LPRSM UG 1-15
TCPWARE_LPRSM_gname_PRECONN MG 1-7
TCPWARE_LPRSMB_gname_RETRY_INTERVAL
MG 1-7
TCPWARE_LPRSMB_gname_TIMEOUT MG 1-7
TCPWARE_LPRSMB_* RETRY_INTERVAL MG 1-
7
TCPWARE_LPRSMB_* TIMEOUT MG 1-7
TCPWARE_NAMED_MAX_CACHE_TTL UG 1-15,
MG 1-14
TCPWARE_NAMESERVERS UG 1-15, MG 1-2
TCPWARE_NFS_ACCESS_IDENTIFIER UG 1-15,
MG 1-16
TCPWARE_NFS_DFLT_GID UG 1-16, MG 1-20
TCPWARE_NFS_DFLT_UID UG 1-16, MG 1-20
TCPWARE_NFS_DIRLIFE_TIMER UG 1-16, MG 1-

20

TCPWARE_NFS_DIRREAD_LIMIT UG 1-16, MG 1-
20

TCPWARE_NFS_DIRTIME_TIMER UG 1-16, MG 1-
20

TCPWARE_NFS_DYNAMIC_EXPORT UG 1-16,
MG 1-5

TCPWARE_NFS_DYNAMIC_PROXY UG 1-17, MG
1-4

TCPWARE_NFS_FILE_CACHE_SIZE UG 1-17, MG
1-21

TCPWARE_NFS_LOG_CLASS UG 1-17, MG 1-17

TCPWARE_NFS_NOCHECKSUM UG 1-17, MG 1-
21

TCPWARE_NFS_OPENFILE_TIMER UG 1-17, MG
1-21

TCPWARE_NFS_PCNFSD_DFLTPRTOPT UG 1-
17, MG 1-21

TCPWARE_NFS_PCNFSD_ENABLE UG 1-17, MG
1-19

TCPWARE_NFS_PCNFSD_JOB_LIMIT UG 1-18,
MG 1-22

TCPWARE_NFS_PCNFSD_PRINTER UG 1-18,
MG 1-22

TCPWARE_NFS_PCNFSD_PRINTER_LIMIT UG 1-
18, MG 1-22
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TCPWARE_NFS_PCNFSD_SPOOL UG 1-18, MG
1-19

TCPWARE_NFS_PORT UG 1-18, MG 1-22

TCPWARE_NFS_SECURITY UG 1-19, MG 1-17

TCPWARE_NFS_TCP_THREADS UG 1-19, MG 1-

TCPV%/ZARE_NFS_UDP_THREADS UG 1-19, MG 1-

TCPV%/?’ARE_NFS_XID_CACHE_SIZE UG 1-19, MG

TCPV:\LI_/f;E_PCNFSD_DFLTPRTOPT UG 1-20, MG

TCPV:\LI-/féE_POP3_UDPATE_LOGIN_TIME MG 1-

TCPV:?/?/;\RE_PPPD_DEBUG_LEVEL UG 1-20, MG

TCPV:\L/-AllgE_PPPD_OPCOM_LEVEL UG 1-20, MG
1-19

TCPWARE_QUOTE UG 1-20, MG 1-24
TCPWARE_RCMD_FLAGS UG 1-20, MG 1-2
TCPWARE_RCMD_OUTPUT UG 1-20, MG 1-4, MG

1-5
TCPWARE_RES_OPTIONS UG 1-20, MG 1-2
TCPWARE_RES_RETRANS_MIN UG 1-20
TCPWARE_RES_RETRIES UG 1-21
TCPWARE_SCP2_CONNECT_TIMEOUT UG 1-8
TCPWARE_SCP2_VMS_MODE_BY_DEFAULT UG

1-8
TCPWARE_SLIP_ UG 1-22
TCPWARE_SLIP_n MG 1-20
TCPWARE_SNMP_DEBUG PG 1-3
TCPWARE_SSH_SCP_SERVER_DEBUG UG 1-8
TCPWARE_SSH_SFTP_SERVER_DEBUG UG 1-9,

UG 1-21
TCPWARE_SVCORDER UG 1-27, PG 1-23
TCPWARE_TCLB_BIAS UG 1-28, MG 1-46
TCPWARE_TELNET_WINDOW UG 1-28
TCPWARE_TELNETD_DEFCHAR UG 1-28, MG 1-

4
TCPWARE_TELNETD_FLAGS UG 1-28
TCPWARE_TELNETD_INTRO_MSG UG 1-29, MG

1-14
TCPWARE_TELNETD_NO_FORCED_HANGUP U

G 1-28, MG 1-2, MG 1-4
TCPWARE_TIMED_EXCLUDE UG 1-29, MG 1-4
TCPWARE_TIMED_INCLUDE UG 1-29
TCPWARE_TIMED_MODE UG 1-29, MG 1-4
TCPWARE_TIMEZONE UG 1-29, PG 1-76
TCPWARE_TSSYM_ UG 1-30
TCPWARE_TSSYM_gname MG 1-16, MG 1-17
TCPWARE_TSSYM_gname_

RETRY_INTERVAL MG 1-20
TCPWARE_TSSYM_gname_ TIMEOUT MG 1-20
TCPWARE_TSSYM_gname_RETRY_INTERVAL U

G 1-30
TCPWARE_TSSYM_gname_TIMEOUT UG 1-30
TCPWARE_TSSYM_*_RETRY_INTERVAL UG 1-
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30, MG 1-20 print forms, DEFINE/FORM qualifiers MG 1-3
TCPWARE_TSSYM_*_ TIMEOUT MG 1-20 print symbionts
TCPWARE_TSSYM_*_TIMEOUT UG 1-30 TCPWARE_LPRSMB MG 1-2
TCPWARE_VMSLPRSMB_ gname_PRECONN UG TCPWARE_VMSLPRSMB MG 1-2

1-30 system logicals, VMSLPRSMB tuning logicals MG 1-
TCPWARE_VMSLPRSMB_gname_PRECONN MG 6

1-6 LPS client OpenVMS print queues
TCPWARE_VMSLPRSMB_gname_RETRY_INTERV configuring the 1G 1-28

AL UG 1-30, MG 1-6 LPS for batch startup
TCPWARE_VMSLPRSMB_gname_TIMEOUT UG configuring the IG 1-30

1-30, MG 1-6 LS command, NSLOOKUP MG 1-10
TCPWARE_VMSLPRSMB_* RETRY_INTERVAL U LSERVER command, NSLOOKUP MG 1-14

G 1-30, MG 1-6
TCPWARE_VMSLPRSMB_* TIMEOUT UG 1-31,

MG 1-6
TELNET_WINDOW MG 1-2 M

TELNETD_DEFCHAR MG 1-2
TELNETD_FLAGS MG 1-2
TELNETD_INTRO_MSG MG 1-2
TT2$M_HANGUP MG 1-4
UCX$DEVICE UG 1-31, PG 1-3
UCXS$INET_HOST UG 1-31, PG 1-3

Mail
Exchanger (MX) record, DNS MG 1-30
Information (MINFO) record, DNS MG 1-28
mail
delivery mechanisms, using MG 1-7
parameters MG 1-17

UCX$IPC_SHR UG 1-31, PG 1-3 mail monitoring MIB

WIN/TCP PG 1-11 MtaFailedConvertedMessages MG 1-13
login interfaces UG 1-3 MtaLoopsDetected MG 1-14
LOWERCASE UG 1-72 MtaReceivedMessages MG 1-13
LPD protocol MG 1-21 MtaReceivedRecipients MG 1-13
LPD Server MtaReceivedVolume MG 1-13

access file

MtaStoredMessages MG 1-13
MtaStoredRecipients MG 1-13
MtaStoredVolume MG 1-13
MtaSuccessfulConvertedMessages MG 1-13
MtaTransmittedMessages MG 1-13
MtaTransmittedRecipients MG 1-13
MtaTransmittedVolume MG 1-13

creating MG 1-9
description MG 1-9
format MG 1-9

name MG 1-9

sample MG 1-10
username logical MG 1-10

command qualifiers MG 1-11 Mailbox

control files MG 1-9 Group (MG) record, DNS MG 1-27

data files MG 1-9 Rename (MR) record, DNS MG 1-29

description MG 1-7 (MB) record, DNS MG 1-26

funptlon MG 1-7 mailbox UG 1-2, MG 1-28, MG 1-2

option MG 1-8 MAIL-CONFIG commands NET 1-12, NET 1-1

troubleshooting MG 1-13 ADD GATEWAY NET 1-12, NET 1-2

use of /etc/printcap file MG 1-7 ADD LOCAL-DOMAIN NET 1-12, NET 1-3
LPD server

ADD QUEUE-GROUP NET 1-12, NET 1-4
ALIAS-FILE NET 1-19

ATTACH NET 1-12, NET 1-5

CLEAR NET 1-12, NET 1-6

configuring the 1G 1-30
LPD server access file
building the 1G 1-31

o s o A e
tgﬁ&oggaﬂé"'”e Printer Services MG 1-10 DELETE LOCAL-DOMAIN NET 1-12, NET 1-8
LpS DELETE QUEUE-GROUP NET 1-12, NET 1-9
client commands DELIVERY-RECEIPTS NET 1-21

LPQ MG 1-2 DISABLE-PSIMAIL NET 1-22

LPR MG 1-2 ERASE NET 1-12, NET 1-10

LPRM MG 1-2 EXIT NET 1-12, NET 1-11

PRINT MG 1-2 GATEWAY NET 1-16
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GET NET 1-12

HELP NET 1-12, NET 1-13

PUSH NET 1-12, NET 1-14
QUEUE-GROUP NET 1-17

QUIT NET 1-12, NET 1-15

REMOVE GATEWAY NET 1-12
REMOVE QUEUE-GROUP NET 1-13
SAVE NET 1-13, NET 1-18

SET ALIAS-FILE NET 1-13

SET DECNET-DOMAIN NET 1-13
SET DELIVERY-RECEIPTS NET 1-13
SET DISABLE-PSIMAIL NET 1-13

SET DISALLOW-USER-REPLY-TO NET 1-13, NET

1-23
SET FORWARDER NET 1-13, NET 1-24

SET FORWARD-LOCAL-MAIL NET 1-13, NET 1-25
SET FORWARD-REMOTE-MAIL NET 1-13, NET 1-

26
SET HEADER-CONTROL NET 1-13, NET 1-27
SET HOST-ALIAS-FILE NET 1-13, NET 1-28

SET LOCAL-MAIL-FORWARDER NET 1-13, NET 1-

29
SET LOCASE-USERNAME NET 1-30
SET POSTMASTER NET 1-13, NET 1-31
SET QUEUE-COUNT NET 1-13, NET 1-32
SET REPLY-CONTROL NET 1-14, NET 1-33
SET RESENT-HEADERS NET 1-14, NET 1-34
SET RETRY-INTERVAL NET 1-14, NET 1-35
SET RETURN-INTERVAL NET 1-14, NET 1-36
SET RFC822-TO-HEADER NET 1-37

SET SEND-BROADCAST-CLASS NET 1-14, NET 1-

38
SET SMTP-HOST-NAMES NET 1-14, NET 1-39
SET START-QUEUE-MANAGE NET 1-14
SET START-QUEUE-MANAGER NET 1-40
SHOW NET 1-14, NET 1-41
SPAWN NET 1-14, NET 1-42
STATUS NET 1-14, NET 1-43
USE NET 1-14, NET 1-44
VERSION NET 1-14, NET 1-45
WRITE NET 1-14, NET 1-46
mail, transferring UG 1-7
maintenance agreement number
entering your 1G 1-5
Management Information Base (MIB) MG 1-2
MAP command, X.25 mapping database MG 1-7, MG
1-8
Maximum Transmission Unit (MTU)
IP-over-X.25 configuration MG 1-2
messages, exchanging UG 1-7
MIME Media Types MG 1-21
MINFO record MG 1-28
Miscellaneous NETCU Commands NET 1-11
miscellaneous services
CHARGEND |G 1-33
configuring the 1G 1-33
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DAYTIMED IG 1-33
DISCARDD IG 1-33
ECHOD IG 1-33
IDENT IG 1-33
QUOTED IG 1-33
TFTPD IG 1-33
TIME 1G 1-33
miscellaneous utilities & services
CHARGEND service MG 1-2
DAYTIMED service MG 1-2
DISCARD utility MG 1-2
DISCARDD service MG 1-2
ECHOD service MG 1-2
FINGERD service MG 1-2
NETCU DEBUG MG 1-3
modems
compression MG 1-25
data transfer mode MG 1-25
MODIFY command
KDB NET 1-67
KERBEROS USER NET 1-69
SERVICE NET 1-70
protocol values NET 1-70
BG_TCP NET 1-70
BG_UDP NET 1-70
STREAM, DGRAM NET 1-70
TCP NET 1-70
UDP NET 1-70
mount
commands MG 1-14
point, Client-NFS MG 1-11
mount and dismount commands MG 1-27
MOUNT protocol MG 1-7
mounting filesystems
Client-NFS MG 1-11, MG 1-13
automounting MG 1-18
background mounting MG 1-18
cluster MG 1-12
MOUNT command MG 1-16
occluded mounts MG 1-19
overmounting MG 1-19
Server-NFS MG 1-7
mount/dismount sequence MG 1-18
multicast address, Socket Library PG 1-16
multicasting PG 1-17
multicasting command
SHOW MULTICAST_GROUPS NET 1-3
Multi-Exit Discriminator (MED) MG 1-45
MULTINET IPP SHOW command
qualifier
APPEND MG 1-37
ATTRIBUTE MG 1-37
FORMAT MG 1-37
FULL MG 1-38
GLOBAL MG 1-38
OUTPUT MG 1-38
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SYMBOL MG 1-38
MultiNet SSH server MG 1-2
MULTINET SSHADD UG 1-31
MULTINET SSHAGENT UG 1-30
MULTINET SSHKEYGEN UG 1-27
MULTINET_SFTP_RETURN_ALQ UG 1-8
MULTINET_SSH_SFTP_SERVER_DEBUG UG 1-9,
UG 1-21
MX records MG 1-30

N

Name Server (NS) record, DNS MG 1-32
NAMED.
BOOT file MG 1-3
CONF options MG 1-7
allow-query MG 1-7
allow-transfer MG 1-7
check-names MG 1-8
directory MG 1-8
fake-iquery MG 1-8
fetch-glue MG 1-8
forward MG 1-9
forwarders MG 1-9
listen-on MG 1-9
notify MG 1-10
recursion MG 1-10
topology MG 1-10
CONF zone fields MG 1-5
HOSTS file, overlapping clusters MG 1-44
NAMESERVER.LOG file MG 1-3, MG 1-42
national address MG 1-3
X.25 DNIC MG 1-3, MG 1-11
NETCP
OPCOM messages NET 1-16
startup messages NET 1-15
NETCP.LOG file NET 1-17

NETCU
ARP command
ADD NET 1-2
FIND NET 1-2

FLUSH NET 1-2

REMOVE NET 1-2

SET INTERFACE NET 1-2

SHOW NET 1-2

SHOW INTERFACE NET 1-2
command reference NET 1-15
DHCP commands

RELEASE NET 1-2

SET NET 1-2

SHOW NET 1-2

STOP/ NET 1-2

UPDATE NET 1-3
Dynamic Host Configuration commands NET 1-2
exiting NET 1-15
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GateD command
CHECK GATED CONFIG MG 1-7
DUMP GATED STATE MG 1-7
LOAD GATED CONFIG MG 1-7
SET GATED TRACE MG 1-7
SHOW GATED TRACE MG 1-7
SHOW OSPF ADVERTISE MG 1-7
SHOW OSPF AS MG 1-7
SHOW OSPF DESTINATIONS MG 1-7
SHOW OSPF ERRORS MG 1-7
SHOW OSPF HOPS MG 1-7
SHOW OSPF INTERFACES MG 1-7
SHOW OSPF LOG MG 1-7
SHOW OSPF NEIGHBORS MG 1-7
SHOW OSPF ROUTING MG 1-7
SHOW OSPF STATE MG 1-8
SHOW RIP MG 1-8
STOP/GATED MG 1-8
TOGGLE GATED TRACING MG 1-8
UPDATE GATED INTERFACES MG 1-8
miscellaneous commands
ADD SECONDARY NET 1-11
DEFINE/KEY NET 1-11
EXIT NET 1-11
HELP NET 1-11
REMOVE SECONDARY NET 1-11
SET DOMAINNAME NET 1-11
SET PASSWORD NET 1-11
SET/SHOW INTERFACE NET 1-11
SHOW SNMP NET 1-11
SHOW TIMEZONE NET 1-11
SHOW VERSION NET 1-11
SPAWN NET 1-11
multicasting commands NET 1-3
ADD MULTICAST_GROUP NET 1-3
REMOVE MULTICAST_GROUP NET 1-3
SHOW MULTICAST_GROUPS NET 1-3
NFS commands NET 1-3
ADD EXPORT NET 1-3
ADD GROUP NET 1-3
ADD PROXY NET 1-3
ADD SM NET 1-3
CREATE EXPORT NET 1-3
CREATE GROUP NET 1-3
CREATE PROXY NET 1-3
FIND PROXY NET 1-4
RELOAD GROUP NET 1-4
RELOAD PROXY NET 1-4
REMOVE EXPORT NET 1-4
REMOVE GROUP NET 1-4
REMOVE PROXY NET 1-4
REMOVE SM NET 1-4
SHOW EXPORT NET 1-4
SHOW GROUP NET 1-4
SHOW MOUNT NET 1-4
SHOW PROXY NET 1-4



SHOW SM NET 1-4
SHOW STATISTICS NET 1-4
STOP/SERVER NET 1-4
UNMOUNT ALL NET 1-4
OPCOM messages
interfaces NET 1-17
IP-over-DECnet lines NET 1-17
routing commands NET 1-5
ADD ROUTE NET 1-5
CHECK GATED CONFIG NET 1-5
DISABLE FORWARDING NET 1-5
DISABLE REDIRECTS NET 1-5
DUMP GATED STATE NET 1-5
ENABLE FORWARDING NET 1-5
ENABLE REDIRECTS NET 1-5
FIND ROUTE NET 1-5
FLUSH/ROUTE NET 1-5

LOAD GATED CONFIGURATION NET 1-6

REMOVE ROUTE NET 1-6

SET GATED TRACE NET 1-6

SET GATEWAY NET 1-6

SHOW GATED TRACE NET 1-6

SHOW OSPF NET 1-6

SHOW RIP NET 1-6

SHOW ROUTES NET 1-6

STOP/GATED NET 1-6

TOGGLE GATED TRACING NET 1-6

UPDATE GATED INTERF NET 1-6
running NET 1-1
security commands NET 1-9

ADD KACL NET 1-9

ADD KDB NET 1-9

ADD KERBEROS USER NET 1-9

CREATE KDB NET 1-10

CREATE SRVTAB NET 1-10

DUMP KDB NET 1-10

GET TGT NET 1-10

LOAD KDB NET 1-10

MODIFY KDB NET 1-10

MODIFY KERBEROS USER NET 1-10

REMOVE KACL NET 1-10

REMOVE KDB NET 1-10

REMOVE TICKETS NET 1-10

SET KERBEROS_PASS NET 1-10

SET MASTER_PASS NET 1-10

SHOW FILTER NET 1-10

SHOW IPSO NET 1-10

SHOW KACL NET 1-10

SHOW KDB NET 1-10

SHOW KERBEROS USER NET 1-10

SHOW OUTGOING NET 1-10

SHOW TICKETS NET 1-11

STASH MASTER_PASS NET 1-11
service commands NET 1-6

ADD ACCESS_LIST NET 1-6

ADD SERVICE NET 1-6
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MODIFY SERVICE NET 1-6
REMOVE ACCESS_LIST NET 1-6
REMOVE SERVICE NET 1-6
SHOW ACCESS_LIST NET 1-6
SHOW SERVICES NET 1-6

SET commands NET 1-5
starting and stopping commands NET 1-7

KILL CONNECTIONS NET 1-7
START/DNIP NET 1-7
START/INET NET 1-7
START/IP NET 1-7
START/PWIP NET 1-7
START/TCP NET 1-7
START/UCX NET 1-7
START/UDP NET 1-7
STOP/DNIP NET 1-7
STOP/GATED NET 1-7
STOP/INET NET 1-7
STOP/IP NET 1-7
STOP/NETCP NET 1-7
STOP/PWIP NET 1-7
STOP/SERVER NET 1-7
STOP/TCP NET 1-7
STOP/UCX NET 1-7
STOP/UDP NET 1-7

startup messages NET 1-15
status commands NET 1-8

DEBUG/IP NET 1-8
DEBUG/TCP NET 1-8
DEBUG/UPD NET 1-8

SHOW NET 1-8

SHOW ACCESS_LIST NET 1-8
SHOW ARP NET 1-8

SHOW CONNECTIONS NET 1-8
SHOW COUNTERS NET 1-8
SHOW DHCP NET 1-8

SHOW DNIP NET 1-9

SHOW GATED TRACE NET 1-9
SHOW HOST NET 1-9

SHOW INTERFACE NET 1-9
SHOW MULTICAST_GROUPS NET 1-9
SHOW NETWORKS NET 1-9
SHOW OSPF NET 1-9

SHOW RIP NET 1-9

SHOW ROUTES NET 1-9
SHOW SERVICES NET 1-9
SHOW SNMP NET 1-9

SHOW STATISTICS NET 1-9

token authentication commands NET 1-8

ADD ACE_USER NET 1-8

CREATE ACE_USER_DATABASE NET 1-8
REMOVE ACE_USER NET 1-8

SHOW ACE_USER NET 1-8

troubleshooting NET 1-15
NETCU Commands
SET KERBEROS_PASSWORD NET 1-111
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SHOW DNIP NET 1-136 REMOVE KACL NET 1-82
NETCU commands REMOVE KDB NET 1-84
ADD ACCESS_LIST NET 1-2 REMOVE MULTICAST_GROUP NET 1-86
ADD ACE_USER NET 1-4 REMOVE PROXY NET 1-87
ADD ARP NET 1-6 REMOVE ROUTE NET 1-89
ADD EXPORT NET 1-8 REMOVE SECONDARY NET 1-90
ADD GROUP NET 1-11 REMOVE SERVICE NET 1-91
ADD KACL NET 1-13 REMOVE TICKETS NET 1-92
ADD KDB NET 1-15 SET NET 1-93
ADD KERBEROS USER NET 1-17 SET BG_ NET 1-96
ADD MULTICAST_GROUP NET 1-18 SET DHCP NET 1-97
ADD PROXY NET 1-19 SET DOMAINNAME NET 1-98
ADD ROUTE NET 1-21 SET FILTER NET 1-99
ADD SECONDARY NET 1-23 SET GATED TRACE NET 1-100
ADD SERVICE NET 1-24 SET GATEWAY NET 1-102
CHECK GATED CONFIGURATION NET 1-30 SET INET NET 1-103
CREATE ACE_USER_DATABASE NET 1-31 SET INTERFACE NET 1-104
CREATE EXPORT NET 1-32 SET IPSO NET 1-107
CREATE GROUP NET 1-33 SET LOG NET 1-112
CREATE KDB NET 1-34 SET LOG /NFS NET 1-112
CREATE PROXY NET 1-35 SET MASTER_PASSWORD NET 1-114
CREATE SRVTAB NET 1-36 SET NAMED MAXIMUM_TTL NET 1-117
DEBUG/IP NET 1-38 SET NAMED MINIMUM_TTL NET 1-118
DEBUG/TCP NET 1-40 SET OUTGOING_ACCESS_RESTRICTIONS NET
DEBUG/UDP NET 1-43 1-119
DEFINE TIMEZONE NET 1-48 SET SSH /DEBUG NET 1-120
DEFINE/KEY NET 1-45 SET TIMEZONE NET 1-121
DISABLE FORWARDING NET 1-49 SHOW NET 1-122
DISABLE REDIRECTS NET 1-50 SHOW ACCESS_LISTS NET 1-126
DUMP GATED STATE NET 1-51 SHOW ACE_USER NET 1-125
DUMP KDB NET 1-52 SHOW ARP NET 1-127
DUMP NAMED NET 1-53 SHOW CONNECTIONS NET 1-129
ENABLE FORWARDING NET 1-55 SHOW COUNTERS NET 1-131
ENABLE REDIRECTS NET 1-56 SHOW DHCP NET 1-133
EXIT NET 1-57 SHOW EXPORT NET 1-138
FIND ARP NET 1-58 SHOW FILTER NET 1-140
FIND PROXY NET 1-59 SHOW GATED TRACE NET 1-142
FIND ROUTE NET 1-60 SHOW GROUP NET 1-143
FLUSH NET 1-61 SHOW HOST NET 1-144
GET TGT NET 1-62 SHOW INTERFACE NET 1-145
HELP NET 1-63 SHOW IPSO NET 1-147
KILL CONNECTIONS NET 1-64 SHOW KACL NET 1-149
LOAD GATED CONFIGURATION NET 1-65 SHOW KDB NET 1-150
LOAD KDB NET 1-66 SHOW KERBEROS USER NET 1-152
MODIFY KDB NET 1-67 SHOW LOGICAL NET 1-174
MODIFY KERBEROS USER NET 1-69 SHOW MOUNT NET 1-153
MODIFY SERVICE NET 1-70 SHOW MULTICAST_GROUPS NET 1-154
RELOAD GROUP NET 1-72 SHOW NAMED VERSION NET 1-179
RELOAD NAMED NET 1-73 SHOW NETWORKS NET 1-155
RELOAD PROXY NET 1-75 SHOW OSPF NET 1-156
REMOVE ACCESS_LIST NET 1-77 SHOW
REMOVE ACE_USER NET 1-76 OUTGOING_ACCESS_RESTRICTIONS NET
REMOVE ARP NET 1-78 1-164
REMOVE DHCP NET 1-79 SHOW PROXY NET 1-165
REMOVE EXPORT NET 1-80 SHOW RIP NET 1-166
REMOVE GROUP NET 1-81 SHOW ROUTES NET 1-168
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SHOW SERVICES NET 1-170
SHOW SNMP NET 1-173
SHOW SSH NET 1-174

SHOW STATISTICS NET 1-174
SHOW TICKETS NET 1-177
SHOW TIMEZONE NET 1-178
SHOW VERSION NET 1-180
SPAWN NET 1-181
START/DNIP NET 1-182
START/INET NET 1-183
START/IP NET 1-184
START/PWIP NET 1-192
START/TCP NET 1-193
START/UCX NET 1-196
START/UDP NET 1-197
STASH MASTER_PASSWORD NET 1-198
STOP /SSH NET 1-209
STOP/DHCP NET 1-199
STOP/DNIP NET 1-200
STOP/DNS NET 1-201
STOP/GATED NET 1-202
STOP/INET NET 1-203
STOP/IP NET 1-204
STOP/NAMED NET 1-205
STOP/NETCP NET 1-206
STOP/PWIP NET 1-207
STOP/SERVER NET 1-208
STOP/TCP NET 1-210
STOP/UCX NET 1-211
STOP/UDP NET 1-212
TCPDUMP NET 1-213
TOGGLE GATED TRACING NET 1-214
UNMOUNT ALL NET 1-215
UPDATE GATED INTERFACES NET 1-217
VERSION NET 1-218

WRITE NET 1-218

NETCU output files

creating NET 1-14
netent structure, Socket Library PG 1-9
netgroups MG 1-27, MG 1-25
Network
Control Utility (NETCU) MG 1-13
File System (NFS)
requests and replies, monitoring
TCPDUMP MG 1-31
Lock Manager (NLM) MG 1-8
Status Monitor (NSM) MG 1-8
Time Protocol (NTP) MG 1-1
Kerberos use of MG 1-5

network

device drivers, programming PG 1-7
drives, accessing UG 1-8

functions, controlling UG 1-10

interfaces, programming UG 1-16
interfaces, unnumbered MG 1-10, MG 1-23
name, X.25 MG 1-6

using
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print services command

LPQ UG 1-2
LPR UG 1-2
LPRM UG 1-2
PRINT UG 1-2

programming interfaces

FTP library UG 1-16

QIO programming interfaces UG 1-16

SNMP extendible agent UG 1-17

socket library UG 1-16

TELNET library UG 1-16

token  authentication  ACE/Client  API
functions UG 1-17

UCX compatibility services UG 1-16

programming with sockets PG 1-11
testing tools MG 1-1

FINGER UG 1-11

IDENT UG 1-11
NSLOOKUP UG 1-11
PING UG 1-12
TCPDUMP utility UG 1-12
TRACEROUTE UG 1-12
WHOIS UG 1-12

time, changing MG 1-3
network classes and masks NET 1-188
Network Control Utility (NETCU) NET 1-1
network device addresses
entering 1G 1-10
network device information
tips for entering 1G 1-11
network devices IG 1-8
network print services UG 1-2
network service monitoring MG 1-6

items

ApplAccumulatedinboundAssociations MG
1-6

ApplDescription MG 1-7

ApplinboundAssociations MG 1-7

Applindex MG 1-7

ApplLastChange MG 1-7
ApplLastinboundActivity MG 1-7

AppIName MG 1-7

ApplOperStatus MG 1-7
ApplRejectedinboundAssociations MG 1-7
ApplUptime MG 1-7

ApplVersion MG 1-7

Network Time Protocol
configuring the 1G 1-43
next-server parameter MG 1-8
NFS server
starting and restarting 1G 1-41
testing 1G 1-42
NFS statistics
Files NET 1-174
Memory in use NET 1-174
MOUNT NET 1-176
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NFS NET 1-175

RPC NET 1-175

RPC Errors NET 1-175

Started NET 1-174

Threads NET 1-174

Uptime NET 1-174
NFS user identification MG 1-3
NFS_ACCESS_IDENTIFIER parameter MG 1-16
NFS_DFTL_GID parameter MG 1-20
NFS_DFTL_UID parameter MG 1-20
NFS_DIRLIFE_TIMER parameter MG 1-20
NFS_DIRREAD_LIMIT parameter MG 1-20
NFS_DIRTIME_TIMER parameter MG 1-20
NFS_FILE_CACHE_SIZE parameter MG 1-21
NFS_LOG_CLASS parameter MG 1-17
NFS_NOCHECKSUM parameter MG 1-21
NFS_OPENFILE_TIMER parameter MG 1-21
NFS_PCNFSD_DFLTPRTOPT parameter MG 1-21
NFS_PCNFSD_ENABLE parameter MG 1-19
NFS_PCNFSD_JOB_LIMIT parameter MG 1-22
NFS_PCNFSD_PRINTER parameter MG 1-22
NFS_PCNFSD_PRINTER_LIMIT parameter MG 1-22
NFS_PCNFSD_SPOOL parameter MG 1-19
NFS_PORT parameter MG 1-22
NFS_SECURITY parameter MG 1-17
NFS_TCP_THREADS parameter MG 1-22
NFS_UDP_THREADS parameter MG 1-22
NFS_XID_CACHE_SIZE parameter MG 1-23
NFSDISMOUNT command, Client-NFS MG 1-40
NFSFile Ownership and Protection MG 1-5
NFSMOUNT command MG 1-13, MG 1-29
NFSMOUNT /CONFIG command, Client-NFS MG 1-36
NFSMOUNT /LOCK command MG 1-19
NFSMOUNT /SHOW command, Client-NFS MG 1-38
NFSOpenVMS Client

NFS?0OpenVMS Client

filename mapping rules MG 1-1

NFSOpenVMS Client

NFS?0penVMS Client MG 1-1
NFS-OpenVMS Client

attributes data files (ADFs) MG 1-20

cache space, increasing MG 1-26

cache timeout, setting MG 1-22

default GID, setting MG 1-22

default UID, setting MG 1-22

default user, setting MG 1-22

delta time, using MG 1-27

disk quotas, displaying MG 1-26

file locking MG 1-12

file protection mask MG 1-6, MG 1-7

file version mapping rules MG 1-10, MG 1-11

file versions, limiting MG 1-22

GID protection MG 1-3

GROUP database MG 1-3, MG 1-5

IBM VM server type setting MG 1-24

implementation MG 1-27
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master file directory (MFD) MG 1-11
mount
background MG 1-18
occluded MG 1-19
options setting MG 1-20
overmounting MG 1-19
mount device specification MG 1-11
mount point MG 1-11
mount type, setting MG 1-23
mounting filesystems MG 1-11, MG 1-13
cluster MG 1-12
mount, automounting MG 1-18
POSIX limitation MG 1-27
privileges MG 1-9
protection mapping, client to server MG 1-9
PROXY database MG 1-3, MG 1-4
read/write transfer size, setting MG 1-22
retry time, setting MG 1-25
security auditing MG 1-16
server concept MG 1-1
server type, setting MG 1-23
special users MG 1-9
superusers MG 1-23
symbolic links MG 1-15
TCPWARE server type setting MG 1-24
template device MG 1-11
text files, autoconverting MG 1-20
timeout time, setting MG 1-25
troubleshooting MG 1-28
UIC protection MG 1-4
UID protection MG 1-3
user identification MG 1-3
virtual directory MG 1-12
volume labels, setting MG 1-26
letc/group file MG 1-3
NFS-OpenVMS client
configuring the 1G 1-4
NFSOpenVMS Server
NFS?0OpenVMS Server
filename mapping rules MG 1-1
NFSOpenVMS Server
NFS?0penVMS Server MG 1-1
NFS-OpenVMS Server MG 1-1
default, GID setting MG 1-20
default, UID setting MG 1-20
delta time, using MG 1-20
EXPORT database MG 1-4
file
attribute mapping MG 1-11
UNIX to OpenVMS MG 1-12
conversion MG 1-14
converting manually MG 1-15
formats MG 1-14
locking MG 1-8
NFS client’s view of MG 1-8
OpenVMS user’s view of MG 1-9



protection MG 1-10
UIC in OpenVMS MG 1-10
UID/GID in UNIX MG 1-11
protection, ACL MG 1-13
version mapping rules MG 1-10
filename translation MG 1-9
files
reading MG 1-14
writing MG 1-14
GID protection MG 1-2
implementation MG 1-23
log file MG 1-17
parameters
advanced MG 1-19
basic MG 1-16
protocol procedures MG 1-24
create MG 1-24
getattr MG 1-25
link MG 1-26
lookup MG 1-26
mkdir MG 1-26
read MG 1-27
readdir MG 1-26
readlink MG 1-27
remove MG 1-27
rename MG 1-27
rmdir MG 1-27
setattr MG 1-27
statfs MG 1-26
symlink MG 1-27
write MG 1-28
PROXY database MG 1-2
reading files MG 1-14
restrictions MG 1-24
security MG 1-12
features MG 1-1
stream_If-to-variable conversion MG 1-15
STREAM-LF files MG 1-14
troubleshooting MG 1-32
UIC protection MG 1-2
UID protection MG 1-2
variable-to-stream conversion MG 1-15
variable-to-stream_If conversion MG 1-15
writing files MG 1-14
XID cache MG 1-23
letc/passwd file MG 1-2
NFS-OpenVMS server
configuring the 1G 1-34
NFS-to-OpenVMS
character sequence mapping MG 1-2
filename translation rules MG 1-5
FTP commands
SET UG 1-65
UG 1-71, UG 1-72, UG 1-73, UG 1-74
IPP
print command option
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UG 1-18, MG 1-31
NETCU
miscellaneous commands
SET NET 1-11
security commands
SET NET 1-10
status commands
SET NET 1-8
NETCU commands
SET NAMED NET 1-116
SFTP2 qualifiers
/ UG 1-11
TELNET
command reference
SET UG 1-21
TELNET commands
SET
UG 1-39, UG 1-41, UG 1-42, UG 1-43, UG
1-44, UG 1-48, UG 1-49, UG 1-50,
UG 1-52, UG 1-53, UG 1-54, UG 1-
55, UG 1-57, UG 1-62
nopwd MG 1-13
NS records MG 1-32
NSLOOKUP utility MG 1-3
error messages MG 1-20
EXIT command MG 1-6
FINGER command MG 1-7
HELP command MG 1-8
interactive mode MG 1-4
LS command MG 1-10
LSERVER command MG 1-14
non-interactive mode MG 1-4
ROOT command MG 1-13
SERVER command MG 1-14
SET command MG 1-15
SPAWN command MG 1-19
VIEW command MG 1-20
NTA device
creating a permanent UG 1-9
handling a broken connection UG 1-10
ntohl subroutine, Socket Library PG 1-47
ntohs subroutine, Socket Library PG 1-48
NTP
access control commands MG 1-14
configuration file MG 1-33
files MG 1-32
WAYTOOBIG IG 1-44
NTPDATE utility MG 1-16
NTPQ utility MG 1-27
NTPSERVER.LOG MG 1-3
NTPTRACE utility MG 1-19
NTP.CONF MG 1-3
NTP.DRIFT MG 1-3
NTP.KEYS MG 1-3
NULL routine, calling PG 1-7
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@)

ONC RPC Run-Time Library (RTL) PG 1-1
conventions PG 1-1
ONC RPC Services
active cache PG 1-10
asynchronous server PG 1-5
asynchronous system traps (ASTs) PG 1-6
asynchronous transports PG 1-5
batch facilites PG 1-11
broadcast RPC PG 1-11
client PG 1-3
client stub PG 1-4
components PG 1-2
Port Mapper PG 1-3
RPCGEN compiler PG 1-3
Run-Time Libraries (RTLs) PG 1-2
definition PG 1-1
distributed applications PG 1-2
build structure PG 1-3
building PG 1-1
compile all files PG 1-3
design PG 1-2
execute client and server programs PG 1-5
link object code PG 1-4
start port mapper PG 1-4
write and compile definition PG 1-2
write code PG 1-3
error handling PG 1-5
External Data Representation (XDR) PG 1-4
for network programming PG 1-1
global variables
svc_fdset PG 1-11
implementation PG 1-1
local calls vs. remote calls PG 1-5
management routines PG 1-1
marshalling PG 1-4
null routine, calling PG 1-7
Port Mapper PG 1-3
binding PG 1-3
registration PG 1-3
port mapper routines PG 1-1
processing flow PG 1-4
program listing, requesting PG 1-7
program version numbers PG 1-12
programming PG 1-10
programming fundamentals PG 1-1
remote procedure call (RPC) PG 1-10, PG 1-2
remote procedure numbers PG 1-13
remote programs/procedures, identifying PG 1-12
RFCs PG 1-2
routines
high-level PG 1-6
low-level PG 1-7
mid-level PG 1-6
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RPC language PG 1-2

RPCGEN compiler PG 1-3, PG 1-1
error handling PG 1-6
input files PG 1-2
interface definitions PG 1-2
invoking PG 1-4
output files PG 1-3
preprocessor directives PG 1-4
restrictions PG 1-6
software requirements PG 1-1

RPCINFO utility PG 1-3, PG 1-6
sample PG 1-7

RTL Client routines PG 1-1

RTL client routines
auth_destroy PG 1-3
authnone_create PG 1-4
authunix_create PG 1-5
authunix_create_default PG 1-6
callrpc PG 1-7
cInt_broadcast PG 1-8
cint_call PG 1-10
cInt_control PG 1-11
cint_create PG 1-13
cint_destroy PG 1-15
cint_freeres PG 1-16
cint_geterr PG 1-17
cInt_pcreateerror PG 1-18
cInt_perrno PG 1-19
cint_perror PG 1-20
cInt_spcreateerror PG 1-18
cInt_sperrno PG 1-19
cInt_sperror PG 1-20
cintraw_create PG 1-21
cinttcp_create PG 1-23
cIntudp_bufcreate PG 1-25
cIntudp_create PG 1-25
common arguments PG 1-1
reference PG 1-2

RTL Management routines PG 1-1

RTL management routines
boolean values PG 1-3
D_float library PG 1-1
G_float library PG 1-1
get_myaddress PG 1-6
getrpcbynumber PG 1-7
getrpcport PG 1-8
header files PG 1-2
implementation differences

TCPware/Sun PG 1-4

ONCRPC_GET_CHAR PG 1-9
ONCRPC_GET_STATS PG 1-12
ONCRPC_SET_CHAR PG 1-15
reference PG 1-5
routine name conventions PG 1-2
T_float library PG 1-2

RTL Port Mapper routines PG 1-1



arguments PG 1-2
pmap_freemaps PG 1-3
pmap_getmaps PG 1-4
pmap_getport PG 1-5
pmap_rmtcall PG 1-6
pmap_set PG 1-7
pmap_unset PG 1-8

RTL port mapper routines, reference PG 1-2
RTL Server routines PG 1-1

svcerr_systemerr PG 1-17

RTL server routines

reference PG 1-3
registerrpc PG 1-4
svc_destroy PG 1-5
svc_freeargs PG 1-6
svc_getargs PG 1-7
svc_getcaller PG 1-8
svc_getchan PG 1-9
svc_getport PG 1-10
svc_getregset PG 1-11
svc_register PG 1-13
svc_run PG 1-14
svc_sendreply PG 1-15
svc_sendreply_dq PG 1-15
svc_unregister PG 1-16
svcerr_auth PG 1-17
svcerr_decode PG 1-17
svcerr_noproc PG 1-17
svcerr_noprog PG 1-17
svcerr_progvers PG 1-17
svcerr_weakauth PG 1-17
svcfd_create PG 1-19
svcraw_create PG 1-20
svctcp_create PG 1-21
svctcpa_create PG 1-22
svctcpa_enablecache PG 1-23
svctcpa_freecache PG 1-25
svctcpa_getxdrs PG 1-26
svctepa_shutdown PG 1-27
svcudp_create PG 1-28
svcudp_enablecache PG 1-29
svcudpa_bufcreate PG 1-30
svcudpa_create PG 1-30
svcudpa_enablecache PG 1-32
svcudpa_freecache PG 1-34
svcudpa_getxdrs PG 1-35
svcudpa_shutdown PG 1-36
xprt_register PG 1-37
xprt_unregister PG 1-38

RTL XDR routines PG 1-1

reference PG 1-2
xdr_accepted_reply PG 1-5
xdr_array PG 1-6
xdr_authunix_parms PG 1-7
xdr_bool PG 1-8
xdr_bytes PG 1-9

TCPware Master Index

xdr_callhdr PG 1-10
xdr_callmsg PG 1-11
xdr_char PG 1-12
xdr_double PG 1-13
xdr_enum PG 1-15
xdr_float PG 1-16
xdr_free PG 1-17
xdr_hyper PG 1-18
xdr_int PG 1-19
xdr_long PG 1-20
xdr_netobj PG 1-21
xdr_opaque PG 1-22
xdr_opaque_auth PG 1-23
xdr_pmap PG 1-24
xdr_pmaplist PG 1-25
xdr_pointer PG 1-26
xdr_reference PG 1-28
xdr_rejected_reply PG 1-29
xdr_replymsg PG 1-30
xdr_short PG 1-31
xdr_string PG 1-32
xdr_u_char PG 1-33
xdr_u_hyper PG 1-34
xdr_u_int PG 1-35
xdr_u_long PG 1-36
xdr_u_short PG 1-37
xdr_union PG 1-38
xdr_void PG 1-40
xdr_wrapstring PG 1-41
xdrmem_create PG 1-42
xdrrec_create PG 1-43
xdrrec_endofrecord PG 1-45
xdrrec_eof PG 1-46
xdrrec_skiprecord PG 1-47
xdrstdio_create PG 1-48
sample programs PG 1-1
GETSYI PG 1-2, PG 1-4
PRINT PG 1-3, PG 1-5
running PG 1-1
SYSINFO PG 1-3, PG 1-5
server PG 1-3
system crashes PG 1-5
transport protocols PG 1-7
unmarshalling PG 1-4
XDR language PG 1-2
XID cache PG 1-9
ONCRPC_FUNC.H file PG 1-2
ONCRPC_GET_CHAR routine, RPC RTL PG 1-9
ONCRPC_GET_STATS routine, RPC RTL PG 1-12
ONCRPC_SET_CHAR routine, RPC RTL PG 1-15
OPCOM terminal name
CARDS MG 1-33
CENTRAL MG 1-33
CLUSTER MG 1-33
DEVICES MG 1-33
DISKS MG 1-33
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LICENSE MG 1-33
NETWORK MG 1-33
NONE MG 1-33
OPER1 MG 1-33
OPER10 MG 1-33
OPER11 MG 1-33
OPER12 MG 1-33
OPER2 MG 1-33
OPER3 MG 1-33
OPER5 MG 1-33
OPER7 MG 1-33
OPER8 MG 1-33
OPER9 MG 1-33
PRINTER MG 1-33
SECURITY MG 1-33
TAPES MG 1-33
OPCOM terminal names MG 1-33
Open Shortest Path First (OSPF) routing MG 1-54
OpenVMS
character sets UG 1-16
file ownership and protection MG 1-6
mail
addresses, specifying UG 1-1
host alias, specifying UG 1-3
individual aliases, specifying UG 1-3
to folders, delivering UG 1-4
under ALL-IN-1, using UG 1-4
user-defined headers UG 1-4
using across network UG 1-1
user identification MG 1-4
Oracle software IG 1-9
Oracle's SQL*Net IG 1-8
origin command, DNS MG 1-16
OUTGOING NET 1-10

P

P3 Transmit Characteristics PG 1-27

packet
filtering MG 1-3, MG 1-1
tracing options MG 1-57

Packet filtering MG 1-1

parameters
NFS_ACCESS_IDENTIFIER MG 1-16
NFS_DFLT_GID MG 1-20
NFS_DFLT_UID MG 1-20
NFS_DIRLIFE_TIMER MG 1-20
NFS_DIRREAD_LIMIT MG 1-20
NFS_DIRTIME_TIMER MG 1-20
NFS_FILE_CACHE_SIZE MG 1-21
NFS_LOG_CLASS MG 1-17
NFS_NOCHECKSUM MG 1-21
NFS_OPENFILE_TIMER MG 1-21
NFS_PCNFD_SPOOL MG 1-19

Master Index-30

NFS_PCNFSD_DFLTPRTOPT MG 1-21
NFS_PCNFSD_ENABLE MG 1-7, MG 1-19
NFS_PCNFSD_JOB_LIMIT MG 1-22
NFS_PCNFSD_PRINTER MG 1-22
NFS_PCNFSD_PRINTER_LIMIT MG 1-22
NFS_PCNFSD_SPOOL MG 1-7
NFS_PORT MG 1-22
NFS_SECURITY MG 1-17
NFS_TCP_THREADS MG 1-22
NFS_UDP_THREADS MG 1-22
NFS_XID_CACHE_SIZE MG 1-23
PASSCODE UG 1-2
PASSIVE UG 1-73
passphrase UG 1-31, UG 1-32
forgotten UG 1-26
lost UG 1-26
password authentication MG 1-12
Password Authentication Protocol (PAP) MG 1-6
password-based authentication MG 1-2
PATHWORKS MG 1-1
managing support MG 1-1
outgoing access restrictions and MG 1-5
PC
installation MG 1-3
server name format MG 1-3
system files MG 1-3
third party products MG 1-2
server MG 1-1
troubleshooting MG 1-3
VAX/Alpha
error logs MG 1-1
server software location MG 1-1
services MG 1-2
startup command MG 1-1
system processes MG 1-1
Version 4 MG 1-1
patterns
host name MG 1-10
hostname MG 1-19, MG 1-21
hostnames MG 1-22
port number MG 1-19, MG 1-21
rights identifier MG 1-9
user name MG 1-10
PCNFS Client MG 1-31
PCNFS Server (PCNFSD) MG 1-6
authentication MG 1-7
break-in security MG 1-31
print options MG 1-30
protocol procedures
ALERT OPERATOR MG 1-29
AUTHENTICATE MG 1-29
CANCEL PRINT MG 1-29
HOLD PRINT MG 1-29
INFORMATION MG 1-29
INITIALIZE PRINTER MG 1-29, MG 1-30
LIST PRINTERS MG 1-30



LIST QUEUE MG 1-30
NULL MG 1-29, MG 1-30
PRINTER STATUS MG 1-30
RELEASE PRINT MG 1-30
START PRINTER MG 1-29, MG 1-30
remote printing MG 1-7
PCNFSD MG 1-29
PCNFSD Protocol Procedures MG 1-29
PCNFSD, authentication services MG 1-6
PDP-11
operating systems UG 1-8
TCPware for
IAS UG 1-8
RSX UG 1-8
RT-11 UG 1-8
TSX UG 1-8
permit list MG 1-11
PIN UG 1-2
creating your own UG 1-6
PING utility MG 1-22
example MG 1-22
PING_V2
example MG 1-23
using MG 1-23
using MG 1-22
pmap_freemaps, RPC RTL PG 1-3
pmap_getmaps, RPC RTL PG 1-4
pmap_getport, RPC RTL PG 1-5
PMAP_PROT.H file PG 1-3
pmap_rmtcall, RPC RTL PG 1-6
pmap_set, RPC RTL PG 1-7
pmap_unset, RPC RTL PG 1-8
pneterror subroutine, Socket Library PG 1-49
Point-to-Point Protocol (PPP) MG 1-1
authentication MG 1-5
compatibility with other products MG 1-2
configuration MG 1-1
configuring MG 1-2
function MG 1-1
line speeds MG 1-2
PPP link, configuring MG 1-5
pppd, running MG 1-3
troubleshooting MG 1-19
unnumbered interface MG 1-2
pool permit lists MG 1-11
port forwarding
definition UG 1-20
Port Mapper PG 1-10
binding PG 1-3
broadcast RPC PG 1-3
registration PG 1-3
requesting a listing PG 1-7
port number MG 1-3
Post Office Protocol Version 3
configuring the 1G 1-44
Post Office Protocol (POP) MG 1-32
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PPP links MG 1-5
PPPD
command MG 1-3, MG 1-12
command file parameters
CONNECT MG 1-4
DISCONNECT MG 1-4
IPDOWN MG 1-4
IPUP MG 1-4
link authentication options
AUTH MG 1-6
-PAP MG 1-6
+PAP MG 1-6
link customization options
PASSIVE MG 1-5
PERSIST MG 1-5
SILENT MG 1-5
options
command file parameters MG 1-4
PRINCIPAL.OK file MG 1-6
PRINT UG 1-14
qualifiers UG 1-4
PRINT client PG 1-3
PRINT command MG 1-20
OpenVMS MG 1-10
queues based on PRINTCAP. file MG 1-4
print queues UG 1-21, MG 1-36
print symbiont
Terminal Server Print Services MG 1-13
PRINTCAP (printer capability) MG 1-4
PRINT.X PG 1-2
private addresses
using 1G 1-3
private network addresses IG 1-3
Product Authorization Key (PAK)
registering your IG 1-13
Programming
introduction PG 1-1
TCP/IP programming concepts PG 1-1
writing application programs PG 1-18
programming
services
options PG 1-6
Protocols
XDR PG 1-10
protocols
FINGER MG 1-2
FINGERD MG 1-2
IDENT MG 1-3
IP MG 1-2
load request MG 1-45
TIME MG 1-44
X.25 MG 1-2
protoent structure, Socket Library PG 1-9
PROXY database MG 1-2
Client-NFS MG 1-3, MG 1-4
reloading
dynamic MG 1-4
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static MG 1-3

Server-NFS MG 1-2

superuser account MG 1-3
PROXYARP option MG 1-10
pseudo devices NET 1-105
pseudoterminal MG 1-17, MG 1-24
public-key cryptography UG 1-3
PUT UG 1-13

pwdlifetime UG 1-27, MG 1-28, MG 1-24
PWIPDRIVER
configuring the 1G 1-46

Q

QIO programming PG 1-8
query programs MG 1-1
gueue configurations MG 1-34
quote character MG 1-12
QUOTED service MG 1-24

message MG 1-24

port MG 1-24

QUOTE command MG 1-24

syntax MG 1-24

testing MG 1-24

R

R services
configuring the 1G 1-46
R Shell (RSH) server MG 1-1
random number generator MG 1-26, MG 1-25
RCD client UG 1-1
RCD/RMT command
RMTSETUP UG 1-3
RCMD.LOG file MG 1-4
RCP
security MG 1-13
service MG 1-13
RCP command
RCP UG 1-3
recvfrom subroutine, Socket Library PG 1-50
regenerate server key MG 1-12
registerrpc, RPC RTL PG 1-4
RekeylIntervalSeconds UG 1-11
RELEASE command
DHCP NET 1-79
RELOAD command
GROUP NET 1-72
NAMED NET 1-73
PROXY NET 1-75
RELOAD EXPORT command, NETCU MG 1-5
remote
filesystem access UG 1-2
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hosts, logging into UG 1-5
system commands
CD UG 1-23
DELETE UG 1-23
DIR UG 1-23
Is UG 1-23
LIST UG 1-23
MKDIR UG 1-23
PWD UG 1-23
QUOTE UG 1-23
REMOTEHELP UG 1-23
RENAME UG 1-23
SITE UG 1-23
USER UG 1-23
Remote Copy Program (RCP) MG 1-1, MG 1-5
password security MG 1-5
security MG 1-13
/PASSWORD qualifier MG 1-5
server
management MG 1-5
troubleshooting MG 1-5
remote host information MG 1-15
remote login program
host-based authentication UG 1-2
password authentication UG 1-4
public-key authentication UG 1-3
Remote Magnetic Tape (RMT) MG 1-6
client, examples MG 1-8
dump service MG 1-7
dumping and restoring files MG 1-6
rdump service MG 1-7
restore service MG 1-7
rrestore service MG 1-7
server MG 1-1
Remote Procedure Call (RPC) PG 1-2
RemoteForward UG 1-11

REMOVE ACE_USER command, NETCU MG 1-7

REMOVE command

ACCESS_LIST NET 1-77

ACE_USER NET 1-76

ARP NET 1-78

DHCP NET 1-79

EXPORT NET 1-80

GROUP NET 1-11, NET 1-81

KACL NET 1-82

KDB NET 1-84

MULTICAST_GROUP NET 1-86

PROXY NET 1-87

ROUTE NET 1-89

SECONDARY NET 1-90

SERVICE NET 1-91

TICKETS NET 1-92
Requests for Comments (RFCs) UG 1-1
resolver subroutines, Socket Library PG 1-52
resource record types MG 1-19
responsible person (NS) record, DNS MG 1-34



RETRIEVE command qualifier MG 1-30
Reverse Address Resolution Protocol (RARP)

displaying packets using TCPDUMP MG 1-28
RFC

1001 MG 1-48

1001/1002 MG 1-47

1002 MG 1-48

1035 MG 1-45, MG 1-46, MG 1-48

1042 MG 1-46

1073 MG 1-7

1079 MG 1-6

1091 MG 1-1

1122 MG 1-44, MG 1-49

1179 MG 1-47

1191 MG 1-48

1256 MG 1-49

1372 MG 1-6

2131 MG 1-3

2132 MG 1-3

2565 MG 1-21

2566 MG 1-21

2567 MG 1-21

2568 MG 1-21

2569 MG 1-21

2639 MG 1-21

2741 MG 1-14

2742 MG 1-14

2788 MG 1-6

2789 MG 1-13

854 MG 1-1

858 MG 1-1

865 MG 1-44

868 MG 1-51

885 MG 1-1

887 MG 1-49

893 MG 1-51

894 MG 1-46

950 MG 1-50
RFC 791 PG 1-9
RFCs, implemented by TCPware for OpenVMS UG 1-2
rhosts authentication MG 1-2, MG 1-24
rights identifier patterns MG 1-9
RLOGIN UG 1-3, MG 1-3

commands UG 1-3

configuring 1G 1-47
RMT

configuring 1G 1-47
RMT client UG 1-1
ROOT command, NSLOOKUP MG 1-13
ROUTE command, X.25 mapping database MG 1-7,

MG 1-9

Route Through (RT) record, DNS MG 1-35
router

advertisements MG 1-34

discovery

protocol MG 1-34
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server MG 1-34
ID MG 1-19
Routing MG 1-1
routing
configuration options
DEFAULTROUTE MG 1-9
-IP MG 1-9
NETMASK MG 1-9
PROXYARP MG 1-9
datagram
fragmentation MG 1-4
over known route MG 1-4
default gateway, defining MG 1-3
dynamic MG 1-5
examples MG 1-2, MG 1-3
forwarding MG 1-4
gateway
capability in ARP mode MG 1-4
default address MG 1-1
multiple gateway support MG 1-1
guidelines MG 1-2
link failure MG 1-1
redirect messages MG 1-1
link recovery, route selection MG 1-2
local network MG 1-2
multicast MG 1-4
route selection MG 1-2
router failure MG 1-1
router recovery MG 1-2
static MG 1-2
Routing Information Protocol (RIP) MG 1-23
ROUTING.COM file MG 1-3, MG 1-12
cluster alias failover MG 1-2
conflict with GATED.CONF file MG 1-2
RPC
batch programs PG 1-5
protocol compiler, RPCGEN PG 1-1
RPC-based services MG 1-31
RPCGEN
file naming conventions PG 1-3
output files PG 1-3
RPCINFO utility PG 1-6
RSA authentication UG 1-31
RSA authentication identity UG 1-32
RSA challenge-response authentication MG 1-2
RSA host authentication MG 1-2, MG 1-14
RSA key
bits MG 1-18
comment MG 1-18
exponent MG 1-18
modulus MG 1-18
options MG 1-18
RSA key file
Allowforwardingport MG 1-19
Allowforwardingto MG 1-19
command MG 1-20
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Denyforwardingport MG 1-20
Denyforwardingto MG 1-21
from MG 1-21
idle-timeout MG 1-22
no-agent-forwarding MG 1-22
no-port-forwarding MG 1-22
no-X11-forwarding MG 1-22
RSA key file examples MG 1-22
RSA keys MG 1-18
RSA-based authentication UG 1-3
RSA-based host authentication UG 1-3
RSH
configuring 1G 1-47
RSH command
RSH UG 1-2
RSHELL MG 1-3
RT records MG 1-35
RULE specification
format of 1G 1-16

S

SCP
qualifiers UG 1-3, UG 1-10

SCP switch
BATCH UG 1-3
CIPHER UG 1-3
COMPRESS UG 1-3
DEBUG UG 1-3
DIRECTORY UG 1-3
HELP UG 1-3
IDENTITY_FILE UG 1-3
NOPROGRESS UG 1-3
PORT UG 1-3
PRESERVE UG 1-3
QUIET UG 1-3
RECURSIVE UG 1-3
REMOVE UG 1-4
TRANSLATE_VMS UG 1-4
VERBOSE UG 1-4
VERSION UG 1-4
VMS UG 14

SCP2 UG 1-30
command syntax and qualifiers UG 1-2

SCP2 qualifier
/BATCH UG 1-4
/CIPHER UG 1-5
/COMPRESS UG 1-5
/DEBUG UG 1-5
/IDIRECTORY UG 1-5
/HELP UG 1-5
/IDENTITY_FILE UG 1-5
/INOPROGRESS UG 1-6
/PORT UG 1-5
/PRESERVE UG 1-5
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/IQUIET UG 1-6

/RECURSIVE UG 1-6

/REMOVE UG 1-6

/ITRANSLATE_VMS UG 1-6

IVERBOSE UG 1-6

IVERSION UG 1-7

INMS UG 1-7
SCP-SERVER1 UG 1-2
sd_auth function, ACE/Client APl PG 1-6
sd_check function, ACE/Client APl PG 1-7
sd_close function, ACE/Client APl PG 1-11

sd_init function, ACE/Client API function PG 1-5

sd_next function, ACE/Client APl PG 1-9
sd_pin function, ACE/Client API PG 1-10
sdamin program, ACE/Server MG 1-3
SDCONF.REC file MG 1-6

secure encrypted communications MG 1-1, MG 1-2

Secure Server
security MG 1-13
secure shell
configuration files UG 1-22
secure shell client UG 1-2
Secure Shell (SSH)
daemon (SSHD) MG 1-1, MG 1-2
restrictions MG 1-1
security MG 1-2
server UG 1-15, MG 1-1
understanding MG 1-1, MG 1-2
SSHD MG 1-2
SecurlD token
logging in with UG 1-4
type, identifying the UG 1-2
user responsibilities UG 1-4
Security MG 1-1
security
Client-NFS
file protection MG 1-2
privileges MG 1-9
protection mapping MG 1-9

security auditing and alarms MG 1-16

superuser MG 1-23

UID MG 1-3

user protection MG 1-2
features MG 1-1
FTP-OpenVMS

ANONYMOUS support MG 1-12
directory access restrictions MG 1-6
idle control connection timeout MG 1-6
log file MG 1-6

login procedures MG 1-4

password MG 1-28

RMT service MG 1-6
Server-NFS MG 1-1

access control lists MG 1-16
GID
default MG 1-20



superuser MG 1-2, MG 1-3
UIC MG 1-2
ulD MG 1-2
default MG 1-20
Server-TELNET
ECHO option MG 1-5
SUPPRESS-GO-AHEAD option MG 1-6
TCPware product MG 1-9
tips MG 1-1
contacting CERT MG 1-2
Security Dynamics ACE/Server MG 1-1
See also individual commands
ARP commands NET 1-2
dynamic host configuration commands NET 1-2
miscellaneous commands NET 1-11
multicasting commands NET 1-3
NFS commands NET 1-3
parameter setting commands NET 1-5
routing commands NET 1-5
security commands NET 1-9
service commands NET 1-6
starting and stopping commands NET 1-7
status commands NET 1-8
Token Authentication commands NET 1-7
select subroutine, Socket Library PG 1-55
select_wake subroutine, Socket Library PG 1-56
SendNOOPPackets UG 1-11
sendto subroutine, Socket Library PG 1-57
Serial Line IP (SLIP)
compressed (CSLIP) MG 1-26
configuration MG 1-20
sample MG 1-22, MG 1-4
configuring MG 1-21
flowcontrol MG 1-25
function MG 1-19
high speed modems MG 1-25
interface MG 1-19
line
dedicated MG 1-21
dialup MG 1-21
incoming MG 1-8, MG 1-24
outgoing MG 1-24
disconnecting MG 1-25
line speeds MG 1-20
numbered interfaces, traditional MG 1-9
protocol MG 1-20
qualifiers MG 1-26
routing commands MG 1-22
troubleshooting MG 1-27
unnumbered interface MG 1-10, MG 1-20, MG 1-21,
MG 1-23
Serial Line IP (SLIP) devices IG 1-10
servent structure PG 1-16
servent structure, Socket Library PG 1-9
server
writing PG 1-22
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SERVER command, NSLOOKUP MG 1-14
server EXPORT database
adding directories to the |G 1-36
server PROXY database
adding users to the 1G 1-35
Server-FTP MG 1-20
SERVERS.COM. MG 1-2
services options
programming
DEC C socket routines PG 1-7
FTP library routines PG 1-10
ONC RPC services PG 1-10
system Queue Input/Output (QIO) calls PG 1-
8
BGDRIVER PG 1-8
IPDRIVER PG 1-9
TCPDRIVER PG 1-9
UDPDRIVER PG 1-9
TCPware socket library PG 1-8
TELNET library routines PG 1-10
UCX compatibility services PG 1-7
VAX C socket routines PG 1-7
session accounting MG 1-7
SET
DEBUG
class keyword
ALL UG 1-46
NETINPUT UG 1-46
NETOUTPUT UG 1-46
NONE UG 1-46
OPTIONS UG 1-46
TTYINPUT UG 1-46
TRANSLATION
keyword
CR UG 1-61
LF UG 1-61
NONE UG 1-61
set class values MG 1-15
SET command NET 1-93
BG_ NET 1-96
DHCP NET 1-97
DOMAINNAME NET 1-98
FILTER NET 1-99
GATED TRACE NET 1-100
GATEWAY NET 1-102
INET NET 1-103
INTERFACE NET 1-104
IPSO NET 1-107
KERBEROS_PASSWORD NET 1-111
LOCASE-USERNAME NET 1-30
LOG NET 1-112
MASTER_PASSWORD NET 1-114
NAMED DEBUG NET 1-116
NAMED MAXIMUM_TTL NET 1-117
NAMED MINIMUM_TTL NET 1-118
NOARP NET 1-78
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NOFILTER NET 1-99 SYMLINK UG 1-18
NOLOG NET 1-112 VERBOSE UG 1-18
NOROUTE NET 1-89 VMS UG 1-19
OUTGOING_ACCESS_RESTRICTIONS NET 1-119 SFTP2 qualifiers
RFC822-TO-HEADER NET 1-37 VERBOSE UG 1-11
TIMEZONE NET 1-121 IBATCHFILE UG 1-10
SET command, NSLOOKUP MG 1-15 /BUFFER_SIZE UG 1-10
SET TCPRTOMAX command ICIPHER UG 1-10
NETCU, IP-over-X.25 MG 1-3 /ICOMPRESS UG 1-10
SET TCPRTOMIN command /JCONCURRENT_REQUEST UG 1-10
NETCU, IP-over-X.25 MG 1-3 /DEBUG UG 1-10
setdomainname/sethostname subroutines, Socket JHELP UG 1-11
Library PG 1-59 IMAC UG 1-11
setsockopt subroutine, Socket Library PG 1-60 /NOPROGRESS UG 1-11
SFTP2 command IVERSION UG 1-11
ASCIl UG 1-12 sftp2 qualifiers
AUTO UG 1-12 /PORT UG 1-11
SFTP2 commands shared-network declaration MG 1-8
BINARY UG 1-12 SHOW ACE_USER command, NETCU MG 1-7
BUFFERSIZE UG 1-12 SHOW command NET 1-14, NET 1-122, NET 1-41
CD UG 1-13 ACCESS_LISTS NET 1-126
CLOSE UG 1-13 ACE_USER NET 1-125
DEBUG UG 1-13 ARP NET 1-127
DELETE UG 1-13 flag fields
DIRECTORY UG 1-13 CONF NET 1-127
EXIT UG 1-13 LASU NET 1-127
GET UG 1-14 LOCK NET 1-127
GETEXT UG 1-14 PEND NET 1-127
HELP UG 1-14 PERM NET 1-127
LCD UG 1-14 PUBL NET 1-127
LDELETE UG 1-14 CONNECTIONS NET 1-14, NET 1-129
LDIRECTORY UG 1-14 COUNTERS NET 1-131
LLS UG 1-15 DHCP NET 1-133
LMKDIR UG 1-15 DNIP NET 1-137
LOCALOPEN UG 1-15 EXPORT NET 1-138
LPWD UG 1-15 FILTER NET 1-140
LREADLINK UG 1-15 GATED TRACE NET 1-142
LRENAME UG 1-15 GROUP NET 1-143
LRM UG 1-15 HOST NET 1-144
LRMDIR UG 1-15 INTERFACE NET 1-145
LS UG 1-16 IPSO NET 1-147
LSROOTS UG 1-16 KACL NET 1-149
LSYMLINK UG 1-16 KDB NET 1-150
MGET UG 1-16 KERBEROS USER NET 1-152
MKDIR UG 1-16 MOUNT NET 1-153
MPUT UG 1-17 MULTICAST_GROUPS NET 1-154
OPEN UG 1-17 NAMED VERSION NET 1-179
PUT UG 1-17 NETWORKS NET 1-155
PWD UG 1-17 OSPF NET 1-156
QUIT UG 1-17 OUTGOING_ACCESS_RESTRICTIONS NET 1-164
READLINK UG 1-18 PROXY NET 1-165
RENAME UG 1-18 RIP NET 1-166
RM UG 1-18 ROUTES NET 1-168
RMDIR UG 1-18 SERVICES NET 1-170
SETEXT UG 1-18 SNMP NET 1-173
STATUS UG 1-18 STATISTICS NET 1-174
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TICKETS NET 1-177
TIMEZONE NET 1-178
VERSION NET 1-180
shutdown process 1G 1-4, IG 1-7
shutdown subroutine, Socket Library PG 1-62
SHUTNET.COM file MG 1-3, NET 1-7
SITE
SHOW TIME UG 1-18
SPAWN UG 1-18
site-specific commands UG 1-18
issuing UG 1-18
SLIP, line identification MG 1-20
SMTP
configuration file, modifying MG 1-2
DECnet mail gateway, configuring MG 1-40
host aliases MG 1-25
local malil, forwarding MG 1-24
logicals

Al_NAME UG 1-23, MG 1-3, MG 1-20
ACCEPT_UNIX_LF UG 1-23, MG 1-3, MG 1-

21
ALLOW_USER_FROM UG 1-23, MG 1-3,
MG 1-21
ALLOW_VIRTUAL_DOMAIN UG 1-23, MG
1-3, MG 1-21

AM_DOMAIN UG 1-23, MG 1-3, MG 1-21

AM_NAME UG 1-23, MG 1-3, MG 1-21

APPEND_ FORWARDER_TO_MX MG 1-21

APPEND_FORWARDER_TO_MX UG 1-23,
MG 1-3

BATCH_QUEUE UG 1-23, MG 1-3, MG 1-21

DECNET_DOMAIN UG 1-24, MG 1-4, MG 1-
21

DELIVERY_RECEIPTS UG 1-24, MG 1-4,
MG 1-21

DISABLE_DELIVERY_RECEIPT_DISCLAIM
ER UG 1-24, MG 1-4, MG 1-21

DISABLE_FOLDER_DELIVERY UG 1-24,
MG 1-4, MG 1-21

DISABLE_PSIMAIL UG 1-24, MG 1-4, MG 1-
22

ENVELOPE_FROM_HOST UG 1-24, MG 1-
4, MG 1-22

FORWARDER UG 1-24, MG 1-4, MG 1-22

FROM_HOST UG 1-24, MG 1-4, MG 1-22

HEADER_ORG UG 1-24, MG 1-4, MG 1-22

HEADER_RETURN_RECEIPT_TO UG 1-
24, MG 1-4, MG 1-22

HEADER_SYS UG 1-24, MG 1-5, MG 1-22

HOST_ALIAS_FILE UG 1-24, MG 1-5, MG 1-
22

HOST_NAME UG 1-25, MG 1-5, MG 1-22

LOCALDOMAIN UG 1-23, MG 1-3, MG 1-12

MAXIMUM_822_TO_LENGTH UG 1-25, MG
1-5, MG 1-22

MRGATE_NAME UG 1-25, MG 1-5, MG 1-22
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mail

NAMESERVERS UG 1-23, MG 1-3

NO_USER_REPLY_TO UG 1-25, MG 1-5,
MG 1-23

NON_LOCAL_FORWARDER UG 1-25, MG
1-5, MG 1-23

POSTMASTER UG 1-25, MG 1-5, MG 1-23

REJECT_INVALID_DOMAINS UG 1-25, MG
1-6, MG 1-23

REPLY_TO UG 1-25, MG 1-6, MG 1-23

RESENT_HEADERS UG 1-25, MG 1-6, MG
1-23

RETRY_INTERVAL UG 1-25, MG 1-6, MG 1-
23

RETURN_INTERVAL UG 1-25, MG 1-6, MG
1-23

RETURN_MSG UG 1-26, MG 1-6, MG 1-23

RETURN_RECEIPT_TO_HEADER_ENABLE

UG 1-26, MG 1-6

SEND_CLASS UG 1-26, MG 1-6, MG 1-23

SERVER_DISABLE_VRFYEXPN UG 1-26,
MG 1-6, MG 1-23

SERVER_LOG UG 1-26, MG 1-6, MG 1-23

SERVER_RCPT_CHECK_HOST UG 1-26,
MG 1-6, MG 1-24

SERVER_REJECT_FILE UG 1-26, MG 1-6,
MG 1-24

SERVER_REJECT_INFO UG 1-26, MG 1-6,
MG 1-24

SMTP_LOG UG 1-25, MG 1-5, MG 1-22

SUPPRESS_VENDOR UG 1-26, MG 1-7,
MG 1-24

SYMBIONT_LOG UG 1-26, MG 1-7, MG 1-
24

SYMBIONT_PURGWS_TIMER UG 1-26,
MG 1-7, MG 1-24

VMSMAIL_HEADER_CONTROL UG 1-27,
MG 1-7, MG 1-28

VMSMAIL_LOCASE_USERNAME UG 1-27,
MG 1-7, MG 1-28

VMSMAIL_NO_EXQUOTA UG 1-28, MG 1-
7, MG 1-28

VMSMAIL_REPLY_CONTROL UG 1-28, MG
1-7, MG 1-28

VMSMAIL_USE_RFC822_TO_HEADER UG
1-28, MG 1-7, MG 1-28

WINDOW_SIZE UG 1-26, MG 1-7, MG 1-24

aliases, configuring MG 1-26

gateways, configuring MG 1-25

messages, rejecting MG 1-8

parameters
ALIAS-FILE MG 1-17
DECNET-DOMAIN MG 1-18
DELIVERY-RECEIPTS MG 1-18
DISABLE-PSIMAIL MG 1-18
DISALLOW-USER-REPLY-TO MG 1-18
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FORWARDER MG 1-18 management objects MG 1-2
FORWARD-LOCAL-MAIL MG 1-18 defining values MG 1-10
FORWARD-REMOTE-MAIL MG 1-18 supported MG 1-2
HEADER-CONTROL MG 1-18 management objects, client-controllable MG
HOST-ALIAS-FILE MG 1-18 1-3
LOCAL-MAIL-FORWARDER MG 1-18 traps MG 1-1
POSTMASTER MG 1-18 client controllable MG 1-2
QUEUE-COUNT MG 1-18 client-controllable MG 1-13
REPLY-CONTROL MG 1-18 enabling/disabling MG 1-13
RESENT-HEADERS MG 1-19 generating MG 1-13
RETRY-INTERVAL MG 1-19 unsupported MG 1-2
RETURN-INTERVAL MG 1-19 troubleshooting MG 1-15
SEND-BROADCAST-CLASS MG 1-19 SNMP agent
SMTP-HOST-NAMES MG 1-19 configuring an I1G 1-51
START-QUEUE-MANAGER MG 1-19 SNMP Extendible Agent APl Routines
queues MG 1-19 data structures PG 1-3
configuring MG 1-21 programming PG 1-1

SNMP extendible agent API routines

multiple queues, configuring MG 1-21 !
debugging code PG 1-3

network service monitoring MG 1-13 HEPVYS
queue groups, configuring MG 1-22 initializing SNMP subagent PG 1-4

server, inbound mail MG 1-19 installing the extension agent image PG 1-3
service for ALL-IN-1 users MG 1-34 linking the extension agent image PG 1-2

session accounting MG 1-14 prerequisites PG 1-2

accounting file record format MG 1-15 querying SNMP subagent PG 1-8
configuration file MG 1-14 reference PG 1-3
configuring MG 1-14 registering multiple subtrees PG 1-6
configuring the Accounting listener MG 1-15 sample code PG 1-3
enabling MG 1-15 sending trap from subagent PG 1-10
file format MG 1-15 SnmpExtensionlnit PG 1-4
specific folders, delivering mail to MG 1-7 SnmpExtensioninitex PG 1-6
symbiont MG 1-19 SnmpExtensionQuery PG 1-8
SMTP_SERVER_REJECT MG 1-8 SnmpExtensionTrap PG 1-10
SMTP-OpenVMS SNMP Multiplexing (SMUX) protocol MG 1-14
configuring 1G 1-49 SNMP Services MG 1-1
SMTP-to-DECnet mail MG 1-40 managing MG 1-1
SMTP/MR SNMP services
configuration MG 1-38 configuring I1G 1-5Q
document conversion MG 1-38 SNMP_COMMON.H file PG 1-1
SMUX SNMPD.CONF file MG 1-2, MG 1-10
peers, adding MG 1-14 SnmpExtensionlnit
SNMP SNMP Extendible Agent API Subroutines PG 1-4
agent extensibility MG 1-14 SnmpExtensionInitEx
logical SNMP Extendible Agent API Subroutines PG 1-6
DEBUG UG 1-27, MG 1-24 SnmpExtensionQuery
services SNMP Extendible Agent API Subroutines PG 1-8
access profile MG 1-3 SnmpExtensionTrap
community MG 1-3 SNMP Extendible Agent API Subroutines PG 1-10
parameters MG 1-12 SOA record MG 1-36
configuration file MG 1-10 sockaddr_in structure PG 1-15
configuring MG 1-9 sockaddr_in structure, Socket Library PG 1-10
extendible MIBs, supporting MG 1-15 socket
links MG 1-1 call c 113
log file MG 1-15 g?c(fP;GPl 1131
Management Information Base (MIB) MG 1-2 in .
close PG 1-13

access rules MG 1-3

groups MG 1-3 connect PG 1-13

getpeername PG 1-13
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getsockname PG 1-13
getsockopt PG 1-13
listen PG 1-13
read PG 1-14
recv PG 1-14
recvfrom PG 1-14
select PG 1-14
send PG 1-14
sendto PG 1-14
setsockopt PG 1-13
socket PG 1-14
write PG 1-14
calls in network programming, using PG 1-11
concepts PG 1-4
data structures PG 1-14
hostent PG 1-15
servent PG 1-16
sockaddr_in PG 1-15
library PG 1-1
library services, sample programs PG 1-3
programming PG 1-11
subroutine, Socket Library PG 1-63
system calls PG 1-11

Socket Library Services

hostent structure PG 1-8
include (header) files PG 1-2
netent structure PG 1-9
programming PG 1-8, PG 1-1
protoent structure PG 1-9
sample programs PG 1-6
sample server programs PG 1-77
servent structure PG 1-9
server operation PG 1-8
sockaddr_in structure PG 1-10
socket option values
SOL_SOCKET PG 1-60
subroutine categories PG 1-7

byte order conversion operations PG 1-8

byte string operations PG 1-8

ia address conversion subroutines PG 1-8

lookup operations PG 1-7

socket operations PG 1-7
subroutine reference PG 1-11

accept PG 1-12

bcmp PG 1-14

bcopy PG 1-15

bind PG 1-16

bzero PG 1-18

connect PG 1-19

getdomainname/gethostname PG 1-21

gethostbyaddr PG 1-22

gethostbyname PG 1-23

gethostid PG 1-25

getnetbyaddr PG 1-26

getnetbyname PG 1-27

getpeername PG 1-28
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getprotobyname PG 1-29
getprotobynumber PG 1-30
getservbyname PG 1-31
getservbyport PG 1-32
getsockname PG 1-33
getsockopt PG 1-34
HNS_LOOKUPHOST PG 1-35
HNS_LOOKUPIA PG 1-36
htonl PG 1-37
htons PG 1-38
inet_ PG 1-39
ipso_getauthbyname PG 1-41
ipso_getauthbynumber PG 1-43
ipso_getlevelbyname PG 1-44
ipso_getlevelbynumber PG 1-45
listen PG 1-46
ntohl PG 1-47
ntohs PG 1-48
pneterror PG 1-49
recvfrom PG 1-50
resolver PG 1-52
select PG 1-55
select_wake PG 1-56
sendto PG 1-57
setdomainname/sethostname PG 1-59
setsockopt PG 1-60
shutdown PG 1-62
socket PG 1-63
socket_close PG 1-65
socket_ioctl PG 1-66
socket_read/socket_recv PG 1-68
socket_send/socket_write PG 1-70
tcpware_atolineid PG 1-72
tcpware_gettimezone PG 1-73
tcpware_lineidtoa PG 1-74
tcpware_server PG 1-75
tcpware_settimezone PG 1-76
subroutines list PG 1-3
socket_close subroutine, Socket Library PG 1-65
socket_ioctl subroutine, Socket Library PG 1-66
socket_read/socket_recv subroutines, Socket
Library PG 1-68
socket_send/socket_write subroutines, Socket
Library PG 1-70
SOCKETVAR.H file PG 1-63
SOCKET.H file PG 1-21
SOCKLIB.OLB file PG 1-6
SOL_SOCKET option
SO_BROADCAST PG 1-42
SO_DEBUG PG 1-42
SO_DONTROUTE PG 1-42
SO_ERROR PG 1-43
SO_KEEPALIVE PG 1-43
SO_LINGER PG 1-43
SO_OOBINLINE PG 1-43
SO_RCVBUF PG 1-43
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SO_RCVLOWAT PG 1-43
SO_RCVTIMEO PG 1-43
SO_REUSEADDR PG 1-43
SO_SNDBUF PG 1-43
SO_SNDLOWAT PG 1-43
SO_SNDTIMEO PG 1-43
SO_TYPE PG 1-43
SO_USELOOPBACK PG 1-43
SPAWN command NET 1-181
SPAWN command, NSLOOKUP MG 1-19
special characters NET 1-3
spoofing
DNS UG 1-3
IP UG 1-3
routing UG 1-3
spool directory
creating a 1G 1-37
SQL*Net
installing and configuring Oracle’s 1G 1-10
SRI International mapping MG 1-1
SSH
authentication agent UG 1-30
break-in and intrusion detection UG 1-4
changing configuration MG 1-17, MG 1-23
command options UG 1-6
connection and login MG 1-17, MG 1-23
daemon files MG 1-30, MG 1-28
SSHD_MASTER.LOG MG 1-30, MG 1-28
SSHD.LOG MG 1-30, MG 1-28
enabling MG 1-17, MG 1-23
host-based authentication example UG 1-14
logicals MG 1-27
ALLOW_EXPIRED_PW UG 1-27, MG 1-24
ALLOW_PREEXPIRED_PW UG 1-27, MG 1-
24
KEYGEN_MIN_PW_LEN UG 1-27, MG 1-25
PARAMETERS UG 1-27, MG 1-25
SSH_CONTROL.COM MG 1-1
SSH_DIR UG 1-1, MG 1-27, MG 1-1
SSH_EXE UG 1-2, MG 1-27, MG 1-2
SSH_LOG UG 1-2, MG 1-27, MG 1-2
SSH_MAX_SESSIONS UG 1-2, MG 1-28,
MG 1-2
SSH_TERM_MBX UG 1-2, MG 1-28, MG 1-2
TCPWARE_SSH_ALLOW_EXPIRED_PW M
G 1-28
TCPWARE_SSH_ALLOW_PREEXPIRED_P
W MG 1-28
TCPWARE_SSH_KEYGEN_MIN_PW_LEN
MG 1-28
TCPWARE_SSH_PARAMETERS MG 1-29
TCPWARE_SSH_USE_SYSGEN_LGI MG
1-29
USE_SYSGEN_LGI UG 1-27, MG 1-25
public-key authentication example UG 1-15
server system authentication UG 1-2
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session termination UG 1-5
starting the server MG 1-16, MG 1-22
X11 forwarding UG 1-5
SSH command
ALLOW_REMOTE_CONNECT UG 1-6
CIPHER UG 1-6
COMPRESSION UG 1-6
DEBUG UG 1-6
ESCAPE_CHARACTER UG 1-6
LOCAL_FORWARD UG 1-6
LOG_FILE UG 1-6
NO_AGENT_FORWARDING UG 1-7
OPTION UG 1-6
PORT UG 1-6
REMOTE_FORWARD UG 1-6
VERSION UG 1-7
SSH files
CONFIG. UG 1-22
HOSTS.EQUIV UG 1-25
IDENTITY UG 1-23
IDENTITY. UG 1-22
IDENTITY.PUB UG 1-23
KNOWN_HOSTS UG 1-24
RANDOM_SEED. UG 1-24
RHOSTS UG 1-25
SHOSTS UG 1-25
SSH_KNOWNHOSTS_DIR UG 1-26
SSH2_DIR
SSH2_CONFIG UG 1-25
SSH_DIR
RHOSTS UG 1-25
SHOSTS UG 1-25
SSH_KNOWN_HOSTS
file
AUTHORIZED_KEYS MG 1-26
MULTINET
HOSTS.EQUIV MG 1-24
SHOSTS.EQUIV MG 1-24
SSH_HOST_KEY MG 1-24
SSH_HOST_KEY.PUB MG 1-25
SHOSTS MG 1-26, MG 1-25
SSH2
SSH_RANDOM_SEED MG 1-25
SSH2_DIR
SSHD2_CONFIG MG 1-25
SYS$LOGIN
RHOSTS MG 1-27, MG 1-25
TCPWARE
HOSTS.EQUIV MG 1-24
SHOSTS.EQUIV MG 1-24
SSH_HOST_KEY MG 1-25
SSH_HOST_KEY.PUB MG 1-25
SSH_KNOWN_HOSTS MG 1-25
SSH_RANDOM_SEED MG 1-26
SSHD_CONFIG MG 1-26
SSH_SCP_SERVER_DEBUG UG 1-2
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break-in MG 1-4

client configuration UG 1-5

client keyword
AllowedAuthentication UG 1-7
AuthenticationNotify UG 1-7
AuthorizationFile UG 1-8
BatchMode UG 1-8
Ciphers UG 1-8
ClearAllForwardings UG 1-8
Compression UG 1-8
DebuglLogFile UG 1-8
DefaultDomain UG 1-8
EscapeChar UG 1-8
ForwardAgent UG 1-8
ForwardX11 UG 1-8
GatewayPorts UG 1-8
Host UG 1-8
HostCA UG 1-9
HostCANoCRLs UG 1-9
IdentityFile UG 1-9
KeepAlive UG 1-9
LdapServers UG 1-10
LocalForward UG 1-10
Macs UG 1-10
NoDelay UG 1-10

NumberOfPasswordPrompts UG 1-10

PasswordPrompt UG 1-10
Port UG 1-10
QuietMode UG 1-10
RandomSeedFile UG 1-11
RekeylntervalSeconds UG 1-11
RemoteForward UG 1-11
SendNOOPPackets UG 1-11
StrictHostKeyChecking UG 1-11
User UG 1-11
VerboseMode UG 1-11
intrusion detection MG 1-4
keyword
AllowedAuthentications MG 1-4
RequiredAuthentications MG 1-4
StrictintrusionLogging MG 1-4
SSh2
client keyword
Compression UG 1-8
DebugLogFile UG 1-8
SSHADD UG 1-31
SSHADD option
LIST UG 1-31
PURGE UG 1-31
SSHAGENT UG 1-30
authentication agent UG 1-31
authentication private keys UG 1-30
SSHD MG 1-2, MG 1-17, MG 1-2, MG 1-24
SSHD configuration file keyword
AllowForwardingPort MG 1-4
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AllowForwardingTo MG 1-5
AllowGroups MG 1-6
AllowHosts MG 1-6
AllowSHosts MG 1-7
AllowTcpForwarding MG 1-7
AllowUsers MG 1-8
DenyForwardingPort MG 1-8
DenyForwardingTo MG 1-9
DenyGroups MG 1-9
DenyHost MG 1-9
DenySHosts MG 1-10
DenyUsers MG 1-10
HostKey MG 1-10
IdleTimeout MG 1-10
IgnoreRhosts MG 1-11
KeepAlive MG 1-11
KeyRegenerationinterval MG 1-12
ListenAddressee MG 1-12
LoginGraceTime MG 1-12
PasswordAuthentication MG 1-12
PermitEmptyPasswords MG 1-12
PermitRootLogin MG 1-13
QuietMode MG 1-13
RandomSeed MG 1-13
RhostsAuthentication MG 1-14
RhostsRSAAuthentication MG 1-14
RSAAuthentication MG 1-14
SilentDeny MG 1-14
StrictModes MG 1-15
SyslogFacility MG 1-15
X11DisplayOffset MG 1-15
SSHD_MASTER MG 1-2, MG 1-17, MG 1-2, MG 1-24
SSHKEYGEN UG 1-26, UG 1-32
file
IDENTITY UG 1-32
IDENTITY.PUB UG 1-32
RANDOM_SEED UG 1-32
SSH-OpenVMS UG 1-3
Start of Authority (SOA) record, DNS MG 1-36
STARTNET.COM file MG 1-3, NET 1-7
startup
configuration menu 1G 1-4
customizing your 1G 1-7
startup command G 1-7
startup command file UG 1-16
startup file name 1G 1-4
startup process
automatic 1G 1-3
STARTUP_RESOLVER.COM file MG 1-2
START/ command
DNIP NET 1-182
IP NET 1-184
NET NET 1-183
PWIP NET 1-192
TCP NET 1-193
UCX NET 1-196
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UDP NET 1-197
START/IP command
NETCU, IP-over-X.25 configuration MG 1-2
START/QUEUE command MG 1-15
START/TCP command
NETCU, IP-over-X.25 configuration MG 1-3
STASH MASTER_PASSWORD command NET 1-198
STAT command MG 1-18
static
route definitions MG 1-63
routing, setting up MG 1-2
static leases MG 1-57
stolen key MG 1-21
STOP/ command
DHCP NET 1-199
DNIP NET 1-200
DNS NET 1-201
GATED NET 1-202
INET NET 1-203
IP NET 1-204
NAMED NET 1-205
NETCP NET 1-206
PWIP NET 1-207
SERVER NET 1-208
TCP NET 1-210
UCX NET 1-211
UDP NET 1-212
STORE command qualifier MG 1-30
STOU command MG 1-29
stream service
client, writing PG 1-18
server, writing PG 1-19
StrictHostKeyChecking UG 1-11
STRUCTURE
command keyword value
FILE UG 1-78
RECORD UG 1-78
VMS UG 1-78
subclass declaration MG 1-37
Subnetwork Access Protocol (SNAP)
format in TCPDUMP MG 1-28, MG 1-42
Subroutine Categories PG 1-7
superuser MG 1-3
adding to PROXY database MG 1-3
default UID/GID MG 1-20
Server-NFS MG 1-2, MG 1-3
svc_destroy, RPC RTL PG 1-5
svc_freeargs, RPC RTL PG 1-6
svc_getargs, RPC RTL PG 1-7
svc_getcaller, RPC RTL PG 1-8
svc_getchan, RPC RTL PG 1-9
svc_getport, RPC RTL PG 1-10
svc_getregset, RPC RTL PG 1-11
svc_register, RPC RTL PG 1-13
svc_run, RPC RTL PG 1-14
svc_sendreply_dq, RPC RTL PG 1-15
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svc_sendreply, RPC RTL PG 1-15
svc_unregister, RPC RTL PG 1-16
svcerr_auth, RPC RTL PG 1-17
svcerr_decode, RPC RTL PG 1-17
svcerr_noproc, RPC RTL PG 1-17
svcerr_noprog, RPC RTL PG 1-17
svcerr_progvers, RPC RTL PG 1-17
svcerr_systemerr, RPC RTL PG 1-17
svcerr_weakauth, RPC RTL PG 1-17
svcfd_create, RPC RTL PG 1-19
svcraw_create, RPC RTL PG 1-20
svctcp_create, RPC RTL PG 1-21
svctcpa_create, RPC RTL PG 1-22
svctcpa_enablecache, RPC RTL PG 1-23
svctcpa_freecache, RPC RTL PG 1-25
svctcpa_getxdrs, RPC RTL PG 1-26
svctcpa_shutdown, RPC RTL PG 1-27
svcudp_bufcreate, RPC RTL PG 1-28
svcudp_create, RPC RTL PG 1-28
svcudp_enablecache, RPC RTL PG 1-29
svcudpa_bufcreate, RPC RTL PG 1-30
svcudpa_create, RPC RTL PG 1-30
svcudpa_enablecache, RPC RTL PG 1-32
svcudpa_freecache, RPC RTL PG 1-34
svcudpa_getxdrs, RPC RTL PG 1-35
svcudpa_shutdown, RPC RTL PG 1-36
SYLOGIN.COM file MG 1-11
symbiont print queues UG 1-21, MG 1-36
symbolic links in UNIX systems UG 1-14
symbolic time zones 1G 1-21
synchronized

timekeeping MG 1-5
SYS$ASSIGN function code, INETDRIVER PG 1-49
SYS$ASSIGN function code, TCPDRIVER PG 1-35
SYS$ASSIGN function code, UDPDRIVER PG 1-29
SYS$CANCEL function code, INETDRIVER PG 1-51
SYS$CANCEL function code, TCPDRIVER PG 1-37
SYS$CANCEL function code, UDPDRIVER PG 1-31
SYS$DASSGN function code, INETDRIVER PG 1-52
SYS$DASSGN function code, TCPDRIVER PG 1-38
SYS$DASSGN function code, UDPDRIVER PG 1-32
SYSINFO client PG 1-3
SYSNAM privilege MG 1-17
SYSPRYV privilege MG 1-9
system-generated PIN, receiving a UG 1-6

T

TALK
using UG 1-1
TALK command
TALK UG 1-4
TALK utility
configuring the 1G 1-56



TCLB
logical
BIAS MG 1-25
TCP PG 1-2
counters
TCPDRIVER PG 1-19
UDPDRIVER PG 1-16
TCP packets, monitoring using TCPDUMP MG 1-25
TCP_SOCK_CLIENT.C file PG 1-3
TCP_SOCK_SERVER.C file PG 1-3
TCPDRIVER Services
function codes
10$_READVBLK
I0$M_DATACHECK modifier PG 1-11
I0$M_NOW modifier PG 1-11
I0$M_PACKED modifier PG 1-11
10$_SENSEMODE | IO$M_CTRL PG 1-15
10$_SENSEMODE | IO$M_RD_COUNT
I0$M_CLR_COUNT modifier PG 1-19
programming PG 1-1
reading
active connection status PG 1-13
TCP counters PG 1-19
receiving data PG 1-11
requesting AST delivery PG 1-21
scattergather write array structure PG 1-34
set characteristics buffer PG 1-23
setting connection characteristics PG 1-23
zeroing TCP counters PG 1-19
TCPDRIVER services
assigning channel to device PG 1-1, PG 1-35
asynchronous system trap (AST) PG 1-5
attention PG 1-21
call
arguments PG 1-3
format PG 1-3
cancelling /10 PG 1-37
closing local end of connection PG 1-2, PG 1-27
connection status PG 1-13
deassigning channel PG 1-2
function codes PG 1-6
I0$_CREATE PG 1-7
10$_READVBLK PG 1-11
10$_SENSEMODE PG 1-13
10$_SENSEMODE | IO$M_CTRL PG 1-16
10$_SENSEMODE | I0O$M_RD_COUNT PG
1-19
10$_SETMODE | IO$M_ATTNAST PG 1-21
I0$_SETMODE | IO$M_CTRL PG 1-23
10$_SETMODE | I0$M_CTRL |
I0$M_SHUTDOWN PG 1-27
I0$M_ABORT modifier PG 1-27
10$_SETMODE | I0$M_CTRL |
IO$M_STARTUP PG 1-28
10$_WRITEVBLK PG 1-30
I0$M_OUTBAND modifier PG 1-30
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10$_WRITEVBLK | IO$M_EXTEND PG 1-32
SYS$ASSIGN PG 1-35
SYS$CANCEL PG 1-37
SYS$DASSGN PG 1-38
I/O status block PG 1-15
miscellaneous operations PG 1-2
opening a connection PG 1-1
active PG 1-28
passive PG 1-28
performing read requests PG 1-2
programming PG 1-9
releasing channel PG 1-38
sample program PG 1-39
sending data PG 1-30
stored in list PG 1-32
urgent PG 1-30
socket style listens and accepts PG 1-7
TCPDRIVER_CLIENT.C file PG 1-39
TCPDRIVER_SERVER.C file PG 1-39
TCPDUMP
command NET 1-213
command reference MG 1-33
utility MG 1-25
ARP and RARP packets, monitoring MG 1-28
command reference MG 1-34
data within packet, accessing MG 1-43
DNS name server
requests, monitoring MG 1-29
responses, monitoring MG 1-30
expressions MG 1-38
other MG 1-40
primitives MG 1-40
qualifiers MG 1-38
IP fragmentation, monitoring MG 1-32
link level headers, displaying MG 1-28
NFS requests and replies, monitoring MG 1-
31
output
RLOGIN sample MG 1-27
sample MG 1-25
output, interpreting MG 1-25
primitives, combining MG 1-43
TCP packets, monitoring MG 1-25
UDP packets, monitoring MG 1-28
TCPSAMPLE.FOR file PG 1-40
TCPWARE UG 1-5, UG 1-8
FTPSERVER_DTP.COM MG 1-4
SSH_KNOWN_HOSTS MG 1-22
SSHD_CONFIG MG 1-3
TCPware
Access Control Encryption (ACE) Client MG 1-1
account privileges I1G 1-2
components to install IG 1-3
DECwindows Transport Interface MG 1-1
family members UG 1-3
FTP-OpenVMS UG 1-3
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NFS-OpenVMS client UG 1-3
NFS-OpenVMS server UG 1-3
SMTP-OpenVMS UG 1-3
TCP-OpenVMS UG 1-4
TELNET-OpenVMS UG 1-3
for OpenVMS UG 1-3
documentation UG 1-1
general requirements 1G 1-2
global pages I1G 1-2
hardware requirements 1G 1-2
installation preparation I1G 1-1
installing components 1G 1-4
installing on mixed platform clusters 1G 1-6
installing on multiple system disks IG 1-6
installing other products IG 1-7
load the software 1G 1-1
online documentation IG 1-4
post-installation tasks 1G 1-8
preconfiguration steps I1G 1-1
print services MG 1-1
release notes I1G 1-4
required disk space IG 1-2
running 1G 1-1
sample configuration 1G 1-1
sample installation 1G 1-1
Secure Shell (SSH) client UG 1-1
software requirements 1G 1-2
starting VMSINSTAL IG 1-2
system parameters IG 1-2
testing 1G 1-14
where to install IG 1-3
TCPware commands
configuring the 1G 1-3
TCPware components
removing 1G 1-12
TCPware for OpenVMS
socket library PG 1-1
TCPware logical
TCPWARE IG 1-2
TCPWARE_COMMON IG 1-2
TCPWARE_INCLUDE IG 1-2
TCPWARE_ROOT IG 1-2
TCPWARE_SPECIFIC IG 1-2
TCPware startup
preparing for I1G 1-1
tcpware_atolineid subroutine, Socket Library PG 1-72
TCPWARE_CONTROL rights identifier MG 1-24
TCPWARE_DOMAINLIST logical MG 1-2
TCPWARE_DOMAINNAME logical MG 1-2
TCPWARE_FTP_220_REPLY logical MG 1-15
TCPWARE_FTP_221 REPLY logical MG 1-16
TCPWARE_FTP_230_REPLY logical MG 1-16
TCPWARE_FTP_421_ REPLY logical MG 1-16, MG 1-
12
TCPWARE_FTP_ALLOWCAPTIVE logical MG 1-17
TCPWARE_FTP_ANONYMOUS_230_REPLY
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logical MG 1-17
TCPWARE_FTP_ANONYMOUS_RIGHTS logical MG
1-18, MG 1-12
TCPWARE_FTP_ANONYMOUS_ROOT logical MG 1-
6, MG 1-18, MG 1-12
TCPWARE_FTP_IDLE_TIMEOUT logical MG 1-20
TCPWARE_FTP_LOGFILE logical MG 1-20, MG 1-12
TCPWARE_FTP_MAX_PRE_ALLOCATION UG 1-23
TCPWARE_FTP_MAXREC logical MG 1-21
TCPWARE_FTP_ROOT logical MG 1-6, MG 1-17, MG
1-19, MG 1-23
TCPWARE_FTP_USE_SRI_ENCODING_ON_ODS5
UG 1-12
TCPWARE_FTP_username_ROOT logical UG 1-10,
MG 1-6, MG 1-23
TCPWARE_FTP_WINDOW logical MG 1-12, MG 1-21,
MG 1-26
tcpware_gettimezone subroutine, Socket Library PG 1-
73
TCPWARE_KERBV4_MAXAGE logical MG 1-5
TCPWARE_KERBV4_PRIMARY logical MG 1-5
TCPWARE_KERBV4_REALM logical MG 1-5
TCPWARE_KERBV4_SRVTYP logical MG 1-4
tcpware_lineidtoa subroutine, Socket Library PG 1-74
TCPWARE_LPD_DEFAULT_USER logical MG 1-9
TCPWARE_LPRSMB_gname_RETRY_INTERVAL MG
1-7
TCPWARE_LPRSMB_gname_TIMEOUT MG 1-7
TCPWARE_LPRSMB_*_RETRY_INTERVAL MG 1-7
TCPWARE_LPRSMB_*_TIMEOUT MG 1-7
TCPWARE_NAMED_MAX_CACHE_TTL logical MG 1-
14
TCPWARE_NAMESERVERS logical MG 1-2
TCPWARE_NETCU-E-TKTNODES NET 1-92
TCPWARE_NETCU-I-TKTDESTR NET 1-92
TCPWARE_NETCU-W-NTKTTODES NET 1-92
TCPWARE_NFS_ACCESS_IDENTIFIER logical MG 1-
16
TCPWARE_NFS_DFLT_GID logical MG 1-20
TCPWARE_NFS_DFLT_UID logical MG 1-20
TCPWARE_NFS_DIRLIFE_TIMER logical MG 1-20
TCPWARE_NFS_DIRREAD_LIMIT logical MG 1-20
TCPWARE_NFS_DIRTIME_TIMER logical MG 1-20
TCPWARE_NFS_FILE_CACHE_SIZE logical MG 1-21
TCPWARE_NFS_LOG_CLASS logical MG 1-17
TCPWARE_NFS_NOCHECKSUM logical MG 1-21
TCPWARE_NFS_OPENFILE_TIMER logical MG 1-21
TCPWARE_NFS_PCNFSD_DFLTPRTOPT logical MG
1-21
TCPWARE_NFS_PCNFSD_ENABLE logical MG 1-19
TCPWARE_NFS_PCNFSD_JOB_LIMIT logical MG 1-
22
TCPWARE_NFS_PCNFSD_PRINTER logical MG 1-22
TCPWARE_NFS_PCNFSD_PRINTER_LIMIT
logical MG 1-22
TCPWARE_NFS_PCNFSD_SPOOL logical MG 1-19



TCPWARE_NFS_PORT logical MG 1-22
TCPWARE_NFS_SECURITY logical MG 1-17
TCPWARE_NFS_TCP_THREADS logical MG 1-22
TCPWARE_NFS_UDP_THREADS logical MG 1-22
TCPWARE_NFS_XID_CACHE_SIZE logical MG 1-23
TCPWARE_PPPD_DEBUG_LEVEL logical MG 1-19
TCPWARE_PPPD_OPCOM_LEVEL logical MG 1-19
TCPWARE_RCMD_OUTPUT logical MG 1-4
TCPWARE_RES_OPTIONS logical MG 1-2
TCPWARE_RPCLIB_SHR.EXE file PG 1-13
TCPWARE_RPCLIBD_SHR.EXE file PG 1-14
TCPWARE_RPCLIBG_SHR.EXE file PG 1-13
TCPWARE_RPCLIBT_SHR.EXE file PG 1-14
TCPWARE_SCP_VMS_MODE_BY_DEFAULT UG 1-
21
tcpware_server subroutine, Socket Library PG 1-75
tcpware_settimezone subroutine, Socket Library PG 1-
76
TCPWARE_SFTP_FALLBACK_TO_CBT UG 1-21
TCPWARE_SFTP_RETURN_ALQ UG 1-8, UG 1-22
TCPWARE_SFTP_TRANSLATE_VMS_FILE_TYPES
UG 1-22
TCPWARE_SLIP_n logical MG 1-20
TCPWARE_SOCKLIB_SHR.EXE file PG 1-6
TCPWARE_SOCKLIBG_SHR.EXE file PG 1-6
TCPWARE_SSH_ACCESS_CHECK_OLD_STYLE M
G 1-27
TCPWARE_SSH_ACCESS_USE_LOCAL MG 1-27
TCPWARE_SSH_LOG_FILE MG 1-27
TCPWARE_SSH_SCP_SERVER_DEBUG UG 1-2
TCPWARE_SSH_SFTP_SERVER_DEBUG UG 1-2
TCPWARE_TCLB_BIAS logical MG 1-46
TCPWARE_TELNETD_INTRO_MSG logical MG 1-14
TCPWARE_TIMED_EXCLUDE logical MG 1-4
TCPWARE_TIMED_MODE logical MG 1-4
files
PG 1-2
TCP/IP
header compression MG 1-11
load balancing MG 1-42
address list MG 1-43
analogous to LAT MG 1-42
cluster name MG 1-43
cluster names, defining MG 1-43
configuration requirements MG 1-42
description MG 1-42
DNS server MG 1-43
cluster names MG 1-43
load metrics MG 1-43
load request protocol
function MG 1-45
load calculation MG 1-46
load updates MG 1-45
logicals MG 1-46
UDP datagram requests MG 1-45
logicals MG 1-46
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observed load MG 1-43
process MG 1-43
TCP connection MG 1-42
use
TCP protocols MG 1-42
UDP protocols MG 1-42
use, TELNET MG 1-42
what it does not do MG 1-42
network programming PG 1-1
programming concepts PG 1-1
TCP/IP connections MG 1-3
TCP/IP services
basic configuration choice I1G 1-2
cluster load balancing UG 1-5
component configuration choice 1G 1-3
configuring the 1G 1-1
database support UG 1-5
DECnet over IP UG 1-5
DECwindows UG 1-5
full configuration choice 1G 1-2
interface support UG 1-6
multicasting UG 1-6
network management UG 1-7
network security UG 1-7
other clients and servers UG 1-7
PATHWORKS support UG 1-7
routing UG 1-8
TEAMLINKS
configuring HP’s IG 1-12
TEL_ABORT_CONNECTION, TELNET subroutine PG
1-6
TEL_ALLOCATE_CCB, TELNET subroutine PG 1-7
TEL_CLOSE_CONNECTION, TELNET subroutine PG
1-8, PG 1-10
TEL_DEALLOCATE_CCB, TELNET subroutine PG 1-
12
TEL_GET_CCB, TELNET subroutine PG 1-13
TEL_OPEN_CONNECTION, TELNET subroutine PG
1-14
TEL_RECEIVE_DATA, TELNET subroutine PG 1-16
TEL_SEND_COMMAND, TELNET subroutine PG 1-18
TEL_SEND_DATA, TELNET subroutine PG 1-19
TEL_SEND_URGENT, TELNET subroutine PG 1-20
TEL_SET_CCB, TELNET subroutine PG 1-21
TELNET
closing a session UG 1-5
command reference
CLOSE UG 1-21
DEFINE/KEY UG 1-21
EXIT UG 1-21
FLUSH UG 1-21
HELP UG 1-21
OPEN UG 1-21
RESUME UG 1-21
SEND UG 1-21
SET DEBUG UG 1-21
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SET DELETE_ALLOWED UG 1-21
SET LOG UG 1-21

SET PRINT UG 1-21

SET TERMINAL_TYPE UG 1-21
SET TRANSLATION UG 1-21
SHOW OPTIONS UG 1-21

SHOW STATUS UG 1-21

SHOW TRANSLATION UG 1-21
SPAWN UG 1-21

command synonym

SHOW
OPTIONS UG 1-63
STATUS UG 1-64
TRANSLATION UG 1-65
SPAWN UG 1-66
TELNET library routines PG 1-1
TELNET sessions UG 1-20
TELNET Subroutine Library
programming PG 1-1
TELNET subroutine library

BYE UG 1-21
CONNECT UG 1-21
DISCONNECT UG 1-21
ESCAPE UG 1-21
QUIT UG 1-21
SET HOST UG 1-21
STATUS UG 1-21
Z UG 1-21
control function
AO UG 1-37
AYT UG 1-37
BACKWARD UG 1-37
BRK UG 1-37
EC UG 1-37
EL UG 1-37
ESCAPE UG 1-37
FORWARD UG 1-37
GA UG 1-37
IP UG 1-37
NOIP UG 1-37
SYNCH UG 1-37
issuing local commands UG 1-6
logical
WINDOW MG 1-25
login sequence UG 1-4
opening a session UG 1-2
preparation UG 1-1
running applications over UG 1-7
sample session UG 1-19
startup command file UG 1-10
TELNET commands
CLOSE UG 1-22
DEFINE/KEY UG 1-24
EXIT UG 1-27
FLUSH UG 1-28
HELP UG 1-29
OPEN UG 1-30
RESUME UG 1-36
SEND UG 1-37
SET
DEBUG UG 1-46

DELETE_ALLOWED UG 1-47

LOG UG 1-58
PRINT UG 1-59

TERMINAL_TYPE UG 1-60

TRANSLATION UG 1-61
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aborting connection PG 1-6

allocating connection control block PG 1-7

closing connection PG 1-8

connection control block (CCB) fields PG 1-2

deallocating connection control block PG 1-12

obtaining connection control block information PG 1-
13

opening NTA device connection PG 1-10

opening remote host connection PG 1-14

programming PG 1-10

receiving remote host data PG 1-16

reference PG 1-5

sending commands to remote host PG 1-18

sending data to remote host PG 1-19

setting connection control block field value PG 1-21

TEL_ABORT_CONNECTION PG 1-6

TEL_ALLOCATE_CCB PG 1-7

TEL_CLOSE_CONNECTION PG 1-8

TEL_CREATE_TERMINAL PG 1-10

TEL_DEALLOCATE_CCB PG 1-12

TEL_GET_CCB PG 1-13

TEL_OPEN_CONNECTION PG 1-14

TEL_RECEIVE_DATA PG 1-16

TEL_SEND_COMMAND PG 1-18

TEL_SEND_DATA PG 1-19

TEL_SEND_URGENT PG 1-20

TEL_SET_CCB PG 1-21

user command processing PG 1-22

using TCP urgent notification PG 1-20

TELNET_SAMPLE.C file PG 1-2
TELNETD

logicals
DEFCHAR MG 1-25
FLAGS MG 1-26
INTRO_MSG MG 1-26

TELNETOpenVMS

TELNET?OpenVMS
server management MG 1-1

TELNET-OpenVMS

configuring 1G 1-56

control functions MG 1-7

exiting status MG 1-8

listener port MG 1-19

local flow control, setting MG 1-6
logicals MG 1-1

options MG 1-5



ECHO MG 1-5
END-OF-RECORD MG 1-5
REMOTE-FLOW-CONTROL MG 1-6
SUPPRESS-GO-AHEAD MG 1-6
TERMINAL-SPEED MG 1-6
TERMINAL-TYPE MG 1-6
TRANSMIT-BINARY MG 1-6
WINDOW-SIZE MG 1-7
security MG 1-14
TELNET_CONTROL.COM file MG 1-1
virtual terminals, setting up MG 1-4
Terminal Server Print Services MG 1-1
autostart queue MG 1-17
managing MG 1-13
OPCOM messages MG 1-20
print queue
generic queue MG 1-16
initializing MG 1-15
setting up MG 1-14
starting MG 1-15
print symbiont MG 1-13
sample configuration MG 1-18
spool device, setting up MG 1-17
tuning logicals MG 1-20
/AUTOSTART_ON qualifier MG 1-17
testing tools
NSLOOKUP MG 1-3
PING MG 1-22
QUOTED MG 1-24
TCPDUMP MG 1-25
TRACEROUTE MG 1-44
Text (TXT) record, DNS MG 1-39
TFTP
command
CONNECT UG 1-1

GET UG 1-1
HELP UG 1-1
MODE UG 1-1
PUT UG 1-1
QUIT UG 1-1
REXMT UG 1-1
STATUS UG 1-1
TIMEOUT UG 1-1
TRACE UG 1-1

invoking UG 1-1

UNIX-to-VMS filename conversions UG 1-3, UG 1-6

TFTP commands

CONNECT UG 1-2

GET UG 1-3

HELP UG 1-4

MODE UG 1-5

PUT UG 1-6

QUIT UG 1-7

REXMT UG 1-8

STATUS UG 1-9

TIMEOUT UG 1-10
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TRACE UG 1-12
TFTPD file access 1G 1-33
ticket file location logical UG 1-1
time clocks, synchronizing UG 1-11
time daemon MG 1-1
TIME service MG 1-44
Time Synchronization Protocol (TSP) MG 1-1
logical
TCPWARE_TIMED_EXCLUDE MG 1-4
TCPWARE_TIMED_MODE MG 1-4
master candidate election MG 1-2
parameters, setting MG 1-4
timedc, command reference MG 1-10
Time zone
local differential time MG 1-27
military MG 1-27
parameters
offset MG 1-27
universal time MG 1-27
time zone
local differential time PG 1-76
military PG 1-76
parameters
offset PG 1-76
universal time PG 1-76
time zone configuration 1G 1-13
time zone rules
compiled-in I1G 1-14
time zone support 1G 1-14
TIMED
configuring 1G 1-57
logicals
EXCLUDE MG 1-26
INCLUDE MG 1-26
MODE MG 1-26
TIMED operation mode MG 1-3
dependent MG 1-3
fixed primary MG 1-3
primary candidate MG 1-3
TIMEDC command MG 1-11
TIMED.LOG file MG 1-11
timezone rules
COUNTRY MG 1-4
loadable MG 1-4, MG 1-6
RULE MG 1-6
ZONE MG 1-5
TN3270
graphics keypad naming conventions UG 1-17
internationalization UG 1-14
character sets UG 1-16
keyboard mapping UG 1-12
alternative key mappings UG 1-13
keypad graphics characters UG 1-17
opening a session UG 1-3
screen printing and dumping UG 1-17
TOGGLE GATED TRACING command NET 1-214
Token Authentication
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ACE/Client MG 1-9, MG 1-1
ACEMAIN_CL utility MG 1-6
application functionality MG 1-8
database transfer and startup MG 1-6
disabling MG 1-5
error messages MG 1-11 X.25 MG 1-18
functions MG 1-7 TryEmptyPassword UG 1-11
glossary of terms MG 1-2 TSSYM
logicals MG 1-4 logicals
NETCU commands MG 1-7
New PIN mode MG 1-8 TIMEOUT MG 1-27
Next Tokencode mode MG 1-8 tunneling UG 1-20
related documents and standards MG 1-3 TYPE
SDCONF.REC configuration file MG 1-6 command keyword value

user messages MG 1-9 ASCIl UG 1-79
ACE/Server BINARY UG 1-79

functions MG 1-3 BLOCK UG 1-80

generating reports MG 1-4 DEFAULT UG 1-80

sdadmin program MG 1-3 FORTRAN UG 1-80
slave MG 1-8 IMAGE UG 1-80

API functions PG 1-1 V_ARIABLE UG_1-80
creadcfg PG 1-4 type of service (TOS) routing MG 1-54
header files PG 1-2
how to use PG 1-2

NFS-OpenVMS Server MG 1-32
PATHWORKS MG 1-3

R Services MG 1-5

Serial Line IP (SLIP) MG 1-27

Terminal Server Print Services MG 1-20

RETRY_INTERVAL MG 1-27

reference PG 1-3
sd_auth PG 1-6 U

sd_check PG 1-7
sd_close PG 1-11

UCX Compatibility Services
programming PG 1-1

sd_init PG 1-5 UCX compatibility services PG 1-1
sd_n_ext PG 1-9 logicals PG 1-3
sd_pin PG 1-10 multicasting PG 1-2

shareable image, activating PG 1-3
supported languages PG 1-2

programming PG 1-7
restrictions PG 1-3

BASIC PG 1-2 sample programs PG 1-4
BLISS PG 1-2 UDP PG 1-3
C PG1-2

packets, monitoring using TCPDUMP MG 1-28

requests MG 1-45
UDP protocol concepts PG 1-3
UDP_SOCK_CLIENT.C file PG 1-3
UDP_SOCK_SERVER.C file PG 1-3
UDPDRIVER Services

programming PG 1-1
UDPDRIVER services

active ports status PG 1-11

assigning channel PG 1-2

assigning channel to device PG 1-29

asynchronous system trap (AST) PG 1-5

call arguments PG 1-3

call format PG 1-3

cancelling /10 PG 1-31

closing a previously opened port PG 1-21

closing port PG 1-2

deassigning channel PG 1-2

function codes PG 1-6

10$_READVBLK PG 1-7
I0$M_DATACHECK modifier PG 1-7

FORTRAN PG 1-2
MACRO PG 1-2
PASCAL PG 1-2
PL1 PG 1-2
encryption MG 1-8
Token Authentication Application Programming
Interface (APIl) PG 1-1
tokencode UG 1-2
TRACEROUTE utility MG 1-44, MG 1-45
transfer qualifiers (positional) UG 1-30
TRANSLATE command
X.25 mapping database MG 1-7, MG 1-13, MG 1-15
Transmission Control Protocol (TCP) device driver
(TCPDRIVER) services PG 1-1
transmission time
min/max, IP-over-X.25 MG 1-3
troubleshooting
DECwindows transport interface MG 1-4
LPD Server MG 1-13
NFS-OpenVMS Client MG 1-28
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I0$M_NOW modifier PG 1-7
10$_SENSEMODE PG 1-10
10$_SENSEMODE | IO$M_CTRL PG 1-13
I0$_SENSEMODE | I0$M_RD_COUNT PG

1-16

I0$M_CLR_COUNT modifier PG 1-16

I0$_SETMODE | IO$M_CTRL PG 1-17

I0$ SETMODE |  IO$M_CTRL |
IO$M_SHUTDOWN PG 1-21
I0$ SETMODE |  I0$M_CTRL |

IO$M_STARTUP PG 1-22
10$_WRITEVBLK PG 1-24
I0$M_NOFORMAT modifier PG 1-24
10$_WRITEVBLK | IO$M_EXTEND PG 1-27
I0$M_NOFORMAT modifier PG 1-27
SYS$ASSIGN PG 1-29
SYS$CANCEL PG 1-31
SYS$DASSGN PG 1-32
I/O status block PG 1-12
miscellaneous operations PG 1-2
opening a port PG 1-2
opening connection PG 1-22
performing read requests PG 1-2
programming PG 1-9
reading active ports status PG 1-10
reading port characteristics PG 1-13
reading UDP counters PG 1-16
receiving datagram PG 1-7
releasing channel PG 1-32
sample program PG 1-33
sending datagram PG 1-24
suppressing checksum generation PG 1-24,
PG 1-27
sending data, stored in array PG 1-27
set characteristics buffer PG 1-17
setting the port characteristics PG 1-17
UDP implementation PG 1-2
zeroing TCP counters PG 1-16
UDPDRIVER_CLIENT.C file PG 1-33
UDPDRIVER_SERVER.C file PG 1-33
UDPSAMPLE.FOR file PG 1-33
Ungermann-Bass's PC software MG 1-3
UNIX MG 1-21
UNMOUNT ALL command NET 1-215
unsecure connections UG 1-20
untrusted hosts UG 1-2
UPDATE GATED INTERFACES command NET 1-217
User UG 1-11
user and file protection MG 1-2
User Datagram Protocol (UDP) device driver
(UDPDRIVER) services PG 1-1
User Identification Mapping MG 1-4
user name patterns MG 1-10
user-defined time zone rules 1G 1-15
user-written servers
starting IG 1-9
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VAX P.S.I.
carrier name, X.25 MG 1-6
configuration information MG 1-17
VAX P.S.I. for IP-over-X.25 support IG 1-7
vendor encapsulated options MG 1-54
VerboseMode UG 1-11
VIEW command, NSLOOKUP MG 1-20
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Reader’s Comments
TCPware for OpenVMS Version 5.6 User’s Guide, Part Number: N-5201-56-NN-A

Your comments and suggestions will help us to improve the quality of our future documentation. Please note that this
form is for comments on documentation only.

| rate this guide’s: Excellent Good Fair Poor
Accuracy [0} [0} [0} [0}
Completeness (enough information) (0] [0} (0] (0]
Clarity (easy to understand) (0] [0} (0] (0]
Organization (structure of subject matter) (0] [0} (0] (0]
Figures (useful) 0 0 0 0
Index (ability to find topic) 0 0 0 0
Ease of use 0 0 0 0
1. lwould like to see more/less:

2. Does this guide provide the information you need to perform daily tasks?

3. What | like best about this guide:

4.  What | like least about this guide:

5. Do you like this guide’s binding? If not, what would you prefer?

My additional comments or suggestions for improving this
guide:

| found the following errors in this guide:

Page Description

Please indicate the type of user/reader that you most nearly represent:

System Manager [0} Educator/Trainer [0}
Experienced Programmer O Sales [0}
Novice Programmer [0} Scientist/Engineer [0}
Computer Operator [0} Software Support [0}
Administrative Support [0} Other (please specify) [0}
Name: Dept.
Company: Date

Mailing Address:

After filling out this form, FAX or mail it to:
Process Software, 959 Concord Street, Framingham, MA 01701-4682
Attention: Technical Publications Group FAX 508-879-0042 e-mail:techpubs@process.com
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