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The material in this document is for informational purposes only and is subject to change without notice. It
should not be construed as a commitment by Process Software. Process Software assumes no responsibility for
any errors that may appear in this document.

Use, duplication, or disclosure by the U.S. Government is subject to restrictions as set forth in subparagraph
(c)(1)(ii) of the Rightsin Technical Data and Computer Software clause at DFARS 252.227-7013.

The following third-party software may be included with your product and will be subject to the software license
agreement.

Network Time Protocol (NTP). Copyright © 1992 by David L. Mills. The University of Delaware makes no
representations about the suitability of this software for any purpose.

Point-to-Point Protocol. Copyright © 1989 by Carnegie-Mellon University. All rights reserved. The name of the
University may not be used to endorse or promote products derived from this software without specific prior
written permission. Redistribution and use in source and binary forms are permitted provided that the above
copyright notice and this paragraph are duplicated in all such forms and that any documentation, advertising
materials, and other materials related to such distribution and use acknowledge that the software was developed
by Carnegie Mellon University. The name of the University may not be used to endorse or promote products
derived from this software without specific prior written permission. THIS SOFTWARE IS PROVIDED AS

IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT

LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A

PARTICULAR PURPOSE.

RES_RANDOM.C. Copyright © 1997 by Niels Provos <provos@physnet.uni-hamburg.de> All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by Niels Provos.

4. The name of the author may not be used to endorse or promote products derived from this software without
specific prior written permission.

Copyright © 1990 by John Robert LoVerso. All rights reserved. Redistribution and use in source and binary
forms are permitted provided that the above copyright notice and this paragraph are duplicated in all such forms
and that any documentation, advertising materials, and other materials related to such distribution and use
acknowledge that the software was developed by John Robert LoVerso.

Kerberos. Copyright © 1989, DES.C and PCBC_ENCRYPT.C Copyright © 1985, 1986, 1987, 1988 by
Massachusetts Institute of Technology. Export of this software from the United States of America is assumed to
require a specific license from the United States Government. It is the responsibility of any person or
organization contemplating export to obtain such a license before exporting. WITHIN THAT CONSTRAINT,
permission to use, copy, modify, and distribute this software and its documentation for any purpose and without
fee is hereby granted, provided that the above copyright notice appear in all copies and that both that copyright
notice and this permission notice appear in supporting documentation, and that the name of M.L.T. not be used in
advertising or publicity pertaining to distribution of the software without specific, written prior permission.

M.L.T. makes no representations about the suitability of this software for any purpose. It is provided "as is"
without express or implied warranty.

DNSSIGNER (from BIND distribution) Portions Copyright (c) 1995-1998 by Trusted Information Systems, Inc.
Portions Copyright (c) 1998-1999 Network Associates, Inc.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies. THE



SOFTWARE IS PROVIDED "ASIS" AND TRUSTED INFORMATION SYSTEMS DISCLAIMS

ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TRUSTED INFORMATION SYSTEMS
BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

ERRWARN.C. Copyright © 1995 by RadioMail Corporation. All rights reserved. Redistribution and use in
source and binary forms, with or without modification, are permitted provided that the following conditions a
met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the follow
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of RadioMail Corporation, the Internet Software Consortium nor the names of its
contributors may be used to endorse or promote products derived from this software without specific prior
written permission. THIS SOFTWARE IS PROVIDED BY RADIOMAIL CORPORATION, THE INTERNET
SOFTWARE CONSORTIUM AND CONTRIBUTORS AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO

EVENT SHALL RADIOMAIL CORPORATION OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,

BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE. This software was written for RadioMail Corporation by Ted Lemor
under a contract with Vixie Enterprises. Further modifications have been made for the Internet Software
Consortium under a contract with Vixie Laboratories.

IMAP4R1.C, MISC.C, RFC822.C, SMTP.C Original version Copyright © 1988 by The Leland Stanford Junic
University

NS_PARSER.C Copyright © 1984, 1989, 1990 by Bob Corbett and Richard Stallman

This program is free software. You can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation, either version 1, or (at your option) any later
version. This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details. You should have received a copy of the GNU Gener
Public License along with this program; if not, write to the Free Software Foundation, Inc., 675 Mass Ave,
Cambridge, MA 02139 USA

IF_ACP.C Copyright © 1985 and IF_DDA.C Copyright © 1986 by Advanced Computer Communications
IF_PPP.C Copyright © 1993 by Drew D. Perkins

ASCII_ADDR.C Copyright © 1994 Bell Communications Research, Inc. (Bellcore)

DEBUG.C Copyright © 1998 by Lou Bergandi. All Rights Reserved.

NTP_FILEGEN.C Copyright © 1992 by Rainer Pruy Friedrich-Alexander Universitaet Erlangen-Nuernberg
RANNY.C Copyright © 1988 by Rayan S. Zachariassen. All Rights Reserved.

MD5.C Copyright © 1990 by RSA Data Security, Inc. All Rights Reserved.



Portions Copyright © 1981, 1982, 1983, 1984, 1985, 1986, 1987, 1988, 1989 by SRI International
Portions Copyright © 1984, 1989 by Free Software Foundation

Portions Copyright © 1993, 1994, 1995, 1996, 1997, 1998 by the University of Washington. Permission to use,
copy, modify, and distribute this software and its documentation for any purpose and without fee is hereby
granted, provided that the above copyright notices appear in all copies and that both the above copyright notices
and this permission notice appear in supporting documentation, and that the name of the University of
Washington or The Leland Stanford Junior University not be used in advertising or publicity pertaining to
distribution of the software without specific, written prior permission. This software is made available "as is",
and THE UNIVERSITY OF WASHINGTON AND THE LELAND STANFORD JUNIOR UNIVERSITY

DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED, WITH REGARD TO THIS SOFTWARE,

INCLUDING WITHOUT LIMITATION ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND

FITNESS FOR A PARTICULAR PURPOSE, AND IN NO EVENT SHALL THE UNIVERSITY OF
WASHINGTON OR THE LELAND STANFORD JUNIOR UNIVERSITY BE LIABLE FOR ANY SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, TORT (INCLUDING
NEGLIGENCE) OR STRICT LIABILITY, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Portions Copyright © 1980, 1982, 1985, 1986, 1988, 1989, 1990, 1993 by The Regents of the University of
California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,

EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Portions Copyright © 1993 by Compaq Computer Corporation.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies, and that the
name of Compaq Computer Corporation not be used in advertising or publicity pertaining to distribution of the
document or software without specific, written prior permission. THE SOFTWARE IS PROVIDED "AS IS"
AND COMPAQ COMPUTER CORP. DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN

NO EVENT SHALL COMPAQ COMPUTER CORPORATION BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING

FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE
OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR



PERFORMANCE OF THIS SOFTWARE.

Portions Copyright © 1995 by International Business Machines, Inc.

International Business Machines, Inc. (hereinafter called IBM) grants permission under its copyrights to use
copy, modify, and distribute this Software with or without fee, provided that the above copyright notice and &
paragraphs of this notice appear in all copies, and that the name of IBM not be used in connection with the
marketing of any product incorporating the Software or modifications thereof, without specific, written prior
permission. To the extent it has a right to do so, IBM grants an immunity from suit under its patents, if any, f
the use, sale or manufacture of products to the extent that such products are used for performing Domain N
System dynamic updates in TCP/IP networks by means of the Software. No immunity is granted for any pro
per se or for any other function of any product. THE SOFTWARE IS PROVIDED "AS IS", AND IBM
DISCLAIMS ALL WARRANTIES, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY

AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL IBM BE LIABLE FOR ANY
SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE,
EVEN IF IBM IS APPRISED OF THE POSSIBILITY OF SUCH DAMAGES.

Portions Copyright © 1995, 1996, 1997, 1998, 1999, 2000 by Internet Software Consortium. All Rights
Reserved. Permission to use, copy, modify, and distribute this software for any purpose with or without fee i
hereby granted, provided that the above copyright notice and this permission notice appear in all copies. Tt
SOFTWARE IS PROVIDED "AS IS" AND INTERNET SOFTWARE CONSORTIUM DISCLAIMS ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL INTERNET SOFTWARE CONSORTIUM

BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 1996-2000 Internet Software Consortium.

Use is subject to license terms which appear in the file named ISC-LICENSE that should have accompaniec
file when you received it. If a file named ISC-LICENSE did not accompany this file, or you are not sure the c
you have is correct, you may obtain an applicable copy of the licertggpaiwww.isc.org/isc-license-1.0.html
This file is part of the ISC DHCP distribution. The documentation associated with this file is listed in the file
DOCUMENTATION, included in the top-level directory of this release. Support and other services are availa
for ISC products - selettp://www.isc.orgfor more information.

ISC LICENSE, Version 1.0

1. This license covers any file containing a statement following its copyright message indicating that it is
covered by this license. It also covers any text or binary file, executable, electronic or printed image that is
derived from a file that is covered by this license, or is a modified version of a file covered by this license,
whether such works exist now or in the future. Hereafter, such works will be referred to as "works covered k
this license," or "covered works."

2. Each source file covered by this license contains a sequence of text starting with the copyright message
ending with "Support and other services are available for ISC productstts#evww.isc.orgfor more
information." This will hereafter be referred to as the file's Bootstrap License.

3. If you take significant portions of any source file covered by this license and include those portions in sol
other file, then you must also copy the Bootstrap License into that other file, and that file becomes a covered
You may make a good-faith judgement as to where in this file the bootstrap license should appear.

4. The acronym "ISC", when used in this license or generally in the context of works covered by this licens
an abbreviation for the words "Internet Software Consortium."

5. A distribution, as referred to hereafter, is any file, collection of printed text, CD ROM, boxed set, or other
collection, physical or electronic, which can be distributed as a single object and which contains one or mor
works covered by this license.

6. You may make distributions containing covered files and provide copies of such distributions to whomev
you choose, with or without charge, as long as you obey the other terms of this license. Except as stated in
you may include as many or as few covered files as you choose in such distributions.

7. When making copies of covered works to distribute to others, you must not remove or alter the Bootstraj
License. You may not place your own copyright message, license, or similar statements in the file prior to tl




original copyright message or anywhere within the Bootstrap License. Object files and executable files are
exempt from the restrictions specified in this clause.

8. If the version of acovered source file asyou received it, when compiled, would normally produce executable
code that would print a copyright message followed by a message referring to an 1SC web page or other ISC
documentation, you may not modify the filein such away that, when compiled, it no longer produces executable
code to print such a message.

9. Any sourcefile covered by thislicense will specify within the Bootstrap License the name of the ISC
distribution from which it came, aswell as alist of associated documentation files. The associated
documentation for abinary file is the same as the associated documentation for the source file or files from
which it was derived. Associated documentation files contain human-readable documentation which the ISC
intends to accompany any distribution.

If you produce a distribution, then for every covered filein that distribution, you must include al of the
associated documentation files for that file. You need only include one copy of each such documentation filein
such distributions.

Absence of required documentation files from a distribution you receive or absence of the list of documentation
filesfrom a source file covered by thislicense does not excuse you from this from this requirement. If the
distribution you receive does not contain these files, you must obtain them from the ISC and include them in any
redistribution of any work covered by thislicense. For information on how to obtain required documentation not
included with your distribution, see: http://www.isc.org/getting-documentation.html.

If thelist of documentation files was removed from your copy of a covered work, you must obtain such alist
from the ISC. The web page at http://www.isc.org/getting-documentation.html contains pointers to lists of files
for each | SC distribution covered by thislicense.

It is permissible in a source or binary distribution containing covered works to include reformatted versions of
the documentation files. It is also permissible to add to or modify the documentation files, aslong as the
formatting issimilar in legibility, readability, font, and font size to other documentation in the derived product, as
long as any sections labeled CONTRIBUTIONS in these files are unchanged except with respect to formatting,
aslong asthe order in which the CONTRIBUTIONS section appearsin thesefilesis not changed, and as long as
the manual page which describes how to contribute to the Internet Software Consortium (hereafter referred to as
the Contributions Manual Page) is unchanged except with respect to formatting.

Documentation that has been translated into another natural language may be included in place of or in addition
to the required documentation, so long asthe CONTRIBUTIONS section and the Contributions Manual Page are
either left in their original language or translated into the new language with such care and diligence asis
required to preserve the original meaning.

10. You must include this license with any distribution that you make, in such away that it is clearly associated
with such covered works as are present in that distribution. In any electronic distribution, the license must bein
afilecalled "ISC-LICENSE".

If you make a distribution that contains works from more than one ISC distribution, you may either include a
copy of the ISC-LICENSE file that accompanied each such | SC distribution in such away that works covered by
each license are all clearly grouped with that license, or you may include the single copy of the ISC-LICENSE
that has the highest version number of all the ISC-LICENSE filesincluded with such distributions, in which case
all covered workswill be covered by that single license file. The version number of alicense appears at the top of
the file containing the text of that license, or if in printed form, at the top of thefirst page of that license.

11. If thelist of associated documentation isin a seperated file, you must include that file with any distribution
you make, in such away that the relationship between that file and the files that refer to it is clear. It isnot
permissible to merge such filesin the event that you make a distribution including files from more than one ISC
distribution, unless all the Bootstrap Licenses refer to files for their lists of associated documentation, and those
references all list the same filename.



12. If adistribution that includes covered works includes a mechanism for automatically installing covered
works, following that installation process must not cause the person following that processto violate this license,
knowingly or unknowingly. In the event that the producer of a distribution containing covered files accidentally
or wilfully violates this clause, persons other than the producer of such adistribution shall not be held liable for
such violations, but are not otherwise excused from any requirement of thislicense.

13. COVERED WORKS ARE PROVIDED "ASIS". ISC DISCLAIMSALL WARRANTIESWITH REGARD
TO COVERED WORKS INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

14. IN NO EVENT SHALL ISC BE LIABLE FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTION WITH THE USE OF COVERED WORKS.

Use of covered works under different termsis prohibited unless you have first obtained a license from 1SC
granting use pursuant to different terms. Such terms may be negotiated by contacting | SC as follows:

Internet Software Consortium

950 Charter Street

Redwood City, CA 94063

Tel: 1-888-868-1001 (toll freein U.S.)
Tel: 1-650-779-7091

Fax: 1-650-779-7055

Email: info@isc.org

Email: licensing@isc.org

DNSSAFE LICENSE TERMS
This BIND software includes the DN Ssafe software from RSA Data Security, Inc., which is copyrighted
software that can only be distributed under the terms of this license agreement.

The DN Ssafe software cannot be used or distributed separately from the BIND software. You only have theright
to useit or distribute it as a bundled, integrated product.

The DNSsafe software can ONLY be used to provide authentication for resource records in the Domain Name
System, as specified in RFC 2065 and successors. You cannot modify the BIND software to use the

DNSsafe software for other purposes, or to make its cryptographic functions available to end-users for other
uses.

If you modify the DNSsafe software itself, you cannot modify its documented API, and you must grant RSA
Data Security the right to use, modify, and distribute your modifications, including the right to use
any patents or other intellectual property that your modifications depend upon.

You must not remove, alter, or destroy any of RSA’s copyright notices or license information. When distributing
the software to the Federal Government, it must be licensed to them as "commercial computer software”
protected under 48 CFR 12.212 of the FAR, or 48 CFR 227.7202.1 of the DFARS.

You must not violate United States export control laws by distributing the DNSsafe software or information
about it, when such distribution is prohibited by law.

THE DNSSAFE SOFTWARE ISPROVIDED "AS1S" WITHOUT ANY WARRANTY WHATSOEVER. RSA
HASNO OBLIGATION TO SUPPORT, CORRECT, UPDATE OR MAINTAIN THE RSA SOFTWARE. RSA
DISCLAIMS ALL WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, ASTO ANY MATTER
WHATSOEVER, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT OF THIRD PARTY RIGHTS.

If you desire to use DNSsafe in ways that these terms do not permit, please contact:



RSA Data Security, Inc.

100 Marine Parkway

Redwood City, California 94065, USA
to discuss alternate licensing arrangements.

Secure Shell (SSH). Copyright © 2000. This License agreement, including the Exhibits (“Agreement”),
effective as of the latter date of execution (“Effective Date”), is hereby made by and between Data Fellows, Inc.,
a California corporation, having principal offices at 675 N. First Street, 8th floor, San Jose, CA 95112170 (“Data
Fellows”) and Process Software, Inc., a Massachusetts corporation, having a place of business at 959 Concord
Street, Framingham, MA 01701 (“OEM”).

Portions copyright 1988 - 1994 Epilogue Technology Corporation.

All other trademarks, service marks, registered trademarks, or registered service marks mentioned in this
document are the property of their respective holders.

TCPware is a registered trademark and Process Software and the Process Software logo are trademarks of
Process Software.

Copyright ©1997, 1998, 1999, 2001 Process Software. All rights reserved. Printed in USA.

If the examples of URLs, domain names, internet addresses, and web sites we use in this documentation reflect
any that actually exist, it is not intentional and should not to be considered an endorsement, approval, or
recommendation of the actual site, or any products or services located at any such site by Process Software. Any
resemblance or duplication is strictly coincidental.
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Preface

Introducing This Guide

This guide describes the TCPware products, components, and features, and the user environment
and functions. It is an introduction for all users, as well as a procedural guide for end users.

What You Need to Know Beforehand
Before using TCPware, you should be familiar with:

¢ Computer networksin general
* Compag Computer’'s OpenVMS operating system and file system

How This Guide Is Organized

This guide has the following contents:

* Part I, Introduction—Introduces and provides a functional overview of the TCPware for
OpenVMS products, components, and features.

* Part I, User Functions—Provides user instructions for the following TCPware components an
features, arranged in chapters alphabetically:

— FTP-OpenVMS

— Kerberos authentication user commands

— Network print functions (Line Printer Services and Terminal Server Print Services)
— Remote Compact Disk (RCD) and Remote Magnetic Tape (RMT)

— Remote Copy Program (RCP)

— RLOGIN

— Remote Shell (RSH)

— Simple Mail Transfer Protocol (SMTP)

XV
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— TALK

— TELNET-OpenVMS

— Trivial File Transfer Protocol (TFTP)

— Token Authentication User Functions

- WHOIS

— Secure Shell (SSH)
¢ Appendixes, including alist of references and a glossary of terms.
* Master index to the TCPware documentation set.

Online Help

You can use help at the DCL prompt to find the following:

¢ Topical help—Access TCPware help topics only as follows:

$ HELP TCPWARE [t opi c]

The topic entry is optional. You can also enter topics and subtopics at the following prompt and
its subprompts:

TCPWARE Subtopic?

Online help is also available from within certain TCPware components: FTP-OpenVMS Client and
Server, Network Control Utility (NETCU), TELNET-OpenVMS Client, NSLOOKUP, and
TRACEROUTE. Use the HELP command from within each component.

Example: NETCU> HELP [topic]
* Error messages help—Access help for TCPware error messages only as follows:

$ HELP TCPWARE MESSAGES

If the error message is included in the MESSAGES help, it identifies the TCPware component and
provides a meaning and user action. Seé &t r uct i ons underMESSAGES.

Obtaining Customer Support

XVi

You can use the following customer support services for information and help about TCPware and
other Process Software products if you subscribe to our Product Support Services. (If you bought
TCPware products through an authorized TCPware reseller, contact your reseller for technical
support.) Contact Technical Support directly using the following methods:

* Electronic Mail

E-mail relays your question to us quickly and allows us to respond, as soon as we have
information for you. Send e-mail to support@process.com. Be sure to include your:

— Name
— Telephone number
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— Company name

— Process Software product name and version number
— Operating system name and version number

Describe the problem in as much detail as possible. You should receive an immediate auton
response telling you that your call was logged.
* Telephone

If calling within the continental United States or Canada, call Process Software Technical
Support toll-free at 1-800-394-8700. If calling from outside the continental United States or
Canada, dial 1-508-628-5074. Provide your name, company name, and telephone number. If no
oneisavailableto take your call immediately, atechnical support representative will return your
call as soon as possible.

* FAX

Sending a FAX to 508-879-0042 is another way to log a technical support call. Be sure the FAX
includes all the information listed under "Electronic Mail" plus your FAX number as reference.
Describe the problem in as much detail as possible. A diagram of your network is often very
useful.

¢ World Wide Web

Thereisavariety of useful technical information available on our World Wide Web home page,
http://www.process.com (select Customer Support).

* Internet Newsgroup
You can also access the VM Snet newsgroup, vmsnet.networks.tcp-ip.tcpware.

Licensing Information

TCPware for OpenVMS includes a software license that entitles you to install and use it on one
machine. Please read and understand the Software License Agreement before installing the
product. If you want to use TCPware on more than one machine, you need to purchase additional
licenses. Contact Process Software or your distributor for details.

Maintenance Services

Process Software offers a variety of software maintenance and support services. Contact us or your
distributor for details about these services.

Reader's Comments Page

TCPware guides may include Reader's Comments as their last page. If you find an error in this
guide or have any other comments about it, please let us know. Return a completed copy of the
Reader's Comments page, or send e-mail to techpubs@process.com.

Xvii
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Please make your comments specific, including page references whenever possible. We would
appreciate your comments about our documentation.

Documentation Set
The documentation set for TCPware for OpenVMS consists of the following:

Xviii

Release Notes for the current version of TCPware for OpenVMS—For all users, system
managers, and application programmers. The Release Notes are available online on your
TCPware for OpenVMS media and are accessible before or after software installation.
Installation & Configuration Guide—For system managers and those installing the software.
The guide provides installation and configuration instructions for the TCPware for OpenVMS
products.

User’s Guide—For all users. This guide includes an introduction to TCPware for OpenVMS
products as well as a reference for the user functions arranged alphabetically by product, utility,
or service.

Management Guide—For system managers. This guide contains information on functions not
normally available to the general network end user. It also includes implementation notes and
troubleshooting information.

Network Control Utility (NETCU) Command Reference—For users and system managers. This
reference covers all the commands available with the Network Control Utility (NETCU) and
contains troubleshooting information.

Programmer’s Guide—For network application programmers. This guide gives application
programmers information on the callable interfaces between TCPware for OpenVMS and
application programs.

Online help—

— Topical help, usinglELP TCPWARE [t opi c]
— Error messages help, usiHELP TCPWARE MESSAGES
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Conventions Used

Convention

Meaning

host

Any computer system on the network. The local host is your computer.
A remote host is any other computer.

nonospaced type

System output or user input. User input is in bol d t ype.

Example: I's this configuration correct? YES

Monospaced type also indicates user input where the case of the entry
should be preserved.

italic type Variable value in commands and examples. For example, username
indicates that you must substitute your actual username. Italic text also
identifies documentation references.

[directory] Directory name in an OpenVMS file specification. Include the brackets

in the specification.

[optional-text]

(Italicized text and square brackets) Enclosed information is optional.
Do not include the brackets when entering the information.

Example: START/IP |ine address [info]

This command indicates that the info parameter is optional.

{value | value}

Denotes that you should use only one of the given values. Do not
include the braces or vertical bars when entering the value.

Note! Information that follows is particularly noteworthy.

CAUTION! Information that follows is critical in preventing a system interruption or
security breach.

key Press the specified key on your keyboard.

Ctrl/key Press the control key and the other specified key simultaneously.

Ret urn Press the Return or Enter key on your keyboard.

------ > Pointer to further reading or a cross-reference.

Xix
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Chapter 1
Introducing TCPware for OpenVMS

Introduction

TCPware for OpenVMS is a software product that provides TCP/IP standard networking services
for Compag's OpenVM S VAX and Alpha computers.

Enterprise-Wide Networking

Computer systems from many different vendors can communicate with systems using the TCP/IP
protocols. Almost all UNIX-based systems support TCP/IP, FTP, NFS, SMTP, and TELNET. This
makes TCPware for OpenVMS componentsideal tools for networking OpenVMS systems with
other computer systems.

Figure 1-1 shows some systems networked using TCP/IP.

1-1
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Figure1-1 Connecting Dissimilar Systems Using TCPwarefor OpenVM S
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TCPware for OpenVMS components operate with many other computers. TCPware for OpenVMS
components al so operate with many network support devices that are compatible with TCP/IPR,
Ethernet, and other local area networks (LANS), as shown in Figure 1-2.

Figure1-2 Devices Supporting TCP/IP Networking
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TCPware for OpenVMS

TCPware for OpenVMS includes the TCP/IP Services components designed exclusively for the
VAX and Alpha architectures and the OpenVMS operating system for those architectures.

1-2
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Table 1-1 lists the members of the TCPware for OpenVMS family and the features of each.

Table1-1 TCPwarefor OpenVMS Family Members

Component

Features

FTP-OpenVMS

File transfer service that lets you transfer filesto or from remote
hosts. Provides a File Transfer Protocol (FTP) client and server.
Includes the Remote Copy Program (RCP) (which includes optional
Kerberos authentication). Also includes a Subroutine Library to
develop FTP application programs. Token Authentication is aso
available for FTP-OpenVMS.

NFS-OpenVMS Client

Network File System (NFS) service that lets you access NFS
filesystems and store data on NFS systems. Provides an NFS client.

NFS-OpenVMS Server

NFS service that lets remote NFS users access OpenV M S filesystems
and use them for storage. Provides an NFS server and supports a PC-
NFS Server (PCNFSD).

SMTP-OpenVMS

Mail transfer service that lets you send mail to or receive mail from
remote hosts. Provides a Simple Mail Transfer Protocol (SMTP)
client and server. The additional Internet Message Access Protocol
(IMAP) and Post Office Protocol Version 3 (POP3) servers provide a
way for remote PCs to retrieve OpenVMS incoming mail.

TELNET-OpenVMS

Virtual terminal service that lets you have immediate access to
remote systems. Provides a Virtual Terminal Networking (TELNET)
protocol client and server. Kerberos authentication is also available.
Also includes a Subroutine Library to develop TELNET application
programs. Token Authentication is also available for TELNET-
OpenVMS.
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TCP/IP Services

1-4

Table1-1 TCPwarefor OpenVM S Family Members (Continued)

Component

Features

TCP-OpenVMS

TCP/IP base component that includes protocols for the network layer
(IR ICMPB, ARP, and RARP) and transport layer (TCP and UDP).
Provides utilities for network management and control;

For Domain Name Services (DNS), Simple Network Management
Protocol (SNMP) Services, Network Control Utility (NETCU), and
Network Time Synchronization, seethe Network Management entry
in Table 1-2.

Berkeley R Commands — Access hosts in a TCP/IP network b
logging in (RLOGIN), executing remote commands (RSH), an
controlling remote tape drives (RMT) and CD-ROM drives
(RCD). Kerberos V4 authentication is also available for
RLOGIN and RSH. Token Authentication is also available fo
RLOGIN.

Line Printer Services— Manipulate local or remote print queu
functions based on the client and server ends of the BSD4.3
Printer Protocol.

Terminal Server Print Services— Send print requests to printer
attached to TCP/IP-based terminal servers.

Subroutine Libraries — Facilitate application development usin
the Socket Library Services, FTP Subroutine Library, TELNE
Subroutine Library, and SNMP Extendible Agent Application
Program Interface (API) routines.

TCPDRIVER, UDPDRIVER, IPDRIVER, and INETDRIVER
Programming Services, and UCX Compatibility Services
(BGDRIVER) — Use QIO interfaces to develop network
applications. UCX Compatibility allows applications such as
PATHWORKS to work with TCPware.

ONC RPC Services—Build distributed applications using Remote
Procedure Calls (RPCs).

[

a)

Line

%]

All TCPware for OpenVMS TCP/IP Services are fully integrated. The services range from the
upper-layer Network Application Servicesto the lower-level components. These lower-level
components handle the network controllers included in the TCP/IP Services core component, TCP-

OpenVMS.

The TCPware for OpenVMS components use the Transmission Control Protocol (TCP), User
Datagram Protocol (UDP), and Internet Protocol (IP). The Department of Defense (DoD) adopted
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the IP and TCP protocols as standards for all packet networks. TCP and IP provide areliable and
efficient means for moving information between computer systems.

TCPware supports Path MTU discovery to provide aperformance improvement when large packets

of data are sent over TCP.

Table 1-2 describes some of the TCP/IP functions supported by TCPware.

Table1-2 TCP/IP Services

This Service... Provides...

Cluster Load Balancing Have the domain name server assign a connection to a specific host
to balance the cluster load. Analogous to the load balancing
services the LAT terminal service provides.

Database Support Connect Ingres, Oracle, RDB, Progress, and Sybase databases on
OpenVM S and UNIX systems.

DECnet over IP Send DEChnet data link layer packets point-to-point over TCP/IP
connection between two systems running TCPware.

DECwindows Supports DECwindows graphics-oriented applications like Mail,

File View, DECterm, and Bookreader. A remote X display user can
also log in using the X Display Manager Server.
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Table1-2 TCP/IP Services (Continued)

This Service...

Provides...

Interface Support

Interface support, which includes:

* Ethernet, Token Ring, and LAT interfaces -Send | P datagrams over
Ethernet, Token Ring, LAN Emulation over Asynchronous Transfer
Mode (ATM), and Classical |P over ATM (CLIP) networks. Supports
the Address Resolution Protocol (ARP) and Reverse ARP (RARP).

¢ Fiber Distributed Data Interface (FDDI) —Send I P datagrams
over high speed networks over FDDI controllers. Supports ARP
and RARP.

®* HYPERchannel — Directly supports the UNIBUS, QBUS,

MASSBUS, and BIBUS interfaces. Includes use of ARP to map host
internet addresses to physical addresses.

¢ |P-over-DECnhet —Send |P datagrams over DECnet linksto
connect separate DECnet-over-IP TCP/IP LANs over WANS.

¢ |P-over-X.25 —Send | P datagrams as data packets over X.25,
enabling reliable world wide communication.

¢ Point-to-Point Protocol (PPP) —Send multiprotocol
datagrams over serial point-to-point links. PPP is common with
line speeds from 14.4 to 28.8 kilobits per second (Kbps).
Implemented through pppd command line options.

¢ proNET — Supportsthe proNET-10 and proNET-80 token ring
controllers provided by Proteon, Inc.

* Serial Line IP (SLIP) —Send IP datagrams over serial lines
instead of Ethernet cable. Supports both dedicated (hard-wired)
and dialup SLIP lines. TCPware also supports Compressed
SLIP (CSLIP).

e Compaq Wide Area Network (WAN) Device Drivers —
Supports the VAX WAN Device Drivers synchronous interfaces
that form alink between the hardware devices and TCPware.

Multicasting

Supports full 1P multicasting, |etting you send and receive
datagrams addressed to IP multicast (Class D) addresses.
Implements the Internet Group Management Protocol (IGMP).
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Table1-2 TCP/IP Services (Continued)

This Service...

Provides...

Network Management

Network management and control functionsinclude:

¢ Domain Name Services (DNS) —Guarantee host connections
using adistributed database. Supports Berkeley Internet Domain
Server (BIND) Release 4.9.4 Name Server.

¢ Dynamic Host Configuration Protocol (DHCP) —Provides |P
addresses and configuration data to hosts. Supports DHCP and
BOOTP protocals.

¢ Simple Network Management Protocol (SNMP) Services —
Network management stations can obtain timely information
about the network activities of OpenVMS server hosts. Supports
MIB-I and MIB-Il. TCPware’s SNMP Agent also supports
subagents serving private MIBs, as well as the SNMP
Multiplexing (SMUX) Service.

* Network Control Process (NETCP) —Starts, maintains, and
shuts down the network. NETCP also contains the Port Mapper
that maps Remote Procedure Call (RPC) server programsto
ports. A TCPDUMP utility is also included.

* Network Control Utility (NETCU) — Provides commands so
that the system manager can monitor and control various
functions such as adding and removing servers clients.

* Network Time Synchronization —Use either the Network
Time Protocol (NTP) or the Time Synchronization Protocol
(TIMED), to coordinate time distribution between hosts.

Network Security

Includes Incoming and Outgoing Access Restrictions; Packet
Filtering; the Kerberos V4 Server, user commands, management
commands, and administration server; the IP Security Option
(IPSO); and Token Authentication for login security.

Other Clients and Servers

Client protocols (DISCARD, FINGER, NSLOOKUP, PING,
TALK, Trivia File Transfer Pratocol [TFTP], TRACEROUTE, and
WHOIS) and Server protocols (CHARGEND, DAY TIMED,
DISCARDED, ECHOD, FINGERD, INDENT, QUOTED, and
TFTPD).

PATHWORKS Support

Use TCPware as a transport for Compaq’s PATHWORKS prod
running between the OpenVMS system and a PC.

ucts
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Table1-2 TCP/IP Services (Continued)

This Service... Provides...

Routing Supports enhanced routing and multiple gateways, and includes the
GateD protocol, which combines RIP, HELL O, OSPF, EGP, BGP,
and the Router Discovery Protocol for distributing routing
information. Supports the Classless Inter-Domain Routing (CIDR)
protocol for more efficient use of Class B |P addresses.

TCPware Products for the PDP-11 Operating Systems

Process Software offers TCP/I P networking software products for the Compag PDP-11 operating
systems. Order the following TCPware products for the PDP-11 systems from Process Software:

TCPware for RSX TCPwarefor RT-11 TCPware for TSX TCPwarefor IAS

Although these products function differently from TCPware for OpenVMS, they solve many
networking problems between dissimilar computer systems.

Figure 1-3 shows some of the many dissimilar systems TCPware can connect.

Figure1-3 Compaq Operating Systems Connected by TCPware
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Chapter 2

Functional Overview

Introduction

This chapter presents a functional overview of the TCPware for OpenVMS components. It
addresses questions you may have, such aswhat you use to:

* Accessto network filesystems as if they werelocal filesystems
¢ Transfer (copy) files over the network

* Print network files

¢ Loginto and perform commands on a remote system

* Send or receive mail or message over the network

* Accessto network magnetic tape or CD-ROM drives

¢ Dynamically configure network hosts and find network information
¢ Control network activity

* Synchronize clocks across the network

* Secure resources on the network

¢ Tunnel external protocol applications over |P

* Program network interfaces

For more details on each subject, we provide you with references to the appropriate section of this
documentation set at the end of this chapter.
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Remote Filesystem Access
You can access remote filesystems asif they were your own, using NFS-OpenVMS (see Table 2-1).

2-2

Table2-1 TCPware Componentsfor Accessto Network Filesystem

This Touseit, you Asasystem
component... Allowsyou to... | need... Asauser... manager-...
NFS-OpenVMS | OnaTCP/IP To access simply usethe seethe
Client network, remote filesystemsasif | Management
transparently filesystems, run | they were on Guide,
access the NFS- your local Chapter 13,
filesystemson OpenVMS system. No Managing NFS
remote servers Client. You special OpenvMS
so that they must have commands are Client.
appear as authorizationto | required.
resident access them.
filesystemsin
OpenVMS.
NFS-OpenVMS | Providea For remote seethe
Server service so that systems users to Management
remote system access Guide,
users can access | OpenVMSfiles Chapter 14,
your local on your system, Managing NFS
OpenVMS run the NFS- OpenvVMS
filesystemsasif | OpenVMS Server.
they were their Server. The
own. remote user
must have
authorization to
access your
local
filesystems.




Functional Overview

Transferring Files

You can transfer filesto or from your OpenVMS system using FTP-OpenVM S (which includes the
RCP feature) or the TFTP feature of TCP-OpenVMS. Transfer files using the TCPware for
OpenVMS componentsin Table 2-2.

Table2-2 TCPware Componentsfor Transferring Network Files

Thiscomponent... | Allowsyou to... Touseit, you need...

FTP-OpenVMS Copy, get, and put filesto and | The remote system must support FTP.
from remote systems using the , .

Fle T oo (TR | A3 TEevsers Cude
TCPware provides both the ' '
client function so that local As a system manager, see the
useres can transfer filestoand | Management GuideChapter 12,
from remote systems, and the | Managing FTP-OpenVMS
server function so that remote
: Asa system programmer, see the

users can transfer files from ) )

Programmer’s GuideChapter 7, FTP
your local system. )

Library.
Login authentication security
isavailable through Token
Authentication.

RCP Use a UNIX-likecommand to | The server must support equivalents of
copy filesto and fromremote | the UNIX shel | and exec services.
systems right on the system You must register the other hostsin your
command line. HOSTS. EQUI V or . RHOSTSfiles.
TCPware also provides the Asauser, seethe User’s Guide
RCP server so that remote Chapter 7, RCP: Copying Files
;:f;a;;ﬁpym%to or from Asasystem manager, seethe

' Management GuideChapter 16,
Managing R Commands

TFTP Transfer filesto and from The remote system must support TFTP.
remote systems. Because , .
TFTP ismore primitive than Asauser, see the .Us.er.s G_wde

. Chapter 13, TFTP:Trivial File
FTP, you can mainly use Transfers
TFTPto allow remote diskless
systems to read bootstrap Asa system manager, seethe
images over the network. Management GuideChapter 16,
Managing R Commands
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Printing Files

You can print files over the network using the Line Printer Services or Terminal Server Print
Services. Print files over the network using the TCPware for OpenVMS componentsin Table 2-3.

Table2-3 TCPware Componentsfor Network Printing

This Touseit, you Asasystem
component... Allowsyou to... | need... Asauser... manager ...
Line Printer Send files to, to define the see the User's see the
Services remove jobs remote printers | Guide Management
from, and during Chapter 5, Guide
display the installation. Networking Chapter 15,
status of remote Printing. Managing Print
print queues Services
using UNIX-
like commands.
Line Printer
Services also
provides a
server so that
remote userscan
access loca
print queues.
Terminal Server | If youareona Usetheregular | seetheUser's seethe
Print Services TCP/IP PRINT/QUEUE | Guide Management
network, send commands. Chapter 5, Guide
filesto printers Network Chapter 15,
connected to Printing. Managing Print
remote terminal Servicesthe

SErVers.

Terminal Server
Print Services
section.
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Logging In to Remote Hosts

You can log in to and execute commands on remote hosts using the RLOGIN or RSH features of
TCP-OpenVMS or TELNET-OpenVMS. Log in to or emulate remote hosts using the components

in Table 2-4.

Table2-4 TCPware Componentsfor Logging in to Remote Hosts

This Asasystem Asasystem
component... Allowsyou to... | programmer... | Asauser... manager...
RLOGIN Use aUNIX- see the User's see the
likecommandto Guide Management
logintoa Chapter 8, Guide
remote host. RLOGIN: Chapter 16,
Logging Into a | Managing R
Remote Host Commands
RSH Usea UNIX- seethe User’s seethe
likecommandto Guide Management
execute asingle Chapter 9, RSH: | Guide
command on a Issuing Chapter 16,
remote host Command®sn Managing R
without logging the Remote Commands
in. Host
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Table2-4 TCPware Componentsfor Logging in to Remote Hosts (Continued)

users can make
virtual terminal
connections to
the OpenVMS
host.

Login
authentication
security is
available
through Token
Authentication.

This Asa system Asa system
component... Allowsyou to... | programmer... | Asauser... manager...
TELNET- Initiate virtual see the see the User's see the
OpenVMS terminal Programmer’s | Guide Management
connectionsto Guide Chapter 12, Guide
remote hosts Chapter 9, TELNET: Chapter 18,
using the TELNET Connecting to | Managing
TELNET Library. Remote TELNET-
protocol. You Terminals OpenVMS
can open Server
multiple remote
sessions.
TCPware also
providesa
server function
so that remote
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Transferring Mail and Exchanging Messages

You can send and receive mail over the network using the TCPware for OpenVMS componentsin

Table 2-5.

Table2-5 TCPware Componentsfor Sending Network Mail

This Asasystem
component... Allowsyou to... | Touseit, ... Asauser... manage-...
SMTP- OnaTCP/IP The remote see the User's see the
OpenVMS network, send system must Guide Management

and receivemail | support SMTP. Chapter 10, Guide

over the SMTP: Chapter 17,

network using Transferring Managing Mail

the Simple Mail Mail. Services

Transfer

Protocol

(SMTP).

TCPware

providesboth an

SMTP client

and aserver.

IMAP Server Provide a The remote seethe
service so that system must Management
remote PCscan | support the Guide
accessmail in IMAP protocol. Chapter 17,
VMS MAIL Managing Mail
mailboxes using Servicesthe
the Internet IMAP Server
Message Access section.
Protocol
(IMAP) Server.

POP3 Server Providea The remote see the
service so that system must Management
remote PCscan | support the Guide
retrieve mail in POP3 protocol. Chapter 17,
VMS MAIL in- Managing Mail
boxes using the Servicesthe
Post Office POP3 Server
Protocol (POP3) section.
Server.
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Table2-5 TCPware Componentsfor Sending Network Mail (Continued)

This Asasystem
component... Allowsyou to... | Touseit, ... Asauser... manager ...
TALK Utility Exchange "real The remote seethe User’s

time" messages | system must Guide

with another support the Chapter 11,

host onthelocal | t al k protocol. | TALK:

or remote Exchanging

network. Terminal

Display Messages

simultaneously

sent and

received

messages on a

split screen.
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Accessing Network Drives

You can access remote tape or CD-ROM drives, or provide access|ocally to remote users by using
the TCPware for OpenVMS componentsin Table 2-6.

Table2-6 TCPware Featuresfor Providing Accessto Network Tape Drives

Touseit, you

This need to Asasystem

component... Allowsyou to... | configure... Asauser... manage-...

RMT Client Use OpenVMS | apseudodevice | seethe User’s
commands such | onyour Guide
asBACKUR OpenVMS Chapter 6, RCD
MOUNT, systemusingthe | and RMT:

COPY, and command RemoteCD-
EXCHANGE RMTSETUPR. ROMs and
on remote The remote Tapes
backup tape system must
drives. support ther m

protocol.

RCD Client Use OpenVMS | apseudodevice | seethe User’s
commands such | onyour Guide
as BACKUP, OpenVMS Chapter 6, RCD
MOUNT, systemusingthe | and RMT:

COPY, and command RemoteCD-
EXCHANGE RMTSETUPR. ROMs and
on remote CD- The remote Tapes
ROM drives. system must

support ther m

protocol.

RMT Service Provide a the Berkeley R seethe
service so that Commands for Management
remote clients RMT services. Guide
can usethe The remote Chapter 16,
rdunp or system must Managing R
rrestore support ther m Commands
UNIX utilities protocol.
to access a
magnetic tape
on your system.
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Configuring Hosts

TCPware provides various components and features with which you can configure network hosts,

2-10

aslisted in Table 2-7.

Table2-7 TCPware Featuresfor Configuring Hosts

This component...

Allowsyou to...

As system manager...

DHCP/BOOTP

Assign | P addresses and
provide configuration data to
hosts over the network.

see the Management Guide,
Chapter 2, DHCP/BOOTP
Server.

Domain Name Services

Obtain information such as
host Internet addresses and
names by connecting to a
distributed database.

see the Management Guide,
Chapter 3, Domain Name
Services.

Point-to-Point Protocol (PPP)

Configure the network to
send | P datagrams over serial
links, including DECnet or
modern connections.

enter:

$ PPPD: ==TCPWARE: PPPD. EXE
See the Management Guide,
Chapter 5, Serial Link
Interfaces: PPP and SLIP.

Seria LinelP (SLIP)
Protocol

Further configure the network
to send I P datagrams over
serial links.
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Controlling Network Functions

You can perform network management functions and test networks by using the TCPware for
OpenVMS features in Table 2-8.

Table2-8 TCPware Featuresfor Additional Management

This component...

Allowsyou to...

Asa system manager...

Network Control Utility

NETCU isthe utility program

see the NETCU Command

Management Protocol
(SNMP) Services

network activities of OpenVMS
server hosts, such asrouting, line
status, volume of traffic, and
error conditions. SNMP
supports the MIB-land M1B-I1
Management Information bases,
aswell as SNMP Multiplexing
(SMUX).

(NETCU) system managers and user useto | Reference.
configure and control network
activity.
Simple Network Obtain timely information about | see the Management Guide,

Chapter 7, Managing SNMP
Services.

see the Programmer’s Guidge
Chapter 10, SNMP Extendible
Agent API Routines

Synchronizing Time Clocks
TCPware provides the network time synchronization components listed in Table 2-9.

Table2-9 TCPware Featuresfor Time Synchronization

This component...

On a TCP/IP network, allows
you to...

As a system manager, seethe
Management Guide,

Network Time synchronize your system clock Chapter 10, Network Time
Protocol with an Internet Time Server. Protocol (NTP).
TIMED use the Time Synchronization Chapter 11, TIMED.

Protocol (TSP) andthet i med
serviceto synchronizethe clocks
of LAN hosts.
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Using Network Testing Tools

TCPware provides various network testing tools, and utilities and services with which you can
obtain network information, as listed in Table 2-10.

Table2-10 TCPware Network Testing Tools

up and if you can
reach it.

This component... Allowsyou to... Asauser... Asa system manager...
FINGER Extract user enter:
information from a $ FINGER user @ost -t o-fi nger
remote user See the Management
information program. Guide, Chapter 29,
Network Testing Tools.
IDENT Determine the user See the Management
associated with a Guide, Chapter 29,
connection. Network Testing Tools.
NSLOOKUP Extract information enter:
?bOUttEet\lgvork hOStS $ nsl ookup host-to-find
Nr(;rmne Si/ stgrr:::m See the Management
Guide, Chapter 29,
Network Testing Tools.
PING Find out if ahost is enter:

$ PI NG ==$TCPWARE: PI NG
See the Management
Guide, Chapter 29,
Network Testing Tools.

TCPDUMP Utility

Track TCP packets
by printing
information in packet
headers.

see the Management
Guide, Chapter 29,
Network Testing Tools.

TRACEROUTE

Trace the path of an
I P packet to an
internet host.

enter:

$ TRACEROUTE: : ==$TCPWARE: TRACEROUTE
See the Management
Guide, Chapter 29,
Network Testing Tools.
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Table2-10 TCPware Network Testing Tools (Continued)

This component... Allowsyou to... Asauser... Asa system manager...
WHOIS Query the Network enter the
Information Center command:
(I,\“C) username $ WHO S user nane
di regtory servicesto Seethe User's
obtain usernames. .
Guide
Chapter 15,
WHOIS:
Username
Directory
Services

TCPware also provides other useful testing utilities and services, including CHARGEND,
DAYTIMED, DISCARD, ECHOD, NETCU DEBUG, QUOTED, and TIME. See the Management
Guide, Chapter 30, Network Testing Tools, for details.

Securing Resources

You can secure resources on the network using the TCPware features described in Table 2-11.

Table2-11 TCPware Featuresfor Securing Network Resources

This component...

Allowsyou to...

Asasystem
manager, see the

Management Guide,

Asauser, seethe
User’s Guide

Incoming Access
Restrictions

Restrict the hosts and
networks that can
access the services
the master server
activates.

Chapter 20, Access
Restrictions.

Outgoing Access
Restrictions

Restrict requests for
remote services to
specific users and
ports.

Chapter 20, Access
Restrictions.
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Table2-11 TCPwareFeaturesfor Securing Networ k Resources (Continued)

This component...

Allowsyou to...

Asasystem
manager, seethe
Management Guide,

Asauser, seethe
User’s Guide

Packet Filtering

Restrict the
datagrams a network
interface can receive
by protocol, source
and destination
address, or
destination port. Use
convenient NETCU
commands.

Chapter 21, Packet
Filtering.

Kerberos Server

Provide password
encryption and the
Key Distribution
Center (KDC) for
getting ticketsto
server applications.
Also use
management and
user commands.

Chapter 23,
Managing Kerberos.

Chapter 4, Kerberos
User Commands.

Kerberos
Authentication for
RCP

Use Kerberos V4
authentication with
the RLOGIN
Berkeley R
Command.

Chapter 23,
Managing Kerberos.

Chapter 7, RCP:
Copying Files.

Kerberos
Authentication for
RLOGIN

Use Kerberos V4
authentication with
the RLOGIN
Berkeley R
Command.

Chapter 23,
Managing Kerberos.

Chapter 8, RLOGIN:
Logginginto a
Remote Host.

Kerberos
Authentication for
RSH

Use Kerberos V4
authentication with
the RSH Berkeley R
Command.

Chapter 23,
Managing Kerberos.

Chapter 9, RSH:
I ssuing Commandson
the Remote Host.

Kerberos
Authentication for
TELNET

Use Kerberos V4
authentication with
TELNET-
OpenVMS.

Chapter 12, TELNET:
Connecting to Remote
Terminals.
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Table2-11 TCPware Featuresfor Securing Networ k Resources (Continued)

Asasystem
manager, seethe

Asauser, seethe

This component... Allowsyou to... Management Guide, | User’s Guide
IP Security Option Provide IP datagram | Chapter 24, IP
(IPSO) protection using the Security Option
IP Security Option (IPS0O).
(IPSO) protocol.
Token Use a Security Chapter 22, Chapter 14Token
Authentication Dynamics "smart Managing Token Authentication:

card" token and
TCPware’s ACE/
Client and its use of
the ACE/Server to
authenticate logins
from FTP-
OpenVMS,
TELNET-
OpenVMS,
RLOGIN, and SET
HOST sessions.

Authentication.

Protecting Logins.

Secure Shell (SSH)

Configure and
maintain the
TCPware Secure
Shell (SSH) server.
This is the server side
of the software that
allows secure
interactive
connections to other
computers in the
manner of rlogin/
rshell/telnet.

Chapter 25,
Configuring the
Secure Shell (SH)
Server.

Chapter 16,
Accessing Remote
Systems with the
Secure Shell (SH)
Utilities
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Tunneling External Applications over IP

You can tunnel DECnet applications over |P networks if you are using DECnet Phase IV (see
Table 2-12.) A connection established between two systems running different protocolsisknown as

atunnel.

Table2-12 TCPware Featuresfor Tunneling Applications over |P

This component...

Allowsyou to...

As a system manager, seethe
Management Guide,

Tunneling DECnet over
IP (for DECnet Phase
V)

Connect two DECnet
networks over an P link.

Use with DECnet Phase IV
only. Thereisno need to use
this feature with DECnet/OSI
(DECnet Phase V).

Chapter 27, Tunneling DECnet
over IP.

Programming Network Interfaces

If you are a network programmer, you can perform programming functions using the programming
interfaces discussed in the Programmer’s Guide (see Table 2-13).

Table2-13 TCPware Network Programming I nter faces

This component...

Allowsyou to...

Asa system programmer, see
the Programmer’s Guide

FTPLibrary

Use a programming interface to
the FTP protocol. Usethe FTP-
OpenVMS library routinesin
your own applicationsto provide
FTP capabilities.

Chapter 7, FTP Library.

Socket Library

Use either the Compaqg
Computer C Socket Library (for
OpenVMS Version 5.3 and | ater)
or the TCPware Socket Library
(for earlier version or you are
using the Remote Procedure Call
routines).

Chapter 8, Socket Library.
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Table2-13 TCPware Network Programming | nterfaces (Continued)

This component...

Allowsyou to...

As a system programmer, see
the Programmer’s Guide

TELNET Library

Use a programming interface to
the TELNET protocol. Usethe
TELNET-OpenVMS ibrary
routines in your own
applications to provide FTP
capabilities.

Chapter 9, TELNET Library.

UCX Compatibility
Services

Use the BGDRIVER $QIO
programming interface for
compatibility with Compaq
Computer’s TCP/IP Services fo
OpenVMS (formerly UCX)
product.

Chapter 2JUCX Compatibility
Services.

QIO Programming
Interfaces

Use $QIO programming
interfaces to TCP/IP. These
include the BGDRIVER,
TCPDRIVER, UDPDRIVER,
IPDRIVER, and INETDRIVER
interfaces.

Chapter 10SNMP Extendible
Agent API Routines.

SNMP Extendible
Agent Application
Programming Interface
(API) Routines

Use API routines required for a
application program to export
private Management
Information Bases (MIBX) using
the TCPware SNMP agent.

n Chapter 10SNMP Extendible
Agent AAPI Routines.

Token Authentication
ACE/Client API
Functions

Use API functions for programs
that interact between the ACE/
Client and ACE/Server to enabl

Chapter 11Token Authentication
API Functions.
e

Token Authentication.
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Chapter 3

FTP: Transferring Files

Introduction

The File Transfer Protocol (FTP) transfersfilesto and from aremote host. FTP-OpenVMS controls
the method by which FTP transfers the files.

The Client-FTP utility isyour interface to FTP-OpenVMS. You can run Client-FTP interactively or
through a startup command procedure.

For FTP-OpenVMS to operate between two hosts, the remote host must provide a compliant client
or server. You can run FTP directly (interactively) or indirectly from acommand procedure. Client-
FTP supports multiline recall of up to 20 lines.

Before Using FTP

Before you can transfer files, you need:

* To make sure that the FTP-OpenVMS softwareis installed, configured, and started on your
system.
* The name or internet address of the remote host to which you want to connect.

¢ The username and password of the account on the remote host. If the remote host does not
support multiuser protection features, you might not need a username and password. If you are
using TCPware's Token Authentication, the password is the PASSCODE generated on your
Securl DW token.

* The filenaming conventions on the remote host.

FTP Session

A typical FTP session consists of the following steps:
1 Open the FTP connection.
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2 Determine the format of the files you want transferred.

3 Transfer filesusing the GET (MGET), PUT (MPUT), or COPY commands or selections on the
graphical user interface windows. The default file format is formatted ASCII.

4 Close or exit the FTP connection.

Features
FTP-OpenVMS includes the following features:

¢ Choice of command line execution or graphical user interface execution (for DECwindows
Motif Version 1.1 or later).

* Informational and error status messages.

¢ Support of wildcardsin source filespecs.

Table 3-1 describes some of the features of Client-FTP.

Table3-1 Client-FTP Features

Thisfeature... Meansthat...

Command Line or Client-FTP alows you to execute FTP commands either at the FTP>
Graphical User prompt or through a DECwindows graphical user interface

Interface Command environment. The user interface is provided with DECwindows Motif
Execution Version 1.1 and later.

You can use either DCL-style syntax or UNIX-style syntax at the FTP>
prompt.

DCL-syntax can include qualifiers:

FTP> DI RECTORY *. DI R / BRI EF
You usually enter UNIX-style commands in lowercase;

FTP> Is *.dir

Case Conversion Client-FTP no longer converts the user name, password, and account to
lowercase if they were not supplied on the OPEN and USER command
line and thus prompted for. If you are prompted for these parameters
you must enter them in the proper case, since quotes are no longer
needed to maintain case.

Status M essages Client-FTP issues informational and error messages. These messages
are self-explanatory and conform to the standard OpenVM S message
format.

The numeric codes that prefix these messages conform to the RFC 959
standard for FTP,
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Table3-1 Client-FTP Features (Continued)

Thisfeature... Meansthat...

Wildcards Client-FTP supportswildcardsfor the COPY, GET, PUT, DELETE, and

DIRECTORY commands. The acceptable wildcard characters are:

* Percent sign (%) or question mark (?) to represent individual
characters.

¢ Asterisk (*) to represent multiple characters.

If you include the asterisk wildcard to represent multiple filesto FTPR,

use the MGET, MPUT, or MDELETE commands, or specify the

/MULTIPLE qualifier with the GET, PUT, COPY, or DELETE

command. These two examples produce identical results:

FTP> MGET *. TXT
FTP> COPY *. TXT/ MULTI PLE/ REMOTE *

Note! You do not require the asterisk for the destination with MGET,
but you do require it with COPY.

If enclosed in a quoted string, wildcard symbols no longer act as
wildcards.

Note!

Note!

You can customize the appearance of your graphical user interface by using Motif resources in
a resource file. This file is called DECW_FTP.DAT and is in your login directory.

The most important resource is the one that sets your application window to fit the screen. If you
run your application from a PC with a small, 14-inch monitor, for example, you might want to use
the following resource:

*DXnf it ToScreenPolicy: AS_NEEDED

If the window size is bigger than the screen can handle, scroll bars appear in the windows so
that you can scroll to parts of the window.

Other examples of using resources include:
DECW FTP*backgr ound: gray
DECW FTP*f or eground: bl ack

These set the screen background color to gray and the foreground color to black. See your
Motif documentation for other possible resource settings.

Wherever possible, the procedural descriptions that follow cover the command line and
graphical user interface execution methods. If you prefer the graphical user interface method,
you can execute most file transfer and manipulation functions from the TCPwar e FTP-
OpenVMS Fil e Transf er s window shown in Figure 3-3 and Figure 3-4. Many of the

3-3




PART Il User Functions

functions in this window have command line equivalents.

If you need further information on performing a particular function in the TCPwar e FTP-
OpenVMS Fi | e Transf er s window, see its command equivalent in the Command
Reference.

Note! TCPware provides secure FTP-OpenVMS logins through its Token Authentication feature, if

installed and enabled. For more information, see Chapter 14, Token Authentication: Protecting
Logins.

Opening a Connection

3-4

Only one FTP connection can be open at atime. Once open, all file transfers and other remote
operations use that connection.

You can open an FTP connection by using either the command line user interface, or the graphical
user interface if you have a DECwindows system.

Command line method. Use this method if you want to issue commands from the DCL prompt
(see Figure 3-1).

1 Enter one of the following at the DCL prompt:
$ FTP
FTP> OPEN host

in combination:

— hogt is the name of the host to which you want to connect. Respond to the login prompts,
if any, of the remote host. After a successful loginAfe> prompt appears where you
enter the FTP commands described in the following sections. This is the option shown in
Figure 3-1.
$FTP host

— host is the name of the host to which you want to connect. Respond to the login prompts,

if any, of the remote host. After a successful loginfAfe> prompt appears where you
enter the FTP commands described in the following sections.

$ FTP host username password

Enter the host to which you want to connect, the username of the account on the remote
host, and the password (PASSCODE if using Token Authentication) of the account on the
remote host as part of the command. After a successful logiRTEheprompt appears

where you enter the FTP commands described in the following sections.

See the OPEN command if you are using a SecurelD card for password authentication.

2 At the end of your FTP session, use the CLOSE command to close the connection and exit FTP.
(See Closing and Exiting for the different close options.)

Graphical user interface method. You can use the graphical user interface method if you have a
DECwindows host running DECwindows with Motif Version 1.1 or later (see Figure 3-2):

1 Atthe DCL prompt, enter:

$ SET DI SPLAY/ CREATE/ NODE=di spl ay- nodel TRANSPORT=TCP| P
$ DECW FTP
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2 Whenthe TCPwar e FTP- OpenVMS Connect i ons window appears, enter at the Renot e
Host : field, tab to the User name: field and enter at it, and tab to the Passwor d: field and enter
at it. Then click the OPEN button.

A TCPwar e FTP- QpenVMs Message W ndowshowsall the actions FTP-OpenVMS takes
from this point on. Figure 3-3 and Figure 3-4 on the following pages show an example of the two
partsto the TCPwar e FTP- QpenVMS Fi | e Transf er s window that appears when you open a
connection from the TCPwar e FTP- OpenVMs Connect i ons window.

Figure3-1 Opening an FTP Connection Using the Command Line Method

{Eta} 5 FTP [1]
FTP=0PEN THETA

_Usermame: SMITH
_Password:
FTP=GET TEST.TXT

[2]
FTP> CLOSE

Figure3-2 Opening an FTP Connection Using the Graphical User

a1 SET [ISPLET CHESTE HIHHE = MyHTTE TR S P Te TSP [4]
JEn DR F

TCPwars FTP-Opsn'vMS Ccnrsct ons

Feinate Maat: I THETA |
Abkminane | I wiaT |
QANNEE  —— |

T T

Note! For the graphical user interface, FTP-OpenVMS stores the connection information in the
DECW_FTP_PROFILE.DAT file in your login directory to set up the next connection. See the
note in the previous section first.
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Figure3-3 "Local" and "Remote" Part of the File Transfers Window

X TCPware FTP

—
—
—
—
—
—
—
—

Graphical User Interface

The graphical user interface method offers anumber of options from the TCPwar e FTP- OpenVMS
Fil e Transfers screen.

You can set various options by clicking Opt i ons on the menu bar on the TCPwar e OpenVMVS
Fil e Transfers screen (see Figure 3-3). These options are:

* Settings (see the top screen in Figure 3-4)
* Viewer Preferences (see the bottom screen in Figure 3-4)

Here is the process to use:
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1 Click Opti ons followed by Settings. .. togetthe TCPware FTP- QpenVMS Setti ngs

window.

This window presents the following options:

FTPLogs

You can select to log Commands, Repl i es, or Bot h. Your password
appears on the screen if you use the Conmands or Bot h setting.

Confirmon Delete | Click the box to confirm file or directory deletion.

Beep After Copy Click the box to enable a beep when copying is complete.

Timeout (secs) Set the FTP session timeout, in seconds.
PASV Mode Click the box to set passive mode transfers (see the SET [NO]JPASSIVE
command).

To accept the settings you make on this screen, click OK; to cancel the
window, click Cancel .

2 Click Opti ons followed by Vi ew. . . to get the TCPwar e FTP- QpenVMS Fil e Vi ewer
Pr ef er ences window, with the following options:

File Enter afile extension to indicate the type of file you would like to view; for example,

Type enter c for fileswith the .C extension, ps for files with the .PS extension, or * for any
filetype.

Viewer | Enter the type of viewer to use for the file type; these should be DCL commands or

foreign commands you define before invoking the application; for example, enter the
DCL command vi ew i nt er f ace=decw ndows/ f or mat =ps to use the CDA
Viewer with . PS files.

Click Add toadd theFi | e Type and Vi ewer combination entered; the results appear
in the scrollablelist to the left of theFi | e Type and Vi ewer fields.

Click alist item and click the Modi f y or Del et e button to modify or delete the item.

To cancel the window, click Cancel .

Note! Changes you make to settings and viewer preferences are stored in

DECW_FTP_SETTINGS.DAT and DECW_FTP_VIEWERS.DAT files, respectively, in your login
directory.
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Figure3-4 FTP-OpenVMS Window Options

XX TCPware FTP-OpenVMS Settings

[1a]

[lc]

[1€]

(1]

Pware FTP-OpenVMS File Viewer Prefe

[2c]

Closing and Exiting

An FTP connection remains open until you quit or exit FTP, close the connection, or open anew
connection.

Command line method. See Figure 3-6:
1 To close an FTP connection, use one of the following commands:
FTP>CLOSE

Closes the current connection and continues the FTP session for the next command.

FTP> OPEN host
FTP> CONNECT host

Both OPEN and CONNECT close the current connection and open another one.
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2 Toexitan FTP session:

FTP> EXIT (or Crl/2)
See the CLOSE, OPEN, and EXIT commands in the Command Reference.
Graphical user interface method. See Figure 3-7:
1 To close an FTP connection from the TCPwar e FTP- OpenVMS Fil e Transf er s window,

click the Connect i ons option on the menu bar and click the Cl ose. . . option. Theinformation
in the "Remote" part of the screen disappears.

To reopen a connection, click the Connect i on option on the menu bar and click the Open. . .
option. (Open isinitialy greyed-out.)

2 Toexit from FTP entirely from any of the DECwindows screens, click the Fi | e option on the
menu bar and click the Exi t option.

Figure3-5 Closing from the Command Line

{Ela) 5 FTP

FTP= PEN THETA

_Username [smith]: REMOTE_SMITH
_Password

FTP=

FTP=GET TEST.TXT [1]

FTP- CLOSE 2]
FTP= EXIT
(Ele) $

Checking Directories

After you establish an FTP connection, you can check the directories on the remote or local host to
locate the file(s) you want.

To check remote directories and determine the file format type when in FTP (see Figure 3-7):

1 Open the FTP connection and enter: FTP> DI RECTORY

¢ Usethe CD or SET DEFAULT /REMOTE command to move to other directories on the
remote host.

¢ |f you use the menu-driven method, see the "Remote" part of the FTP for TCPware for
OpenVNMs screen (see Figure 3-3). You can double-click any of the listed directories, change
the pathnameintheCurrent Renote Directory field, or usethe Go Up button in the
middle of the screen.
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Ch
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2 Check file extensions to determine file types. You might need to enter special qualifiers when
you transfer certain types of files.

See Table 3-2 in the next section for a description of the file transfer formats.
3 Check the local directory whenin FTP; FTP> LDIR

If you use the menu-driven method, seethe "Local" part of the FTP for TCPware for
OpenVNS screen (see Figure 3-2).

4 Usethe LCD or SET DEFAULT /LOCAL command to move to other directories on the local
host.

See the DIRECTORY, LDIR, and SET DEFAULT commands in the Command Reference for
checking directories.

Figure3-6 Checking Remote and Local Directories

FTP> DI RECTCRY (1]

total 49

- P WXT - XT - X 1 smith wusers 340 Cct 1 16:34 .login

- P WXT - XT - X 1 smith wusers 138 Cct 1 16:34 .profile 2]
dr wxr - Xr - X 2 smth wusers 512 Cct 1 16: 34 bi n

STWr--1-- 1 smth wusers 46080 Cct 1 10: 58 Sys. exe

dr wxr - Xr - X 2 root daenon 512 Feb 10 2001 . wast ebasket

FTP>LDIR  [3]
Di rect ory DOC$DI SK: [ DOC. ENG

ANDY. TXT; 1 CYN. PS; 2 DO HELP. TXT; 1
GLCSSARY. TXT; 1 HELP.DIR; 1 KIT_INFO PS; 1
LWK_PERSONAL_ LI NKBASE; 1 SCREEN- FTP. DI R; 1 SEND- NORM C; 1

Total of 9 files.

FTP> LCD [. HELP]  [4]

FTP> LD R

Di rectory DOC$DI SK: [ DOC. ENG. HELP]

BUI LD. COM 1 FTPHELP. HLB; 2 FTPHELP. RNG, 1 FTPHELP. HLB; 2
FTPHELP. RNG, 1 HELP. MVS; 1

Total of 6 files.

ecking File Transfer Formats

You can determine what file format to use during file transfers. Client-FTP lets you transfer filesin
formatted ASCII, formatted binary, image, block, FORTRAN carriage control, and VM S formats.
On OpenVMS systems, the filename extension can indicate the file type. Formatted ASCII isthe
default transfer file type and is usually sufficient for most files.

FTP converts the various file formats to formatted ASCII or IMAGE. (Executable and zip/
compressed files are popular filesin this category.) The formats are similar to the formats that the
OpenVMS EXCHANGE utility provides to transfer between OpenVMS and DOS-11 or RT-11 file
systems. You either specify the file transfer format when you use the GET, PUT, or COPY
command, or Client-FTP determines the format from the source filename's extension.

See Figure 3-8 for an explanation of the file transfer formats.
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Check file extensions to determine file types. You might need to enter special qualifiers when you
transfer certain types of files.

¢ When you use the COPY, GET, or PUT commands to transfer files, you can use the /ASCII,
/BINARY, /BLOCK, /[FORTRAN, /IMAGE, or /VMS qualifiers to set the file transfer format.
You can also set default file transfer formats using these qualifiers with the SET DEFAULT
command, or specifying these keywords with the TY PE command. (Seethe SET DEFAULT and
TY PE commands in the Command Reference for equivalent usage.)

¢ |f you use the menu-driven method, you can make the file type selections in the middle part of
the TCPwar e FTP- OpenVMS Fil e Transfers screen (see Figure 3-4).

Table3-2 Client-FTP File Transfer Formats

Thisfile With

format... extension... | Means...
Formatted ASCI| records terminated with a CR and LF and transferred as
ASCII ASCII. Usefor al except formatted binary and image files.

maximum formatted ASCII record sizeis 8192 bytes. In
OpenVMS-to-"FTP ASCII" conversion, CR/LF pairs are added
tothe end of records. In"FTP ASCII"-to-OpenVMS conversion,
CR/LF pairs are removed from the end of records.

Formatted .OBJ Binary records transferred as IMAGE. In OpenVMS-to-"FTP
Binary STB IMAGE" conversion, record header and checksum are added to
' al records. In"FTPIMAGE"-to-OpenVMS conversion, record
.BIN header and checksum are removed from each record.
.LDA Remote hosts might not be able to distinguish between formatted

binary and image files because both file types are transferred
using "FTP IMAGE" format. In this case, the formatted binary
files are stored as image files (and if properly transferred back,
are formatted binary filesagain). Thisistypically not a problem
because formatted binary files are system-dependent files.
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Table3-2 Client-FTP File Transfer Formats (Continued)

Thisfile
format...

With
extension...

Means...

BLOCK

File blocks transferred as IMAGE. Usefor STREAM,
STREAM_CR, STREAM_LF, and UNDEFINED record
formats. Provides the highest transfer rates sinceit involves
minimal processing.

Very similar to image mode. In OpenVMS-to-"FTP IMAGE"
conversion, and OpenVMSfileisread using block-1/0 mode
without regard to record structure. In"FTP IMAGE"-to-
OpenVMS conversion, an OpenVMSfileis created with the
STREAM_LF recordformat and is written using block-1/0
mode.

Note! No padding of the last block of data occurs.

Block mode is particularly useful for files with a STREAM,
STREAM_CR, STREAM_LF, or UNDEFINED record format.

FORTRAN

Like formatted ASCII except that first character of each line
controls how to display each line. Conversions are the same as
for formatted ASCI|I.

Attributes for the output file reflect that the file hasa FORTRAN
carriage control format. Some hosts do not distinguish between
FORTRAN carriage control and ASCII files and might not
support this transfer format.

IMAGE

EXE
.TSK

.OLB
.MLB
SYS
SML
.ULB

Fixed-length binary records transferred as IMAGE. In
OpenVMS-to-"FTP IMAGE" conversion, records are read asis.
In"FTP IMAGE"-to-OpenVMS conversion, records are written
asfixed length. If the last record istoo short (less than 512
bytes), it is padded with binary zeros.

VMS

Use for RMSfile transfers between OpenVMS systems.
Systems that support this structure negotiate it automatically.

The VM Sfile structure types are richer than those of UNIX for
which FTPisdesigned. ThusVMS and VMS-Plus modes were
added to help in transferring OpenVMSfiles.
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Using GET, PUT, and COPY
Use the GET, PUT, or COPY commands to transfer files.

GET "Gets' a copy of afile from the remote host and placesit in the current local directory.

PUT "Puts" acopy of alocal filein the current directory on the remote host.

COPY | "Gets' or "puts" acopy of afile, depending on use of the/LOCAL or /REMOTE

qualifier after the source or destination parameter. COPY requires the destination
parameter.

Command line method. Figure 3-9 shows the format and filename syntax of the GET, PUT, and
COPY commands. Follow the examples and observe the following conventions when you transfer
files between remote and local hosts (the sequence is not important):

Note!

If using GET or PUT, omit destination if you want to use the source filename (and extension if it
exists), unless source is a quoted string. COPY requires the destination parameter. If using
COPY, use awildcard (asterisk) for destination when you want to use the source filename asthe
destination filename.

If copying to or from a non-OpenVMS filespec, enclose it in double quotes (" ).

Separate multiple filespecs with commas.

If using wildcarded source filespecs (with an asterisk), use the /IMULTIPLE qualifier.
Alternatively, usethe MGET or MPUT command to copy wildcarded sourcefiles. (Notethat this
requires setting the remote default directory first.)

Including an asterisk (*) after the semicolon (;) in adestination parameter preserves thefile
version when copying to a remote host.

If the file version in the source parameter already exists at the destination, that version is
overwritten at the destination. Also, you do not get a warning if a higher numbered destination
version already exists.

If a DECnet file, use the full OpenVMS filespec.
At this point, the file transfer format you determined isimportant.

See the GET, PUT, and COPY commands in the Command Reference. The RCP command is also
available at the DCL prompt for remote file copies (see Chapter 7, RCP: Copying Files, for details
onitsuse).

Note!

FTP-OpenVMS does fast transfers between two OpenVMS systems using VMS file structure or
VMS Plus Mode (for UCX servers). When FTP-OpenVMS identifies file transfers between two
OpenVMS hosts running TCPware, it automatically transfers files in large blocks rather than
small records. These VMS modes greatly increase the transfer speed and preserve all Record
Management Services (RMS) file attributes. The VMS modes are disabled with non-OpenVMS
systems. See Table 3-2 on the previous page for the file transfer format descriptions.
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Graphical user interface method. To transfer files:

From local click one or morefilesonthe"Loca" part of theFi | e Tr ansf ers screen (see
toremote Figure 3-3) and click Copy- - >. To give the file a specific name on the remote
host, enter afilenameinthe New Renmote Fil e/ Dir Nane field.
Fromremote | click one or morefiles on the "Remote" part of theFi | e Transfers screen
tolocal (see Figure 3-4) and click <- - Copy. To give the file a specific name on the

local host, enter afilenameintheNew Local Nane field.

See the following information on symbolically linked UNIX systems.

Figure3-7 GET, PUT, and COPY Command For mat
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SHOW STATUS
<Ctrliz=>

=Culiz=

5 FTP

FTP>

% CREATE FTP_STARTUP.COM
OPEN IRIS SMITH "Sandy™

5 EDIT LOGIN.COM
$ DEFINE/PROCESS FTP_STARTUP "SYS{LOGIN:FTP_STARTUP.COM™

220 RIS process.com (192.168.12.34) FTP-OpenyMS FTED W&, & (c] 2001
Process Software
331 Password required.

230-

230- Wyelcome to OpenyhS VAKX VE.2Z (IRIS)
230- with TCPware 5.5

230-

230 User logged in, proceed.
257 "SYSESYSROOT:[SYSMGRE]"
Client-FTF %58 & Copyright (2] 2001 Process Software

Connected to RIS process. com (192.168.12.34).
Logged in as user "SMITH".

The local default is EMG_DOC: [ENGINEERIMNG. SMITH]
The remote working directory is SYSHIRIS: [SMITH]

Default gqualifiers are MM I

Symboalic linksin UNIX systems. UNIX systems can have files or directories pointing to other
files or directories, known as symboalic links. TCPware treats symbolic links as directories, which
appear intheRenot e Di rect ori es field on the menu screens. Once you click and perform an
operation on asymboalic link, the directory name disappears fromtheRenot e Directori es field
and the file to which it points appearsin the Renot e Fi | es field. You can then treat thefilelike a

regular UNIX file.
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Anonymous Users

You can access some remote resources as an ANONY MOUS user instead of with your usual
username and password. This is especially useful for accessto sites such asthe U.S. Library of
Congress (LOCIS.LOC.GOV) that allow anonymous user access to some of their files.

Anonymous access depends on your use of the/ANONY MOUS qualifier with the FTP commands
that require afile or directory specification using the node name syntax.

You can access some remote resources asan ANONY MOUS user in one of the following ways (see
Figure 3-9):

1 By default, use the node name file syntax (as described below) with any FTP command that
requires afile or directory specification (such as COPY, DIRECTORY, RENAME, and SET
DEFAULT). Thisfile syntax sends the ANONY MOUS username and your e-mail address as a
password.

Thus, the following file or directory specification: node::path
isequivalent to: node"”ANONY MOUS your-email-address'::path
With OpenVMS Alpha V6.1 and later, node can be a domain name or |P address.

2 Usethe filespec syntax described in Figure 3-8 and (optionally) add the /ANONYMOUS
qualifier, or deny remote anonymous access using the /NOANONY MOUS qualifier.

Using the node name file syntax (and the/ANONY MOUS or /NOANONY MOUS qualifier) affects
the following FTP commands:

COPY CREATE/DIRECTORY DELETE DIRECTORY DISPLAY

GET LS MDELETE MGET MKDIR

MPUT PUT RENAME RMDIR SET DEFAULT

Figure 3-8 shows examples of how to allow or deny anonymous user access to remote resources.

3-15



PART Il User Functions

Figure3-8 Anonymous User Access

The following examples assume a user with E-mal addess STEr . MRwanting accessto
anonymous directores on DELTA

FTP: DIRECTORY DELTA:]

This is equivalentto:

FTP> DIRECTORY DELTA"ANOMYMOUS SOME@HOMER. COM
which iz also equivalentto:

FFTF DELTA AMONYHMOUS SeMimHOMER. COM
FTP: DIRECTORY

FTP: COPY DELTA:[STUFF.TET [1]

This copies the STUFF.TAT file from the anomymous directory on remote boet DB TAtothe ocd
host and is the ameas:

FTP= COPY DELTA:[STUFF.TAT fANOMYMOUS [2]

which is equivalertto:

FTP: COPY DELTAOANOMYMOUS SAM@HOMER.COM"::STUFF.TAT

FTP> MGET DELTA::[** [1]

This copies the entire anonymous login directory on DELTAto the local hoet andis equvdent to:
FTP> MGET DELTA"ANOMYMOUS SAME@HOMER. COM::[[**

FTP: SET DEFAULT DELTR:] [1]
FTP:> CO DELTA:]

Both equivalent commands set the remote directony to the anonymous dectony on DELTAad a=
equivalentto:

FTR: SET DEFALLT DELTA"AMONYMOUS SAM@HOMER. COM"::]
FTP: GET DELTA:[[STUFF.TAT /NOANONYMOUS [2]

This dizables access to the anonymous diechony on OELTA

Startup Command File
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You can have a startup file execute FTP commands each time you invoke FTP. The startup file
contains commands you want your system to perform at the beginning of each FTP session. Your
system manager might already have defined a system-wide FTP startup file. Creating an FTP

startup fileis optional.

The startup command file in Figure 3-9 opens a remote connection, sends the password, and

initiatesa SHOW STATUS command.

You can set up an FTP startup command file or override one established by the system manager at

the system level using the following procedure:

1 Create an FTP_STARTUPR.COM filein your directory.
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2 Inthefile, include the FTP commands you want executed each time you start an FTP session. If
you include a password, make sure to use quotation marks to preserve case.

3 Edit your LOGIN.COM file and define the FTP_STARTUP logical to point to the startup file:
$ DEFI NE/ PROCESS FTP_STARTUP " SYS$LOG N: FTP_STARTUP. COV'
Using the DEFI NE/ PROCESS FTP_STARTUP entry in the user's LOGIN.COM file causes that
file to override any FTP startup command file at the system level.

4 RunFTPR

Whenever you run Client-FTR, it looks for the file to which the FTP_STARTUP logical points,
and processes all the commands in that file.

If the EXIT or QUIT command appears in the startup file, Client-FTP:

— Ignores all commands following the EXIT or QUIT command.
— Continues with FTP operations after the startup command file.

Note! VERBOSE mode is set ON by default so that you can read replies from the FTP server when
you connect or change server directories. This means that you do not need to include the SET
DEBUG /CLASS=REPLIES (or its equivalent VERBOSE) command in the startup command
file. Although an existing SET DEBUG /CLASS=REPLIES command in the file does not change
the mode, a VERBOSE command toggles VERBOSE mode OFF. (See the SET DEBUG
/ICLASS command description in the Command Reference.) If you are an ANONYMOUS user,
VERBOSE mode might help in reading any informational messages the FTP server creates.

Figure3-9 Setting Up a Sartup Command File

% CHEATE FTP_STARTUP, COM [1]
OPEN RIS SMITH % amdy™

SHOW STATUS [2]

ziCmwl'z>

§ EDIT LOGIH, COM

(3]

§ DEFMEFROCESS FIF_STARTUP “SWSLOGIM:FTP_STARTUP.COR™

<caiz> [4
i FTF

230 RIS grcass com (192 158 12 34] FTP-OpasME FTPD V5. 5 [2) 2001
Process Sotsam

11 Paidewrtrd raguried

J0.

220 Welcome 1o O pesst S Va2 IRIE)

A0 with TCPwaa 5.5

A0

230 Uiser lagged is, procesd
&7 SYSISYSROOT |SYSMEHAT"
Cliwsl-FTP ¥5.5 Capyright (2] 2000 Process Eofwan

Cannactsd 1o FS process com (133 168 17 34)
Lapgad is e wsas "EMITH".

The lacal detagl in ENG_DOC [ENGEREERING SMITH|
Thi remeli warkisg diecieny is EYEHRE: [SMITH]

Dirbaglkt qualifmes s M WS

FTP=
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Sit

e-Specific Commands

The FTP-OpenVMS Server supports the SITE SPAWN and SITE SHOW TIME site-specific
commands. The Client-FTP can issue these commands at any time.

Site-specific commands can vary depending on the remote FTP server; some servers do not support
any.
Issue the FTP-OpenV M S site-specific commands in one of the following ways at the FTP> prompt
(see Figure 3-10):
1 SITE SHOW TI ME
This command returns the current date and the time of day for the OpenVM S system in the reply
message.
2 SITE SPAWN dcl - conmand

This command allows you to execute any DCL command as a subprocess. You typically usethis
command to print files, submit batch jobs, execute command procedures, or issue other
commands.

The screen does not display the output the subprocess generates. The system returns status from
the subprocess as the status for the SITE SPAWN command.

Note! Spawning is not allowed for CAPTIVE accounts.

See the SITE and SPAWN commands in the Command Reference.

Figure3-10 Issuing Site-Specific Commands
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$ FTP

FTP> OPEN CONDOR

_Usernane [wonbat]: WOVBAT

_Passwor d:

FTP> SI TE SHOW Tl ME [1]
200 The date and time is “3-NOV-2001 11:36:18.30"

FTP>

FTP> DI R
Directory DOC$DISK:[DOCUMENT.WOMBAT]

ANDY.TXT;1 4 4-NOV-2001 09:08:41.13
CYN.PS;2 53 14-JAN-2001 14:10:41.22
DNIP.TXT;1 8 10-JAN-2001 14:00:08.40
DO_HELP.TXT;1 8 19-NOV-2001 09:49:37.92

FTP> SI TE SPAWN PRI NT/ QUESENG_PRI NTER_ANSI ANDY. TXT [2]
200 SITE command okay.
FTP>
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Sample Session

This section describes a sample FTP-OpenVM S session.

See Figure 3-11 for the corresponding numbered steps. In this example, a user on local host BETA:

1

0 N O Ol WD

9

Starts Client-FTP, opens a connection to remote host THETA, and logs in as user SMITH (the
display does not echo the password at the prompt). (If you are using Token Authentication, enter
your PASSCODE in place of the password here.)

Using PUT, copiesthelocal SYS.EXE fileto THETA.

Using GET, copiesthe SY S.EXE fileon THETA back to BETA.

Obtains aremote directory listing. ThereisaSY S.EXE file.

Deletesthe SYS.EXE file.

Obtains another remote directory listing. SY S.EXE is now gone.

Obtains alocal directory listing. Note that SY S.EXE;1 still existslocally.

Opens a connection to host ALPHA (running OpenVM S and FTP-OpenVMS) and logsin as
USER. This closes the connection to THETA.

Obtains a remote directory listing on ALPHA.

10Using GET, copiesthe ASCII file SCREEN_FTRTXT on ALPHA to BETA.
11 Changes the default for transferring files from formatted ASCII to IMAGE.
12Using GET, copies the SEND-NORM.BIN, SEND-NORM.OBJ and SEND.OBJfiles from

ALPHA asimage files on the local host.

130btains alocal directory listing. SCREEN-FTRTXT, SEND-NORM.BIN, SEND-NORM.OBJ,

and SEND.OBJ are now present.

14Exits FTP.
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Figure3-11 Sample FTP-OpenVMS Session

(BETA) % FTP

FTP= OPEM THETA [1]

_Usemame [zmih]: SMITH

_Paz=swomrd:

FTP> PUT 5%5.EXE*

FTP> GET 575 EXE* (2] 3]

FTP: OIR [4]

total <

M=K 1 smih  users 340 Ot 1 16:34  login
-MUEr-Kr- 1 smih  users 138 Ot 1 1634 profie
druxr-ar- 2 smih  use= 412 Ot 1 16:34  bin
-AW-T--F-- 1 smih  users 46080 Oct 1 1058 sysee
FTP= DELETE %%5.EZE [5]

FTP: DIR [6]

total?

-MUEr-Er- 1 smih  users 340 Ot 1 1634 login
-MUEr-Er- 1 smih  users 138 Ot 1 1634 profie
druar-xr- 2 smih  use= 412 Ot 1 16:34  bin
FTP:> LOIR [7]

Directory DOCEDISKOOCENG]

ANDY THTA CYH.P52 O0_HELP.THT;1

GLOSSARY.THT1 HELF .DIF;1 KIT_IMFO.P5;1

Lun'k,_PERSOMNAL LINKBASE] Y5 EHE

Tatal of & fles.

FTP> OFPEM &LFHa

_Usemame [smih]: USER [8]

_Paz=swomrd:

FTP> DIR I}9]

GLOSSARY . THTA HOKE. DNIR EIT_BUILD. HLE;1
Lu'k_PERSOMAL LINEBASE] SCREEN-FTP.THT,1  SEMD-HOR.BIN
SEMD-KORK. OB SEND. OB

FTP> GET SCREEN-FTP TAT [10] 11

FTP: SET OEFALLT JfIMAGE [ ]

FTP: GET SEND-MNORM.EIN, SEND_HORM.0BJ, SENDO.OE [12]
FTP> LOIR E'[lfli']H

Directory DOCEDISKOOCEHNG]

AMNDY THTA CYM.P52 O0_HELP.TXT:1
GLOSSARY.THT HELP.DIF;1 KIT_INFO.PS1
Luk,_PERSOMNAL LINKEBASE] SCREEM-FTP.THT;1
SEMO-NOR.BIN SEND-NORM.OBJ;1 SEMO.0BJ

SY5.EE

Total of 12 fies.

FTP: EXIT [14]

Command Reference

The following pages describe the FTP-OpenVMS commands. Table 3-3 contains command
synonyms you can use interchangeably with FTP-OpenVM S commands. Table 3-4 shows
commands you can use to do various tasks. Each command includes the graphical user interface
equivalent, if available.
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Enter FTP commands at the FTP> prompt. Client-FTP supports the following commands:

ACCOUNT ERROR_EXIT REMOTEHELP SET STATUS
CLOSE EXIT RENAME SITE

COPY GET SET BELL SPAWN
CREATE/DIR HELP SET DEBUG STRUCTURE
DEFINE/KEY LDIR SET DEFAULT TYPE
DELETE OPEN SET HASH USER
DIRECTORY PUT SET LOWERCASE

DISPLAY PWD SET PASSIVE

ENABLEVMS PL QUOTE SET VMS

Table3-3 FTP Command Synonyms

Thiscommand...

Isasynonym for the FTP command...

ASCII TYPE ASCII

BELL Toggles between SET BELL and SET NOBELL
BINARY or IMAGE TYPE IMAGE

BYE or QUIT EXIT

CD SET DEFAULT /REMOTE

CONNECT OPEN

DEBUG Toggles SET DEBUG/CLASS=COMMANDS
DISCONNECT CLOSE

H HELP

HASH Toggles between SET HASH and SETNOHASH
LCD SET DEFAULT/LOCAL

LISTorLS DIRECTORY/NAME_LIST

LOGIN USER

MDELETE DELETE/MULTIPLE

MGET GET/MULTIPLE
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Table3-3 FTP Command Synonyms (Continued)

Thiscommand...

Isasynonym for the FTP command...

MKDIR CREATE/DIRECTCORY

MPUT PUT/MULTIPLE

PASSIVE Toggles between SET PASSIVE and SET NOPASSIVE
RECV GET

RM DELETE

RMDIR DLETE/DIRECTORY

SEND PUT

STATUS HOW STATUS

VERBOSE Toggles SET DEBUG/CLASS=REPLIES

y4 SPAWN

Table3-4 Commandsto Useto Perform Various Taskson the L ocal System

DEFINE/KEY Associate an equivalence string and set of attributes with a keyboard
key

HELP Bring up the Client-FTP online help facility

LCD Set your local default directory

LDIR List filesin your local directory

SET BELL Ring terminal bell after completing afile transfer

SET DEBUG Display of debugging information

SET HASH Enable hash marks during afile transfer

SET LOWERCASE

Convert unquoted fileneames to lowercase in afile transfer request

SET PASSIVE Sets passive mode

SET VMS FTP-Client negotiates with the server for VM S file structure when
opening a connection

SHOW STATUS Show the status of the current connection and local default directory

SPAWN Executive DCL commands without exiting FTP
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Table3-4 Commandsto Useto Perform Various Tasks on the Local System (Continued)

STRUCTURE Change the default file structure for atransfer (FILE, RECORD, or
VMS)

TYPE Change the defaullt file transfer format (ASCII, BINARY, IMAGE,
FORTRAN, BLOCK, VARIABLE, or DEFAULT)

Table3-5 Commandsto Useto Perform various Tasks on the Remote System

CD Change the remote default directory

DELETE Delete afile or directory on the remote host

DIR, LIST, or Is List files on the remote host

MKDIR Create a directory on the remote host

PWD Display the name of the current working directory on the remote host
QUOTE Send an FTP command to the remote server

REMOTEHELP Bring up the remote FTP server’s online help facility

RENAME Rename a file on the remote host

SITE Issue a site-specific command to the remote server

USER Set the username at the remote host

Table3-6 TCPwareFTP Logicalsfor Users

FTP_STARTUP
Define the FTP_STARTUP logical to point to the FTP_STARTUP.COM file. For example:

$ DEFI NE / SYSTEM / EXECUTI VE FTP_STARTUP SYS$MANAGER: FTP_STARTUP. COM

Client users can override this startup file by creating their own. Including the command
DEFINE/PROCESS FTP_STARTUP in a user's LOGIN.COM file overrides any

TCPWARE_FTP_ALL_VERSIONS

Requests the NLST and LIST commands to display all versions of the specified files. If
TCPWARE_FTP_ALL_ VERSIONS is defined, the logical
TCPWARE_FTP_STRIP_VERSION has no effect.
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Table3-6 TCPwareFTP Logicalsfor Users

TCPWARE_FTP_DISALLOW_UNIX_STYLE

Controls whether UNIX style filename parsing is done. If not defined and a/ isfound in the
filename, it is assumed to be a UNIX style filename. The ?in the logical represents where
defined values go. Defined values can be either alpha or numeric.

$ DEFI NE / SYSTEM / EXEC TCPWARE_FTP_DI SALLOW UNI X_STYLE FALSE

TCPWARE_FTP_EXTENSION_QUANTITY

Defines the default allocation/extention quantity for new files and appends. The ?in the logical
represents where defined values go. Defined val ues can be either alpha or numeric.

$ DEFI NE / SYSTEM / EXEC TCPWARE_FTP_EXTENSI ON_QUANTI TY n (nunber of
bl ocks)

TCPWARE_FTP_KEEP DIR_EXT

Sometimes the FTP server strips the .DIR extension from the file name of a directory when the
NLST function is requested. The FTP server now looks for the logical
TCPWARE_FTPD_KEEP DIR_EXT and, if defined, does not remove the .DIR extension. To
use this feature, define the logical as:

$ DEFI NE TCPWARE_FTPD_KEEP_DI R_EXT TRUE
To return to the default behavior, deassign thislogical.

TCPWARE_FTP_MESSAGE_FILE

Defines the message file the FTP user sees when connecting to the server or moving between
directories. The definition of thislogical is commented out but defined in the
FTP_CONTROL.COM file asfollows:

$ DEFI NE TCPWARE_FTP_MESSAGE_FI LE ". MESSAGE"

TCPWARE_FTP_ONLY_BREAK_ON_CRLF

If thislogical isset and an ASCII fileistransferred, anew lineis created in the file upon receipt
of acarriage return/line feed sequence.

If thislogical is not set and an ASCII fileistransferred, anew lineis created upon receipt of
either a carriage return/line feed sequence or aline feed.

TCPWARE_FTP_SEMANTICS_FIXED_IGNORE_CC

If thislogical is defined to TRUE, then GET operations of fixed lengths record files will not
have a <CR>(carriage return)<L F>(line feed) added to the end of each record. The ?in the
logical represents where defined values go. Defined values can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_SEMANTI CS_FI XED | GNORE_CC ?
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Table3-6 TCPware FTP Logicalsfor Users

TCPWARE_FTP_SERVER_LOG_LIMIT

By setting thislogical inthe LOGIN.COM file, you can specify that log files be retained. Set the
logical name to adash (-) to retain all log files, or specify a number in the range of 1 to 32000.

Directory size restrictions limit the number of potential files that can actually be created. If you
do not specify anumber or value, onelog fileis created or overwritten for each FTP session. Use
the DCL PURGE command to delete unneeded log files. The following example specifies that
42 log files be retained:

$ DEFI NE TCPWARE_FTP_SERVER LOG LIM T 42

TCPWARE_FTP_STRIP_VERSION

Causes VM S mode output to have no versions. The ?in the logical represents where defined
values go. Defined values can be either alpha or numeric.

$ DEFI NE / NOLOG TCPWARE_FTP_STRI P_VERSI ON ?

TCPWARE_FTP_UNIX_STYLE_BY_DEFAULT

If you define thislogical, the FTP server startsin UNIX emulation mode.

The ?in thelogical represents where defined values go. Defined values can be either alpha or
numeric.

$ DEFI NE / NOLOG TCPWARE_FTP_UNI X_STYLE BY_DEFAULT ?

When sending the command from a non-OpenVMS client, a space is required between the file
specification and the qualifier. For example:

$ CGET filenane /LOG

Previous command syntax: ftp>put xx x.x/image=2048

New command syntax: ftp>put x.x “x.x/image=2048"

You can disable this feature so that the FTP server can accept an OpenVMS transfer mode
qualifier without including the space between the file specification and the qualifier. To disable
this requirement, define the logical:

$ DEFINE TCPWARE_FTPD_NOUNIX_SYNTAX “TRUE”

TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE

Allows UNIX style filename handling to be case insensitive. The ?in the logical represents
where defined values go. Defined values can be either alpha or numeric.

$ DEFINE /NOLOG TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE ?
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Table3-6 TCPwareFTP Logicalsfor Users

TCPWARE_FTPD_NOUNIX_SYNTAX

When sending a command to a non-OpenVMS client, a space is required between the file
specification and the qualifier. For example:

FTP> GET filename/LOG
Previous command syntax: ftp>put xx x.x/image=2048
New command syntax: ftp>put x.x “x.x/image=2048"

You can disable this feature so that the FTP server can accept an OpenVMS transfer mode
qualifier without including the space between the file specification and the qualifier. To disable
this requirement, define the following logical:

$ DEFINE /SYSTEM /EXECUTIVE_MODE TCPWARE_FTPD_NOUNIX_SYNTAX “TRUE”

Troubleshooting
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Access error messages help by entering HELP TCPWARE MESSAGES [ denti fier], or connect
toweb siteht t p: / / www. pr ocess. com(select Cust oner Support followed by the Err or

Messages button).
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ACCOUNT

Specifies the user’s account if the remote server requiresiit.

Format
ACCOUNT account

Parameter
account
User's account. Enclose in quotesif it contains special characters or embedded spaces, or contains
mixed-case characters.

Example

The following specifies account Smith on the remote system. Use quotes around the mixed-case
account name.

FTP> ACCOUNT "Smith"
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CLOSE

Closes the connection to the remote FTP server if oneis open and keepsyou in FTP.
OPEN and CONNECT also close an existing connection before opening another one.
Graphical User Interface Equivalent

TCPwar e FTP- OpenVMs Fil e Transfers[jConnection[]d ose

or Open

Format
CLOSE

Synonym
DISCONNECT

Example
The following closes the current connection:

FTP> CLCSE
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COPY

Copiesfilesto or from aremote host. You specify whether the source or destination fileislocal or
remote using the /LOCAL or /REMOTE qualifier. COPY supports full wildcard filespecs except
wildcard symbols enclosed in a quoted string. Use the/MULTIPLE qualifier for awildcard remote
source filespec. /REMOTE also supports use of asterisk (*) wildcards after asemicolon (;) in
remote file specifications. This creates the same version in the destination file as in the source file
(instead of creating anew version). If the server is not OpenVM S, the version number is part of the
filename. TCPware does not issue awarning if the server host already has a higher numbered
version.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fil e Transfersp] Selectfile(s)inLocal Files forlocal-to-
remote copy, or select file(s) in Renot e Fi | es for remote-to-local copy] Copy- - > for alocal-to-
remote copy, or <- - Copy for aremote-to-local copy. Givefile new name, if desired, inNew Local
Name or New Renote File/Dir Name

Format
COPY source[,source,...] destination

Equivalents
GET= COPY source /REMOTE destination

RECV= COPY source /REMOTE destination

MGET= COPY source /REMOTE /MULTIPLE destination
PUT= COPY source/LOCAL destination

SEND= COPY source/LOCAL destination

MPUT= COPY source/LOCAL /MULTIPLE destination

Parameters
source

Input filespec. Use a comma between multiple filespecs. Enclose the filespec in quotes if you want
to preserve case and did not use the SET NOLOWERCA SE command. The format is:

node" user nane password"::path

node hostname or DECnet node name (with OpenVMS Alpha V6.1 and |ater, the
hostname can be a domain name or | P address)

username | valid account on the host

password | password (PASSCODE if using Token Authentication) for the account
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path location and name of thefile

You can omit the node" user nane password”: : part of the specification unlessit isfor a
DECnet file. If omitted, Client-FTP uses the current default directory. You can usethe node::pat h
syntax (omitting the username and password) if you want access to anonymous FTP resources. In
this case, FTP-OpenVMS implicitly adds the /ANONYMOUS qualifier.

Usethe /LOCAL or /REMOTE qualifier after the parameter, depending on the context. The local
filespec must conform to OpenVMS filenaming rules. The remote filespec must conform to the
filenaming conventions of the remote host.

Enclose the pathname in quotesiif it contains delimiters or symbols the FTP server could possibly
misinterpret. For example, the following remote filespec is enclosed in quotes because it includes
slashes (/) that OpenVM S normally interprets as qualifier delimiters:

ALPHA"smi t habcd"::"/usr/bin/projl. txt"

destination

Output filespec. Enclose the filespec in quotes if you want to preserve case and did not use the SET
NOLOWERCASE command. If wildcarded (*), Client-FTP uses the source filename or extension,
unless the filespec is a quoted string. See the source parameter for the destination filespec format.

To obtain the same version number in the destination file asin the source file (instead of creating a
newer one), wildcard the destination file version using ;*. Note that if the server is not an
OpenVMS hogt, the version number isincluded in the filename. You do not get awarning if the
server host already has a higher numbered version. Also, if the server host already has the version
specified, the old file with that version is overwritten.

Transfer Qualifiers (Positional)
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/LOCAL

The preceding fileis on the local host. If /LOCAL follows source, [REMOTE isimplicit for
destination. If /LOCAL is omitted, Client-FTP searches for anode; if found, Client-FTP assumes
thefileis remote. Do not use for both source and destination.

/REMOTE

The preceding file is on the remote host. If /REMOTE follows source, /[LOCAL isimplicit for
destination. If /REMOTE isomitted, Client-FTP searches for anode; if found, Client-FTP assumes
thefileis remote. Do not use for both source and destination. (See the destination parameter on
how to preserve version numbers on a remote copy.)

/MULTIPLE

Transfers multiple files. Use after source only. Include wildcards in source only because some
remote hosts do not recognize the OpenVMS asterisk and percent characters as wildcards. The
remote host's server must support the FTP NLST command. Not all servers support VM Sfiles. If
the server does and you do not specify another mode (using aqualifier or the STRUCTURE or SET
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DEFAULT commands), /VMS is the defaullt.

File Type Qualifiers (Positional)
If you omit one of thefile type qualifiers, Client-FTP transfers the file based on either:

* Thecurrent default setting; for example, ASCII or IMAGE.
* Theextension (type) of the file you want to copy (see Table 3-2).

Setting afile type qualifier overrides the default transfer format for this transaction only. (See also
the SET DEFAULT command.)

IASCII

Transfers the preceding file in formatted ASCII format (see Table 3-2).

/BINARY

Transfers the preceding .BIN, .LDA, .OBJ, or .STB filein formatted binary format.
/BLOCK

Transfers the preceding STREAM, STREAM_CR, STREAM_LF, or UNDEFINED filein block
mode (see Table 3-2).

/IFORTRAN

Transfers the preceding file in FORTRAN mode. The first character of each record isa FORTRAN
carriage control character. Some hosts do not recognize this transfer format.
[IMAGE[=siz€]

Transfers the preceding filein image mode. Optional size setsthe record size of thelocal output file
(see Table 3-2). Does not apply to remote output files. The maximum size for this qualifier is
32768.

/RECORD

Transfers the preceding file using STRU R so asto communicate the record structure during the
copy. Not all servers support record structure mode. If you specify both /RECORD and /VMS,
Client-FTP uses/VMS.

IVARIABLE

Transfers an imagefile (see/IMAGE) in variable length record mode. At the destination site, all
/IMAGE records have afixed length. Appliesto local output image files only. This qualifier has
meaning only if the /IMAGE qualifier is present.

INMS

Transfers the preceding filein VMS file mode (see Table 3-2). Allows you to transfer any type of
RMSfile between OpenVMS systems. If you use /VMS, Client-FTP ignores/APPEND, /ASCI|,
/BINARY, /BLOCK, /[FORTRAN, /IMAGE, and /VARIABLE. If you specify both /RECORD and
IVMS, Client-FTP uses /VMS.
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Oth
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er Qualifiers (Non-positional)

IANONYMOUS
INOANONYMOUS

Enables (/ANONYMOUS) or denies (/NOANONY MOUS) anonymous user access to remote
resources. You can omit /ANONY MOUS f you usethe nodefile syntax (node: : pat hnane). (See
Anonymous Users.)

IAPPEND

Appends the source file to the destination file. If the destination file does not exist, Client-FTP
createsit. Only valid if appending to afile with the same file transfer type. Some remote hosts
might not support this operation.

JCONFIRM
INOCONFIRM (default)

/CONFIRM issues a confirmation prompt before copying afile. Useful when source contains
wildcards so that you can confirm each file copy. Respond with Y or N. /NOCONFIRM isthe
defaullt.

If confirming multiple file copying, use with COPY/MULTIPLE with awildcard value. Position
the qualifier immediately after the COPY verb to relate to al files, or after the particular filename
to relate to that file only.

/CONTIGUOUS=blocks

Local output file should have aninitial contiguous allocation of the specified number of blocks. If
the output fileis smaller than the specified blocks, Client-FTP truncates the allocation. If the output
fileislarger, the additional allocations are non-contiguous. Does not apply to remote output files.

/FDL

Uses and then deletes a separate FDL file describing the specified file's OpenVM S RM S record
attributes. This qualifier is useful after aPUT /FDL operation from aVMS node transfersafileto a
non-VMS node: the GET /FDL operation can then return the file with the proper record attributes
back from the non-VMS node. The default is not to create an accompanying FDL file. The TY PE
command determines the type of file. A transfer of:

* ASCII dataresultsin asequentia file with variable length records (the default).
* IMAGE dataresultsin a sequential file with fixed length records of 512 bytes.

/IGNORE
/NOIGNORE (default)

/IGNORE ignores errors so that copying can continue with the next file. /NOIGNORE terminates
copying if an error occurs.

ILOG
INOLOG (default)

/LOG displaysfile specifications for each file transferred. /NOL OG does not display the transferred
file's specifications.
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Examples
1 Each of these commands copies the STUFF.TXT file from the local host to remote host SY S1
(the receiving system stores the file under the same filename in user SMITH’s directory):

FTP> COPY STUFF. TXT SYS1"SM TH SECRET": :
FTP> PUT STUFF. TXT SYS1"SM TH SECRET"::

2 Each of these commands copiesthe DATALTXT and DATA2.TXT filesfrom the remote host to
the local host, assuming that a connection to the remote host is currently open:

FTP> COPY DATAL. TXT, DATA2. TXT / REMOTE *
FTP> GET DATAL. TXT, DATA2. TXT

3 Each of the following commands copies all .BAS filesfrom aremote OpenVM S host to thelocal
host. The /MULTIPLE qualifier and the asterisk wildcard are used in the COPY command, and
they are omitted in the equivalent MGET command.

FTP> COPY *.BAS/ REMOTE/ MULTI PLE *
FTP> MCGET *. BAS

4 Theissuer of the following command wants to copy all local .SQL type filesinto multiple files
in the remote UNIX system’s directory.
FTP> COPY *. SQL/ LOCAL/ MULTI PLE "/ usr/users/sql /*"

To accomplish this, the issuer uses an asterisk wildcard in the output filespec, asin Example 3.
However, the result is not as intended. Because the asterisk is part of a quoted string, the
command actually copiesthe filesinto asinglefileliterally named * on the remote host.

To avoid this, set the remote default directory to the full pathname. You do not have to specify
the quoted pathname in the COPY command:

FTP> SET DEFAULT/ REMOTE "/usr/users/sql"

FTP> COPY *. SQL/ LOCAL/ MULTI PLE *

The asterisk now acts as a true wildcard, with the intended resullt.
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CREATE/DIRECTORY

Creates adirectory on the remote host. The /DIRECTORY qualifier is required as part of the
command. Some remote hosts might not support directory creation operations.

Graphical User Interface Equivalent

For

TCPwar e FTP- OpenVMS Fil e Transfers] Enter new directory namein
New Renote File/Dir Nane[j Make Dir>

mat
CREATE/DIRECTORY remote-directory

Synonym

Par

MKDIR

ameter
remote-directory

Directory to create on the remote host, in the format:

[ node"user name password"::]directory

To open aconnection first, use the node” user nane password”: : part of the format. This syntax
isoptional. If you omit the parameter and a connection is already open, Client-FTP uses the current
default directory. The directory part of the format is any valid remote directory specification.
Enclose the specification in quotes if it contains special characters or embedded spaces, or is case-
sensitive.

Usethe node::di r ect or y syntax to create an anonymous user directory. The /ANONYMOUS
qualifier isimplicit.

Qualifier

IANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) creation of anonymous user
directories. You can omit /ANONYMOUS if using the node file syntax (node::pat hnane). (See
Anonymous Users.)

Examples
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1 These commands are equivalent and create a directory USERS on the remote OpenVMSS host
SY S1, with the username and password specified explicitly:

FTP> CREATE/ DI RECTORY SYS1"SM TH SECRET": : [ USERS]
FTP> nkdir sysl"smith secret”::[users]
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2 All three of the following commands create a directory USERS in the anonymous directory on
the remote OpenVMS host SY S2.

FTP> CREATE/ DI RECTORY SYS2:: [ USERS]
FTP> nkdir sys2::[users]
FTP> nkdir sys2::[users] /anonynous

The commands are equivalent to:
FTP> CREATE/ DI RECTORY SYS2" ANONYMOUS user - enmi | - addr ess": : [ USERS]
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DEFINE/KEY

For

Associates an equivalence string and a set of attributes with akey on the terminal keyboard.

mat
DEFINE/KEY key-name ["]equivalence-string["]

Parameters

key-name
Name of the key to define. Table 3-7 lists key designations for three terminal types:

* On LK201 terminals, you can define three types of keys: numeric keypad, editing keypad
(except the up and down arrow keys), and function key row (except F1 through F5).

* On VT100-typeterminals, you can also define the left arrow and right arrow keys. On VT200
terminals, the left arrow and right arrow keys, and the F6 through F14 keys, are for command
line editing. Issue the DCL command SET TERMINAL/ NOLINE_EDITING to define these
keys before you run Client-FTP. You can aso press Ctrl/V to enable keys F7 through F14 (but
not F6).

* OnVT52 terminals, the only definable keys are on the numeric keypad.

Table3-7 Key Designationsfor Three Terminal Types

Key Name LK201 VT100-type VT52
PF1 PF1 PF1 [blue]
PF2 PF2 PF2 [red]
PF3 PF3 PF3 [aray]
PF4 PF4 PF4

KPO,...,.KP9 0,...,9 0,..9 0.9
PERIOD

COMMA , ) ;
MINUS - - -
ENTER ENTER ENTER ENTER
LEFT < < <
RIGHT ? ? ?
Find (E1) Find

Insert Here (E2) Insert_Here
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Table3-7 Key Designationsfor Three Terminal Types (Continued)

Key Name LK201 VT100-type VT52
Remove (E3) Remove

Select (E4) Select

Prev Screen (E5) Prev_Screen

Next Screen (E6) Next_Screen

HELP Help

DO Do

F6,...,F20 F6....,F20

equivalence-string

String to substitute when you press the key. If the string contains spaces, enclose it in quotes.

Qualifiers

JECHO
/NOECHO (default)

/ECHO displays the equivalence string on your screen after you press the key. NOECHO isthe
default. Do not use /NOECHO with /NOTERMINATE.

/IF_STATE=(state-name,...)
/NOIF_STATE (default)

/IF_STATE specifies alist of one or more state-names (an a phanumeric string) for the key
definition to be in effect. If you specify only one state-name, you can omit the parentheses. By
including several state-names, you can define akey to have the same function in all the specified
states. INOIF_STATE isthe default, where Client-FTP uses the current state.

Establish statesusing /SET_STATE.

/LOCK_STATE
/NOLOCK_STATE (default)

/LOCK_STATE specifies that the state set by /[SET_STATE remains in effect until explicitly
changed. /NOLOCK _STATE isthe default, meaning the state which has been set in effect by
ISET_STATE isin effect only for the next definable key you press or the next read-terminating
character you type.

You can specify /LOCK_STATE only on the same command line as/SET_STATE.
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[SET_STATE=state-name
INOSET_STATE (default)

/SET_STATE specifies the state-name (an aphanumeric string) you want set for the key. The
default is/INOSET_STATE, where the current state locked by /[LOCK_STATE isin effect.

ITERMINATE
INOTERMINATE (default)

ITERMINATE specifies that Client-FTP terminates (effectively executes) the current equivalence
string when someone presses the defined key. /NOTERMINATE allows you to create key
definitions that insert text into command lines, after prompts, or into other typed text.

Example

The following sets the F1 key on the keyboard to the ""SMITH SECRET"::[USERS]" string, sets
the state to 1, and locks the state for that definition:

FTP> DEFI NE/ KEY F1 """SM TH SECRET""::[ USERS] " /SET=1 /LOCK
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DELETE

Deletes files or directories on the remote host.

Some remote hosts might not support file or directory deletion operations.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fil e Transfers] Selectfile (or files)inRenote Files or
directory (or directories) inRenmot e Directories[]Del et e->forfilesor Del Dir> for
directories.

The remote file listing displays version numbers of files. Only the highest-numbered version
appearsin thelist. Use Ref r esh> to refresh the remote listing display.

Format
DELETE filg[ file,...]

Synonyms
RMDIR dir[,dir,...] = DELETE /DIRECTORY
MDELETE fil¢[ file,...] = DELETE /MULTIPLE

CAUTION! The DIRECTORY command does not list hidden files (files that start with a period). Using
any wildcards with the MDELETE command deletes hidden files, which you might need.

Parameters
file
dir
Remote files or directories to delete. If used with the /DIRECTORY qualifier, you can indicate the
remote directory in the format:
[ node"username password”::]directory
To open aconnection first, use the node" user nane passwor d":: part of the format. This syntax
isoptional. If you omit the parameter and a connection is already open, Client-FTP uses the current
default directory. The directory part of the format is any valid remote directory specification.

Enclose the specification in quotes if it contains special characters or embedded spaces, or is case-
sensitive.

Usethe node: : di rect or y syntax for access to an anonymous user directory. The
/ANONYMOUS quaifier isimplicit.

When deleting files, file can contain wildcards. See the/MULTIPLE qualifier.
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Qualifiers
/ANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies /NOANONY MOUS) deletion of anonymous files or
directories. You can omit /ANONY MOUS if using the node file syntax (node: : pat h). (See
Anonymous Users.)

Note! SET DEFAULT can change the defaults indicated for the following qualifiers.

ICONFIRM
/NOCONFIRM (default)

/CONFIRM issues a confirmation prompt before deleting a file. Useful when source contains
wildcards so that you can confirm each file copy. Respond with Y or N./NOCONFIRM isthe
default.

If confirming multiplefile deletions, usewith MDELETE or DELETE/MULTIPLE with awildcard
value. Position the qualifier immediately after the DELETE verb to relate to all files, or after the
particular filename to relate to that file only.

/IDIRECTORY

Deletesadirectory (equivalent to RMDIR). If omitted, Client-FTP deletes afile. Do not use with
/MULTIPLE.

/IGNORE
/NOIGNORE (default)

/IGNORE ignores errors so that deletion can continue with the next file when using /MULTIPLE.
/NOIGNORE terminates the deletion operation if an error occurs.

ILOG
INOLOG (default)

/LOG displaysfile specifications for each file del eted.
/MULTIPLE

Deletes multiple files (equivalent to MDEL ETE). You must include wildcardsin the filespec.
/MULTIPLE is necessary because other systems do not universally recognize the OpenVMS
asterisk and percent characters as wildcards. (You do not need this qualifier with multiple deletes
between OpenVMS systems.) The remote host’s FTP server must support the FTP NLST command
for remote wildcard operations to work. Do not use with /DIRECTORY.

Examples

1 Thefollowing deletesthe pr oj 1 file from the UNIX / usr/ sr c/ directory:
FTP> DELETE "/usr/src/proj 1"
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2 Thefollowing deletes all files with the . TMP extension in the remote default directory. You do
not need /MULTIPLE when doing this del ete operation between OpenVMS systems. If severa
versions of any *. TMP file exigt, it deletes only the latest version.

FTP> DELETE *. TMP/ MULTI PLE

3 Thefollowing deletes all files with the FOO filename in the remote default directory. You do not
need /MULTIPLE when doing this del ete operation between OpenVMS systems. If several
versions of any FOO.* file exist, it deletes only the latest version.

FTP> DELETE FOO. */ MULTI PLE

4 Thefollowing deletes all files and file versions with the FOO filename in the remote default

directory. For example, thiscommand deletes FOO.EXE;1, FOO.EXE;2, FOO.C;1, FOO.C;2,

and FOO.TXT;1. You do not need /MULTIPLE when doing this delete operation between
OpenVMS systems.

FTP> DELETE FOO. *; */ MJLTI PLE
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DIRECTORY

Lists files on the remote host. If the remote host is a TCPware host, also lists the creation date and
filetype.

See LDIR to list files on the local host.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fil e Transf er s Enter directory pathin Current Renote
Di rectory[] Refresh>

Format
DIRECTORY [directory]

Synonym
L S[directory]= DIRECTORY {/BRIEF | INAME_LIST}

Parameter
directory

Directory to list on the remote host, in the format:

[ node"username password”::]directory

To open aconnection, use the node" user nane password”: . part of the format. Thissyntax is
optional. If you omit the parameter and a connection is open, Client-FTP uses the current default
directory. The directory part of the format is any valid remote directory specification. Enclose the
specification in quotesiif it contains special characters or embedded spaces, or is case-sensitive.

Usethe node: : di r ect or y syntax for access to an anonymous user directory.
The/ANONYMOUS qualifier isimplicit.

Qualifiers

IANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) anonymous user access to remote
resources. You can omit /ANONY MOUS if using the directory syntax node: : di r ect ory. (See
Anonymous Users.)

/IBRIEF
INAME_LIST

Returns alist of filenames instead of a normal directory listing (equivalent to L S). Usesthe FTP
NLST command. /BRIEF and /NAME_LIST are synonyms.
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/IOUTPUT=file

Filespec for alocal fileto receive the directory listing. If omitted, the directory is displayed on your
terminal.

Examples

1 Thefollowing returns alisting for the remote /usr/src/ UNIX directory, assuming that a
connection to the remote host is open:

FTP> DI RECTORY "/usr/src/"

2 Thefollowing returns alisting for the remote SY S$SY STEM directory, assuming that a
connection to the remote host is open:

FTP> DI RECTORY SYS$SYSTEM
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DISPLAY

For

Displays aremote file on the screen.

Equivalent to the GET (or COPY /REMOTE) command with SY SSOUTPUT as the local file
specification.

If aVMS Plus mode transfer is requested, DISPLAY temporarily cancels VM S Plus mode,
transfers the file(s), and resets VM S Plus mode again.

Note that displaying anon-ASCI|I file might produce unrecognizable output, as would be the case
with the DCL TY PE command.

mat
DISPLAY remote-file[,remote-file,...]

Equivalents

Par

COPY remote-file[,remote-file,...] /REMOTE [/MULTIPLE] SYS$SOUTPUT
[M]GET remote-file[,remote-file,...] SYSSOUTPUT

ameters
remote-file

Input filespec on the remote host. Enclose in quotesif you want to preserve case and did not use the
SET NOLOWERCA SE command, or the filespec contains delimiters or symbols the FTP server
can interpret in special ways. Use a comma between multiple filespecs. The remote filespec must
conform to the filenaming conventions of the remote host.

Examples
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The following shows formats of acceptable equivalent commands that implement the DISPLAY
function:

FTP> DI SPLAY TEXT. TXT

FTP> GET TEXT. TXT SYS$OUTPUT

FTP> MGET TEXT. TXT, TEXT2. TXT SYS$OQUTPUT

FTP> COPY TEXT. TXT / REMOTE SYS$OUTPUT

FTP> COPY TEXT.* /REMOTE / MJULTI PLE SYS$QUTPUT

FTP> COPY NODE"USER PASSWORD': : TEXT. TXT SYS$OQUTPUT



ENABLE [DISABLE] VMS_PLUS FTP: Transferring Files

ENABLE [DISABLE]VMS_PLUS

Turns VMS Plus Mode on or off. Thislets you specify atransfer mode based on file type, for
example, ASCII or image.

In VMS Plus mode, file transfers use File Descriptor Language (FDL) information to create output
files.

Format
ENABLE VMS PLUS

DISABLE VMS_PLUS
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ERROR_EXIT

Exits FTP with a specified status if an error occurs in the previous FTP command. Thisfeatureis
useful when running FTP from a command procedure.

Note that you exit FTP-OpenVMS if you try to use this command interactively.

Format
ERROR_EXIT [status]

Parameter
status

Optional status value the DCL $STATUS symbol returns if FTP exits. Specifies which command
(or sequence of commands) failed. If omitted, Client-FTP uses the status value of the last error.

Note! Client-FTP reports the $STATUS as the status value ORd with %X10000000.

Example
The following exampleis part of aDCL command procedure:

$ SET NOON

$ FTP

CPEN LI LAC SM TH PASSWORD

ERROR EXI T %X10000010

PUT DATA_FI LEL1. TXT

ERROR_EXI T %X10000020

PUT DATA_FI LEL1. | MG

ERROR _EXI T %X10000030

PUT DATA FI LE1. DES

ERROR_EXI T %X10000040

EXIT

$ FTP_EXI T_STATUS = $STATUS

$ SET ON

$ | F (FTP_EXI T_STATUS . EQ 9X10000010) THEN GOTO LOG N_FAI LED
$ |F (FTP_EXI T_STATUS . EQ 9X10000020) THEN GOTO TRANSFER 1_FAI LED

This command procedure transfers several files and uses ERROR_EXIT to detect if any of the
transfersfail. FTP_EXIT_STATUS returns the following values:

* 9X10000010 if the connection or loginto LILAC fails
* 910000020 if FTP cannot transfer DATA_FILELTXT
* andsoon

¢ 1 if the connection is successful
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EXIT
Exits FTP and returns to the DCL prompt.

If aconnection is open, Client-FTP closes it before exiting.

Graphical User Interface Equivalent
TCPwar e FTP-OpenVMS File TransfersjFileExit

Format
EXIT

Synonyms
QUIT
BYE

3-47



PART Il User Functions GET

GET

Copiesfiles from aremote host.

GET supports full wildcard filespecs except wildcards enclosed in aquoted string. Use the
/MULTIPLE qualifier for awildcarded remote filespec.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fil e Transfers] Selectfile (or files)inRenote Fil es
Renot e Fil es] <-- Copy. Givefile new name, if desired, in New Local Nane

Format
GET remote-filg[,remote-file,...] [local-filename]

Equivalents
COPY remote-file/REM OTE local-filename

MGET wildcarded-remote-files = GET remote-file/MULTIPLE

RECV remote-filg[,remote-file,...] [local-filename]

Parameters
remote-file
Input filespec on the remote host. Enclose in quotesif you want to preserve case and did not use the

SET NOLOWERCASE command, or the filespec contains delimiters or symbols the FTP server
can interpret in special ways. Use a comma between multiple filespecs.

The remote filespec must conform to the filenaming conventions of the remote host. In OpenVM S-
to-OpenV M S file transfers, the remote-file and local -filename formats are the same. (See the local -
filename parameter).

wildcar ded-remote-files

Input filespec on the remote host in wildcarded format. Wildcards include the %or ? symbol to
indicate individual characters, and the* symbol to indicate multiple characters. Examples of
wildcarded filespecsare*. t xt , WP???2.*,and *.*;*.

local-filename

Output filespec on the local host. If omitted, Client-FTP uses the remote-file filename (and
extension if it exists), unless remote-file is a quoted string. If used, must conform to the OpenVM S
filenaming format:

node"user name password":: path

node hostname or DECnet node name (with OpenVMS Alpha V6.1 and later, the host
name can be adomain name or |P address)
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username | valid account on the host

password | password (PASSCODE if using Token Authentication) for the account

path location and name of thefile

You can omit the node” user nane passwor d":: part of the specification unlessit isfor a DECnet
file. If omitted, Client-FTP uses the current default directory.

You can use the node: : pat h syntax (omitting the username and password) if you want access to
anonymous FTP resources, in which case the /ANONY MOUS qualifier isimplied.

Qualifiers

If you omit one of thefile type qualifiers (/ASCII, /BINARY, /[FORTRAN, /IMAGE, IVMYS),
Client-FTP transfers the file based on either:

* Thecurrent default setting; for example, ASCII or IMAGE.
* Theextension (type) of the file you want copied (see Table 3-2).

Setting afile type qualifier overrides the default transfer format for this transaction only. See also
the SET DEFAULT command.

IANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) anonymous user access to remote
resources. You can omit /ANONY MOUS if using the node file syntax (node: : pat h). (See
Anonymous Users.)

IAPPEND

Appends the remote-file file to the local-filename. If the local-filename does not exist, Client-FTP
creates it. Some remote hosts do not support this operation. NOTE: If the operation fails, try
appending in binary mode by using the /BINARY qualifier.

IASCII

Transfersthe file in formatted ASCII format (see Table 3-2).

/BINARY

Transfers .BIN, .LDA, .OBJ, and .STB, files in formatted binary format (see Table 3-2).
/BLOCK

Transfers STREAM, STREAM_CR, STREAM_LF, and UNDEFINED files in block mode (see
Table 3-2).

/CONFIRM
/NOCONFIRM (default)

/CONFIRM issues a confirmation prompt before getting a file. Useful when source contains
wildcards so that you can confirm each file copy. Respond with Y or N. /NOCONFIRM isthe
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default.

If confirming multiple file gets, use with MGET or GET/MULTIPLE with awildcard value.
Position the qualifier immediately after the GET verb to relate to all files, or after the particular
filename to relate to that file only.

/CONTIGUOUS=blocks

Local output file should have aninitial contiguous allocation of the specified number of blocks. If
the output file is smaller than the specified blocks, Client-FTP truncates the number of blocks
allocated. If the output file is larger, the additional allocations are non-contiguous. Does not apply
to remote output files.

/FDL

Uses and then del etes a separate FDL file describing the specified file's OpenVM S RM S record
attributes. This qualifier is useful after aPUT /FDL operation from aVMS node transfersafileto a
non-VMS node: the GET /FDL operation can then return the file with the proper record attributes
back from the non-VMS node. The default is not to create an accompanying FDL file. The TY PE
command determines the type of file. A transfer of:

¢ ASCII dataresultsin asequentia file with variable length records (the default).
* IMAGE dataresultsin a sequential file with fixed length records of 512 bytes.

/FORTRAN

Transfers the filein FORTRAN mode (see Table 3-2). The first character of each record isa
FORTRAN carriage control character. Some hosts do not recognize this transfer format.

/IGNORE
INOIGNORE (default)

/IGNORE ignores errors so that copying can continue with the next file. /NOIGNORE terminates
copying if an error occurs.

[IMAGE[=siz€]

Transfers the file in image mode. Optional size sets the record size of the local output file (see
Table 3-2). Does not apply to remote output files.

ILOG
INOLOG (default)

/LOG displaysfile specifications for each file transferred.
/MULTIPLE

Transfers multiple files (equivalent to MGET). Use after remote-file only and include wildcards in
remote-file. Necessary because some remote hosts do not recognize the OpenVMS asterisk,
percent, or question mark characters as wildcards. /IMULTIPLE ensures that the remote host
understands more than one file is to be transferred. The remote host’s server must support the FTP
NLST command for remote wildcard operations to work.
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/IRECORD

Transfers the preceding file using STRU R so as to communicate the record structure during the
copy. A positional qualifier. Not all servers support record structure mode. If you specify both
/RECORD and /VMS, Client-FTP uses/VMS.

IVARIABLE

Transfers an image file (see /IMAGE) in variable length record mode. All /IMAGE records are
fixed length when stored at the destination. Appliesto local output image files only.

NMS

Transfersthefilein VMS file mode (see Table 3-2). Allows you to transfer any type of RMSfile
between OpenVMS systems. A positional qualifier. If you use/VMS, Client-FTP ignores
IAPPEND, /ASCII, /BINARY, /BLOCK, /[FORTRAN, /IMAGE, and /VARIABLE. If you specify
both /RECORD and /VMS, Client-FTP uses/VMS.

Not all servers support VMSfiles. If the server does and you do not specify another mode (using a
qualifier or the STRUCTURE or SET DEFAULT commands), /VMS is the default.

Examples
1 Thefollowing copiesthe DATALTXT and DATA2.TXT files from the remote host to the local
system, assuming that a connection to the remote host is currently open:
FTP> GET DATAL. TXT, DATA2. TXT

2 Thefollowing copiesal remote files with extension .BAS from a remote OpenVMS host to the
local host:

FTP> MGET *. BAS

3 Thefollowing copiesthe STUFETXT file from DELTA’s anonymous directory. It is equivalent
to having used /ANONYMOUS. Sendsthe "ANONYMOUS user - enmi | - addr ess" username
and password with the command.

FTP> RECV DELTA: : STUFF. TXT

3-51



PART Il User Functions HELP

HELP

Accesses the Client-FTP online help.
Client-FTP help uses the OpenVMS interactive help facility.
To exit the help facility, press Ret ur n until you return to the FTP> prompt.

See the REMOTEHEL P command, or the /REMOTE qualifier, for access to the remote server's
online help.

Format

HEL P [/REMOTE] [topic]

Synonyms and Equivalents

H
REMOTEHELP [topic] = HELP /REMOTE [topic]
HELP/REMOTE SITE = REMOTEHELP SITE = SITE HELP = QUOTE HELP SITE

Parameter

topic

Optional; allows you to specify the topic, if known, for which you want help. Otherwise HELP
offersyou alist of topics from which to choose.

Qualifier
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/IREMOTE

Equivalent to the REMOTEHEL P command: it accesses the remote FTP server’s online help
instead of thelocal Client-FTP online help.

Position the qualifier directly after the HELP command. If positioned after the topic, you could get
incorrect help or an error. For example, if you specify HELP LDIR /REMOTE, you get on-line help
for "LDIR/REMOTE," which does not exist.
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LDIR

Listsfilesin your local directory along with their creation date and size.
See DIRECTORY to list files on the remote host.
See SET DEFAULT /LOCAL to set the default local directory.

Graphical User Interface Equivalent
TCPwar e FTP- OpenVMS Fil e Transf er s Enter directory pathin Local FilesFilter

Format
LDIR [directory]

Equivalent
SPAWN DIRECTORY [directory]

Parameter
directory

Directory to list on your local host. The asterisk (*) wildcard is acceptable.
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OPEN

Opens a connection to a remote host.

The connection remains open until you exit FTP, close the connection with the CLOSE command,
or open a hew connection using the OPEN command or any other command that accepts a node
specification.

Graphical User Interface Equivalent
TCPwar e FTP-OpenVMS Fil e Transferspj Connection[] Open

Format
OPEN [host [username [password [account]]]]

If you:

* Supply the host, username, password, and account (if required) with the command, you are not
prompted for them separately.
* Omit the parameters from the command line, you are prompted for them.

¢ Usethe OPEN command non-interactively (for example, a batch job), and do not want to be
prompted for a username, password, and account, then include the parameters on subsequent
lines, after the OPEN command, in the command file.

* Want to be prompted for a password, do not submit the command file with a batch job.

The display does not echo the password or account information. After a connection is open, you do
not have to specify the parameters for remote files.

Synonym
CONNECT

Parameters
host

Name or internet address of the remote host to which you want to connect. OPEN supports any
valid hostname syntax, including an internet address.

username

Username on the remote host. Enclose the usernamein quotesif the case isimportant or it contains
special characters. For anull username, use apair of quotation marks (" ").

password

Password on the remote host. Enclose the password in quotes if the case isimportant or it contains
special characters. For anull password, use a pair of quotation marks (" ).

If you use OPEN at the DCL level (see the second example), include the password on the same
command line.
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If you are designated by the system administrator as having password authentication using Token
Authentication, you need to enter the PASSCODE in place of the password. Depending on which
type of SecurlD card you were assigned:

¢ Enter acombination of your personal identification number (PIN) and the tokencode that
appears on the card (with no separating space) as the password, or

¢ Enter your PIN on the PINPAD] card and the resulting tokencode that appears on the card asthe
password.

See Chapter 15, Token Authentication: Protecting Logins, for details on obtaining PASSCODEs.
account

Account on the remote host. Enclose the account in quotes if the case isimportant or it contains
special characters.

Qualifiers
/PORT =port

Port number for the remote FTP server. If omitted, Client-FTP uses port number 21.
ITIMEOUT=time

Timeout time, in seconds, to establish the FTP control connection. If omitted, the timeout timeis
120 seconds (2 minutes). Minimum value is 20 seconds.

IVM'S (defauilt)
INOVMS

IVMS negotiates for VM Sfile structure. /NOVMS does not. If omitted, SET VMS or SET
NOVMS determines the outcome (see the SET VM S command for details).

Note! The OPEN /VMS and OPEN /NOVMS settings override SET VMS and SET NOVMS.

Examples
1 The following opens a connection to SY S1. If successful, you have to enter a username and
password.
FTP> OPEN SYS1

2 Thefollowing DCL level command opens a connection to SY S1. Thelineincludesthe username
and password so that you can use the command procedure interactively or in batch processing.

$ FTP OPEN SYS1 "snith" "opensesane"

3 Thefollowing DCL level command opens a connection to SY S1, but uses a Token
Authentication PASSCODE derived from the SecurlD card, instead of the password:

$ FTP OPEN SYS1 "smith" "1234987654"
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PUT
Copiesfiles to aremote host.
PUT supports full wildcard filespecs except wildcards enclosed in a quoted string. Use the
IMULTIPLE qualifier for awildcarded local-file filespec. PUT also supports use of asterisk (*)
wildcards after a semicolon (;) in remote file specifications. This creates the same version in the
destination file as in the source file (instead of creating a new version). If the server is not
OpenVMS, the version number is part of the filename. TCPware does not issue awarning if the
server host already has a higher numbered version.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fil e Transfer s Select file (or files) in Local Fi | es[] Copy- - >.
Give file new name, if desired, in New Rermote File/Dir Name

Format
PUT local-file[,local-file,...] [remote-filename]

Synonyms and Equivalents

COPY local-file/LOCAL remote-filename
MPUT wildcarded-local-files [remote-filename] = PUT local-fileeMULTIPLE
SEND local-file[,local-file,...] [remote-filename]

Parameters
local-file

Input filespec on the local host. Must conform to OpenVM S filenaming rules. Use acomma
between multiple filespecs.

The filespec format is:

node"user name password":: path

node hostname or DECnet node name (with OpenVMS Alpha V6.1 and later, the host
name can be adomain name or |P address)

username | valid account on the host

password | password (PASSCODE if using Token Authentication) for the account

path location and name of the file

You can omit the node"” user nane password”: : part of the specification unlessit isfor a
DECnet file. If omitted, Client-FTP uses the current default directory.

You can use the node: : pat h syntax (omitting the username and password) if you want access to
anonymous FTP resources, in which case the /ANONY MOUS qualifier isimplied.

3-56



PUT FTP: Transferring Files

wi | dcarded-1ocal -files

Input filespec on thelocal host in wildcard format. Wildcardsinclude the percent symbol (%) or the
question mark symbol (?) to indicate individual characters, and the asterisk symbol (*) to indicate
multiple characters. Examples of wildcarded filespecsare*. TXT , Wp??2.*,and*. *; *,

remote-filename

Output filespec on the remote host. Enclose the filespec in quotes if you want to preserve case and
did not use the SET NOLOWERCA SE command. If the remote-filename is omitted, Client-FTP
uses the local-file filename and extension, unless they are part of aquoted string. Also, enclose the
filespec in quotesif it contains delimiters or symbols the FTP server can interpret in special ways.

For exampl e, the following remote filespec is enclosed in quotes because it includes slashes (/)
OpenVMS normally interprets as qualifier delimiters:

ALPHA"smi t habcd"::"/usr/bin/projl. txt"

The remote filespec must conform to the filenaming conventions of the remote host. In OpenVM S
to-OpenV M S file transfers, the local -file and remote-fil ename specification formats are the same.
(See the local-file parameter).

To obtain the same version number in the destination file asin the source file (instead of creating a
newer one), wildcard the destination file version using ; *. Note that if the server is not an
OpenVMS hogt, the version number isincluded in the filename. You do not get awarning if the
server host already has a higher numbered version. Also, if the server host already has the version
pecified, the old file with that version is overwritten.

Qualifiers
If you omit one of thefile type qualifiers (/ASCII, /BINARY, /[FORTRAN, /IMAGE, or /VMS),
Client-FTP transfers the file based on either:

* Thecurrent default setting; for example, ASCII or IMAGE.
* Theextension (type) of the file you want copied (see Table 3-2).

Setting afile type qualifier with the PUT command overrides the default transfer format for this
PUT only.

See dlso the SET DEFAULT command.

IANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) anonymous user access to remote
resources. You can omit /ANONYMOUS if using the file syntax node: : pat h. (See Anonymous
Users)

IAPPEND

Appends the local-fil e file to the remote-filename. If the remote-filename file does not exist, Client-
FTP createsit. Some remote hosts do not support this operation. NOTE: If the operation fails, try
appending in binary mode by using the /BINARY qualifier.
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IASCI|

Transfers the file in formatted ASCII format (see Table 3-2).

/IBINARY

Transfers .BIN, .LDA, .OBJ, and .STB, filesin formatted binary format (see Table 3-2).
/BLOCK

Transfers STREAM, STREAM_CR, STREAM_LF, and UNDEFINED filesin block mode (see
Table 3-2).

/CONFIRM
/NOCONFIRM (default)

/CONFIRM issues a confirmation prompt before putting a file. Respond with Y or N.  If
confirming multiplefile puts, use with MPUT or PUT/MULTIPLE with awildcard value. Position
the qualifier immediately after the PUT verb to relate to al files, or after the particular filenameto
relate to that file only.

/CONTIGUOUS=blocks

Local output file should have an initial contiguous allocation of the specified number of blocks. If
the output fileis smaller than the specified blocks, Client-FTP truncates the number of blocks. If
the output fileislarger, the additional alocations are non-contiguous. Does not apply to remote
output files.

JCONVERT
/INOCONVERT (default)

/ICONVERT trandlates the internal file formatting characters of Variable Forms Control (VFC)
files. NOCONVERT does not do the conversion.

/FDL

Uses aseparate FDL file describing the specified file's OpenVMS RMS record attributes. This
qualifier isuseful for transferring a VM S node file to anon-VMS node. A subsequent GET /FDL
operation can then return the file with the proper record attributes back from the non-VMS node.
The default is not to create an accompanying FDL file. The TY PE (or SET TY PE) command
determines the type of file. A transfer of:

¢ ASCII dataresultsin asequentia file with variable records (the default).
* IMAGE dataresultsin a sequential file with fixed length records of 512 bytes.

/FORTRAN

Transfers the filein FORTRAN mode (see Table 3-2). The first character of each record isa
FORTRAN carriage control character. Some hosts do not recognize this transfer format.

/IGNORE
INOIGNORE (default)

/IGNORE ignores errors so that copying can continue with the next file. /NOIGNORE terminates
copying if an error occurs.
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[IMAGE[=siz€]

Transfers the file in image mode. Optional size sets the record size of the local output file (see
Table 3-2). Does not apply to remote output files.

ILOG
INOLOG (default)

/LOG displaysfile specifications for each file transferred.
/MULTIPLE

Transfers multiple files (equivalent to MPUT). Use after local-file only and include wildcards in
local-file. Necessary because some remote hosts do not recognize the OpenV M S characters for the
asterisk (*), percent (%), or the question mark (?) as wildcards.

/RECORD

Transfersthe file using STRU R so as to communicate the record structure during the copy. A
positional qualifier. Not all servers support record structure mode. If you specify both /RECORD
and /VMS, Client-FTP uses /VMS.

IVARIABLE

Transfers an image file (see /IMAGE) in variable length record mode. All /IMAGE records are the
same length when stored at the destination. Appliesto local output image files only.

NMS

Transfersthe filein VMS file mode (see Table 3-2). Allows you to transfer any type of RMSfile
between OpenVMS systems. /VMSis a positional qualifier. It should immediately follow the
filename in question. If you use /VMS, Client-FTP ignores/APPEND, /ASCII, /BINARY,
/BLOCK, /[FORTRAN, /IMAGE, and /VARIABLE. If you specify both /RECORD and /VMS,
Client-FTP uses/VMS. Not all servers support VM Sfiles. If the server does and you do not specify
another mode (using a qualifier or the STRUCTURE or SET DEFAULT commands), /VMSisthe
default.

Examples

1 Thefollowing copiesthe STUFFE.TXT file from your local host to the remote host (the receiving
system stores the file under the same filename in the default directory):
FTP> PUT STUFF. TXT

2 Thefollowing copiesthe local STUFFE.TXT fileto DELTA’s anonymous directory. It is
equivalent to having used /ANONY MOUS:, sending the” ANONYMOUS user - enai | -
addr ess" username and password with the command.

FTP> SEND DELTA: : STUFF. TXT
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PWD

Prints the name of the current working directory on the remote host.

Useful for determining the default directory when not specifying afull pathname.

Format
PWD

Equivalent
SHOW DEFAULT
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QUOTE

Sends an FTP command to the remote server.

Note! Do not use QUOTE to initiate a file transfer operation.

Format
QUOTE command

Equivalents
QUOTEHELPSITE=SITEHELP=HELP/REMOTE SITE=REMOTEHELP SITE

Parameter
command

FTP command string sent to the remote FTP server. FTP commands are not the same as Client-FTP
commands. Enclose the command in quotesiif it contains specia characters or embedded spaces, or
is case-sensitive.

Example

The following sends the SY ST command to the remote FTP server. If implemented by the remote
server, it returns the type of operating system running on the remote server.

FTP> QUOTE " SYST"
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REMOTEHELP

Accesses the remote FTP server’s on-line help.
See HEL P to bring up Client-FTP's on-line help.

Format
REMOTEHELP [topic]

Equivalents
HEL P /REMOTE [topic]

HELP/REMOTE SITE=REMOTEHELP SITE=SITEHELP =QUOTE HELP SITE

Parameter
topic

Optional topic for which you want help from the remote server. If you do not specify atopic, HELP
provides you with alist of topics and prompts you to choose one.
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RENAME

Renames afile on the remote host.

Graphical User Interface Equivalent

TCPwar e FTP- OpenVMS Fil e Transfers[] SelectfileinRenot e Fi | es] Givefilenew name
inNew Renote File/Dir Nane[]Renane-->

Format
RENAM E old-name new-name

Parameters
old-name

File on the remote host to rename. The remote filespec must conform to the filenaming conventions
of the remote host. Enclose the filespec in quotesif it contains delimiters or symbolsthe FTP server
caninterpret in special ways. If aremote OpenVMSfile, the specificationiis:

node"user nanme password":: path

node hosthame or DECnet node name (with OpenVMS Alpha V6.1 and later, the host
name can be a domain name or | P address)

username | valid account on the host

password | password (PASSCODE if using Token Authentication) for the account

path location and name of the file

You can omit the node" user name passwor d": . part of the specification unlessitisfor a
DECnet file. If omitted, Client-FTP uses the current default directory. You can use the

node: : pat h syntax (omitting the username and password) if you want to rename anonymous
FTP resources, in which case the /ANONY MOUS qualifier isimplied.

new-name

Valid filespec to substitute for old-name. Enclose in quotes if it contains special characters,
imbedded spaces, or is case sensitive.

Qualifier
/ANONYMOUS
/INOANONYMOUS

Enables (/ANONY MOUS) or denies (/NOANONY MOUS) renaming files in anonymous user
directories. You can omit /ANONYMOUS if using the node file syntax (node: : pat h). (See
Anonymous Users.)
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Examples

1 Thefollowing renamesthet est b fileto test 2/ test:
FTP> RENAME testb "test2/test”

2 Thefollowing renamesthe OLD.TXT fileon DELTA to NEW.TXT. It isequivalent to using the
/ANONY MOUS qualifier: sendsthe "ANOVYMOUS user - enai | - addr ess" username and
password with the command.

FTP> RENAME DELTA: : CLD. TXT NEW TXT
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SET [NO]BELL

Enables the terminal bell after completing afile transfer.

SET NOBELL isthe default.

Format
SET BELL

SET NOBELL

Synonym
BELL - toggles between SET BELL and SET NOBELL
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SET DEBUG /CLASS

Enables or disables displaying debugging information depending on the class keyword(s) used. The
/CLASS qualifier isrequired.

Note! SET DEBUG /CLASS=REPLIES (or VERBOSE toggled to ON) is the default. In this way, you
can see informational messages when logging in to the server or changing remote directories (if
informational messaging is enabled on the server).

Format
SET DEBUG /CL ASS=(keyword,...)

Synonyms
DEBUG - toggles SET DEBUG /CLASS=COMMANDS
VERBOSE - toggles SET DEBUG /CLASS=REPLIES (default is ON)

Qualifier
/CL ASS=(keyword,...)

Classes of debugging information to enable or disable. Use one or more of the keywords listed in
Table 3-8. Theinitial default is PERFORMANCE and REPLIES. Use NONE asthefirst entry to
clear the classes before resetting them (see Example 1).

Table3-8 ClassKeywords

Keyword Purpose

COMMANDS Enables displaying FTP commands sent to the server.

PERFORMANCE | Enables displaying performance information (when using COPY/LOG,
GET/LOG, or PUT/LOG).

REPLIES Enables displaying FTP replies received from the server; equivalent to
toggling the VERBOSE command ON (the default).
ALL Enables displaying all classes.
NONE Disables displaying all classes.
Examples

1 Thefollowing resetsthe debugging classes. It first disablesall classes (NONE), and then enables
the COMMANDS and REPLIES (VERBOSE) classes.

FTP> SET DEBUG CLASS=( NONE, COMVANDS, REPLI ES)
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2 Thefollowing toggles the REPLIES (VERBOSE) class. If on, it shows informational messages
(if enabled on the server) when logging in or moving around directories on the server. The ON or
OFF setting isimmediately displayed after the command.

FTP> VERBOSE
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SET DEFAULT

* Changesthe default local or remote directory
* Setsthe default qualifiers used with the COPY, GET, PUT, and DELETE commands

Note! Specify the parameter or the qualifiers separately. Do not specify them together.

Format
SET DEFAULT [directory]

Synonyms and Equivalents
CD [directory] = SET DEFAULT /REMOTE (CD alowsyou to use UNIX-style directory names)
LCD [directory] = SET DEFAULT /LOCAL
IMAGE = SET DEFAULT /IMAGE
TYPE BINARY = SET DEFAULT /BINARY

Parameter
directory
Default directory to set on thelocal or remote host, depending on whether the /LOCAL or

/REMOTE qualifier follows, or the remote directory specification if no qualifier follows. The
directory format is:

[ node"usernane password"::]directory

To open a connection first, usethe node” user name password”: : part of the format. This
syntax isoptional. The directory part of the format is any valid directory specification. Encloseit in
quotesif it contains special characters or embedded spaces, or is case-sensitive. (You can also use
the [ directory] format, asin[-], if the remote host isan OpenVMS system.) If directory is
omitted:

e With SET DEFAULT or SET DEFAULT /REMOTE, Client-FTP setsthe default directory to the
parent of the current directory on the remote host.

¢ With SET DEFAULT /LOCAL, Client-FTP setsthe local default directory to your login
directory defined by the SY SSLOGIN logical.

Usethe node: : di r ect or y syntax to access an anonymous FTP user directory, in which case you
can omit the/ANONY MOUS qualifier.

Qualifiers
/LOCAL

Changes the local default directory to directory. LCD isthe same as SET DEFAULT /LOCAL.
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/REMOTE (default)
Changes the remote default directory to directory. CD isthe same as SET DEFAULT /REMOTE.

/IANONYMOUS
INOANONYMOUS

Enables (/ANONY MOUS) or denies /NOANONY MOUS) the setting of defaults for anonymous
user directories. You can omit /ANONYMOUS if you use the syntax node: : di rect ory. (See
Anonymous Users.)

/[NOJAPPEND
/[NOJCONFIRM
/[NOJIGNORE
/[NOJLOG
/[NOJRECORD
/[NOJVARIABLE
/[NOJVMS

These qualifiers set various transfer defaults. Do not use with /LOCAL or /REMOTE. Seethe
COPY, GET, PUT, or DELETE command for qualifier descriptions.

IASCII
/BINARY
/BLOCK
IFORTRAN
NIMAGE[=n]

These qualifiers set transfer mode defaults (see Table 3-2). Use only one. Do not use with /LOCAL
or /REMOTE. Seethe COPY, GET, or PUT command for qualifier descriptions.

IDEFAULT

Determines the default transfer mode from the local fil€e's file extension. Do not use with /[LOCAL
or /REMOTE.

Examples
1 The following equivalent commands set the local default directory to [SMITH.DOC]. The
default device does not change.

FTP> SET DEFAULT /LOCAL [ SM TH. DOC]
FTP> LCD [ SM TH. DOC]

2 Thefollowing equivalent commands sets the remote default directory to/ usr/src/ :

FTP> SET DEFAULT / REMOTE "/usr/src/"
FTP> CD "/usr/src/"

3 Thefollowing sets the default transfer mode to /IMAGE for subsequent copy commands, and

sets the default to /LOG and /INOCONFIRM:
FTP> SET DEFAULT /| MAGE / LOG / NOCONFI RM
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4 The following sets the remote directory to the anonymous directory on DELTA.
FTP> SET DEFAULT DELTA: :[]
Itisequivalent to:
FTP> SET DEFAULT DELTA"ANONYMOUS user-enmil -address": :[]

5 The following sets the remote directory to SY S$SY SDEVICE:[USER.SMITH]:

FTP> CD "/ sys$sysdevice/user/snith"
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SET /NOJHASH
Enables hash marks.

With SET HASH, Client-FTP displays a hash mark (#) every 1024 bytes sent or received during a
filetransfer. SET NOHASH is the defaullt.

Hash marks appear in files only. No hash marks appear if the file transfer is output to the terminal
screen.

Note! With SET HASH, FTP reads only 1024 bytes at a time from the network layer. While this means
that FTP gives more accurate reports on the progress of a transfer, it increases overhead. Use
hash marks primarily with transfers over slower-speed links (such as SLIP lines).

Format

SET HASH
SET NOHASH

Synonym
HASH- toggles between SET HASH and SET NOHASH
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SET [NOJLOWERCASE

Enabl es the conversion of unquoted filenamesto lowercase before Client-FTP sends the files to the
remote host. SET LOWERCASE isthe default.

With SET NOLOWERCASE, Client-FTP does not convert unquoted filenames to lowercase.
Note! Client-FTP always preserves the case of filenames that appear within quotation marks.
Format

SET LOWERCASE
SET NOLOWERCASE
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SET [NOJPASSIVE

Sets passive mode. Passive mode performs an active open on the data connection, which can avoid
problems with firewall systems.

/SET NOPASSIVE (the default) disables passive mode.
Note! You can also define the TCPware FTP_PASV logical as follows:
$ DEFI NE/ PROCESS TCPWARE_FTP_PASV " TRUE"
Your system manager can also define the logical system-wide as follows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_PASV " TRUE"

Graphical User Interface Equivalent

TCPwar e FTP-OpenVMS File Transfersp Optionsy TCPware FTP- OpenVMVS
Set tings [ PASV Mode[] &K

Format

SET PASSIVE
SET NOPASSIVE

Synonym
PASSIVE - toggles between SET PASSIVE and SET NOPASSIVE
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SET [NOJVMS
Controls whether the Client-FTP negotiates for VM S file structure with the FTP server when

opening a connection. The default is SET VMS, where the client negotiates with the server to use
File Descriptor Language (FDL) information.

Client-FTP first queriesif the server supports VM S file transfer mode. If not, it queriesfor VMS
Plusfile transfer mode, such as with a Compag TCP/IP Services for OpenVMS (UCX) server.

In connecting to a TCPware or other OpenVMS server, the VMS file structure transfer mode is
used.

See Table 3-2 for more information.

Note! OPEN /VMS or OPEN /NOVMS overrides SET VMS and SET NOVMS.
Format

SET VM (default)
SET NOVMS
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SHOW STATUS

Displays the following information about your present FTP session:

* Remote hostname and internet address if you are connected to a remote host

¢ Username on the remote host if you are connected and logged in

* Local default directory

* Remote default directory if you are logged in to aremote host and that host supports the FTP
PWD command

* Record size to be used with the IMAGE qualifier

* Defaultsthat are defined by the SET DEFAULT command for the COPY, GET, PUT, and
DELETE commands

Format
SHOW STATUS

Synonym
STATUS

Example
The following shows the status for the current connection:

FTP> SHOW STATUS

Connected to ALPHA (192.168.1.1)
Logged in as user "SM TH'

The local default is SYS$COMVON: [ SYS$LDR]
The rempte working directory is /usr/users

Default qualifiers are /VMB
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SITE

I ssues a site-specific command to the remote server.

Format
SITE command

Equivalents
SITEHELP=HELP/REMOTE SITE=REMOTEHELP SITE=QUOTEHELP SITE

Parameter
command

Site-specific command string to send to the remote host. Enclose the command in quotes if it
contains special characters or embedded spaces, or is case sensitive. Site-specific commands can
vary depending on the remote FTP server; some servers do not support any.

This command is often useful in obtaining information about the site-specific commands, if any,
the remote FTP server supports.

Example

The following sends a site-specific command (SITE SPAWN PRINT MYFILE.TXT) to the remote
server. With the FTP-OpenVMSS server, requests printing of the MYFILE. TXT file.

FTP> SITE "SPAWN PRI NT MYFI LE. TXT"
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SPAWN

Executes DCL commands without exiting FTP.

Note! Spawning is not allowed for CAPTIVE accounts.

Format
SPAWN [command-ling]

Parameter
command-line

DCL command line you want executed. If omitted, spawns an interactive subprocess. To return
from an interactive subprocess, enter LOGOUT.

Synonym
Z [command-line]

Examples

1 Thefollowing displays the time on your local host without leaving Client-FT:
FTP> SPAWN SHOW TI ME
3-NOV- 2001 14:02: 48
2 Thefollowing initiates DCL command mode, displaysthelocal time, logs out, and returns to
Client-FT:
FTP> SPAWN
$ SHOW TI ME
3-NOV- 2001 14:02:51
$ LOGOUT
Process SMTH 1 | ogged out at 3-NOV-2001 14:02:54. 34
FTP>
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STRUCTURE

Changes the defaullt file structure.
Client-FTP uses FILE structured files as the default.

Use the [NOJRECORD quadlifier for the COPY, GET, or PUT commands to override this default
for individua transactions.

Format
STRUCTURE keyword

Parameter
keyword

Table 3-9 lists valid values for keyword.

Table3-9 STRUCTURE Command Keyword Values

Value Purpose

FILE Sets FILE as the default file structure. FILE structured files consists of sequential
bytes. Equivalent to SET DEFAULT/NORECORD. Thisis the default.

RECORD | Sets RECORD as the default file structure. RECORD structured files consists of a
collection of records. Equivalent to SET DEFAUL/RECORD.

VMS Sets VM S as the default file structure. VM Sfile structure allows you to transfer all
types of RM Sfiles between OpenVMS systems using File Descriptor Language
(FDL) information. May OpenVMS systems that implement FTP support this
structure. Equivalent to SET DEFAUL/VMS.

Note! Some FTP servers do not support the RECORD or VMS structures.

Example
The following changes the default file structure to FILE:

FTP> STRUCTURE FI LE
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TYPE

Changes the default file transfer format for all future file operations in this session.
The following rules apply to the TY PE command:

* Thedefault file transfer format remains set until you redefine it. It does not change when
opening or closing a connection.

* Thedefault format changes only if the remote host accepts the type change.

* If thereisno default file format defined, Client-FTP tries to determine the file format based on
thelocd file's file extension.

Use the COPY, GET, or PUT command qualifiersto override this default for individual
transactions.

Format
TYPE keyword

Equivalents
SET DEFAULT type qualifier

ASCII=TYPEASCII
BINARY=TYPE IMAGE
IMAGE=TYPE IMAGE

Parameter
keyword

Table 3-10 lists valid values for keyword. See Table 3-2 for afull description of the file transfer
types.

Table3-10 TYPE Command Keyword Values

Keyword Purpose

ASCII Sets formatted ASCII format (see Table 3-2). Equivalents:

* SET DEFAULT/ASCII
* ASCII

BINARY Sets formatted binary format (see Table 3-2). SET DEFAULT/BINARY is
equivalent.
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Table3-10 TYPE Command Keyword Values (Continued)

rmat
same

Keyword Purpose

IMAGE Setsimage format (see Table 3-2). Equivalents:
* SET DEFAULT/IMAGE
* BINARY
* IMAGE

FORTRAN | Sets ASCII format and specifies that the first character of each record is a
FORTRAN carriage control character (see Table 3-2). SET DEFAULT/
FORTRAN is equivalent.

BLOCK Sets block format (see Table 3-2). SET DEFAULT/BLOCK is equivalent.

VARIABLE | Specifies that FTP writes an image format file as a variable-length record fg
file. Although FTP writes the records as variable-length, all records are the
length. SET DEFAULT/IMAGE/VARIABLE is equivalent.

DEFAULT Removes the previous default file format. SET DEFAULT/DEFAULT is
equivalent. This is the default setting for an undefined format.

Examples
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FTP> TYPE ASCI |

2 Thefollowing removes the previous default file format. For future transactions, Client-FTP tries
to determine the file format based on the local file's extension.
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USER

Sets the username at the remote host.

USER requires an open connection.

Format
USER [username [password [account]]]

If you:

¢ Supply the username, password, and account (if required) with the command, you are not
prompted for them separately.

* Omit the parameters from the command line, you are prompted for them.

* UseUSER in aninteractive command file and do not want to be prompted for a user name, enter
the username in the file on the line after the USER command. (You cannot include password or
account information in the interactive command file.)

¢ Use the command non-interactively (for example, a batch job), and do not want to be prompted
for ausername, password, or account, then include the parameters on subsequent lines, after the
USER command, in the command file.

* Want to be prompted for a password, do not use the command file with a batch job nor specify
the password in a command file.

The display does not echo the password or account information.

Synonym
LOGIN

Parameters
username

Username on the remote host. Enclose the username in quotes if case is important or if it contains
special characters. Prompted if omitted.

password

Password on the remote host. Enclose the password in quotes if caseis important or if it contains
special characters. Prompted if omitted and required. Not echoed.

If you are designated by the system administrator as having password authentication through Token
Authentication, you need to enter the PASSCODE in place of the password. Depending on which
type of SecurlD card you were assigned:

¢ Enter a combination of your memorized personal identification number (PIN) and the tokencode
that appears on the card (with no separating space) as the password, or

¢ Enter your memorized PIN on the PINPAD] card and the resulting tokencode that appears on the
card as the password.
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See the Chapter 15, Token Authentication: Protecting Logins, for details on obtaining
PASSCODEs.

account

Account on the remote host. Enclose the account in quotes if caseisimportant or if it contains
special characters. Prompted if omitted and required. Not echoed.

Example

The following sets the username on the remote host to SMITH, and specifies a password and an
account:

FTP> USER "SM TH' "PASSWORD' " SM TH'
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Kerberos User Commands

Introduction

This chapter describes the user functions needed to get a ticket-granting ticket for Kerberos
applications and maintaining the ticket file.

Ticket File Location Logical

The default ticket file for the user is SY SSLOGIN:KERBVA.TICKET. If you define the
TCPWARE_KERBV4 _TKFILE logical, you can have the ticket file |located somewhere else.

Here is an example of how you can define thislogical to locate the ticket file in a specific directory:

$ DEFI NE/ PROCESS TCPWARE_KERBV4_TKFI LE SYS$DI SK: [ MYDI R] TI CKET. TXT

Kerberos User Commands

The user interface with Kerberos comprises the following commands:

GET TGT Gets the ticket-granting ticket (TGT) to
authenticate yourself to Kerberos

REMOVE TICKETS Removes the TGT and any service tickets you
might have

SET KERBEROS PASSWORD username | Changes your Kerberos password

SHOW TICKETS Lists all tickets (TGT and servicetickets) in the
ticket file

You can access these commands using the Network Control Utility (NETCU) by entering either:
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* $ NETCU

NETCU> conmand
* $ NETCU conmand

Uppercase command parameters are converted to lowercase unless you enclose themin
quotes.

Command Reference

A description of each Kerberos user command follows.
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GET TGT

For Kerberos users. Gets the ticket-granting ticket (TGT) that allows you to get application service
tickets. This process authenticates you to the Kerberos Server, which is considered to be a trusted,
secure machine. TGTs are required to obtain an application service ticket from the Kerberos
Server.

The name of theticket fileis determined by the TCPWARE_KERBV4 TKFILE logical, usualy
set to SYS$LOGIN:KERBVA.TICKET.

You must enter your Kerberos password with this command.

Your OpenVMS login name s used for the Kerberos username unless the /USERNAME qualifier
specifies otherwise.

GET TGT isequivalent to the UNIX command ki ni t .

Format
GET TGT

Password: password

Parameter
password

User's Kerberos password that authenticates the user to the Kerberos Server. Converted to
lowercase unless you enclose it in double quotes.

Qualifiers
/[INSTANCE-=instance

Usually omitted for ageneral Kerberos user; adni n for an administrative user. (See your Kerberos
administrator to determine your Kerberos instance name.) Converted to lowercase unless you
encloseit in double quotes.

/LIFETIME=minutes

Lifetime of the TGT in minutes ranging from 5 to 1275 minutes. The default lifetime is 480
minutes (8 hours).

/IREALM=realm

Optional Kerberosrealm to use instead of the one determined by the value of the logical
TCPWARE_KERBV4 REALM. Converted to lowercase unless you enclose it in double quotes.

/USERNAM E=login-name

Alternate login name. Converted to lowercase unless you enclose it in double quotes.
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Example

NETCU GET TGT
Passwor d:

Gets aticket-granting ticket for the logged-in user. If the user logged in as SY STEM, SYSTEM is
used as the Kerberos username—if the user logged in as FRED, FRED is used as the Kerberos
username.
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REMOVE TICKETS

For Kerberos users. Removes your ticket-granting ticket and application service tickets, if any.

Seethe SHOW TICKETS command to view the user’s ticket-granting ticket and any application
service tickets contained in the user’s ticket file.

The name of the ticket fileis determined by the value of the TCPWARE_KERBV4 TKFILE
logical, usually set to SY SSLOGIN:KERBVA.TICKET.

REMOVE TICKETS s equivaent to the UNIX command kdestroy.

Format
REMOVE TICKETS

Qualifiers

/BELL
INOBELL (default)

Specifies whether the terminal bell should sound when an error occurs when trying to remove
tickets. The default is/NOBELL.

ISTATUS (default)
INOSTATUS

Specifies whether to display a message when removing tickets. The default is/STATUS.
Example

NETCU REMOVE TI CKETS

Removes the ticket-granting ticket and application service tickets, if any.

Troubleshooting
% CPWARE_NETCU- W NTKTTODES, no tickets to destroy
M eaning: Theticket file does not exist.
Action: Usethe GET TGT command to create aticket file entry.
9% CPWARE_NETCU- | - TKTDESTR, tickets destroyed
M eaning: The ticket was successfully removed.

% CPWARE_NETCU- E- TKTNODES, tickets NOT destroyed

M eaning: Some error occurred while trying to delete the ticket file. Possible reasons are that the
ticket file does not grant delete access, or you are not its actual owner.
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SET KERBEROS_PASSWORD

For Kerberos users. Changes your Kerberos password.

Note! If you change your Kerberos password, your ticket-granting ticket (TGT) is deleted from your

ticket file. You need to create a new TGT using the GET TGT command.

SET KERBEROS PASSWORD is equivalent to the UNIX command kpasswd.

Format

SET KERBEROS PASSWORD [username [instance]]
Old password for username: old-password
New password for username: new-password

Verifying, please re-enter: new-password

Parameters

username

Kerberos username for which to change the Kerberos password. If omitted, the OpenVMS
username under which the user logged in is used. Converted to lowercase unless you encloseit in
double quotes.

instance

Usually omitted for a general Kerberos user but can be the name of the machine from which you
can obtain ticket-granting tickets and service tickets. Specify admi n for an administrative user.
(See your Kerberos administrator to determine your Kerberos instance.) Converted to lowercase
unless you enclose it in double quotes.

old-password
new-password

Old and new user passwords. Converted to lowercase unless you enclose them in double quotes.

Example
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NETCU SET KERBEROS PASSWORD PERSEPHONE
A d password for 'persephone’:

New password for ’'persephone’:
Verifying, please re-enter:

Changes the Kerberos password for user per sephone.



SHOW TICKETS Kerberos User Commands

SHOW TICKETS

For Kerberos users. Displays your ticket-granting ticket (TGT) and any existing application service
tickets.

The name of the ticket fileis determined by the value of the TCPWARE_KERBV4 TKFILE
logical, usualy set to SY SSLOGIN:KERBVA.TICKET.

SHOW TICKETS is equivaent to the UNIX command kl i st .
Seethe GET TGT command for more information on getting ticket-granting tickets.

Format
SHOW TICKETS

Qualifiers

IBRIEF
INOBRIEF (default)

/BRIEF lists only the acquired tickets and not the ticket files, principal names, issuance dates, or
expiration dates.

ISRVTAB

Shows the contents of the TCPWARE: SRVTAB. file asalist of available Kerberos services. (See
CREATE SRVTAB for more information on the TCPWARE: SRVTAB. file))

ITGT_TEST
INOTGT_TEST (default)

Checks whether the tickets are still valid and returns a success or failure exit status.

Examples
1 NETCU SHOW TI CKETS
Ti cket file: SYS$LOGE N KERBVA4. Tl CKET
Princi pal : fred@lai sy. com
| ssued Expires Pri nci pal

Jun 1 10:11:12 Jun 1 18:11:12 kr bt gt. dai sy. com@lai sy. com

Displays the name of the ticket file; ticket owner’s principal name, issue and expiration dates;
and service principal name of each ticket.
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2 NETCU SHOW TI CKETS / SRVTAB
Server key file: TCPWARE: SRVTAB.

Servi ce I nst ance Real m Key Version
changepw bart dai sy. com 1
rcmd bart dai sy. com 1

Lists the available Kerberos services on BART as listed in its TCPWARE: SRVTAB. file.
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Chapter 5

Network Printing

Introduction

The TCPware for OpenVMS network print services include Line Printer Services (LPS) and
Terminal Server Print Services. These network printing services support most printing devices,
including line printers, laser printers, and plotters.

LPS lets users print files on printers attached to remote hosts. Users can also print filesthat areon a
remote host to printers attached to the local host.

Terminal Server Print Services lets users print files on printers attached to terminal serverson a
TCP/IP network.

TCPware bases the network printing services on:

* UNIX style LPR/LPD protocols—Line Printer Services (LPS) implement these protocols. LP
supports the UNIX style LPR, LPRM, and LPQ commands, and the OpenVMS style PRINT
command. You can configure a host as an LPS client and an LPS server (LPD).

The LPS OpenVMS print queue created during configuration can be a queue that:
— Performs local OpenVMS print formatting and prints output on the printer associated with
remote host running LPD.
— Sends local print requests to the remote print queue running LPD. The remote print quel
performs the print formatting.
* OpenVMS print protocol—Terminal Server Print Services implements this protocol and
supports the OpenVMS style PRINT command.
¢ Before you use the TCPware network printing services, get alist of available print queue names
from your system manager and be sure that:
* TCPware print services software has been configured and started on your system.
¢ Any other required OpenVMS print queues have been initialized and started.
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Network Print Services

Once the print queue has been initialized and started, you can send print requests to a printer
attached to aremote host, or to aprinter connected to aterminal server on the TCP/IP network. You
can also print files that are on aremote host to printers attached to the local host.

The LPS client and Terminal Server Print Services support the following commands:

remote printer designated
during configuration

LPQ | Displaysthe remote print job LPRM Removes ajob from aremote print queue
status
LPR | Sendsajob to the default PRINT | Placesajob in the designated print

gueue; then sends the job to the printer
associated with that queue.

Figure 5-1 shows using the UNIX style LPR command and the OpenVMS style PRINT command
when you use LPS. It also shows sending afileto a print queue associated with aterminal server on
a TCP/IP network.

To send files to a printer using the networking print services:

1 Enter the LPR command to send afile to print when either the local or remote host is a UNIX
system. For example:

LPR fil enane
Prints the file specified by filename on the default remote printer. For example:

LPR MEMO, TXT

Prints the file MEMO. TXT on the default remote
printer.

LPR - PMYUNI X MEMO. TXT

Sends the file MEMO.TXT to the remote printer
specified by the logical MYUNI X.

LPR - PRPRI NTERL@ALPHA MEMO. TXT

Sends the file MEMO.TXT to the remote printer
RPRI NTER1 connected to host ALPHA. See the
LPR, LPQ, LPRM, and PRINT commandsin the
command reference.

2 Enter the PRINT command to send afile to a print queue for printing when one of the following
istrue (see Figure 5-1):
a Theloca hostisa TCP/IP OpenVMS host and the remote host runs the LPD server.
b Thelocal and remote hosts are TCP/IP OpenVMS hosts.
¢ Theloca hostisa TCP/IP OpenVMS host and the printer connects to aterminal server on a
TCP/IP network.

In the print request PRI NT/ QUEUE=gnane fi | enane, the gname parameter is the name of
the print queue, and the filename parameter specifies the datafile or files you want printed.
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For example, the print request PRI NT/ QUEUE=ENGSPRI NT MEMO. TXT sendsthefile
MEMO. TXT to the remote printer queue ENG$PRI NT for printing on the printer associated

with that print queue.
The standard OpenVMS qualifiers for the PRINT/QUEUE command are available.

See Compag's OpenVMS DCL Dictionary for details on the PRINT command.

Figure5-1 Using UNIX Syleand OpenVM S Style Printing Commands

| Line Printer Senices |

Local Open'M5 Host Rernote LM Host

Frinter L -~ Prirter R .
I LPR MEMO. T T I I =

LFR cornmand isssed

R LPs - S to UNI Lo Prter R
Suppaorted commands -- LPQ, LPR, LPR

memobt

Local Opern'sM 3 Host Rernote UMIE Host

Prigter L . | FrinterR
PRINT/QUE=ENGEPRINT hABWO THT =
I I r - I 1

FRIMT cornrmand issied
memobt

LP% -- s to LINEE to Prinker B
Supported commands - PRINT

|

[ Terminal Print Services

Tarminal Senser

Local Open'M S Host

Printer L
—_—
P D PRINT/QUESENGEPRINT MEMOTHT
i TCFAP Network o memobt
Q

FRIMT cormmand izsoed

eTerrninal Print Services -- Local or Remote WS m

r

host on TCPAP network to terminal serwerto Finker C
Supported command -- PRINT
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PRINT Qualifiers
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L PS supports the OpenVM S PRINT/FORM qualifier on local LPS OpenVMS print queues. LPS
OpenVMS print queues configured with the VM S formatting option support the /FORM qualifier.

LPS aso supports the /PARAMETERS qualifier on remote hosts associated with the local LPS
OpenVM S print queue. OpenV M S print queues configured with the L PD formatting option support
the/PARAMETERS qudlifier.

LPS a'so supports the /LIBRARY and other qualifiers associated with the OpenVM S
INITIALIZE/QUEUE command. You can specify these qualifiers during CNFNET configuration.

Figure 5-2 shows the effects of using the /[FORM and /PARAMETERS qualifiers on an LPS
OpenVM S queue configured for:

* VNS formatting option set up during configuration—use the /FORM qualifier
* LPD formatting option set up during configuration—use the /PARAMETER qualifier

If you intend to use the /FORM or /PARAMETER qualifier:
¢ Theformat of the PRINT command with the /FORM option is:

PRI NT/ QUEUE=qgnane fil ename | FORM=f orm

gname is the OpenVM S queue name and formis the form name or number.

Use the SHOW QUEUE/FORM command to display the list of the available forms for use with
LPS.

* Theformat of the PRINT command with the/PARAMETERS option is:

PRI NT/ QUEUE=qnarne fil ename | PARAMETERS=( par anet ers)

gname is the OpenVM S queue name and parametersis any of a number of supported parameters
and their values, separated by commas, such as/PARAMETERS=(SIDES=2,NUMBER_UP=2),
which indicates double-sided printing with two print "frames" (the "number up") per page.

* Ask your system manager for alist of LPS OpenVMS print queues that support these qualifiers.
* Ask your system manager for alist of available formsfor LPS.
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Figure5-2 /FORM and /PARAMETERS Qualifierswith LPS OpenVM S Print
[Effects of the FORM Oualifier |
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LPQ

Displays the status of specific print requests or all requestsin aremote print queue.
For each request in aqueue, LPQ reports the following:

* User'sname

* Current rank of the request in the queue
* Names of the files within the request

* Request number

¢ Tota size of the request in bytes

Print requests appear in the order in which you want them printed. If the filenames are unavailable
(because the job consists of text entered directly from the keyboard), LPQ lists them as
SY S$INPUT.

You can specify up to 50 files and 50 usernames on one L PQ command line.
LPQ[-1] [-Pprinter] [job-number...] [username...]

You can enter commands, parameters, and options in upper or lowercase letters. Print services
converts all uppercase |etters to lowercase unless you enclosed them in quotation marks ("").

Parameters
job-number

Displays queue information for the specified request.
username

Displays queue information for print requests owned by a specific user.

Options
-l

Displays queue information in the long format. If you do not use this option, L PQ displays only as
much information about the job asfits on one line.

-Pprinter @host
-Plogical-name

Specifies aremote print queue. If you do not use this option, L PQ displaysinformation only for the
default printer defined by the logical TCPware LPR_PRINTER.

Note! LPQ does not support the UNIX LPQ option +n.
Examples

1 This command displaysin short form all jobs queued to the printer sys$pri nt on host dai sy
and owned by user smi t h:
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LPQ

Ip is ready and printing

Rank Onner Job Files Total Size
active smth 45 menol, nmeno2, neno 3957 bytes
1st j ones 46 prog.c 897 bytes
2nd ross 47 letter.txt 432 bytes

2 This command displaysin long form all jobs queued to the printer sys$pri nt on host dai sy
and owned by user smi t h:

LPQ -1 -Psys$print @aisy smth

Ipis ready and printing

smth: active [j ob 045dai sy. f | ower. conj
3 copi es of neno.txt 957 bytes

smth: 1st [j ob 046dai sy. f | ower. con
prog. c 897 bytes

smth: 3rd [j ob 048dai sy. f | ower. coni
letter.txt 432 bytes

3 This command displaysjob 489 in the queue for the default remote printer:

LPQ 489

Ipis ready and printing

Rank Onner Job Files Total Size
active gordon 489 aug. txt, sept.txt 560 bytes
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LPR

Sends afile to aremote print queue.

If you omit afilespec, the job consists of data you type from the keyboard.
The TCPWARE_LPR_PRINTER logical defines the default remote printer.

TCPware creates the LPR temporary filein SY SSSCRATCH. In thisway, if you have alimited
disk quota, you can print by redefining the SY SBSCRATCH logical to point to a public scratch disk

that has no disk quota limitations.

Format
LPR [option...] [filespec ...]

Parameter
filespec

Name of the file(s) you want queued. Use the asterisk (*) or percent sign (% as awildcard
character. Enclose in quotes if you want to preserve case other than all lowercase. For multiple
files, leave a space between each filespec. The default extensionis.LIS.

Options

Note! The following options are listed in the order characters (lowercase and uppercase), numbers,
and symbols. They are all prefixed by a hyphen and some take arguments. The lowercase and
uppercase character options can mean very different things and are listed together for
comparison sake. The important distinction is that the uppercase options all take arguments.
There are two ways to keep this distinction clear on the command line:

Enter lowercase optionsin
lowercase and uppercase
options in uppercase

Hereyou MUST enclose the uppercase character in quotes; for
example, - " P" ("use the remote printer indicated by the
following argument"). Also include a space character between
alowercase (unquoted) option and any filespec, or the entry
will be interpreted as an option that takes an argument (see the
next method).

Enter al optionsin lowercase

Here you MUST distinguish the options taking arguments by
appending the argument immediately after the option character
(with no intervening space). For example, - pl p means "use
remote printer | p", while-p | p (with the space) means
"print thel p file, which contains UNIX pr formatting
commands."

-C

File contains datain the UNIX CIF graphics language.
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-" C" job-classification (or -cjob-classification)

Names the job classification you want used on the burst page. If you omit this option, the job
classification is the domain name of the local host. (See the previous note for details on syntax.)

-d
File contains output from TeX formatting commands.
-f

Uses afilter that interprets the first character of each linein thefile as a standard FORTRAN
carriage control character.

-9

File contains standard UNIX plot data as produced by the plot routines.
-h

Suppresses the printing of the burst page.

-i[ number]

Indents the output the specified number of blank spaces. If you do not enter a number, the output
indents eight spaces. (Do not leave a space between the - i and the number.)

-"J" job (or -jjob)

Prints the job name on the burst page. If you do not use this option, the job name is the name and
extension of the first filein the job. (See the Note for details on syntax.)

Uses atransparent filter so that you can send data to the printer unchanged. Note that the datais
UNCONVERTED; print services does not convert the filesto STREAM-LF format. Use this
option with BINARY dataor files containing all of the characters, including carriage returns (CRs),
when you want them sent to the printer.

-m

Sends amail message to the user who issued the LPR command upon completion of the job. You
can use this option only if your local host implements the Simple Mail Transfer Protocol (SMTP).
This also setsthe /INOTIFY option for PRINT, so that if you are logged in as the user under which
the job was printed, you will be notified that the job completed.

-n

File contains UNIX di t r of f (device independent t r of f ) formatting commands.
-0

File contains PostScript input.

P

Prints the file with page headers. (Do not append any characters onto the p of the option or it can be
interpreted as an argument to the uppercase -P option. See the Note.)
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-" P" printer @host (or -pprinter @host)
-"P"logical (or -plogical)

Specifies aremote printer. If you do not use this option, Ipr uses the default printer defined by the
logical TCPWARE_LPR_PRINTER. (See the Note for details on syntax.)

-r

Deletes the files from your local host after sending them to the remote queue. Use this option
cautiously. The remote host deletes the file when accepting the job. However, the remote host does
not guarantee that it will print or execute the job. (That is, the remote printer might fail, someone
could delete jobs from the queue, or you might not have access to the queue). The remote host does
not delete thefile if the remote queue does not accept the job.

-t

File contains output from UNIX t r of f formatting commands. (Do not append any characters onto
the t of the option or it can be interpreted as an argument to the uppercase - T option. See the
Note.)

=" T" title (or -ttitle)

Printsatitle on the first page of output. Use this option only when you use the -p option to format a
file. (See the previous note for details on syntax.)

-V
Fileisin Sun raster format.

-wnumber

Width of the output pagesin characters. (Do not leave a space between the - wand the number.)
-znumber

Length of the output pagesin lines. (Do not |eave a space between the - z and the number.)

-1string

-2string

-3string

-4string

The options name UNIX font files and work the same as they do in UNIX. (Do not leave a space
between the number and the string.)

Use these options only withthe-d, -n, and -t options.

-#inumber

Prints multiple copies, where number isthe number of copiesyou want of each file. (Do not leave a
space between the - # and the number.)
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Note! LPR does not support the UNIX | pr options -s and - g.
Some LPD servers that reside on non-UNIX hosts (such as the one provided by TCPware) do
not support the following UNIX | pr options: -p, -t, -n, -d, -g, -v, -c, -i, -W,
-z, -1, -2, -3, and -4.
Examples
1 This command printsthe file MEMO.TXT on the default remote printer:

LPR MEMO, TXT

Each of these commands send the file MEMO.TXT to the remote printer specified by the logical
dr p02:

LPR -"P"drp02 MEMO. TXT
| pr -pdrp02 meno. txt

Each of these commands send the file MEMO.TXT to the remote printer | p at host dai sy:

LPR -"P"| p@ai sy MEMO. TXT

| pr -pl p@lai sy meno. txt

Each of these commands specify mymemos as the job name on the burst page, and send
MEMOLTXT, MEMO2.TXT, and MEMO3.TXT to the default remote printer:

LPR -"J"nmymenos MEMOL. TXT MEMO2. TXT MEMOB. TXT
| pr -jnmymenos nenol.txt nmenpl.txt nmeno2.txt neno3.txt

This command sends three copies of the MEMO.TXT and LETTER.TXT filesto the default
remote printer:

LPR -#3 MEMO TXT LETTER TXT

This command:

LPR -t -h -w72 MEMO LIS

Indicates that:

— The file contains UNIX troff formatting code.
— The burst page should not be printed.

— The width of the output should be 72 characters.
— The MEMO.LIS file is sent to the default remote printer.
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LPRM

Removes one or more jobs from a remote print queue.
You can remove jobs from remote queues in these situations only:

* The jobs were submitted from your local host
* Your local host has direct access to the remote host. The following files define this access:

— TCPWARE:LPD_USERS.DAT (the LPD Access File) for TCPware hosts
— etc/hosts. I pdor/etc/hosts. equi v for UNIX hosts

When removing remote jobs from an OpenVMS host, use the LPRM command instead of the
OpenVMS DELETE/ENTRY command. LPRM removes files from the TCPWARE_LPD_SPOOL
directory, whereas DELETE/ENTRY does not.

The LPRM command displays a message only when it removes a job or encounters an error. If it
does not delete a job (such as when the queue is empty), a message does not appear.

You can specify up to 50 jobs and 50 usernames on one LPRM command line.

Format

Par
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LPRM [-"P" printer] [job-number ...] [username...] ["-"]

TCPware converts all uppercase letters to lowercase unless you enclose them in quotation marks

")

If you omit ajob-number or username and you own the job that is currently active, TCPware
removes the job.

ameters
job-number

Specifies which job you want removed from the remote queue. If you omit this parameter,
TCPware removes the currently active job.

Use the LPQ command to display jleb-number of a job.
username

Specifies the owner of the jobs you want removed from the remote queue. TCPware removes all
jobs the specified user owns.

You can remove jobs that you do not own from a remote queue only under these conditions:

* Theremote host is an OpenVMS host

¢ Your local account is mapped to an OpenVMS username that has OPER privilege on the remote
host

Use the LPQ command to display the usernames for all jobs.
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Options
-" P" printer @host
-" P"logical-name

Specifies aremote printer. If you omit this option, TCPware removes the job from the queue the
TCPWARE_LPR_PRINTER logical defines.

If you have OpenVM S OPER privileges on the local host, this option removes all jobs your local
host submitted to the remote queue. Otherwise, it removes only your jobs.

Place quotation marks (" ") around this option if it is the last character on the command line
because OpenV M S treats trailing hyphens as continuation line indicators.

Do not enter this option when you enter the job-number or username parameters.

Examples
1 This command removes your currently active job from the default remote print queue:
LPRM
2 This command removes all jobs that belong to user smith from the Ip queue on host daisy:
LPRM - "P"| p@ai sy SM TH

3 This command removes jobs 489, 490, and 495 from the default remote print queue. You can

issue this command if you own these jobs, or you have OpenVM S OPER privilege on the remote
host:

LPRM 489 490 495

4 1If you have OpenVM S OPER privilege on the local host, this command removes all jobs from
the default remote print queue. If you do not have this privilege, this command removes only the
jobs you own.

LPRM " -*
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PRINT

For

Par

Queues jobsfor printing on alocal or remote printer.
Useful for sending a print job to a printer attached to aterminal server.
For details on Terminal Server Print Services implementation, see the /QUEUE qudlifier.

The OpenVMS process that controls OpenV M S queues determines the remote printer by checking
the following itemsin this order:

1 The TCPWARE_LPR _gname PRINTER system logical
2 The/PARAMETERS qualifier
3 The TCPWARE_LPR_gname PRINTER_DEFAULT system logical

Information in this section applies only to using the TCPware for OpenVMS PRINT command
with LPS and Terminal Server Print Services.

Compag OpenVMS documentation provides complete information on the PRINT command.

mat
PRINT file-spec], file-spec...]

ameter
file-spec

Specifiesthefile (or files if separated by commas) you want printed.

Qualifiers
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/ICOPIES=n
Prints multiple copies of output, where n is the number of copies.

If you place this qualifier immediately after the PRINT command, each file listed in the command
string prints n times. (The same effect occurs when you use the - #nunber option with the LPR
command.) If you place this qualifier after afile specification, only that file prints n times.

[FORM =form-name

Specifies the name or number of the form you want associated with the print job. If omitted, the
default form for the execution queues with the job.

Forms have attributes such as print image width and length or paper stock. To see which forms are
defined for your system, use the SHOW QUEUE/FULL command.
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/INAM E=job-name

Namesthe job. If you do not use this qualifier, the job name is the name and extension of the first
filein the job. This name displays on the screen when you use the LPQ command to request queue
information, and on the flag page.

This qualifier isequivalent to the" - J" option used with the LPR command.
INOFLAG

Suppresses printing of the burst page.

This qualifier is equivalent to the " - h" option used with the LPR command.
/INOTE-=string

Names the job classification you want used on the burst page. If you omit this qualifier, the job
classification is the domain name of the local host.

/PARAM ETERS=(parameter-1],...,parameter-8])

Allows you to specify UNIX LPR command options that do not have OpenVMS equivalents. If
you enter only parameter-1, you can omit the parentheses. You can enter up to eight parameters:

parameter-1 sends jobs to a specific remote printer. Enter either a system logical
name or printer @host. This parameter overrides the printer defined by
the TCPWARE_LPR_gname PRINTER_DEFAULT logical. If you
choose to use the default printer and want to enter subsequent
parameters in the same command line, you must enter double quotation
marks (" ") in place of parameter-1.

parameter-2through | specify the following LPR UNIX options:c, d, g, i, |, m n,
parameter-8 o, p, t, T, v, x, w, z, 1, 2, 3, 4.Youcanuseleading
hyphens, but they are not required. Enclose the option in quotation
marks (for example, "t "). (Thef option isunnecessary; the OpenVMS
process that controls OpenVMS print queues automatically specifies
thisfilter for FORTRAN carriage control files.)

Each parameter can include more than one option. However, you must enclose all options within
the same set of quotation marks (for example, "m g", "i d")

Note! Some LPD servers that reside on non-UNIX hosts (such as the one provided by TCPware) do
not support the following LPR UNIX options: -p, -t, -n, -d, -g, -v, -¢, -i, -w, -
z, -1, -2, -3, -4.

/PASSALL/NOPAGE

Uses atransparent filter so that you can send datato the printer unchanged. Note that this command
qualifier DOES NOT convert the fileto STREAM-LF format. This qualifier is equivalent to the - |
option used with the LPR command.

When using *-to-OpenVMS printing, the /PASSALL qualifier prints text files without carriage
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returns (CRs). Use this option mainly with BINARY dataor afilethat contains all of the characters
(including CRs) that you want sent to the printer.

If you use LPS and issue the PRINT command, the printing processignores the/BURST,
/ICHARACTERISTIC, /[HEADER, /PAGES, /SETUP, /SPACE, and /TRAILER OpenVMS PRINT
qualifiers. All other OpenVMS PRINT qualifiers work the same as they normally do with
OpenVMS.

/QUEUE=gname

Specifies a print queue that can send the job to alocal or remote printer. If you omit this parameter
with Line Printer Services, the job goesto the SY SSPRINT queue.

The /QUEUE parameter is necessary when generating a print request on a remote printer attached

to aterminal server (when using the Terminal Server Print Services). Once the server initializes and
starts the print queue for aterminal server print job, you can generate a print request on the terminal
printer as follows:

PRI NT/ QUEUE=gnane fil enane

The gname parameter is the name of the print queue, and the filename parameter specifies the data
file or files you want used. The standard OpenVMS qualifiers are available.

VMSLPR Symbiont
By default the VM SLPR symbiont generates aflag page locally using the VMS print symbiont and
suppresses the banner page generated by the LPD server. You can make the VM SLPR symbiont
request a banner page from the LPD server on a specific queue by defining the logical:
$ DEFINE/SYSTEM/EXEC TCPWARE_VMSLPRSMB_<queue-name>_ REMOTE_BANNER “TRUE”

To enable this functionality on all VMSLPR symbionts, define the logical:

$ DEFINE/SYSTEM/EXEC TCPWARE_VMSLPRSMB_REMOTE_BANNER “TRUE"

Thefollowing logical has been added to the VM SLPR symbiont allowing you to define the number
of characters you want removed from the end of a print job.

$ DEFINE/SYS/EXEC TCPWARE_VMSLPRSMB_<queue-name>_TRIMTAIL #

— #is a numeric value indicating the number of characters to remove from the end of each print
job. If not specified, the default value is 2.

Examples
1 This command prints the file MEMO.TXT on the remote default printer:
PRI NT/ QUEUESLPR$PRI NT MEMO. TXT

2 This command sends the file MEMO.TXT to the SYS$PRINT queue, which is usually a local
printer:

PRI NT MEMO. TXT
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3 This command prints the file MEMO.TXT on the | p printer at host DAISY. You can enter this
command only if you did not define the system logical
TCPWARE_LPR_LPR$PRINT_PRINTER.

PRI NT/ QUEUE=LPRS$PRI NT / PARAMETERS="| p@AIl SY" MEMO. TXT
4 This command:
PRI NT/ QUEUE=LPRSPRI NT / PARAMETERS=("I| p@AIl SY", "ni',"t") NMEMO. TXT
Isidentical to the previous example, with these additions:
— The user who issued the command receives a mail message when the job completes.
— The file contains UNIX troff commands.
5 This command is identical to the previous example exceppdnateter-1 is omitted:
PRI NT/ QUEUE=LPRSPRI NT / PARAMETERS=("","nm',"t") MEMO. TXT

The result is that the file MEMO.TXT goes to the printer defined by the
TCPWARE_LPR_LPR$PRINT_PRINTER_DEFAULT logical.
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Chapter 6
RCD and RMT: Remote CD-ROMs and Tapes

Introduction

The Remote Magnetic Tape (RMT) Client and Remote Compact Disc (RCD) Client provide access
to tape drives and CD-ROM drives, respectively, on remote TCP/IP systems. This chapter
describes how to set up RMT and RCD on your OpenVMS system so that you can use the
commands typically associated with tape and CD-ROM drives, such as BACKUP, MOUNT,
COPY, and EXCHANGE.

RMT Client and RCD Client

To use aremote tape or CD-ROM, you must first "connect” to the server system with the
RMTSETUP command, which creates a pseudodevice. You can then use OpenVM S commands
such as BACKUP, MOUNT, COPY, and EXCHANGE. These are the same commands issued
directly to the physical tape or CD-ROM device on the server. When you conclude the activity, you
can discard the pseudodevice using the DEAL L OCATE command.

Note that not all tape drives or CD-ROM drives can fully support use of the RMT Client and RCD
Client. For example, quarter-inch tape drives on UNIX systemstypically support only fixed-length,
512-byte records. You cannot use these tapes with the OpenVM S COPY or BACKUP commands
because the latter require variable-length records.

An attempt to perform an unsupported operation to aremote device resultsin a
YSYSTEM E- UNSUPPORTED error message.

Troubleshooting
You can lose the TCP/IP connection between the RMT or RCD client and server if:

* AnRMT or RCD server receives acommand that it does not recognize. Rather than returning an
error message, it simply closes the connection.
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e Abuginan RMT or RCD server causes it to crash.
¢ |fthe RMT or RCD server (or its system) crashes or is shut down.

In these situations, the RMT Client or RCD Client detects the loss of the TCP/IP connection and
returns the following error message for all subsequent commands:;

YSYSTEM F- LI NKABORT, network partner aborted |ogical |ink

The only alternative at this point is to deall ocate the existing device and reconnect to the server
(when it becomes available) by running RMTSETUP again.
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RMTSETUP

Configuresan RMT or RCD pseudodevice, _RMTn: or _RCDn:, respectively, on your local
OpenVMS system. In thisway you can perform functions on remote magnetic tape or CD-ROM
drives connected to an RMT or RCD server. Theremote RMT or RCD server must support ther nt
protocol.

Connecting to aremote CD-ROM drive requires the /CD qualifier. You can connect to the remote
host with a different username by specifying the optional /JUSERNAME qualifier on the command
line.

Format
RMTSETUP host remote-device [logical]

Parameters
host

Name or internet address of the host on which the remote tape or CD-ROM drive resides. This host
must have an RMT server available.

remote-device

Name of the remote tape device (such as MKB500: ) or CD-ROM device (such as DKA200: ) on the
RMT server. If sending the device and any server options to a non-TCPware server, you must
enclose this information in double quotes, such as "/ dev/ r st 0" for aUNIX server with "read-
only" privileges.

logical

Optional OpenVMS logical assigned to the newly created pseudodevice. If omitted, RMTSETUP
uses the logical name TCPWARE_TAPE for tapes and TCPWARE_DI SK for disks.

Qualifiers
Not all RMT servers support the following RMT Client qualifiers as options or qualifiers. For
UNIX servers, for example, you must include options as part of remote-device as a quoted string.
For example, "/ dev/ nt 0" isastream deviceand "/ dev/rnt 0" isanon-stream device. With a
TCPware RMT server, where remote-deviceis not aquoted string, the Client qualifiersthat are also
server qualifiers are sent to the server.

IASSIST (default)
INOASSI ST

Action to take when the device cannot mount on the remote system. With /ASSIST, operator
messages appear on the remote system indicating corrective action to take (if supported). With
/INOASSIST, only alocal message appears. Not allowed when used with /CD.

Note! The BACKUP command's /ASSIST and /NOASSIST qualifiers further direct messages to the
local operator and user, respectively.
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/IBLOCK SIZE=size

Default block size of the remote tape device. Not allowed when used with /CD.
ICD

Indicates that the remote device isa CD-ROM device.

/ICOMMENT="gtring"

Used with the /ASSIST qualifier to send a message to the remote operator when a mount operation
fails. Not allowed when used with /CD.

/IDENSITY =density
Density, in bits per inch, at which to write the remote tape. Not allowed when used with /CD.

ILOG
INOLOG (default)

Displayslog information during RMTSETUP execution.

IMOUNT (defauit)
INOMOUNT

/MOUNT allows the user exclusive access to the device. /NOMOUNT disables exclusive accessto
the device. /NOMOUNT also prevents a remote tape from rewinding when deallocating the
pseudodevice on the client. Not allowed when used with /CD.

You cannot combine /NOMOUNT with /ASSIST, /BLOCKSIZE, /COMMENT, or /DENSITY.
Use /NOMOUNT carefully since it allows multiple users access to the same device.

/PASSW ORD[=password]
INOPASSWORD

/PASSWORD sets the password to access the remote system and causes the RMT server to use the
r exec rather thanther shel | service. The password is converted to lowercase unless you enclose
it in quotes. NOPASSWORD usesther exec service with ablank password. Without either
qualifier, access to the remote tape device is controlled through the TCPWARE: HOST. EQUI V and
SYS$LOG N: . RHOSTS files. Use together with /JUSERNAME.

Using the password value can pose a security risk. Also, using anull password for which you have
to be prompted can cause an error in acommand procedure.

JREWIND (defauit)
INOREWIND

/REWIND rewinds atape beforeitsinitial use. /NOREWIND causes the tape to stay in an arbitrary
position after running RMTSETURP. Not allowed when used with /CD.

ISTREAM
INOSTREAM (default)

A tapeisnormaly written as a series of records. /STREAM ignores record boundaries and returns
dataread from the tape as a stream of bytes (the UNIX model). Not allowed when used with /CD.
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Most OpenVMS utilities expect tape drives to operate in non-stream mode, so take carein
overriding the/NOSTREAM default.

ITRUNCATE_USERNAM E[=length]

Truncates the username sent to the RM T server to the specified length to accommodate
requirements of some non-OpenVMS systems. The default length is 8.

JUNL OAD (defauit)
INOUNL OAD

/UNLOAD unloads the remote device when deallocating the local RMT pseudodevice.
/INOUNLOAD disablesthis. Notethat aDCL MOUNT or DISMOUNT with /UNLOAD or
/INOUNLOAD overridesthe RMTSETUP /UNLOAD or /INOUNLOAD. Not allowed when used
with /CD.

JUSERNAM E=username

Username for access to the remote system. If omitted, the username of the client processis sent to
the server (subject to truncation by /TRUNCATE_USERNAME). Username is converted to
lowercase unless you enclose it in quotes. Use together with /PASSWORD.

IWRITE (default)
INOWRITE

Writing to the remote tape is usually enabled. /NOWRITE is a precautionary measure to prevent a
remote tape from being written. Not allowed when used with /CD.

Examples

1 This example uses tape drive MKB500: on remote OpenVMS system IRIS to back up all the
TCPWARE datafiles that start with SM The tape is left loaded in the drive after its use
(/NOUNLOAD). MTAPE isthe logical name for the _RMT9: device created.

$ RMISETUP | RIS MKB500: MYTAPE / NOUNLOAD / LOG

Connecting to RMI server on host IRI'S through port 514 (rsh)
Openi ng MKB500: / NOSTREAM NOUNLQAD

_RMI9: created

$ BACKUP /LOG TCPWARE: SMr. DAT MYTAPE: TCPWARE. BCK / SAVE_SET
OVIOUNT- | - MOUNTED, TEST1 nmounted on _RMI9:

YBACKUP- S- COPI ED, copi ed SYS$SPECI FI C: [ TCPWARE] SM DAT; 1
YBACKUP- S- COPI ED, copi ed SYS$SPECI FI C: [ TCPWARE] SM_BAK. DAT; 1
$ DI SMOUNT MYTAPE / NOUNLOAD

$ DEALLOCATE MYTAPE

2 This example requests access to tape drive / dev/ r st 0 on aremote UNIX system, using a
username and password. The i ni ti al i ze command was unrecognized by the tape drive on the
UNIX system and rejected. Thet ar utility examines the contents of the tape, which was written
from the UNIX system. (t ar isavailable over the network and is an alternative to the
EXCHANGE utility).
$ rntsetup sigma. nene.com "/dev/rst0" -

_$ /usernanme=system /password
Password for root on host S| GVA. NENE. COM
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$ initialize tcpware_tape test

% NI T- F- UNSUPPORTED, unsupported operation or function
$ nount /foreign /record_size=512 tcpware_tape

$ tar -ftv tcpware_tape

644 4069 Jun 1 16:29:21 2001 /etc/hosts

End of Tar file found.

Do you wi sh to nmove past the EOF mark (y/n)? n

$ di snount tcpware_t ape

$ deal | ocate tcpware_tape

3 This example requests access to CD-ROM drive DKA100: on remote host r oman, mounts the
CD-ROM using My_CD as thelogical name, and requests a directory listing:

$ rmtsetup /cd /1 og roman dkalOO: ny_cd

Connecting to RCD server on host ROVMAN t hrough port 514 (rsh)
Openi ng DKA100:

_RCD1: created

$ nmount ny_cd /override=id

OMVOUNT- | - WRI TELOCK, volunme is wite | ocked

OVOUNT- | - MOUNTED, OPENVVS062 mount ed on _ALTARF$RCDL:

$ dir my_cd: [0, 0]
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RCP: Copying Files

Introduction

The Remote Copy Program (RCP) is a command you can use to copy files between your local
OpenVMS host and aremote host. TCPware provides RCP as part of the FTP-OpenVMS product.

For the FTP utility commands, see Chapter 3, FTP: Transferring Files. Use the RCP command to
copy remote files. You can copy files:

* From aremote host to your host
* From your host to a remote host
* From one remote host to another remote host (a "third-party” copy)

CAUTION! If you are using RCP with Kerberos version 4 authentication in a third-party copy, only the
first connection uses Kerberos. The second connection uses standard authentication, in
which case the username and password pass through the network as clear text.

Before you use RCP, your system manager must install and configure the TCPware FTP-
OpenVMS product and enable the shell service during TCPware R Services configuration.

Also, make sure your host or username is registered in the remote system’s ~/ . r host s (if UNIX)
or SYS$LOGIN:.RHOSTSfile (if OpenVMS). To use Kerberos version 4 authentication with the
remote host, be sure your username and Kerberos realm are in the remote host's~/ . kil ogi n file (if
UNIX) or SYS$LOGIN:.KLOGIN file (if OpenVMS).

To use Kerberos version 4 authentication, your system manager must enable the kshel | service
during TCPware's Kerberos Services configuration. If you request Kerberos authentication, RCP
tests for it first. If the test fails, RCP uses standard authentication instead.

With Kerberos V4 authentication, you can specify the Kerberos realm using the /REALM qualifier.
If omitted, the TCPWARE_KERBV4 REALM logical value determines the realm.

If you need to preserve case for any of the command elements, enclose each in quotes, since RSH
lowercases unquoted text strings. Include a pair of quotes for each redirection of the command. If
you are redirecting a command through one remote host to have it executed on athird, each host in
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turn strips off a pair of quotes after interpreting the command. In this case, you may need three
pairs of quotes around the command element in order to preserve case.
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RCP

Copies files between the local and remote host, or between two remote systems.

Format
RCP source destination

Parameters
Source

Source host and pathname information, in the general format:
host:filespec

* host isthe remote host name followed by acolon (:).
¢ filespec isdifferent for UNIX and OpenVMS systems:

— For UNIX system source hosts, use the absolute pathname (Sustttasser / host s) or
the one relative to the user's home directops('s).

— For OpenVMS source hosts, use the forfdiatfile.typ, orfile.typ, which assumes the current

directory.
If you include ausername or device, use the following format:

"user name@ost : devi ce: fil espec”

If you include a username and want to copy from a remote host, the remote host must include
host (and username) in its host equivalence file. If you do not use the above format, use the /U

/PASSWORD, and /TRUNCATE qualifiers.

Note! Do not use /USER or /PASSWORD when using DECnet syntax for a source or destination:
host "user nanme password"::fil espec
You also cannot use DECnet syntax for both source and destination (as for a remote-to-remote
copy) that involves two passwords.
destination

Destination host and pathname information, in the same format as source.

Qualifiers
/AUTHENTICATION[=auth-type]

Determines the authentication methokHERBV4 (or you omit the value), uses Kerberos v4
authentication. INULL (or you omit the qualifier), uses standard authentication.

ILOG

Logs the files copied to or from the local system. The default is not to log. Logging only applies

the first remote host transaction in a third-party copy.
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NMS[={MULTINET | TCPWARE (default)}]
INOVMS

If VM S isomitted, RCP by default attempts a TCPware style VMS mode transfer. This retains
VMSfile attributes across copies. Use /VMS=MULTINET to do atransfer involving a MultiNet
machine. Use/INOVMS only if you get the error %0OCL- W | VKEYW unr ecogni zed keyword -
check validity and spel | ing withthe RCPcommand. /NOVMS disables maintaining VMS
file attributes during a third-party copy.

/PASSW ORD=remote-password

Password for the remote account. Use with the /JUSER qualifier. Do not use with DECnet source or
destination syntax.

CAUTION! The password is sent across the network as plain text.
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/PRESERVE

P

Preserves the file protection mode and modification date during a copy. /PRESERVE and - p are
equivalent.

/REALM=realm

Assigns the name of the Kerberos realm. Use if the Kerberos Server resides in a different realm
than the local host. Use with the /AUTHENTICATION=KERBV4 qualifier and value. The RCP
client converts realmto lowercase unless you enclose it in quotes.

/RECURSIVE

-r

Recursively copies each subtree rooted at the directory you specify in the UNIX system filespec.
Thismakesit possibleto copy entire UNIX system directories and their files. In OpenVMS, specify

[dir...] (with the three trailing dots) in the filespec instead of using /RECURSIVE. - r isthe UNIX
system equivalent.

/USER=remote-username

User on the remote host. Use only if the remote host’s ~/.hosts or .HOSTS file does not include
your local host name or username. If necessary, truncate username to the required number of
characters using the /TRUNCATE qualifier. Converted to lowercase if not enclosed in quotes. Do
not use with DECnet file syntax.

ITRUNCATE[=n]

Truncates the username to the specified n number of characters, since some UNIX systems restrict
the length of usernames. If you omit n, the default is eight characters.
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Examples

1

This command copies aremote UNIX system source filein its home directory to alocal host file
of the same name in the current directory. The copy preserves the source file's protection mode
and modification date.

rcp /preserve uni xhost:src_file []

This command copies the complete remote UNIX system directory tree ~/src_dir to the local
subdirectory DST_DIR, while logging the copy of each file;

rcp /recursive/log unixhost:src_dir [.dst_dir...]

Thefirst of these two commands only copies the .src_dir subdirectory to a UNIX system. The
second command copies the whole subtree.

rcp /recursive [.src_dir] unixhost:dst_dir
rcp [.src_dir...] unixhost:dst_dir

This command copies the complete local subdirectory tree SRC_DIR to aremote OpenVMS
host’s destination directory while preserving the directory hierarchy:

rcp [src_dir...] vnshost:[dst _dir...]

This command copies al files under the local SRC_DIR directory to a remote OpenVMS host's
destination directory. This does not preserve the copied directory’s hierarchy:

rcp [src_dir...] vnshost:[dst_dir]

This command copies al directories and files under the local SRC_DIR directory to aremote
OpenVMS host user’s login directory on the DKA300: device (use the double quotes):

rcp [src_dir...] "vnshost:dka300:[login...]"

This command copies the local SRC_FILE on device DKA100: todst _fi | e on aremote host.
Double quotes are needed to specify adevice name. The/NOVMS qualifier allows RCP to copy
compatibly to an OpenVMS host running UCX.

rcp /novims ":dkalOO:[src_dir]src_file" ucx_host:dst_file

This command copies thelocal SRC_FILE to ~sone/ dst _fi | e if the remote host isa UNIX
system, or [some-login-directory]DST_FILE if the remote host is OpenVMS. (RCP truncates
the someone username to some.) In this case, the remote host does not have a host equivalence
file entry for the local host, requiring /USER and /PASSWORD.

rcp /user=someone/ pass=password/truncate=4 src_file host:dst_file

Each command copies a UNIX system file to the local host’s current directory. The - p switchin
the first command precludes having to use double quotes around the UNIX system file
specification. The second command is the equivalent without the - p switch.

rcp -p unixhost:/usr/users/src_file []

rcp "unixhost:/usr/users/src_file" []

10 This command copies afile from one remote host to another (a "third-party” copy):

rcp remotehostl:filel renotehost2:file2

11 This command copies aremote UNIX system sourcefile in its home directory to the

DST_FILE filename on the local host under the current directory. Uses Kerberos V4
authentication. The Kerberos Server and its database reside in the realm dai sy. com

rcp /aut h=kerbv4 /real medai sy.com uni xhost:src_dir dst_file
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12

13

14

This command copies al files under the local SRC_DIR directory to aremote OpenVMS
host’s destination directory while preserving the directory hierarchy. Since the
/AUTHENTICATION qualifier appears without avalue, Kerberos V4 authenticates the user to
the remote UNIX host. Because /REALM is omitted, the TCPWARE_KERBV4 REALM
logical value determines the Kerberos realm.

rcp /auth [src_dir...] vnshost:[dst_dir...]

Using the /JUSER or /PASSWORD qualifier with DECnet syntax is not allowed and returnsthe
error message shown:

rcp /user=userl new txt flower"user2 password"::new. txt

TCPWARE- E- NOQUAL, /USERNAME qualifier not allowed w th DECnet syntax
Using multiple passwords with DECnet syntax is not allowed and returns the error message
shown:

rcp tree"userl passl"::new. txt flower"user2 pass2"::new. txt
TCPWARE- E- MULTPW Ml ti pl e passwords not supported
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RLOGIN: Logging In to a Remote Host

Introduction

RLOGIN isthe Berkeley R Command utility you can useto log in to a remote host. RLOGIN
provides a functionality similar to TELNET except that RLOGIN follows more of a UNIX format.

This chapter is abasic use summary of the RLOGIN command.

Before you use RLOGIN, be sure your host or username is registered in the remote system’s
~/ . rhost s file (if UNIX) or SY SSLOGIN:.RHOSTSfile.

See the Management Guide, Chapter 16, Managing R Commands, for information on host
equivalencefiles.

To use Kerberos version 4 authentication with the remote host, make sure that your username and
Kerberos realm are in the remote host's ~/ . kI ogi n file (if UNIX) or SY S$LOGIN:.KLOGIN file
(if OpenVMS).

To use Kerberos V4 authentication, your system manager must configure TCPware's Kerberos
Services. You must also first get aticket-granting ticket (TGT) from the Kerberos Server.

See Chapter 4, Kerberos User Commands, for details on getting a TGT.

With Kerberos V4 authentication, you can specify the Kerberos realm using the /REALM qualifier.
If omitted, the TCPWARE_KERBV4 REALM logical value determines the realm.

RLOGIN first tries to use Kerberos V4 authentication if requested, then falls back to using standard
authentication if Kerberos authentication fails.

To close an RLOGIN connection, simply log out of the remote system.

If you are designated by the system administrator as having password authentication using Token
Authentication, you need to enter the PASSCODE in addition to the username and password at a

separate PASSCODE: prompt. Depending on which type of SecurlDW card you were assigned, do
one of the following:

¢ Enter acombination of your personal identification number (PIN) and the tokencode that
appears on the card (with no separating space) at the PASSCODE: prompt
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¢ Enter your PIN on the PINPAD] card and the resulting tokencode that appears on the card at the
PASSCODE: prompt.

See Chapter 14, Token Authentication: Protecting Logins, for details on obtaining PASSCODEs.
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RLOGIN

Logsin to aremote host from your local host without entering a remote username and password.
The remote host must provide | ogi n service (for standard authentication) or the kl ogi n service
(for Kerberos version 4 authentication).

You can log in to the remote host with a different username by specifying the /USER qualifier.

When RLOGIN starts up, it processes the flow control characters Ctrl/S and Ctrl/Q locally unless
the remote host instructs otherwise. RLOGIN passes all other keystrokes directly to the remote
process and perform according to conventions established on the remote host.

The special RLOGIN commandsin Table 8-1 are available once you start the connection to the
remote host. Enter the special RLOGIN commands as the first character on aline.

Table8-1 Special RLOGIN Commands

Command Purpose

~. Closes the connection and exits RLOGIN.

~NZ Spawns a subprocess on the local host and connects SY SSINPUT,
SYS$OUTPUT, and SY SPERROR to that process. When the subprocess logs
out, control returns to the remote session.

~~ Note! You cannot spawn with CAPTIVE accounts.

Sends a single tilde to the remote system.

Format
RLOGIN host

Parameter
host

Name or internet address of the remote host where you want to log in.

Qualifiers
/AUTHENTICATION[=auth-type]

Determines the authentication method. If KERBV4 (or you omit the value), uses Kerberos v4
authentication. If NULL (or you omit the qualifier), uses standard authentication.

[EIGHTBIT

Accepts eight-hit data from the terminal and sends it to the remote system. The default is that only
seven-hit datais sent.
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/IESCAPE_CHARACTER=char

New escape character for issuing special RLOGIN commands. The default escape character isthe ~
(tilde) character.

To close your session from your local host, use a period (.) as the escape command.
/LOG=file

Logs a copy of the output to the specified file. Output continues to be directed to SY SSOUTPUT
whileit is being recorded in the log file. The default is no logging.

/LOWERCASE (default)
INOLOWERCASE

/LOWERCA SE sends your local username to the remote host in lowercase (the default).
/NOLOWERCA SE preserves any uppercase characters in the local username.

/IREALM=realm

Assigns the name of the Kerberos realm. Use if the Kerberos Server residesin a different realm
than the local host. Use with the /AUTHENTICATION=KERBV4 qualifier and value. RLOGIN
converts realmto lowercase unless you enclose it in quotes.

ITERMINAL_SPEED=baud
Terminal speed in baud rate. The default is the current speed of your terminal.
ITERMINAL_TY PE=type

Resets the current terminal type to the specified type. The allowable types you can use to override
the current type are VT100, VT200, VT300, and VT400.

The remote terminal type isthe same as the local terminal type. If the terminal’s virtual size (rows,
columns, or pixels) changes during the RLOGIN session, RLOGIN provides the remote host with
the new information.

ITRUNCATE[=n]

Truncates the local OpenVMS username to n humber of characters. The n value must be greater
than zero or the command aborts with an error. The default is eight characters.

If thelocal usernameis also the remote username (if you omit the /JUSER qualifier), TCPware also
truncates the remote username to the indicated length. However, it never truncates a remote
username specified explicitly with the /JUSER qualifier.

/USER=remote-username

Username on the remote host that is different from the username with which you are currently
logged in to the local host. TCPware never truncates an explicitly specified remote username (see
the /TRUNCATE qualifier). The remote-username is converted to lowercase unless you enclose it
in quotes or use the/NOLOWERCA SE qudlifier.
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Examples
1 Each of these equivalent commands opens a connection to host IRIS using standard
authentication:

RLOG N IRI'S
RLOG N / AUTH=NULL IRI'S

2 Thiscommand opens a connection to remote host IRIS, using Kerberos version 4 authentication.
The Kerberos Server residesin thedai sy. comream.
RLOG N / AUTH=KERBV4 / REALM=DAI SY. COM | RI S / USER="Sni t h"
The quotes around Smith are necessary because the name contains a mix of upper- and
lowercase characters that you would want to preserve in sending the command. Without the
quotes, RLOGIN converts the name to lowercase, which then may not match the username on
the remote host.

3 Thiscommand opens a connection to remote host IRIS, using Kerberos version 4 authentication.
Because /REALM is omitted, the TCPWARE_KERBV4 REALM logical value determines the
Kerberosream.

RLOG NV AUTH | RI' S
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RSH: Issuing Commands on a Remote Host

Introduction

RSH isthe Berkeley R Command utility you can use to execute a single command on a remote host
without logging in.

This chapter is a summary of using the RSH command.

Before you use RSH, make sure your host and/or username is registered in the remote system’s
~/ . rhost s file (if UNIX) or SY S$LOGIN:.RHOSTSfile (if OpenVMS)

See the Management Guide, Chapter 16, Managing R Commands, for details on host equivalence
files.

To use Kerberos version 4 authentication with the remote host, make sure that your username and
Kerberos realm are in the remote host's ~/ . kI ogi n file (if UNIX) or SY S$LOGIN:.KLOGIN file
(if OpenVMS).

To use Kerberos v4 authentication, your system manager must configure TCPware's Kerberos
Services. You must also first get aticket-granting ticket (TGT) from the Kerberos Server.

See Chapter 4, Kerberos User Commands, for details on getting a TGT.

If you request Kerberos authentication, TCPware tests for it first. If the test fails, standard
authentication is used instead.

With Kerberos v4 authentication, you can specify the Kerberos realm using the /REALM qualifier.
If omitted, the TCPWARE_KERBV4 REALM logical value determines the realm.
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RSH

Executes a single command on aremote host. The remote host must provide command execution
service.

When the command compl etes execution on the remote host, the RSH command exits and closes
the connection; you return to your local working environment.

RSH writes any output from the command to SY SBOUTPUT; it writes any error from the
command to SY SSERROR, unless overridden with the /OUTPUT or /ERROR qualifier.

Some servers (such as UNIX servers) send output with only line feeds for screen display. To satisfy
OpenVMS screen displays, RSH inserts a carriage return by default before each line feed before
sending the output to the terminal. If your screen display requires only aline feed, use the /RAW
qualifier to bypass the defaullt.

If you need to preserve case for any of the command elements, enclose each in quotes, since RSH
lowercases unquoted text strings. Include a pair of quotes for each redirection of the command. If
you are redirecting a command through one remote host to have it executed on athird, each host in
turn strips off a pair of quotes after interpreting the command. In this case, you may need three
pairs of quotes around the command element in order to preserve case.

Format

RSH host command

Parameters

host

Name or internet address of the host you want to execute the command on. Can be a domain-style
name or an |P address.

command

Name of the command or command string to execute on the remote host.

Qualifiers
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/AUTHENTICATION[=auth-type]

Determines the authentication method. If auth-type is KERBV4 (or you omit the value), Kerberos
v4 authentication is used. If auth-typeis NULL (or you omit the qualifier), standard authentication
isused.

/ERROR=file

File or device to which to direct error messages from the remote command. The default is
/ERROR=SY S$ERROR. (See also the /SY SERROR qualifier.)

/ILOG=file

Logs a copy of the output to the specified file. Output continues to be directed to SY SSOUTPUT
whileit is being recorded in the log file. Not valid with /SY SERROR. The default is no logging.
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/IOUTPUT=file

Output file or device to which to direct output from the command. The default is
/OUTPUT=SY SSOUTPUT.

/PASSW ORD=remote-password

Password for the remote account. Use together with the /USER qualifier. The password is sent
across the network as plain text.

IRAW
INORAW (defauilt)

Prevents an extra carriage return from being inserted for screen display. Specifying/NORAW or
omitting the qualifier places a carriage return before aline feed character before the line is written
to the terminal.

/IREALM=realm

Assigns the name of the Kerberos realm. Use if the Kerberos Server residesin a different realm
than the local host. Use with the /AUTHENTICATION=KERBV4 qualifier and value. Realmis
converted to lowercase unless you enclose it in quotes.

If omitted, the Kerberos realm is determined by the TCPWARE_KERBV4 REALM logical value.
/ISYSERROR

Same as the /ERROR qualifier except that it sends messages to the NLAO device.
ITRUNCATE[=n]

Truncates the local OpenVM S username to the specified n length. The n value must be greater than
zero or the command aborts with an error. The default is eight characters.

If thelocal username is also the remote username (if you omit the /JUSER qualifier), TCPware also
truncates the remote username to the indicated length. However, it never truncates a remote
username specified explicitly with the /lUSER qualifier.

/USER=remote-username

Remote host’s username that is different from the username with which you are currently logged in
tothelocal host. TCPware never truncates an explicitly specified remote username (seethe
ITRUNCATE qualifier). Remote-username is converted to lowercase unless you encloseit in
quotes.

Examples

1 This command opens a connection to host IRIS and displays the name of your current working
directory:
rsh iris pwd

2 This command opens a connection to host IRIS for username " Smith" and displays the name of
the working directory for " Smith":
rsh iris /user="Smth" pwd
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The quotes around Sni t h are necessary because the name contains a mixture of upper- and
lowercase characters that you would want to preserve in sending the command. Without the
quotes, the name converts to lowercase and may not match the username on the remote host.
This command opens a connection to host RIS and displays the name of your working directory
ina'"raw" state on aterminal that requires only line feeds to display the information:

rsh iris /raw pwd

This command executes a pwd command on ROSES as sent through VIOLET.

$ rsh violet /user=system/password=plastic -

_$ rsh roses /user=root/password="""TCPware""" pwd

The TCPwar e password is triple-quoted to preserve case through the transaction. The system
strips off the first pair of quotes and executesr sh roses / user =r oot/ pass=""TCPware"".
VIOLET strips off the second set of quotes and executesr sh r oses / user =r oot /
pass="TCPwar e". ROSES strips off the third and executes pwd. In each case, the password
string isinterpreted literally.

This command uses K erberos version 4 authentication to open a connection to remote host IRIS.
The Kerberos Server residesin thedai sy. comrealm. Also displays the name of your current
working directory.

rsh /aut h=kerbv4 /real mrdai sy.comiris pwd

This command uses Kerberos version 4 authentication to open a connection to remote host IRIS
and displays the name of your current working directory. Because /REALM is omitted, the
TCPWARE_KERBV4 _REALM logical value determines the Kerberos realm.

rsh /fauth iris pwd



Chapter 10

Sending and Receiving Electronic Mail

This chapter describes how to use OpenVMS MAIL and ALL-IN-1 Mail with TCPware and covers
the following major topics:

* Using OpenVMS mail across the network
* Using mail under ALL-IN-1 across the network

Using OpenVMS Mail Across the Network

TCPware enhances OpenVMS Mail so you can send and receive mail across the network.

Specifying Addresses
When you use OpenVM S Mail to send mail to a host outside your VM Scluster, the message is sent
viaSMTP (Simple Mail Transfer Protocol). For this reason, you must specify the address so that
SMTP accepts the mail correctly. The format for the addressis:
To: SMIP% reci pi ent @lest i nati on"

The string SMTP and the destination system name are not case-sensitive; that is, you can type
them in either uppercase or lowercase | etters. The destination recipient specification may be case-
sensitive, however, depending on the destination system’s software. On some UNIX systems,
ROOT and root specify two different user names (and hence different electronic mail addresses).

If the address contains a quote, enter the address with either \' or \s as shown in the following
example formats:

To: SMIP¥%\’ reci pi ent @esti nation"
or

To: SMIPY%\ sreci pi ent @esti nation"
If the addressis on alocal DECnet network, use this format:
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To: SMIP%nodenane: . user nane

If the addressis on aremote DECnet network, you may use this format:

To: SMIP% ' nodenane: : user nane’ @lesti nati on"

Note! TCPware assumes that an address containing a double colon (::) is a DECnet address. If an
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address contains a double colon and is not a DECnet address, SMTP does not handle it
correctly.

If you know the recipient’s | P address, but not the host name (or if the host nameisnot registered in
the Domain Name System), specify the recipient address as follows:
To: sntp% reci pi ent@ aa. bb. cc. dd] "

where aa.bb.cc.dd is the destination system’s | P address in dotted-decimal form. You must specify
the IP address in square brackets.

The OpenVMS Mail utility also allows you to specify an addressee on the command line:

$ MAIL filenane addressee

To use this form of the command with TCPware, you must enclose the address in quotes (and you
must double all existing quotes), asfollows:

$ MAIL filenane "sm p% "recipi ent @estination"""

The following example shows the user sending mail using the OpenVMS MAIL utility to auser
named John Smith with auser name of "johns" on system SALES.FLOWERS.COM.

$ MAIL

MAI L>SEND

To: SMIP% j ohns@al es. fl owers. cont
Subj : This is a test nmessage.

Enter your nessage below. Press Cirl/Z when conplete, or

cGrl/Cto quit:

H John, this is a test of the TCPware extension to the VM5 MAIL utility.
crl/z

MAI L>EXI T

$

You receive network mail asyou would all other mail inthe VMS MAIL utility. The following
exampl e shows the user "WHORFIN" reading an SMTP mail message sent by the user "johns."

$

New mai | on node KAGS from SMIP% j ohns@al es. fl owers. cont’ "John Snith"
$ MAIL

You have 1 new nessage.

MAI L>READ/ NEW

#1 03-23-2001 10:05:40.79

From SMIP% j ohns@al es. f1 owers. cont "John Smth"
To: VWHORFI N

CC.
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Subj : Re: This is a test message.

Ret urn- Pat h: <syst em@rer ak. yours. conmp

Recei ved: from merak. paul .com (198. 115. 142. 56) by di no. bedr ock. com
(MX V5. 1-X A2w8g) with SMIP for <smith@aul.yours. conp;
Mon, 9 Aug 2001 14:35:01 -0400

Recei ved: by merak. paul .com for snith@vater.peter.com
Mon, 9 Aug 2001 14:35:00 GV

Date: Mon, 9 Aug 2001 14:35:00 GV

From system@rer ak. paul . com

To: smth@water.peter.com

Message- 1 D <990809143500. a2@rer ak. paul . com>

G ad to see your test worked.

This is ny response.

MAI L>EXI T

Specifying a Host Alias
TCPware allows a system to have multiple names-or host aliases-with respect to electronic mail
delivery. You can specify the host alias you want to use by defining the
TCPWARE_SMTP_FROM_HOST logical name. The alias you choose must be one of the SMTP
host name aliases registered on the system (see the trandlation of the logical name
TCPWARE_SMTP_HOST_NAME and the contents of thefile
TCPWARE_HOST_ALIAS FILE). If the alias you use is unknown, the setting of
TCPWARE_SMTP_FROM_HOST isignored.

The host alias feature allows users from different administrative units within an organization to
have their return address reflect the name of their unit, even though mail for al unitsis handled by
one system.

Specifying Individual Aliases

TCPware supports both system-wide and per-user mail aliases. Using these aliases, you can refer
to electronic mail addresses with names that are meaningful to you. Per-user mail aliases are kept
inthefile SMTP_ALIASES. in your login directory.

The format for alias entriesis:

al i as: real _address[,...];

where aliasis an alphanumeric string and real_address is an electronic mail address. You can
specify multiple addresses by separating them with commas (,). The alias definition may span
multiple lines, if needed, and must always be terminated with a semicolon (;).

For example, alocal user may have a user name of JB134A, but you want to send mail to him as
john. Add the following lineto your SMTP_ALIASES. file:

j ohn: j b134A;

Aliases are repeatedly translated until no more translations are found. You can circumvent the
repeated translations by including aleading underscore () inthereal _address. For example, this
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definition causes mail to be forwarded and delivered locally:

f nor d: f nord@onewher e. el se. edu, _fnord,;

Using Mail Under ALL-IN-1

This section explains how to use the mail subsystem under ALL-IN-1 to send mail to and receive
mail from users on remote systems.

To send mail to a user on aremote system, specify an ALL-IN-1 e-mail address in the format:

reci pi ent @lesti nati on@MIP

@SMTP indicates to the ALL-IN-1 mail subsystem that the message should be given to the SMTP/
MR gateway facility for eventual handling by the TCPware SMTP mail system. Note that the string
SMTP and the destination system name are not case-sensitive; that is, you can type them in either
uppercase or lowercase |etters. However, the destination recipient specification may be case-
sensitive, depending on the destination system’s software. On some UNIX systems, ROOT and root
specify two different user names (and hence different electronic mail addresses).

You receive network mail as you would al other mail inthe ALL-IN-1 mail subsystem. Contact
your system manager for the correct syntax for remote users; frequently, the proper syntax is:

your nane@\1. your donai n

Delivering Mail to Specific Folders

The SMTP server supportsincoming mail delivery to folders other than the NEWMAIL folder. The
foldernames are restricted to UPPERCA SE characters only, the pound sign (#), and the underscore
(). Use of the comma (,) in afoldername causes an error. Mail addressed to user+folder @host is
delivered to the specified folder.

Note! Your system manager can disable this feature by defining the system-wide logical name

Us
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TCPWARE_SMTP_DISABLE_FOLDER_DELIVERY.

er-Defined Headers
You can further customize your messages by defining special RFC 822 message headers.

SMTP-OpenV MS supports defining certain message header fieldsin the RFC 822 part of the
message header.

Defining RFC 822 headers involves running the TCPWARE:CONFIG_SMTP_HEADERS.COM
command file to define the following headers:

¢ Full name

e Comments

* Reply-to

* Return-receipt-to
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¢ Bce

* Sender

¢ X-Department

¢ X-Special user-defined header

Run the command procedure:

$ @CPWARE: CONFI G_SMIP_HEADERS

The procedure checks for the TCPWARE_SMTP_USER _HEADERS logical for header
definitions. If it does not find the logical, it checks the
SYS$LOGIN:SMTP_USER_HEADERS.COM file. If it finds the file, it comes back with the
prompt:

SYS$LOGE N: SMIP_USER_HEADERS. COM Exi sts. Load? [ Yes]

If you want to accept the contents of the file, press Ret ur n. (If the file did not 1oad properly, you
can have it overwritten at the next prompt.) You then have the choice of adding to, modifying, or
deleting the file, exiting and saving, or quitting without saving:

[Aldd, [Modify, [Delete, e[Xit and Save or [Quit:

¢ |f you are adding a header, the following prompt appears:
Add Header:

Ful | - Nane:

Comment s:

Repl y- To:

Ret ur n- Recei pt - To:
Bcc:

Sender :

X- Depart nent :

NoukwnhpeE

8. O her

Whi ch header would you like to add?
Enter the negative number value:

-1—Enter your full name

-2—Enter a comments line

-3—Enter a reply-to name address

-4—Enter a return-receipt-to name or address

A return-receipt-to value is only valid if the system logical
TCPWARE_SMTP_RETURN_RECEIPT_TO_HEADER_ENABLE is defined akiring
configuration. If this system logical is not defined or defined,&MTP-OpenVMS does not add
theRet ur n_r ecei pt _t o header to the mail message.

-5—Enter aBcc: name or address
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-6—Enter a sender name or address
-7—Enter a departmental name or address

SMTP-OpenVMS prepends ah to the departmental name or address.

-8—Enter your own special header. For example:

What is the name of the header: X-Affiliation
SMTP-OpenVMS prepends &k to the special header name.

The next prompt asks you to supply a value for the header you specify. For example:

Ful | - Nane Val ue: George Plinpton

The procedure returns to the] dd, [Modify, [Dlelete, e[X]it and Save or

[ ui t: prompt so that you can add other headers or modify or delete existing ones. If ygu enter
(exit and save), the procedure writes out the file on exiting and defines the
SMTP_USER_HEADERS logical based on the file's contents.

¢ |f you are modifying a header definition, the procedure gives you the current list of defined
headers, followed by a prompt, where you enter the appropriate number. For example:

Your Current Headers:

1. Full-Nane Val ue: George Plinpton
2. X-Affiliation: Paris Review

Whi ch header would you like to nodify? 2

New X- Affiliation Value: None

After modification, you return to the Wi ch header woul d you |ike to nodify? prompt. If
you enter Ret ur n at the prompt, you return to the [ A] dd, ... prompt.

* If you are deleting a header definition, the procedure gives you the current list of defined
headers, followed by the prompt:

Whi ch header would you like to renove?

The procedure asks for confirmation and returns to the above prompt unless you enter Ret ur n.
Removed files show up as being deleted inthe Your Current Headers: listuntil you add anew
header, or exit and reenter the procedure.



Chapter 11

TALK: Exchanging Terminal Messages

Introduction

The TALK utility allowsyou to exchange messages you type at your terminal with another local or
remote user. You do not need to wait between sending your message and receiving one from your
destination user. TALK uses a split screen where what you typeis on the top half and what the
other person typesis on the bottom. Thisallowsyou to talk in "real time."

Using TALK

First make sure the OpenVMS Phone Utility is on. If you show the broadcast status for your
terminal and get something like the following:

$ SHOW BROADCAST
Broadcasts are currently disabled for:
PHONE
MAI L
QUEUE
SHUTDOWN
Then you enabl e phone broadcasting as follows:

$ SET BROADCAST=PHONE
To set up and invoke TALK, enter at the DCL prompt:

$ TALK ==$TCPWARE: TALK. EXE

$ TALK usernanme[ @ost] [ttynanme]

If you are communi cating with another |ocal user, type the user’s
usernanme. |f communicating with a user on another system use the
usernane@ost synt ax.

You can aso include the terminal port (¢ t ynane) as aparameter. Most UNIX serversonly ring one
of and not all the remote user'sterminals. If the remote user islogged in many times, and you would
rather ring aterminal that has been idle for only a short period, specify the terminal port using
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ttynane.

Oneway to discover terminal portsis by using the FINGER utility, such asin the following
example, where there are two terminal ports, tt yp5 and ttyp7. Sincethett yp7 terminal hasa
much shorter idle time (and is more current), it is therefore a better candidate for a TALK terminal:

$ FI NGER MARGE@VARGE. ZOzZO. COM

Logi n name: marge In real life: Marge Sinpson
Directory: /hone/spectre Shel l: /[usr/local/bin/tcsh
On since Nov 3 10:06:48 on ttyp5 frombart. nene.com

59 mnutes Idle Tine

Logi n name: marge In real life: Marge Sinpson
Directory: /hone/spectre Shel |l : /[usr/local/bin/tcsh
On since Nov 3 10:06:44 on ttyp7 frombart.nene.com

36 seconds Idle Tine

$ TALK MARGE@ARGE. ZOZO. COM TTYP7

After the above command, TALK sends the following message to the recipient if the connectionis
successful:

Message from Tal k_Daenon@iest i nati on- host. . .
tal k: connection requested by yourname@our host.
tal k: respond with: talk yourname@ourhost

To establish the connection, the recipient follows the instructions from the Talk_Daemon and types
the following at the system prompt:

tal k your name@our host

It does not matter from which machine the recipient replies, aslong as the recipient’slogin nameis
the same. Once communication is established, the two parties can type simultaneously, with their
output appearing in two parts of a split screen. What you type appears on the top half and what the
other person typesis on the bottom half of the screen.

To signal that you are expecting aresponsg, it is customary to leave a blank line after your last line
of text. You can use a convention such as -o0o ("over and out") to signal that your part of the
correspondenceis over.

Type Ctr 1/ L to reprint the screen. You can aso use the erase, kill, and word kill (Ctr 1/ K)
characters.

To exit, type the interrupt character (Ctrl/C,Ctrl/Y,or Ctrl/Z). TALK moves the cursor to the
bottom of the screen and restores the terminal to its previous state.

Example 11-1 shows a sample exchange between user BART on host BART.ZOZ0O.COM (an
OpenVMS system) and user MARGE on host MARGE.NENE.COM.
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Example11-1 Sample TALK Message Exchange

On Bart:

(Bart) $ TALK: ==$TCPWARE: TALK. EXE
(Bart) $ TALK MARGE@/ARGE. NENE. COM

On Marge:

(Marge) $

Message from Tal k_Daenon@ART. ZOZO. COM at 11:23 ...
tal k: connection requested by bart @art.zozo.com
tal k: respond with: talk bart@art.ZQzZO com
(Marge) $ TALK BART@BART. ZQzO. COM

------------ [ Connection established: bart@art.zozo.conj-----------
On Bart:

H, there!
------------ [ Connection established:

mar ge@rar ge. nene. conj - ----------

On Marge:
Good to hear from you!

------------ [ Connection established: bart@art.zozo.conj--

H, there!
On Bart:
H , therel!l

See you soon! -o00 arl/C

Exiting]-----------------------------
Good to hear fromyou!

(Bart) $

Command Reference
The following is a command reference to the TALK utility.
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TALK

The TALK command is avisual communication program that exchanges messages with another
host user by copying lines you type on your terminal to the other user’s terminal. The other host
recipient must support the nt al k protocol to accept (and respond to) your messages.

It does not matter from which machine the recipient replies, aslong as the recipient’slogin name is
the same. Once communication is established, the two parties can type simultaneously, with their
output appearing in different parts of the same window.

Typing Ct r | / L causes the screen to be reprinted, while the erase, kill, and word kill (Ct r | / K)
characterswork in TALK as normal.

To exit, type your interrupt character (Ctrl/C,Ctrl/Y,or Ctrl/Z). TALK movesthe cursor to
the bottom of the screen and restores the terminal.

Format
TALK username] @host] [ttyname]

Parameters
user name] @host]

If you want to talk to someone on your own machine, username is just the local user’s login name.
If you want to talk to a user on ancther host, use the form username@host.

ttyname

Name of the specific remote terminal. Many UNIX clientsdo not send t al k request messages to
every terminal of the user, and usually select just one. You may, however, want to make a
particular selection.

Restrictions

Thisversion of TALK isincompatible with versions of ULTRIX earlier than v3.0. Starting with
ULTRIX v3.0, TALK communicates with other machines running ULTRIX v3.0 (and later), and
machines running 4.3BSD or versions of UNIX based on 4.3BSD.

TALK isnot eight-bit clean. Typing in DEC Multinational Characters (1SO-8859/1) causes the
charactersto echo as a sequence of carets (") followed by the character represented with its high bit
cleared. Thislimitation makes TALK unusable if you want to communicate using a language that
has 1SO-8859/1 characters in its alphabet.

Example

systenml> tal k user2@yst en?

The following message appears on the screen of user 2:

Message from Tal k_Daenmon@ysten? at 12: 37 ...
tal k: connection requested by userl1@ysteml.
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tal k: respond with: talk userl@ysteml

To establish the connection, user 2 follows the instructions from the Tal k_Daenon and types the
following at the system prompt:

systen> tal k user1@ystenl

Troubleshooting

TheYour party is refusing messages message may come up if the remoteterminal is set
up with messages off, such asthe first terminal (t t y5) in the following example:

(Bart) FINGER MARGE@WARGE. ZOZO. COM

Logi n name: marge (rmessages off) In real life: Marge Sinpson
Directory: /hone/spectre Shel |l : /Jusr/local/bin/tcsh
On since Nov 3 10:06:48 on ttyp5 from bart. nene.com

59 minutes ldle Tine

No unread mai |

No Pl an.
Logi n name: marge In real life: Marge Sinpson
Directory: /hone/spectre Shel |l : /usr/local/bin/tcsh

On since Nov 3 10:06:44 on ttyp7 frombart. nene.com
36 seconds Idle Tine

(Bart) TALK MARGE@/ARGE. ZOZO. COM TTYPS

---------------- [ Your party is refusing nmessages]--------------------

The Checking for invitation on caller’s nmachi ne message may come up when the
client iswaiting for aresponse from the remote system. If the message appears for an extended
time, it may mean that the remote system'’s server does not support thent al k protocol, in which
case a connection is not possible.

If themessage Your party is not | ogged on appears, the remote user isnot logged on at the
time.
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Chapter 12

TELNET: Connecting to Remote Terminals

Introduction

The Virtual Terminal Protocol (TELNET) provides connections to remote hosts. With it, you can
access remote hosts using OpenVMS commands or a UNIX style command interface.

The Client-TELNET utility isyour interface to TELNET OpenVMS. You can run Client-TELNET
interactively or through a startup command procedure.

Client-TELNET supports norma and TN3270 mode:

* Normal mode uses your local OpenVMS keyboard. In this mode, you can open up to ten
TELNET sessions at one time.

* In TN3270 mode, Client-TELNET emulates the keyboard normally used on an IBM 3270-class
terminal. It allows you to connect only one TN3270 session at atime.

Before Using TELNET

Before you use TELNET, ask your system manager if the TELNET-OpenVMS software was
installed, configured, and started on your system.

To use TELNET with Kerberos version 4 authentication, your system manager must have
configured TCPware's Kerberos Services.

Before you can connect to a remote host, you need to know:

* The name of the remote host to which you want to connect.
* The username and password for each account on the remote host. If the remote host does not

support multiuser protection features, you may not need a username and password. If you are
using TCPware's Token Authentication, you also need to enter the additional PASSCODE from

your Securl D token (see the OPEN command for details).
* How to use the operating system of the remote host.
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Note! Client-TELNET does not restrict the ASCII character set to seven-bit ASCII as the TELNET
standard implies. Client-TELNET supports the full eight-bit (multinational) character set. To use
the multinational character set, you must configure your terminal to support eight-bit characters.
The peer TELNET implementation must also support the same.

Opening a TELNET Session

Run the Client-TELNET utility to connect to aremote host. Client-TELNET supports as many as
10 connected sessions at any one time. However, of these ten sessions, only one can be a TN3270
session. To open a TELNET session (see Example 12-1):

1 Atthe DCL prompt, enter: $ TELNET

2 Usethe OPEN command to open aremote TELNET session in one of the following ways:

a To use standard authentication, at the TELNET> prompt, enter either:

TELNET> OPEN host

TELNET> OPEN host [/ AUTH=NULL

—hostis the name of the host to which you want to connect. /AUTH=NULL explicitly
specifies to use standard authentication.

b To use Kerberos version 4 authentication, enter at the TELNET> prompt:
TELNET> OPEN host /AUTH=KERBV4 /REALM=realm
—host is the name of the host to which you want to connect.
—/AUTH=KERBV4pecifies the use of Kerberos version 4 authentication.
—/REALM=realm specifies the name of the Kerberos Server realm.

You must first get aticket-granting ticket (TGT) from the Kerberos Server. (See Chapter 4,
Kerberos User Commands.)

You can specify the Kerberos realm using the /REALM qualifier. If you omit the qualifier,
the contents of the TCPWARE:KRB.REALMS file determines the Kerberos realm.

To open aconnection, TELNET first tries to use Kerberos version 4 authentication if
requested, then reverts to standard authentication if Kerberos version 4 authentication fails.

3 Respond to the login prompts, if any, of the remote host, including any PASSCODE.
4 Open another session if desired:

a Returnto theloca TELNET prompt by entering the escape sequence displayed when
opening the connection (usually Ct r | /\ ). The previous session remains open.

b Usethe OPEN command to open the next session. Repeat steps 2 and 3.

Alternative method. You can also open aremote TELNET connection as follows:

$ TELNET host
See the OPEN, CLOSE, and EXIT commands in the Command Reference.
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Example12-1 Opening Multiple TELNET Sessions

(IRI'S) $ TELNET

TELNET> OPEN BART

%I CPWARE_TELNET- | - TRYI NG trying bart.nene.comtel net(192.168.1.92,23)...
99 CPWARE_TELNET- | - ESCAPE, escape (attention) character is "M\"

(login procedure to BART)
(BART) $ Ctrl/\

TELNET> OPEN MARGE [ BART remai ns open]

9 CPWARE_TELNET- | - TRYI NG tryi ng marge. nene.comtel net
(192.168.1.91, 23)...

9% CPWARE_TELNET- | - ESCAPE, escape character is "~\"

(login procedure to MARGE)
(MARGE) $ Ctrl/\

TELNET> OPEN HOVER [ BART and MARCE renai n open]
9% CPWARE_TELNET- | - TRYI NG tryi ng honer. nene.comtel net
(192.168.1.90,23)...

9% CPWARE_TELNET- | - ESCAPE, escape character is "M\"

(login procedure to HOMER)
(HOVER) $ Ctrl/\

TELNET> OPEN LI SA [ BART, MARGE, and HOMER remai n open]
9T CPWARE_TELNET- I - TRYING trying |isa.nene.comtel net
(192.168.1.89,23)...

9% CPWARE_TELNET- | - ESCAPE, escape character is "™\"

(login procedure to LISA)
(LISA) $ Crl/\

TELNET> OPEN / AUTH=KERBV4 / REALME=SI MPSONS. COM MAGA E

OTELNET- | - TRYI NG trying maggi e.yours.comtel net (192.168.99.1, 23)...
OUTELNET- | - ESCCHR, escape (attention) character is "~\"

(MMGA E) $

Note! TCPware provides secure TELNET-OpenVMS logins through its Token Authentication feature,

if installed and enabled. For more information, see Chapter 14, Token Authentication:
Protecting Logins.

Opening a TN3270 Session
Client-TELNET supports TN3270 mode for local OpenVM S terminals. The remote IBM host must
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support a TELNET server.

You can only connect one TN3270 session at any one time. Client-TELNET returns an error
message if you try to open more than one TN3270 session.

To open aTELNET session in TN3270 mode (see Example 12-2):

1 AttheDCL prompt, enter: $ TELNET

2 Usethe OPEN command at the TELNET> prompt: TELNET> OPEN host [/ TN3270]
TELNET serversthat cannot automatically negotiate this mode require the /TN3270 qualifier.

3 Enter the TN3270 escape sequence Gt r | / Cinstead of Ctr i /\.

4 1f you want to print a screen in TN3270 mode, add the /PRINT qualifier asfollows:
TELNET> OPEN host /TN3270 /PRINT=(FI L E=filename | QUEUE=gname)
See TN3270 Screen Printing and Dumping.

5 Only one TN3270 session can be open at any given time. If you try to open more than one
TN3270 session, Client-TELNET returns an error message.

Table 12-1 liststhe IBM terminal models and screen sizes Client-TELNET supports. To use the
emulated model, your terminal must support the minimum size (number of rows and columns)
indicated. DECwindows, DECterm, and virtual workstation (VWS) windows resize accordingly.

Table12-1 Supported IBM Models

Emulated Model Minimum Size (rows x columns)
IBM 3278-2 24 x 80

IBM 3278-3 32x 80

IBM 3278-4 43 x 80

IBM 3278-5 27x132

Some Client-TELNET commands have specific meaning for TN3270 mode.
See TN3270 Keyboard Mapping.

Alternative method. You can aso open aremote TELNET TN3270 connection by entering the
following command:

$ TELNET host /TN3270
See the OPEN, CLOSE, and EXIT commands in the Command Reference.

Example12-2  Opening a TN3270 Session
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<Li brary of Congress nenus displ ayed>
crl/C

TELNET> CLOSE
TELNET> OPEN LOCI S. LOC. GOV / TN3270 / PRI NT( =QUEUE=ENG PRI NTER_ASCI | )
carl/C

TELNET> OPEN BLUE. ADP. W SC. EDU / TN3270

oo CPWARE- TELNET- E- CONLOST, connection to renote host | ost

% CPWARE- TELNET- E- MAXTN3270, only one TN3270 session nay be open at any
one tine

%I CPWARE- TELNET- | - CURRSESSI ON, current session is not 1, LOCIS. LCC GOV
TELNET>

Closing a Session

A TELNET session remains open until you log out of that session at the system prompt or use the
CLOSE, EXIT, QUIT, or BY E commands or enter Ct r | / Z at the TELNET> prompt.

To close aTELNET session, use one of the following commands at the TELNET> prompt (see
Example 12-3):

* TELNET> CLOSE closes the current session, asin the following chart:
If you open a TELNET Then CLOSE closesthe current
session using... And... session and...
Tel net > OPEN host Itistheonly session Keepsyouin TELNET
There are other sessions | Keepsyou in TELNET with the other
sessions open
$ TELNET host Itisthe only session Exits TELNET

There are other sessions | Keepsyou in TELNET with the other
sessions open

If you close the current session, and there are other connected sessions, Client-TELNET resets the
current session to the "next" session.

® TELNET> CLOSE sessi on- number
closes only the specified session, asindicated by the

SHOW STATUS command.
® TELNET> EXIT exits TELNET
* TELNET> QUIT exits TELNET
* TELNET> BYE exits TELNET

TELNET> Ctrl/Z interrupts TELNET
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See the OPEN, CLOSE, EXIT, and SHOW STATUS commands in the Command Reference.

Example12-3 Closing TELNET Sessions

(IRI'S) $ TELNET

TELNET> OPEN BART

OdCPWARE_TELNET- | - TRYI NG trying bart.nene.comtel net(192.168.1.92,23)...
9 CPWARE_TELNET- | - ESCAPE, escape character is "M\"

(login procedure to BART)

(BART) & Cirl/\

TELNET> OPEN MARGE [ BART remai ns open]

9 CPWARE_TELNET- | - TRYI NG t ryi ng mar ge. nene. comtel net (192. 168. 1. 91, 23). ..
9% CPWARE_TELNET- | - ESCAPE, escape character is "™\"

(login procedure to MARGE)

(MARGE) $ Ctrl/\
TELNET> SHOW STATUS
Client-TELNET V5.5 Copyright (c) 2001 Process Software
Connect ed sessi ons:
1. bart.nene.comtelnet (192.168.1.92,23).
--> 2. marge.nene.com telnet (192.168.1.91, 23).
"M" is the escape (attention) character

TELNET> CLCSE 2

% CPWARE_TELNET- | - CONNCLOSED, cl osi ng session 2, narge.nene.com
TELNET> CLCSE 1

9% CPWARE_TELNET- S- CONNCLOSED, cl osi ng session 1, bart. nene.com
TELNET> EXI T

(IRIS) $

Issuing Local Commands

12-6

You can issue commands to the Client-TELNET utility during a remote session by returning to the
TELNET prompt. You can then enter one or more TELNET commands.

TELNET OpenVMS features multiline recall of up to 20 command lines using the standard
OpenVMS line recall and editing keys.

You return to the remote session by entering the RESUME command.

Toissuealocal TELNET command while connected to a remote host and then resume the session
on the host (see Example 12-4):
1 Enter the escape (attention) character to return to the TELNET prompt: for example: Ctrl /\

2 Issue a TELNET command. For example, you may want to:
* Issuethe SHOW STATUS command. The SHOW STATUS command displays alist of open
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connections. The arrow (-->) identifies the current session.

Change the escape (attention) character using the SET ESCAPE command.
3 Return to the remote host by entering: TELNET> RESUME

This command resumes to the current remote host. Pressing Ret ur n or entering the OPEN
command also resumes to the current remote host.

To resume to adifferent session, enter: TELNET> RESUVE sessi on- nunmber

— session-number is the number of the session which you want to resume. The session-num
refers to a particular connection, as displayed by the SHOW STATUS command.

You can switch between local TELNET command mode and the remote host as often as you
See the RESUME, SET ESCAPE, and SHOW STATUS commands Gotheiand Reference.

Example 12-4 |ssuing TELNET Commands and Resuming a Session

(BART) $ Ctrl/\

TELNET> SHOW STATUS
Client-TELNET V5.5 Copyright (c) 2001 Process Software
Connect ed sessi ons:
1. BART.nene.com telnet (192.168.1.92,23).
2. HOMER nene.com telnet (192.168.1.90,23).
3. MARGE. nene.com telnet (192.168.1.91, 23).
-->4. LISA nene.com telnet (192.168.1.89,23).

"M" is the escape (attention) character.

TELNET> SET ESCAPE "~ A"
escape (attention) character is ""A"

TELNET> RESUME
(BART) $

(BART) $ Ctrl/\

TELNET> RESUME 2
9d CPWARE_TELNET- | - RESUME, resum ng session 2, HOVER illiad.com
(HOVER) $

Running Applications over TELNET

You can run applications over a TELNET connection by creating an NTA terminal on the local
client. You can only create such devices from TELNET with no other escaped connection. This
section describes how to create non-permanent NTA devices. To create permanent NTA devic
see the next section.

Normally, Client-TELNET connects to an NTA device at the TCPware server end of the
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connection. It does not usually create alocal NTA device. However, you can create alocal NTA
device so that you can run applications over the TELNET connection. To create alocal NTA device
(see Example 12-5):

1 Enter at the DCL prompt one of the following:

* $ TELNET host |/ CREATE
* TELNET> OPEN / CREATE

Use the second method if you already logged in to a host, and escaped from the session (using
Crl/\ or some other defined escape sequence).
In both cases, this associates a preallocated local NTAX: terminal deviceto your TELNET
connection; x is the next available unit number. No other escaped connection can exist during
your TELNET session for thisto work. (If one exists, the %rCPWARE_TELNET- E- CONNOPN error
message appears.)

2 Runyour application at the DCL prompt. Use the allocated terminal device as desired.

3 When your application ends, clean up by deallocating the NTA device you created using the
following command at the DCL prompt: $ DEALLOCATE devi ce

See your OpenV M S documentation for details on the DEALL OCATE command.

Note! Using /CREATE in this way creates a non-permanent NTA device, which has certain
ramifications. See the next section for details on how to create a permanent NTA device. Using
the OPEN /CREATE command as part of a TELNET command file creates an NTA device and
exits TELNET right away without passing any further commands in the file to TELNET.

You can also invoke TELNET and use OPEN/CREATE noninteractively, such as with a batch file.
The batch file cannot open an interactive connection. For applications run by the creating process,
use the /[LOGICAL qualifier to create a predefined name for the device. If thisdevice is to be used
by another process, the qualifier /LOGICAL=... TABLE= may help referenceit. For example:

$ TELNET S| GVA / CREATE /LOG CAL=TELNET_NTA / TABLE=SYSTEM / MODE=EXEC

See the OPEN command in the Command Reference for other parameters you can use with the
/CREATE qualifier.

Example12-5 Openinga TELNET Connection to a Terminal Device

$ TELNET MARGE / CREATE

9 CPWARE_TELNET- | - TRYI NG trying marge. nene.comtel net
(192.168.1.91,23)...

%rCPWARE_TELNET- | - ALOC, _ MARGE$NTAL: al | ocat ed

$ SET HOST/ DTE NTAL:
$ DEALLOCATE NTAL:

$ TELNET BART
9%REM | - TOQUI T, connection established
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Press CGrl/\ to quit, Crl/@for comand node
OpenVMs VAX 5.5-2 with TCPware for OpenVMS 5.5

Usernanme: Ctrl/\

TELNET> OPEN / CREATE

QarCPWARE TELNET-1-ALLOC, NTAl: allocated
$ SET HOST/ DTE NTA1:

$ DEALLOCATE NTA1:

Creating a Permanent NTA Device

You can also run applications over a TELNET connection by creating a permanent NTA terminal
on thelocal client. This permanent device acts more like aLAT device; it is not automatically
deleted when there are no process channels assigned to it, it can be handed off to other applications,
and it has reconnect capabilities in case of a connection break. This section describes how to create
permanent NTA devices. To create non-permanent NTA devices, see the previous section.

Using TELNET /CREATE by itself to create a non-permanent NTA device, such asin the previous
section, has the following limitations:

* An application using this NTA device may be written to deassign and thus delete the device if
the connection goes down. This could cause a conflict when rerunning the application if,
meanwhile, another NTA connection with the same unit number is created.

¢ Handing off the NTA device to another process may require setting up the device as
NOHANGUP.

* Recovery isnot possiblein case of a broken connection.

You can bypass these limitations and make the NTA device a permanent one by adding the
PERMANENT keyword to the TELNET /CREATE command, as follows (see Example 12-6):

Note! Creating a permanent NTA device requires OPER privilege.

1 Enter at the DCL prompt:
$ TELNET host port | CREATE=PERVANENT
or:
TELNET> OPEN host port | CREATE=PERVANENT
This creates a permanent local NTAXx: terminal device with the next available unit number.
However, unlike non-permanent NTA devices, the TELNET utility does not preallocate it.
Likewise, you can specify the /[LOGICAL qualifier to set up alogical namefor the device so that
other applications can useiit.
It is advisable that you specify a port other than the default TELNET port 23.
See the OPEN command in the Command Reference section for other parameters you can use
with the /CREATE=PERMANENT qudliifier.

2 Runyour application at the DCL prompt, as with a non-permanent NTA device. The difference
isthat handing off the NTA device to another process and recovery of a broken connection are
enhanced.
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3 Inhanding off the NTA device to another process, you may wish to change its protection:

— InVMS 5, use SET PROTECTION, or SET DEVICE /ACL.
— VMS 6 replaces these commands with SET SECURITY /PROTECTION= /ACL.

Example 12-6  Setting up a Permanent NTA Device

TELNET> OPEN MARCE 7 /LOG CAL=MY_PCRT -
_TELNET> / CREATE=( PERVANENT, | NTERVAL=10, RETRI ES=10)
%rCPWARE_TELNET- | - CREATED, _NTAl: created

$ @W_APPLI CATI ON MY_PORT

Note! For information on /LOGICAL= qualifier, see 12-33.

Handling a Broken Connection

If the connection to the remote port is broken, a temporary NTA device is reported as "Offline"
with $QIO's failing with a SS$_DEVOFFLINE status. For a permanent NTA device, however:

* The NTA devchar is marked UNAVAILABLE (which can be viewed by using SY SSGETDV I to
check if DVI$_DEVCHAR'sDEV$V_AVL =0).

e If aterminal Ctrl/Y AST is set up, the AST fires up. (Setup: Disable Ctrl/Y handling by DCL
using LIB$DISABLE_CTRL( &LIB$M_CLI_CTRLY, 0), and set up the AST using
SY S$QIOW with 10$_SETMODE | IO$M_CTRLYAST.)

¢ Terminal I/0Os queued in the TTdriver are completed with the I/0O Status Block (IOSB) having a
status of SS$_ HANGUP.

* A new write $QIO buffers the data so that it can be sent when reconnected. If no reconnection is
being done, then one is set up.

¢ Datasent at the time of the broken connection may be lost.

* Theclient attempts to reconnect to the remote port as described in the
OPEN /CREATE=PERMANENT command section.

* The permanent NTA handles reconnects internally instead of allowing the program to issue the
LAT SYS$QIOW with IO$TTY_PORT | IO$M_LT_CONNECT.

Closing the Connection After a Deassign

You can use the CLOSE_DASSGN keyword to the/CREATE=(PERMANENT) qualifier to close
the underlying TCP connection when the last channel assigned to the NTA device is dropped using
SY S$DASSGN. The default is not to close the TCP connection.

Startup Command File

You can have a startup file executed each time you invoke Client-TELNET. The
TELNET_STARTUP logical specifiesafile that contains commands you want performed at the
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beginning of each TELNET session.
To set up and run a startup command file (see Example 12-7):

1 Createa TELNET_STARTUP.COM fileinyour login directory.

2 Inthefile, include the TELNET command or commands you want executed each time you start
Client-TELNET.

3 Edit your LOGIN.COM file and definethe TELNET _STARTUP logical name to point to the
startup file. For example, add the following line to your login file:

$ DEFI NE/ PROCESS TELNET_STARTUP " SYS$LOG N: TELNET_STARTUP. COM'
4 Rerun LOGIN and run TELNET.
Whenever you run TELNET OpenVMS, it first looks for the file to which the

TELNET_STARTUP logical points. It then processes all the commands contained in that file until
it processes the EXIT command or reaches the end of the file.

If the OPEN command appearsin thisfile, TELNET establishes the connection and all further input
comes from the terminal. When you return to command mode, TELNET processes the rest of the
commands in the startup file (if any).

If the EXIT command appearsin the startup file, Client-TELNET ignores all commands following
the EXIT command and continues TELNET operations, leaving the user at the TELNET prompt.

Example 12-7  Setting Up a Sartup Command File

$ CREATE TELNET_STARTUP. COM
SET TRANSLATI ON / SEND=CR
OPEN IRI'S

OPEN HOVER

SHOW STATUS

Ctrl/z

$ EDIT SYS$LOG N. LOE N. Com
$ DEFI NE/ PROCESS TELNET_STARTUP " SYS$LOG N: TELNET _STARTUP. COM'
crl/z

$ @YS$LOG N: LOG N

$ TELNET

TELNET> SET TRANSLATI ON / SEND=CR

YT CPWARE_TELNET- | - TRNSNEWLN, will translate CR to CRLF when sent

TELNET> OPEN IRI'S

9aCPWARE_TELNET-I-TRYING trying IR S plants.comtel net
(192.168. 1. 93, 23)

O CPWARE_TELNET- | - ESCCHR, escape (attention) character is "™\"

(login procedure to IRI'S)

(IRISS$ Qrl/\
TELNET> OPEN HOMER
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9T CPWARE_TELNET- |- TRYING trying HOVER il liad.comtel net
(192.168. 1. 90, 23)
O CPWARE_TELNET- | - ESCCHR, escape (attention) character is "™\"

(1 ogin procedure to HOVER)

(HOVER) $ Ct rl /\
TELNET> SHOW STATUS

Connect ed sessi ons:

1. IRIS. plants.com telnet (192.168. 1. 93, 23).
-->2. HOMER illiad.com telnet (192.168. 1. 90, 23).
"M" is the escape (attention) character.

No characters are translated to CRLF when received.
CR is translated to CRLF when sent.

TELNET> RESUME

(HOVER) $

TN3270 Keyboard Mapping

When the current Client-TELNET session isin TN3270 mode, Client-TELNET lets your local
OpenVMS keyboard emulate the keyboard normally used on an IBM 3270-class terminal. The
TCPWARE:MAP3270.DAT file definesthe key mappings. The MAP3270.DAT file supports all
the standard Compaq terminal types.

If you have a non-standard terminal, make sure the TCPWARE:MAP3270.DAT file and the
OpenVMS SY S$SY STEM: TERMTABLE.TXT file contain the appropriate keyboard definitions.
If you need to ater definitions in the MAP3270.DAT file, note the following:

* MAP3270.DAT is not case-sensitive. Table 12-2 lists the key mapping in thisfile.
* Oneentry contains all key definitions for a particular terminal.
¢ Usethisformat to define each key:

key-name = 'key-sequence’ ['key-sequence’];

— key-name is a key name defined in the MAP3270.DAT file.
— key-sequence is the sequence of OpenVMS keys used to perform the IBM function.

Use the following conventions when you alter key map definitions:

Convention M eaning

{} Encloses each entry

Encloses key sequences. For exam{fier’

"or." For example: *z’ | \EOM’
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Convention

Meaning

AN

Introduces a control character. For example: 'z’

\n

Newline

\t

Tab

\r

Carriage return

/E

Escape

\1

Represents a single quote when used in akey definition

Ends akey definition. For example: *z" | \EOM’;

#

Begins a comment

See TN3270 Keypad Graphics Characters.

Alternative key mappings

Client-TELNET provides an alternative mapping file that closely resembles the keyboard
mappings provided by the OpenVM S DECwindows DECnet/SNA 3270 Terminal Emulator. To
use these mappings, redefinethe TCPWARE_TELNET_KEYBOARD_MAP ogical to point to the
MAP3270_DECSNA.DAT file. By default, thislogical pointsto the MAP3270.DAT file.

You can also define your own key mapping file. Just make sure you redefine the
TCPWARE_TELNET_KEYBOARD_MAP logical sothat it pointsto the new file.

Table12-2 IBM-to-OpenVM S Keyboard Map

IBM Function OpenVM S Keys IBM Function OpenVMSKeys

Enter Ctrl/M or <CR> PF15 Ctrl/F-1-5 or PF1-KP5
Clear Ctrl/Z or Enter PF16 Ctrl/F-1-6 or PF1-KP6
Newline Ctrl/N PF17 Ctrl/F-1-7 or PF1-KP7
Tab Ctrl/l or Tab PF18 Ctrl/F-1-8 or PF1-KP8
Backtab Ctrl/B PF19 Ctrl/F-1-9 or PF1-KP9
Left arrow Ctrl/H or left arrow PF20 Ctrl/F-2-0 or PF2-KPO
Right arrow Ctrl/L or right arrow PF21 Ctrl/F-2-1 or PF2-KP1
Up arrow Ctrl/K or up arrow PF22 Ctrl/F-2-2 or PF2-KP2
Down arrow Ctrl/J or down arrow PF23 Ctrl/F-2-3 or PF2-KP3
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Table12-2 IBM-to-OpenVM S Keyboard Map (Continued)
IBM Function OpenVM S Keys IBM Function OpenVMSKeys
Home KP. (keypad period) PF24 Ctrl/F-2-4 or PF2-KP4
Delete DEL or Remove PA1 Ctrl/P-1| ESC/PF1| PF4
Eraseto EOF Ctrl/E PA2 Ctrl/P-2| ESC/PF2 | KP-
(keypad dash)
Erase input Ctrl/W PA3 Ctrl/P-3| ESC/PF3| KP,
(keypad comma)
Insert Ctrl-space, ESC-space | Escapeto Ctrl/C
or Insert Here TELNET
command
PF1 ESC/1 or KP1 Master reset Ctrl/G
PF2 ESC/2 or KP2 Set tab ESC/,
PF3 ESC/3 or KP3 Delete tab ESC/
PF4 ESC/4 or KP4 Clear tabs ESC/:
PF5 ESC/5 or KP5 Set margin ESC/,
PF6 ESC/6 or KP6 Set home ESC/.
PF7 ESC/7 or KP7 Column tab ESC/
PF8 ESC/8 or KP8 Column back ta ESC/
PF9 ESC/9 or KP9 Indent ESG/
PF10 ESC/0 or PF1-KPO Unindent ESC/
PF11 ESC/-or PF1-KP1 Indent ESC/
PF12 ESC/ = or PF1-KP2 Indent ESC/
PF13 Ctrl/F-1-3 or PF1-KP3| Indent ESC/
PF14 Ctrl/F-1-4 or PF1-KP4| Indent ESC/

TN3270 Internationalization

International character set support adds functionality to convert the Western European EBCDIC
character set to the corresponding terminal character sets (multinational or national replacement).
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Since current TCPware TN3270 does not support the structured field of the extended terminals, this
support does not add the simultaneous multiple character set functionality the extended terminals
provide.

The TELNET command line and OPEN command include two qualifiers to support TN3270
Internationalization:

/HOST_CHARACTER_SET=host-character-set-name
ITERMINAL_CHARACTER_SET=terminal-character-set-name

— /HOST_CHARACTER_SET lets you specify the national EBCDIC character set. Table 12-3
contains the supported character sets and their corresponding IBM code page numbers.

— ITERMINAL_CHARACTER_SET lets you specify the character set used on the terminal
(OpenVMS system) side. Table 12-4 includes the supported Multinational and National
Replacement character set values.

You can also use logicals to specify the host/terminal character set selection. The system mar
may choose to set up a system logical to specify the default character set for his site. The logi
are:

TCPWARE_TN3270 HOST_CHARSET—Host character set
TCPWARE_TN3270 TERMINAL_ CHARSET—Terminal character set

You can specify the same values as you do with the corresponding qualifiers. For example:

$ DEFI NE/ SYSTEM EXEC TCPWARE_TN3270_HOST_CHARSET CANADI AN
$ DEFI NE/ SYSTEM EXEC TCPWARE_TN3270_TERM NAL_CHARSET LATI N1

The TELNET SHOW STATUS command displays the currently selected character set for TN32
For example:

TELNET> SHOW STATUS
Client-TELNET V5.5 Copyright (c) 2001 Process Software
Connect ed sessi on:

-->1. LOCIS. LOC. GOV, telnet (140.147.254.3,23). [TN3270 node]

Current session is operating in 3270 node.
Term nal type: |BM 3278-2

Keyboard Map File: TCPWARE: MAP3270. DAT

Host Character Set: CANADI AN
Term nal Character Set: LATIN1

Print key function:
Qutput File: SYS$LOG N: TN3270. TXT

12-15



PART Il User Functions

"AC'" is the escape (attention) character.

Table12-3 TN3270 I nter nationalization Char acter Sets

Character Set Code Page Character Set Code Page
AUSTRIAN 273 INTERNATIONAL 038
BELGIAN 274 NORWEGIAN 277
CANADIAN 037 PORTUGUESE 037
DANISH 277 SPANISH 284
DUTCH 037 SWEDISH 278
ENGLISH_UK 285 SWISS 500
ENGLISH_US 037 FRENCH 297
FINISH 278 ITALIAN 280
Note! Some of the character sets in this table correspond to the same coded page. If omitted, the

code page defaults to 037.

Table12-4 OpenVMS Character Sets

Multinational Character Sets

National Replacement Character Sets

DECMCS (default)

NORTH_AMERICA

LATIN1

FLEMISH
CANADIAN_FRENCH
BRITISH

DANISH
AUSTRIAN_GERMAN
DUTCH

ITALIAN
SWISS_FRENCH
SWISS_GERMAN
SWEDISH
NORWEGIAN
BELGIAN_FRENCH
SPANISH
PORTUGUESE
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TN3270 Keypad Graphics Characters

The TN3270 keyboard mapping key definitions permit mapping keypad graphics characters (0-9 . ,
-) to themselves rather than to other 3270 functions. Modify the MAP3270.DAT fileif you emulate
a TN3270 keyboard but want to use the graphics keypad characters as they are on OpenVMS keys.

When you modify the MAP3270.DAT file to map the graphics keypad, use the key naming
conventions shown in Table 12-5. Then make the keypad map to the graphics on the keys, as
follows:

1 Modify TCPWARE:MAP3270.DAT (or avariant of it) to include the entry as shown in Example
12-8.

2 Search through the file and delete any other occurrences of these escape sequences.
3 Theenter key \EOM) maps to the HOME function by default. Change it to ENTER if desired.

Table12-5 Graphics Keypad Naming Conventions

Use... Torepresent OpenVM S Keypad Key...

NUMO (through) NUM9 | graphics 0 through 9

PERIOD period (.)
COMMA comma(,)
HYPHEN hyphen (-)

Example12-8 Sample Keypad Graphics Characters Definitionsin the MAP3270.DAT File

# Use keys on numeric keypad as thensel ves (numnbers)
hyphen = "\EOmi; comma = '\EQ'; period = "\EO"’;

nund = "\EQp’ ;

nunl = "\EQq'; nunR = "\EOQ'; nunB = "\EGCs’;
numd = "\EQ'; nunb = "\EQU'; nunt = '\EO/’;
nun¥ = "\EOWN ; nunB = "\EOX’; nun® = "\EQy’;

TN3270 Screen Printing and Dumping

You can print or dump to afilea TN3270 session screen by using additional qualifiers with the
TELNET /TN3270 or OPEN /TN3270 command. You can specify a screen print or dump either
during or after opening a connection to a host.

To print a screen in TN3270 mode or dump a screen into a specified file (see Example 12-9):

1 If you want to print the ensuing TN3270 screen while opening a TN3270 host connection,
specify at the DCL prompt:
$ TELNET host [/ TN3270 / PRI NT=( QUEUE=gnane)
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Or specify at the TELNET> prompt:
TELNET> OPEN host / TN3270 / PRI NT=( QUEUE=gnane)
You can aso add the FORM parameter, which specifies the form name for the print queue, asin:
TELNET> OPEN host / TN3270 /PRI NT=( QUEUE=qnane, FORM=f or m nane)

2 If youwant to print the current TN3270 session screen when already in TN3270 mode, Ctrl/C
out of the session and specify at the TELNET> prompt:
TELNET> SET PRI NT / QUEUE=gnhane [/ FORMEf or m nane]
The /QUEUE quadlifier is like the QUEUE parameter and the optional /FORM qualifier islike
the FORM parameter in step 1 previously.

3 If you want to dump the ensuing TN3270 screen into afile while opening a TN3270 host
connection, specify at the DCL prompt:
$ TELNET host /TN3270 /PRI NT=(FI LE=fi I enane)
Or specify at the TELNET> prompt:
TELNET> OPEN host / TN3270 / PRI NT=( FI LE=fi | enane)
The default print setting is/PRINT=(FILE=SY SSLOGIN:TN3270.TXT, NOAPPEND). You can

also use the APPEND keyword that appends the current screen dump onto an existing filename
(NOAPPEND isthe default):
TELNET> OPEN host / TN3270 / PRI NT=( FI LE=fil enane, [NO] APPEND)

4 1f you want to dump the ensuing TN3270 screen into afile when aready in TN3270 mode,

Ctrl/ Cout of the session and specify at the TELNET> prompt:

TELNET> SET PRI NT /FI LE=fi I enanme [/ [ NO] APPEND]

The default print setting is SET PRINT /FILE=SY S$LOGIN:TN3270.TXT /NOAPPEND. The/
FILE qualifier islike the FILE parameter and the optional /APPEND qualifier islike the
APPEND keyword in step 3.

5 Resume the current session. When you are at the desired screen, press the "Escape” character
(however it is defined) together with the character P (uppercase or lowercase). (In the example,
the "Escape” character is defined asF11 so that the print key sequenceis F11/ P) Exit the
session and check for the existence of the print queue or file.

Example 12-9 Printing and Dumping TN3270 Screens

$ TELNET LOCI S. LOC. GOV / TN3270 / PRI NT=( QUEUE=ENG PRI NTER_ANSI )
LOCI S: LIBRARY OF CONGRESS | NFORMATI ON SYSTEM

Choi ce: F11/P quit

$ SHOW QUEUE ENG PRI NTER_ANSI
<shows active printer queue>

$ TELNET LOCI S. LOC. GOV / TN3270
L OCI S: LIBRARY OF CONGRESS | NFORVATI ON SYSTEM

Choice:Ctrl/C
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TELNET> SET PRI NT / QUEUE=ENG_PRI NTER_ASCI |
TELNET> RESUME

Choice: F11/P quit
TELNET> QUI T
$ SHOW QUEUE ENG PRI NTER_ANSI
<shows active printer queue>
$ TELNET LOCI S. LCC. GOV / TN3270 / PRI NT=( FI LE=PRI NTFI LE. TXT, APPEND)
L OCI S: LIBRARY OF CONGRESS | NFORVATI ON SYSTEM

Command ===> F11/Pquit
TELNET> QUI T
$ DIR PRI NTFI LE. TXT
<shows filename in directory; screen is appended onto existing
file>

. TELNET> OPEN LCCI S. LOC. GOV / TN3270

Command ===> Crl/C
TELNET> SET PRI NT / FI LE=PRI NTFI LE. TXT / APPEND
TELNET> RESUME

Command ===> quit F11/P
TELNET> QUI T
$ TYPE PRI NTFI LE. TXT
<shows file; screen is appended onto existing file>

Sample Session
This section shows a sample Client-TELNET session.
See Example 12-10 for the corresponding numbered steps. In this sample session, auser on IRIS:

Starts TELNET.
Enters the SHOW STATUS command.
Connectsto TULIP.

Logsin and does some work. (Note the appearance of the PASSCODE: prompt, since thisuser is
protected using TCPware's Token Authentication.)

Enters the escape (attention) character to return to the TELNET prompt.

Changes the escape (attention) character and enters a SHOW STATUS command.
Enters the RESUME command to return to TULIP.

Logs out of TULIP.

Exits TELNET.

A W N P

© 00 N O O
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Example 12-10 SampleClient-TELNET Session

(Iris) $ TELNET

TELNET> SHOW STATUS

Client-TELNET V5.5 Copyright (c) 2001 Process Software
No connection established.

Term nal type list: VT300, DEC VT300, |BM 3278-2

"M" is the escape (attention) character

TELNET> OPEN TULI P

9T CPWARE_TELNET-I-TRYING trying tulip.flower.comtelnet
(192.168.1.56,23)...

9 CPWARE_TELNET- | - ESCCHR, escape (attention) character is "™\"

SunCS UNI X 4.1 (tulip.flower.con(ttyp2)

| ogi n: root
Passwor d:

PASSCCDE:

Last login: Wed Feb 21 10:57:25 from 198. 168. 1. 105
SunCS Rel ease 4.1.1 (GENERIC) #10: Fri Feb 9 23:16:21 EST 2001

tulip>1ls
bin mmt not es test.c test _def.h
tulip> ~\

TELNET>SET ESCAPE ""A"
9 CPWARE_TELNET- | - ESCCHR, escape (attention) character is ""A"
TELNET> SHOW STATUS
Client-TELNET V5.5 Copyright (c) 2001 Process Software
Connect ed session:
--1. tulip.flower.comtelnet (192.168.1.56, 23).
"AA" is the escape (attention) character

TELNET>RESUME

tulipls -A

. .forward bi n test.c

.. .login mmt test _def.h
.cshrc .profile not es

TELNET>EXI T

(Iris)$

Command Reference

The following pages consist of command descriptions for the available Client-TELNET
commands.
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You interact with Client-TELNET by typing commands at the TELNET> prompt. Client-TELNET
supports the following OpenV M S-style commands:

CLOSE SET [NO] BINARY SET [NO]LOCAL_FLOW
DEFINE/KEY SET [NO]BRK SET LOG
EXIT SET DEBUG SET PRINT
FLUSH SET DELETE_ALLOWED SET TERMINAL_TYPE
HELP SET [NOJEC SET TRANSLATION
OPEN SET [NOJEL SET [NO]XDISPLOC
RESUME SET [NO]ESCAPE SHOW OPTIONS
SEND SET [NOJFLUSH SHOW STATUS
SET [NOJAO SET [NO]JFORWARD SHOW TRANSLATION
SET [NOJAYT SET [NO]GA SPAWN
SET [NO]BACKWARD SET [NQ]IP

Table12-6 TELNET Command Synonyms
Synonym Equivalent Synonym Equivalent
BYE or QUIT EXIT SET HOST OPEN
CONNECT OPEN STATUS SHOW STATUS
DISCONNECT CLOSE z SPAWN
ESCAPE SET ESCAPE

This command reference includes:

Name of the command

Format of the command

Quadlifiers, if applicable

Synonym, if available

Parameters, if applicable

Examples of usage
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CLOSE

Closes the current connection or the session specified by the session number. If you are not
connected to a remote host, this command has no effect.

When you open a session using the alternate TELNET host format, the CLOSE command:

* Exits TELNET if the connection isthe only session.
¢ Keepsyouin TELNET with the other session(s) open if thereis at least one other session.

Format
CL OSE [session-number]

Synonym
DISCONNECT [session-number]

Parameter
session-number

Session number to close, based on the session humber displayed by the SHOW STATUS

command. If omitted, closes the current session. If there are any other connections open, Client-

TELNET resets the current session to the "next" one.

Examples

You can use the SHOW STATUS command to display alist of open connections. These examples
start with HOMER as the current session. There are three TELNET connections, as follows, with

the current session being on HOMER:

1. BART.nene.com telnet (192.168.1.92,23).
2. MARGE. nene.com telnet (192.168.1.91, 23).
-->3. HOMVER nene.com telnet (192.168.1.90, 23).

1 This example ends the session on MARGE. The current session is still HOMER. You can close

any other session without affecting the status of the current session.

TELNET> CLCSE 2

OTELNET- S- LCLCLCSED, Local connection cl osed

- TELNET- | - SESSI ON, Session 02, host marge. nene.com port 23
OTELNET- | - CURRSESSI ON, current session is now 3, homer.nene.com

2 This example ends the current session on HOMER and defaults to the session on BART.

Because you are closing the current session, Client-TELNET resets the current session to the

"next" connected session.
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TELNET> CLOSE

OTELNET- S- LCLCLCSED, Local connection cl osed

- TELNET- | - SESSI ON, Session 03, host honer.nene.com port 23
QELNET- | - CURRSESSI ON, current session is now 1, bart.nene.com
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DEFINE/KEY

Associates an equivalence string and a set of attributes with akey on the terminal keyboard.

Format
DEFINE/KEY key-name["]equivalence-string[" ]

Parameters
key-name
Name of the key to define. Table 12-7 lists key designations for three terminal types:

* On LK201 terminals, the numeric keypad, editing keypad (except the $ and » arrow keys), or
function key row (except F1 through F5).

* OnVT52terminals, al definable keys are on the numeric keypad.

* On VT100-typeterminals, you can aso definethe 0 and 0 keys. On VT200 terminals, the [,
0, and F6 through F14 keys are for command line editing. Issue the DCL command SET
TERMINAL/ NOLINE_EDITING to define these keys before you run Client-TELNET. You

can also pressCt r | / V to enable keys F7 through F14.

Table12-7 Key Designationsfor Three Terminal Types

Key Name LK201 VT100-type VT52
PF1 PF1 PF1 [blue]
PF2 PF2 PF2 [red]
PF3 PF3 PF3 [gray]
PF4 PF4 PF4 n/a
KPQ,...KP9 o....,.9 o,....9 o,....9
PERIOD

COMMA , ) ,
MINUS - - -
ENTER Enter ENTER ENTER
LEFT < < <
RIGHT ? ? ?
Find (E1) Find

Insert_Here (E2) Insert_Here
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Table12-7 Key Designationsfor Three Terminal Types (Continued)

Key Name LK201 VT100-type VT52
Remove (E3) Remove

Select (E4) Select

Prev_Screen (E5) Prev_Screen

Next_Screen (E6) Next_Screen

HELP Help

DO Do

F6,...,F20 F6,...,F20

equivalence-string

String to substitute when you press the key. If the string contains spaces, enclose it in quotes.

Qualifiers

JECHO (default)
INOECHO

/ECHO (the default) displays the equivalence string on your screen after you press the key.
/NOECHO disables this. Use /INOECHO with /TERMINATE only.

/IF_STATE=(state-name| ,state-name,... ])
/NOIF_STATE (default)

/IF_STATE specifies one or more state-names (a phanumeric strings separated by commas) for the
key definition to be in effect. You can omit the parentheses if you specify only one state-name.
INOIF_STATE isthe default, where the current state applies.

Establish states using the /SET_STATE qualifier (see below). If you specify several state-names,
you can define a key to have the same function in all the specified states.

/LOCK_STATE
/NOLOCK_STATE (default)

/LOCK _STATE specifies that the state set by the /SET_STATE qualifier remainsin effect until
explicitly changed. /NOLOCK _STATE isthe default, where the state set by /SET_STATE isin
effect only for the next definable key that you press or for the next read terminating character that

you type.
You can only specify /[LOCK_STATE with /SET_STATE.
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/SET_STATE=state-name
INOSET_STATE (default)

/SET_STATE specifies the state-name (an al phanumeric string) to set when pressing the key.
Sate-name is an aphanumeric string. The default is/INOSET_STATE, where the current locked
state, if any, remainsin effect.

ITERMINATE
INOTERMINATE (default)

Specifies whether to terminate (execute) the current equivalence string when you press the key.
/INOTERMINATE (the default) lets you create key definitions that insert text into command lines,
at prompts, or into other text you type.
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EXIT
Exitsthe Client-TELNET utility and returnsto the DCL level.

If there is an open connection or log file, Client-TELNET closes it before exiting.

Once you exit, all connections to remote hosts are disconnected.

Format
EXIT

Synonyms
QUIT
BYE

Ctrl/z
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FLUSH

Discards all characters currently in the output stream from the server.

Ignored if no connection is open.

Note! Unlike the flush character (see the SET [NO]JFLUSH command), the FLUSH command does not
use the timing-mark option.

Format
FLUSH
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HELP
Obtains help on using the Client-TELNET utility.

TELNET help uses the OpenVM S interactive help facility.
To exit the help facility, pressthe RETURN key until you return to the TELNET> prompt.

Format
HEL P [topic]

Parameter
topic

Topic on which you want help. Optional.
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OPEN

Opens a connection to a remote host. You can open up to ten connections at any onetime. The
connection remains open until you log out of the remote host, or use the CLOSE or EXIT command
at the TELNET> prompt.

To use Kerberos version 4 authentication with TELNET, you must first get aticket-granting ticket
(TGT) from the Kerberos Server. (See Chapter 4, Kerberos User Commands.)

If you are designated by the system administrator as having password authentication through Token
Authentication, you need to enter the PASSCODE in addition to the username and password at a
separate PASSCODE: prompt (see Example 12-7). Depending on which type of SecurlD card you
were assigned:

¢ Enter acombination of your memorized personal identification number (PIN) and the tokencode
that appears on the card (with no separating space) at the PASSCODE: prompt, or

¢ Enter your memorized PIN on the PINPAD™ card and the resulting tokencode that appears on
the card at theASSCODE: prompt.

See Chapter 14pken Authentication: Protecting Logins, for details on obtaining PASSCODEs.

Note! The same parameters and qualifiers apply to the TELNET command on the DCL level as apply
to the OPEN command within TELNET.

Format
OPEN [host [port]]

Synonyms

CONNECT [host [port]]
SET HOST [host [port]]

Parameters
host

Name of the remote host to which you want to connect. The host must exist on the network.

Enter OPENhost to open a remote connection and start the login sequence, if any. If ydwsmit
and a connection is open, Client-TELNET resumes the session to that host.

port

Nonstandard service name or number of the remote port to which you want to connect. The default
is TELNET or 23 (for the TELNET Server). Use only to connect to a nonstandard server.
ALTERNATIVE: Use the /PORT qualifier (DO NOT use both in the same command; see Example
6).
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Qualifiers
/AUTHENTICATION[=auth-type]

Determines the authentication method. If auth-type is KERBV4 (or the value is omitted), Kerberos
version 4 authentication is used. If auth-typeis NULL (or the entire qualifier is omitted), standard
authentication is used.

ICREATE [=(PERMANENT, BROKE_TIMO=seconds, CLOSE_DASSGN,
INTERVAL =seconds, [NO]K EEPALIVE, NOOPCOM, NOTCONNECTED_OK,
RETRIES=number), SHUT_ABORT) ]

Associates the local client end of the TELNET connection to an NTA device. Lets you use the
connection for terminal activities such as printing or running applications. Supports /RAW,
/LOGICAL, and /TIMEOUT.

The /CREATE keyword creates the NTA device as preallocated so that it is not deleted when
exiting TELNET. However, deall ocating the device deletes it automatically when there are no
process channels assigned to it (the reference count drops to zero). The PERMANENT keyword
causes the client NTA device NOT to be deleted automatically when there are no process channels
assigned to it, thus creating a permanent connection similar to an application LTA device for LAT.
Aswith LAT, if the TELNET connection is broken, the Client-TELNET device triesto reconnect to
the specified host and port. Further parameters control the broken connection and reconnection
algorithms:

BROKE_TIMO=seconds | Used to determine when a connection is broken. (Note that the
OPEN /TIMEOUT qualifier value is used in establishing the
connection, and another timeout of eight minutes is used when
sending data.) If omitted, the/TIMEOUT valueis used. Also
applies to non-permanent NTA devices (when using OPEN/
CREATE without the PERMANENT keyword).

CLOSE_DASSGN Specifies that when the last channel is deassigned from the NTA
device, the underlying TCP connection is closed. The default is

NOT to close the TCP connection. Use with the PERMANENT

keyword only.

INTERVAL =seconds Connection retry interval, the minimum time to wait until another
connect is attempted. The default is 120 seconds (two minutes).
Use with the PERMANENT keyword only.

KEEPALIVE or Controls whether keepalive segments are sent to the remote port.

NOKEEPALIVE The default isKEEPALIVE. Also applies to non-permanent NTA
devices (when using OPEN/CREATE without the PERMANENT
keyword).

NOOPCOM Specifies that no OPCOM messages are used when a permanent

NTA device fails to reconnect or reconnects after an initial
failure. OPCOM messages are sent by default.
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NOTCONNECTED_OK A permanent NTA device is created even if a TCP connection
cannot initially be set up.

RETRIES=number Number of times to try to reconnect after a connection breaks| the
default is- 1, handled as an unsigned number and thus actually
4,294,967,295, which is, in effect, infinite. Use with the
PERMANENT keyword only.

SHUT_ABORT Specifies that a permanent NTA device will do extra TCP deyice
cleanup after the underlying TCP connection is shutdown. Thijs is
similar to doing NETCU> KILL CONNECTION for a closed
TCP device.

Setting RETRIES to 0 means that when either end closes the TCP connection, no reconnects
automatically occur. However, a reconnection attempt is made without delay when awrite
operation to the permanent NTA device occurs. If RETRIES is not set to 0, automatic retries occur
when the connection closes. If all those retriesfail, and awriteis donelater to the NTA device, then
the specified number of retriesis attempted.

Hereisatypical command to create a TELNET connection to a printer (note the use of /RAW to
avoid sending TELNET options negotiation data):

TELNET / RAW / CREATE=( PERM RETRI ES=0, CLOSE) host port

After TELNET creates a permanent NTA device with an underlying TCP connection, the NTA
device's reference count drops to 0; thus the TCP connection is closed. When a write operation
occurs to the NTA device, an attempt is made to re-establish the TCP connection. Meanwhile the
data being written is held so that it can be sent when reconnected. If all reconnects fail, the write
datais dropped. When the application deassigns its channels to the NTA device, its TCP
connection is again closed.

To specify that the permanent NT device should be treated as alocal terminal rather than aremote
terminal (to allow for spooling of the device), add the 'local' keyword to the TELNET “create”
qualifier:

TELNET / CREATE=( PERM LCOCAL)
/HOST_CHARACTER_SET=name

Use with the /TN3270 qualifier to set the national EBCDIC character set for TN3270
Internationalization. Table 12-3 shows the supported character sets and their corresponding IBM
code page numbers.

/LOGICAL=name [/ TABLE=table] [[MODE=mode]

Logical name defined for the allocated NTA device. Use only with the /CREATE qualifier. The
table values ar@ROCESS (the default)JOB, GROUP, or SYSTEM. Themode values are
SUPERVISOR (the default) oEXECUTIVE.

/PORT =port

Nonstandard service name or number of the remote port to which you want to connect. The default
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is23 (for the TELNET Server). Use only to connect to a nonstandard server. ALTERNATIVE: Use
the port command parameter (DO NOT use both in the same command; see Example 12-6).

IPRINT=[(]{FI LE=file[, [NOJAPPEND]} | {QUEUE=gname[, FORM=form]}[)]

Prints a TN3270 screen or dumpsit into afile. Use only with the /TN3270 qualifier. Provides the
functionality of the PRINT key, which the TCPWARE:MAP3270.DAT file defines by default as
follows:

lprt = '\Ep’ | '\EP'; # ESCAPE-p, ESCAPE-P

Use either FILE or QUEUE, but not both:

FILE=file Output file (the default is SY SBLOGIN: TN3270.TXT). APPEND appends
each print page onto the file; NOAPPEND (the default) creates anew file
for each page.

QUEUE=gname | Location of the print queue. FORM=form specifies the form to use when
sending the page output to a print queue.

IRAW

Specifiesaraw, binary connection that does not adhere to the TELNET protocol. Use only with the
/CREATE qualifier.

/IREALM=realm

Assignsthe name of the Kerberos realm. If the Kerberos Server residesin a different realm than the
local host, use this qualifier. Use with the /AUTHENTICATION=KERBV4 qualifier and value.
Theream is converted to lowercase unless you enclose it in quotes.

ITERMINAL_CHARACTER_SET=name

Use with the /TN3270 quaifier to set the OpenVMS terminal character set for TN3270
Internationalization. Table 12-4 shows the supported Multinational and National Replacement
character set values.

/ITIMEOUT=seconds

Timeout time for establishing the TELNET control connection. If not specified, the default val ue of
120 seconds (2 minutes) applies. The minimum allowable valueis 20.

/TN3270
/INOTN3270

/TN3270 enables TN3270 mode. Use this qualifier when you want your OpenVMS terminal to
emulate an IBM 3270-classterminal but the server cannot negotiate this mode automatically. (If the
server can negotiate TN3270 mode automatically, you can omit this qualifier.) Only one TN3270
session can be open at any one time. Use the /PRINT qualifier for printing or file-dumping a
TN3270 screen.

Use /TN3270 with the /HOST_CHARACTER_SET and /TERMINAL_CHARACTER_SET
qualifiersto support TN3270 Internationalization.
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/NOTN3270 disables TN3270 mode. Use this qualifier if you connect to aremote terminal that
supports both IBM 3270 mode and non-IBM 3270 connections.

Examples
1 Thisexample opens aconnection to host DAISY and enables TN3270 mode. Use /TN3270 only

12-34

if the server cannot negotiate TN3270 mode automatically. Client-TELNET allows only one
TN3270 session at any one time.

TELNET> OPEN / TN3270 DAI SY
<l ogin procedure to daisy....>

(daisy)$ arl/\

TELNET> OPEN / TN3270 RCSE

9 CPWARE_TELNET- E- MAXTN3270, only one TN3270 session nay be open at any
tine

TELNET>

This example opens a connection to host DAISY in TN3270 mode and specifies a Danish
TN3270 Internationalization host character set:

TELNET> OPEN / TN3270 / HOST_CHARACTER_SET=DANI SH DAI SY
<l ogi n procedure to daisy....>

(daisy)$
This example opens three sessions. The first two use Kerberos version 4 authentication; the third

uses standard authentication. The Kerberos Server realm is determined by the contents of the
TCPWARE:KRB.REALMSfile.

TELNET> OPEN / AUTH=KERBV4 BART

(bart)$ M\

TELNET> OPEN / AUTH MARGE
(marge)$ ™M\

TELNET> OPEN LI SA

<l ogin procedure to LISA ...>

(lisa)$

This example opens a TN3270 connection and prints the next screen that appears to the print
queue ENG_PRINTER_ASCII:

TELNET> OPEN DAI SY / TN3270 / PRI NT=( QUEUE=ENG_PRI NTER_ASCI 1)

<l ogin procedure to daisy....>

This example creates a permanent NTA device for the connection to MARGE port 7 for the user
application. In case the connection goes down, it is set up so that automatic reconnection retries
occur every 10 seconds for atotal of 10 retries.
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TELNET> OPEN / LOd CAL=MY_PORT -

_TELNET>/ CREATE=( PERVANENT, | NTERVAL=10, RETRI ES=10) MARCGE 7
9% CPWARE_TELNET- | - CREATED, _NTA2: created

$ @W_APPLI CATI ON MY_PORT

This example displays the results of using the port parameter value (telnet) together with the
/PORT qudlifier and value in a single command:

TELNET> OPEN DAl SY TELNET / PORT=23

9% CPWARE_TELNET- W CONFLI CT il |l egal conbinati on of command el enents -
check docunentation

This example displays alogin session to DAISY that uses Token Authentication for password
protection:

TELNET> OPEN DAl SY

Y%rCPWARE_TELNET- | - TRYI NG, trying

DAI SY. nene. com tel net (192.168.142.7, 23)

9 CPWARE_TELNET- | - ESCCHR, escape (attention) character is "M\"

** AUTHORI ZED USE ONLY ** PH  (VAX/ VMBS V5. 5-2)

User nane: PETER
Passwor d:

Ent er PASSCODE:
PASSCODE Accept ed
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RESUME

Resumes the current connection if you do not specify a session number. If you specify a session
number, resumes the connection associated with the session number, as displayed by the SHOW
STATUS (or STATUS) command.

Format
RESUM E [ session-number]

Parameter
session-number

Session number to resume, based on the session humber the SHOW STATUS command displays.
If omitted, resumes the current connection.

Examples

1 This example resumes the session on BART. Client-TELNET does not display a message if the
user resumes the current session:

TELNET> SHOW STATUS
Connect ed session:
-->1. BART. hunor.com telnet (192.168.1.92,23).

TELNET> RESUVME
(bart)$

2 This example resumes session 2 on MARGE:

TELNET> STATUS
Connect ed sessi ons:
1. BART. hunmor.com telnet (192.166.1.92,23).
2. MARGE. humor.com telnet (192.166.1.91, 23).
-->3. HOMER illiad.com telnet (192.162.1.90, 23).

TELNET> RESUME 2

9% CPWARE_TELNET- | - RESUME, resum ng session 2, MARGE. hunor.com
(marge) $
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SEND

Sends TELNET control functions or option negotiations to a remote host.

Format

SEND { control-function | { command option}}

Parameters
control-function

Table 12-8 lists the available TELNET control functions. Send a control function to gain accessto
functions of the remote host that are not available from the keyboard.

Table12-8 TELNET Control Functions

Control Function | Definition
AO Abort Output
AYT Are You There
BACKWARD Sendsthe current Client-TELNET Backward character
BRK Break
EC Erase Character
EL EraseLine
ESCAPE Sends the current Client-TELNET Escape character
FORWARD Sends the current Client-TELNET Forward character
GA Go-Ahead
IP Interrupt Process
NOIP Do Not Interrupt Process
SYNCH SYNCH signal
Command

One of the following TELNET protocol commands used in options negotiation:

DO WILL DONT WONT
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Option

Negotiated TELNET option. Client-TELNET supports the following option keywords:

TRANSMIT_BINARY

ECHO for the ECHO option
SEND WILL ECHO isan invalid command. Client-TELNET
does not alow the user to send this option negotiation to the
TELNET Server.

BINARY, or for the TRANSMIT-BINARY option

SGA, or
SUPPRESS GO AHEAD

for the SUPPRESS-GO-AHEAD option
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SET [NOJAO
Defines, changes, or disables the "abort output” (AO) character. During aTELNET session, if you

enter the defined AO character, Client-TELNET sends the TELNET AO control function to the
server instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET AO char
SET NOAO

Parameter
char

When entered, this character sendsthe TELNET AO control function to the server. You can specify
this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret (*)
before the character.

Thereis no default AO character. Define the initial AO character using the
TCPWARE_TELNET_AO logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_AO 15
* $ DEFI NE/ PROCESS TCPWARE_TELNET_AO """~O'""

Both commands set the AO character to Ct r | / O(ASCII 15). They are equivalent.

Qualifiers

JFLUSH (default)
INOFL USH

If you specify /[FLUSH, Client-TELNET discards all characters currently in the output stream from
the server when sending the AO control function. Client-TELNET uses the TELNET timing-mark
option to accomplish this (the Server does not have to support this option for this feature to work).
If you specify INOFLUSH, Client-TELNET sends only the AO control function. If you omit both,
the previous setting remains. Theinitial default is/FLUSH.

If thereis no response to the timing-mark option, Client-TELNET may continue to discard output
from the server. Use the FLUSH command to resume normal operation.
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/SYNCH
/NOSYNCH (default)

Sends the AO command followed by the SYNCH signal.

Examples
1 Each of these equivalent commands sets the AO character to Ct r 1 / O(ASCII 15):

TELNET> SET AO "*O'

TELNET> SET AO 15
2 This example removes the previous character definition, if any, for the AO control function:

TELNET> SET NOAO
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SET [NOJAYT
Defines, changes, or disables the "are you there" (AYT) character. If you enter the defined AYT
character during a TELNET session, Client-TELNET sendsthe TELNET AY T control function to
the server instead of the actual character. Ignored if TN3270 mode is active.

Format

SET AYT char
SET NOAYT

Parameter
char

When entered, this character sendsthe TELNET AY T control function to the server. You can
specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret (*)
before the character.

Thereisno default AYT character. Definetheinitial AYT character using the
TCPWARE_TELNET_AYT logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_AYT 7
* $ DEFI NE/ PROCESS TCPWARE TELNET AYT """~AG'""
Both commands set the AY T character to Ct r | / G(ASCII 7). They are equivalent.

Qualifiers

/SYNCH
INOSYNCH (default)

Sends the AYT command followed by the SYNCH signal.

Examples
1 Each of these equivalent commands setsthe AYT characterto Ct r | / G(ASCII 7):
TELNET> SET AYT "~G'
TELNET> SET AYT 7
2 This example removes the previous character definition, if any, for the AYT control function:

TELNET> SET NOAYT
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SET [NO/BACKWARD

Defines, changes, or disables the "backward (one session)” (BACKWARD) character. If you enter
the BACKWARD character during a TELNET session, the "previous' numbered session becomes
active. The previous numbered session is the session with the next lowest session number than the
current session.

If the current session already has the lowest session number, the session with the highest session
number becomes active. If thereisonly one active session available, that session remains active. In
this case SET BACKWARD has no effect.

Ignored if TN3270 mode is active.

Format

SET BACKWARD char
SET NOBACKWARD

Parameter
char

When entered, this character causes the "previous' numbered session to become active. You can
specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default BACKWARD character. Define the initial BACKWARD character using the
TCPWARE_TELNET_BACKWARD logical name (in the process, job, group, or system logical
name tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET BACKWARD 2
* $ DEFI NE/ PROCESS TCPWARE TELNET BACKWARD """AB"""
Both commands set the BACKWARD character to Ct r | / B (ASCII 2). They are equivalent.

Examples

1 Each of these equivalent commands sets the BACKWARD characterto Ct r | / B (ASCII 2):
TELNET> SET BACKWARD "~B"
TELNET> SET BACKWARD 2

2 This example removes the previous character definition, if any, for the BACKWARD control
function:

TELNET> SET NOBACKWARD
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SET [NOJBINARY
Initiates negotiations to enable the TRANSMIT BINARY option for the client and server. This
command:

* Pertains only to the current session.
¢ Automatically resumes the current session.

Use the SET NOBINARY command to initiate negotiations to disable the TRANSMIT BINARY
option for the client and server.

Format

SET BINARY
SET NOBINARY
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SET /[NOJBRK

Defines, changes, or disables the break (BRK) character. If you define the BRK character during a
TELNET session, Client-TELNET sendsthe TELNET BRK control function to the server instead
of the actual character.

Ignored if TN3270 modeis active. The Server ignores the break character.

Format

SET BRK char
SET NOBRK

Parameter
char

When entered, this character sends the TELNET break control function to the server. Specified in
either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default BRK character. Define theinitial BRK character using the
TCPWARE_TELNET_BRK logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_BRK 29
* $ DEFI NE/ PROCESS TCPWARE_TELNET_BRK """A] """

Both commands set the break characterto Ctr1 /] (ASCII 29). They are equivalent.

Qualifiers

JFLUSH (defauit)
INOFL USH

If you specify /[FLUSH, Client-TELNET discards all characters currently in the output stream from
the server when sending the BRK function. Client-TELNET usesthe TELNET timing-mark option
to accomplish this (the server does not have to support this option for this feature to work).

If you specify /INOFLUSH, Client-TELNET sends only the BRK function. If you omit both, the
previous setting remains. Theinitial default is/FLUSH.

Note! |If a server fails to respond properly to the timing-mark option, Client-TELNET may continue to
discard output from the server. In this case, use the FLUSH command to resume normal
operation.
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Examples
1 Each of these equivalent commands sets the break charactertoCtr1 /] (ASCII 29):

TELNET> SET BRK "~]"
TELNET> SET BRK 29

2 This example removes the previous character definition, if any, for the break control function:

TELNET> SET NOBRK

12-45



PART Il User Functions SET DEBUG

SET DEBUG
Enables or disables the display of debugging information.

Format
SET DEBUG /CLASS=[ (Jkeyword[,...)]

Qualifier
/CL ASS[=keyword]

SET DEBUG requires the /CLASS qualifier. The optional keyword specifies the classes of
debugging information to enable or disable. Use parentheses for multiple keywords separated by
commas. Table 12-9 lists the supported keywords.

Table12-9 ClassKeywords

Keyword Description
ALL Enables the display of all classes.
OPTIONS Enables the display of options negotiation information. Client-TELNET

displays messages when it sends or receives TELNET options.

NETINPUT Logs datathat Client-TELNET receives and sends while in TN3270 mode.

NETOUTPUT | Logsdatathat Client-TELNET sendswhile in TN3270 mode.

NONE Disables the display of all classes.

TTYINPUT L ogs data entered by the user at the terminal.

Theinitial setting is NONE.

SET DEBUG alone, or SET DEBUG /CLASS without the keyword, shows the current debug
classes.

Examples
1 This example enables the display of options negotiation information:
TELNET> SET DEBUG CLASS=CPTI ONS

2 This example enables the display of options negotiation information and log-data sent and
received while in TN3270 mode:

TELNET> SET DEBUG CLASS=( OPTI ONS, NETI NPUT)
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SET DELETE_ALLOWED

Allows deletion of an NTA device originally set up as permanent. The deletion occurs when there
are no process channels assigned to the device.

See the OPEN /CREATE command for details on creating permanent NTA devices.

Format
SET DELETE_ALL OWED nta-device

Parameter
nta-device

NTA device set up using OPEN /CREATE=(PERMANENT...).

Example
This example alows the NTA33: device to be deleted when no channels are assigned to it:

TELNET> SET DELETE NTA33:
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SET [NOJEC
Defines, changes, or disables the "erase character" (EC) character. If you enter the defined EC
character during a TELNET session, Client-TELNET sendsthe TELNET EC control function to
the server instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET EC char
SET [NO]JEC

Parameter
char

When entered, this character sendsthe TELNET EC control function to the server. You can specify
this character in either of the following formats:

Numeric

ASCI|I value of the character.

String

Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default EC character. Define theinitial EC character using the
TCPWARE_TELNET_EC logical name (in the process, job, group, or system logical name tables).
To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_EC 4
* $ DEFI NE/ PROCESS TCPWARE_TELNET_EC """~D'""

Both commands set the EC characterto Ctr | / D (ASCII 4). They are equivalent.

Examples

1 Each of these equivalent commands sets the EC character to Ct r | / D (ASCII 4):

TELNET> SET EC “D”
TELNET> SET EC 4

2 This example removes the previous character definition, if any, for the EC control function:
TELNET> SET NOEC
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SET [NOJEL
Defines, changes, or disables the "erase ling" (EL) character. If you enter the defined EL character
during a TELNET session, Client-TELNET sendsthe TELNET EL control function to the server
instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET EL char
SET NOEL

Parameter
char

When entered, this character sendsthe TELNET EL control function to the server. You can specify
this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereisno default EL character. Define theinitial EL character using the
TCPWARE_TELNET_EL logical name (in the process, job, group, or system logical name tables).
To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_EL 21
* $ DEFI NE/ PROCESS TCPWARE_TELNET_EL """AU'""

Both commands set the EL character to Ct r | / U (ASCII 21). They are equivalent.

Examples

1 Each of these equivalent commands sets the EL character to Ct r I / U(ASCII 21):

TELNET> SET EL "~U'
TELNET> SET EL 21

2 This example removes the previous character definition, if any, for the EL control function:
TELNET> SET NCEL
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SET [NOJESCAPE

SET ESCAPE changes the escape (attention) character. This command allows you to change the
character to akey that is more convenient. The default escape character is”\. You may want to
change the escape character if the remote host uses that character to perform some function or if
your terminal cannot generate the character.

SET NOESCAPE disables the escape (attention) character.

SET ESCAPE isignored if TN3270 mode is active. However, SET NOESCAPE appliesto all
sessions, including TN3270 sessions.

Format

SET ESCAPE char
SET NOESCAPE

Synonym
ESCAPE = SET ESCAPE

Parameter
char

You can specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret (%)
before the character.

You can redefine the default escape (attention) character by defining the logical
TCPWARE_TELNET_ESCAPE (in the process, job, group, or system logical name tables). The
logical value has the same syntax as char. To define it, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_ESCAPE 24
* $ DEFI NE/ PROCESS TCPWARE_TELNET_ESCAPE """AX"'™""

Both commands set the escape character to ASCII code 24 (Ctr | / X). They are equivalent.
* $ DEFI NE/ SYSTEM EXEC TCPWARE_TELNET_ESCAPE -1
The - 1 value disables the escape (attention) character.

Examples

1 Each of these equivalent commands sets the escape character to Ct r | / X (ASCII 24):
TELNET> SET ESCAPE "~X"
TELNET> SET ESCAPE 24
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2 This example sets the escape character to right brace (}):
TELNET> SET ESCAPE "}"

3 This example removes the previous escape (attention) character definition, if any:
TELNET> SET NCESCAPE
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SET [NOJFLUSH
Defines, changes, or disables the flush character.
If you enter the defined flush character during a TELNET session, Client-TELNET discards all
characters currently in the output stream from the server. Client-TELNET usesthe TELNET

timing-mark option to accomplish this (@ TELNET server need not support this option for this
feature to work).

Note! Client-TELNET ignores SET FLUSH when TN3270 mode is active.
If a Server fails to respond properly to the timing-mark option, Client-TELNET may continue to
discard all output from the server. In this case, use the FLUSH command to resume normal
operation.

Format

SET FLUSH char
SET NOFLUSH

Parameter
char

When entered, this character discards all characters currently in the output stream from the server.
You can specify this character in either of the following formats:

Numeric | ASCII vaue of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default flush character. Define the initial flush character using the
TCPWARE_TELNET_FLUSH logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_FLUSH 15
® $ DEFI NE/ PROCESS TCPWARE_TELNET_FLUSH """~Q'""

Both commands set the flush character to Ct r 1 / O (ASCII 15). They are equivalent.

Examples

1 Each of these equivalent commands sets the flush character to Ct r | / O(ASCII 15):

TELNET> SET FLUSH ""O'
TELNET> SET FLUSH 15

2 Removes the previous character definition, if any, for the flush feature.
TELNET> SET NOFLUSH
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SET [NOJFORWARD

Defines, changes, or disables the "forward [one session]" (FORWARD) character. If you enter the
defined FORWARD character during a TELNET session, the "next" numbered session becomes
active. The next numbered session is the session with the next highest session number than the
current session.

If the current session already has the highest session number, the session with the lowest session
number becomes active. If thereisonly one active session available, that session remains active. In
this case SET FORWARD has no effect.

Ignored if TN3270 mode is active.

Format

SET FORWARD char
SET NOFORWARD

Parameter
char

When entered, this character causes the "next" numbered session to become active. You can
specify this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default FORWARD character. Define the initial FORWARD character using the
TCPWARE_TELNET_FORWARD logical name (in the process, job, group, or system logical
name tables). Thislogical value has the same syntax as char. To define the logical, use one of the
following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_FORWARD 1
* $ DEFI NE/ PROCESS TCPWARE TELNET FORWARD """ AA"™"
Both commands set the FORWARD character to Ctr | / A (ASCII 1). They are equivalent.

Examples
1 Each of these equivalent commands sets the FORWARD character to Ct r | / A (ASCII 1):

TELNET> SET FORWARD ""A"
TELNET> SET FORWARD 1

2 This example removes the previous character definition, if any, for the FORWARD control

function:
TELNET> SET NOFORWARD
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SET [NOJGA
Defines, changes, or disables the "go-ahead" (GA) character. If you enter the defined GA character
during a TELNET session, Client-TELNET sendsthe TELNET GA control function to the server
instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET GA char

SET NOGA

Parameter
char

When entered, this character sendsthe TELNET GA control function to the server. You can specify
this character in either of the following formats:

Numeric

ASCI|I value of the character.

String

Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereis no default GA character. Define the initial GA character using the
TCPWARE_TELNET_GA logical name (in the process, job, group, or system logical name
tables). To define the logical, use one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_GA 9
* $ DEFI NE/ PROCESS TCPWARE_TELNET_GA """A|"""

Both commands set the GA characterto Ct r 1 / A (ASCII 9). They are equivalent.

Examples

1 Each of these equivalent commands sets the GA characterto Ct r I / A (ASCII 9):

TELNET> SET GA "~I"
TELNET> SET GA 9

2 This example removes the previous character definition, if any, for the GA control function:
TELNET> SET NOGA
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SET [NOJIP
Defines, changes, or disables the "interrupt process' (1P) character. If you enter the defined 1P

character during aTELNET session, Client-TELNET sendsthe TELNET IP control function to the
server instead of the actual character.

Ignored if TN3270 mode is active.

Format

SET IP char
SET NOIP

Parameter
char

When entered, this character sends the TELNET IP control function to the server. You can specify
this character in either of the following formats:

Numeric | ASCII value of the character.

String Character string enclosed in quotes. Specify control characters by typing a caret ()
before the character.

Thereisno default | P character. Define theinitial |P character using the TCPWARE_TELNET_IP
logical name (in the process, job, group, or system logical name tables). To define the logical, use
one of the following formats:

* $ DEFI NE/ PROCESS TCPWARE_TELNET_I P 25

®* $ DEFI NE/ PROCESS TCPWARE TELNET I[P """AY""™"

Both commands set the IP character to Ct r | / Y (ASCII 25). They are equivalent.

Qualifiers
IFLUSH (default)
/NOFLUSH

With /FLUSH, Client-TELNET discards all characters currently in the server’'s output stream when
sending the IP control function. It usesthe TELNET timing-mark option (the server does not have
to support this option for this feature to work). With /NOFLUSH, Client-TELNET sends only the
IP control function. If you omit both, the previous setting remains. Theinitial default is/FLUSH.

If a Server fails to respond properly to the timing-mark option, Client-TELNET can continue to
discard all output from the server. If so, use FLUSH to resume normal operation.

/SYNCH
INOSYNCH (default)

Sends the IP command followed by the SYNCH signal.
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Examples
1 Each of these equivalent commands sets the |P character to Ct r 1 / Y (ASCII 25):

TELNET> SET I P "AY"
TELNET> SET I P 25

2 This example removes the previous character definition, if any, for the IP control function.
TELNET> SET NO P
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SET [NOJLOCAL_FLOW_CONTROL

Controls the handling of the XON/XOFF characters (Ct r1 / Sand Ct r | / Q) when connected to a
remote system. Ct r | / S stopstransmission and Ct r | / Qresumes TELNET transmission. Under
normal conditions, the terminal driver processesCtrl/Sand Ctrl / Qlocally and does not send
them to the remote TELNET server.

Client-TELNET supports RFC 1372 (Telnet Remote Flow Control Option), which lets the remote
server tell the client when to enable and disable local flow control. These commands are not related
to that option, but rather let the user control the local flow control setting if the remote server does
NOT support the Remote Flow Control Option.

Use SET NOLOCAL_FLOW_CONTROL to passtheCtrl/Sand Ctrl/ Qcharactersto the
remote TELNET server and NOT process them locally.

The default flow control setting depends onthe TT$V_TTSYNC vaue for the terminal. You can
set "TTSync" mode (local flow control) outside of TELNET by using the DCL SET TERMINAL
ITTSYNC command, or set "No TTSync" mode (server flow control) by using the DCL SET
TERMINAL /NOTTSY NC command; some full-screen editors also set these modes. However, if
you areinside TELNET, SET NOLOCAL_FLOW_CONTROL can force the terminal into "No
TTSync" mode for a particular connection.

Format

SET LOCAL_FLOW_CONTROL (default)
SET NOLOCAL_FLOW_CONTROL

Example
TELNET> SET NOLOCAL
TELNET> SHOW STATUS
Client-TELNET V5.5 Copyright (c) 2001 Process Software
Connect ed session: -->1. al pha.wku.edu, telnet (161.6.5.4,23).
Term nal type: VT300

Local flow control: OFF
"AD'" is the escape (attention) character.
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SET LOG

Opensor closesalog file. Client-TELNET uses alog file to save the output from a remote host.
While connected to a remote host, Client-TELNET also puts all output the remote host sends your
terminal into the log file.

SET LOG logs output from every connected session. If multiple connections exist, there is no way
to specify that you want to log only output from a specified session to the log file.

Format
SET LOG [file]

Opensthelocal file file and begins logging.
To close alog file (and stop logging), enter SET LOG with no file specification.

Parameter
file

OpenVM S file specification of the file that logs the remote host’s output. If omitted,
Client-TELNET closes the present log file (if thereis one).

Qualifiers
/DATA (default)
/INODATA
/DATA logs all data sent to the specified file (the default). /NODATA disables this.

JOPTIONS
INOOPTIONS (default)

/OPTIONS prints option negotiations to the specified log file, in addition to performing normal
logging. /NOOPTIONS (the default) disables options printing.

Examples
1 This example opens the file TEXT.LOG and enables logging:
TELNET> SET LOG TEXT. LOG
2 Thisexample closes alog file and stops logging:
TELNET> SET LOG

3 This example opensthe file TEXT.LOG, enables normal logging, and prints options
negotiations to the TEXT.LOG file:

TELNET> SET LOG TEXT. LOG / OPTI ONS

4 This example opens the file TEXT.LOG and prints only option negotiations (and no data) to the
TEXT.LOG file:

TELNET> SET LOG TEXT. LOG / OPTI ONS / NODATA
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SET PRINT

Sets how you want the PRINT key to work while in TN3270 mode. You must be in TN3270 mode
to use this command.

If you omit the qualifiers, the defaultis SET PRINT /FILE=SY SSLOGIN:TN3270.TXT
/INOAPPEND.

This means that the default print setting is OPEN/TN3270
/PRINT=(FILE=SY S$LOGIN:TN3270.TXT, NOAPPEND).

Format
SET PRINT [qualifiers]

Openslocal file file and begins logging.
To close alog file (and stop logging), enter SET LOG with no file specification.

Qualifiers

IAPPEND
INOAPPEND (defauilt)

Use with the /FILE qualifier only. /APPEND appends the TN3270 screen dump onto the specified
file. INOAPPEND creates anew file or overwrites the existing one.

[FIL E=filename

File in which to dump the TN3270 screen. You can use this with the optional /APPEND or
/NOAPPEND qudifier.

/FORM =form-name
Use with the /JQUEUE qualifier only. Specifies the form name to usein a TN3270 screen print.
/QUEUE=gname

Queue to which to print the TN3270 screen. You can use this with the optional /FORM qualifier
and value.

Examples

1 Thisexample setsthe print behavior so that it prints the current TN3270 screen to a print fileand
appends it onto the end of thefile:
TELNET> SET PRI NT /FI LE=PRI NTFI LE. TXT / APPEND

2 This example setsthe print behavior so that it prints the current TN3270 screen to a print queue:
TELNET> SET PRI NT / QUEUE=ENG_PRI NTER_ASCI |
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SET TERMINAL_TYPE

Requests the server to support a specific terminal type or types if negotiating the terminal type
option.

Normally, you do not need to use this command. Client-TELNET uses the following default list of
supported terminal types. VT52, VT55, VT61, VT62, VT100, VT102, VT125, VT131, VT132,
VT200, VT220, VT240, VT300, VT320, VT340, and IBM-3278-model-number.

If you specify an IBM-3278 terminal type, make sure your local terminal supports the screen size
associated with the specified model number. If your terminal does not support the screen size, the
datawill not display properly.

See Table 12-1 for screen sizes for each model.
Use the SHOW STATUS or SHOW OPTIONS commands to show the current terminal type used.

The TCPWARE_TELNET_TERMINAL_TYPE logica performs the same function asthe SET
TERMINAL_TYPE command. Thislogical requiresthe following syntax:

$ DEFI NE/ SYSTEM EXEC TCPWARE_TELNET_TERM NAL_TYPE "t ype"

Format
SET TERMINAL_TYPE type[ type,...]

Parameter
type

A valid terminal type. Client-TELNET requests the server to support these typesin the specified
order.

Examples
1 This example requests the server to support the VT300 and VT100 terminal types, in that order:
TELNET> SET TERM NAL_TYPE VT300, VT100

2 This example requests the server to support the IBM-3278-3 terminal type. If possible, Client-
TELNET resizes the local window to accommodate a 32 x 80 screen size for model 3 (see
Table 12-1).

TELNET> SET TERM NAL_TYPE | BM 3278-3
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SET TRANSLATION
Sets the carriage return/line feed (CR/LF) character translation.

Does not apply to TN3270 mode.

Format

SET TRANSLATION

Qualifiers

/RECEIVE=keyword

Specifies the mapping for characters received from the server before they become output. See
Table 12-10 for the keywords and their meaning.

The default is /RECEIVE=NONE.
/SEND=keyword

Specifies the mapping for characters entered at the keyboard before Client-TELNET sends them to
the server. See Table 12-10 for the keywords and their meaning.

The default is/SEND=CR.

Table12-10 SET TRANSLATION Keywords

Keyword | Trandation

CR Client-TELNET trandlates the carriage return character to a CR/LF sequence
LF Client-TELNET tranlsates the line feed character to a CR/LF sequence
NONE Client-TELNET does not translate characters to the CR/LF sequence
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SET /[NOJXDISPLOC

Enables or disables setting your current X display location on the remote end, when communicating
with aremote TELNET server that also supports this option. Client TELNET checks whether the
logical DECW$DISPLAY isdefined. If it is, and if the remote server asks for the X display
location, the X display server address is transmitted to the remote system.

Use SET NOXDISPLOC before making a connection to disable sending the X display location.

Format

SET XDISPLOC
SET NOXDISPLOC

Example

TELNET> SET NOXDI SPLOC

TELNET> OPEN ALPHA

$ SHOW DI SPLAY

Error openi ng DECWSDI SPLAY as i nput
No such device avail abl e

ALPHA>

12-62



SHOW OPTIONS TELNET: Connecting to Remote Terminals

SHOW OPTIONS

Displaysinformation about the optionsin effect.

Options modify theway TELNET handlesyour terminal over the network. When you first establish

a connection, both hosts negotiate for the options to use based on the options that each host

supports. You can also use the SEND command to change options.

Format

SHOW OPTIONS

Example

TELNET> SHOW OPTI ONS

Current TELNET options status:

Renot e ECHO

No rempte TRANSM T- Bl NARY (normal ASCI )
No | ocal TRANSM T- Bl NARY (nornmal ASCI 1)
Renot e SUPPRESS- GO- AHEADS

Local

SUPPRESS- GO- AHEADS

No renote END OF- RECORD
No | ocal END- OF- RECORD

Local
Local
Local
Local

TERM NAL- TYPE: VT300

FLOW CONTROL: ON

W NDOW SI ZE:  80x35

X- DI SPLAY- LOCATI ON: 192. 168.5.195: 0.0
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SHOW STATUS

Displaysinformation about all open TELNET connections and your current TELNET session.
The screen displays the following information:

* Session number, name and internet address of each remote host if a connection is open. An
arrow (-->) indicates the current session.

* Thelist of supported terminal typesif no remote connection is open.

* Theterminal type used, if aremote connection is open and Client-TELNET negotiated for the
terminal type.

* Whether local flow control is ON or OFF.

* Name of thelog fileif oneis open.

* Name of the host character set.

* Name of theterminal character set.

* Thecurrent "abort output" (AO), "are you there" (AYT), backward, break (BRK), "erase
character" (EC), "erase line" (EL), escape, forward, flush, "interrupt process' (1P), and "go-
ahead" (GA) characters (if defined).

Format
SHOW STATUS

Synonym
STATUS

Example
TELNET> SHOW STATUS

Client-TELNET V5.5 Copyright (c) 2001 Process Software
Connect ed sessions:
1. bart.nene.com telnet (192.168.1.92,23).
-->2. marge. nene.com telnet (192.168.1.91, 23).
"M" is the escape (attention) character
Current session is operating in 3270 node.

Term nal type: |BM 3278-2
Local flow control: ON

Keyboard Map Fil e: TCPWARE: MAP3270. DAT

Host Character Set: CANADI AN
Term nal Character Set: LATINL

"AC'" is the escape (attention) character.
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SHOW TRANSLATION

Displays the current translation settings made using SET TRANSLATION. Both the received and
sent translations appear.

Format
SHOW TRANSLATION

Example

TELNET> SHOW TRANSLATI ON
No characters are translated to CRLF when received.
CRis translated to CRLF when sent.
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SPAWN

Executes DCL commands.

Note! You cannot SPAWN with CAPTIVE accounts.

Format
SPAWN [command-line]

Synonym
Z [command-ling]

Parameter
command-line

DCL command line that you want executed. If omitted, Client-TELNET spawns an interactive
subprocess. To return to TELNET from an interactive subprocess, logout of that subprocess.

Examples

1 This example displays the time on your local host without leaving the TELNET utility:
TELNET> SPAWN SHOW TI ME
3-Nov-2001 14:02:48
2 Thisexampleinitiates DCL command mode and returns the DCL prompt:
TELNET> SPAVWN
$ SHOW TI ME
3- Nov-2001 14:02:51
$ LOGOUT
Process SMTH 1 | ogged out at 3-Nov-2001 14: 02:54. 34
TELNET>

To exit the DCL command mode and return to TELNET, enter the LOGOUT command at the DCL

prompt.
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Chapter 13
TFTP: Trivial File Transfers

Introduction

The Trivia File Transfer (TFTP) utility provides the user interfaceto TFTP. This program allows a
user to transfer files to and from aremote host. TFTP primarily allows remote diskless systemsto
read bootstrap images over the network. TFTP uses UDP to make transfers. It does not provide user
login validation.

FTP-OpenVMS is amore complete file transfer facility than TFTP.
See Chapter 3, FTP: Transferring Files, for details on FTP-OpenVMS.

Invoking TFTP
To invoke TFTP, enter at the DCL prompt:

TFTP [host [port]]

If you specify a host name, TFTP uses that host for subsequent file transfers. If you also specify a
port number, TFTP uses the specified host and port for subsequent file transfers.

Command Reference

You interact with TFTP by typing commands at the TFTP> prompt. Client-TFTP supports the
following OpenV M S-style commands:

CONNECT MODE REXMT TIMEOUT HELP

GET PUT STATUS TRACE QUIT

TFTP offers 20-line recall on the command level.
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CONNECT

Sets the host and, optionaly, the port number for subsequent file transfers. Note that TFTP uses
UDP and, therefore, does not maintain the connection between transfers.

Format
CONNECT host [port]

Synonym
OPEN

Parameters
host

Name of the remote host to which you want to connect. The host must exist on the network.
port

Service name or number of the remote port that you want to connect to. The default port number is
69 for read and write regquests. You do not need to specify the port number unless you are
connecting to a nonstandard server.

Example
Each of these equivalent commands connects to host SIGMA for afile transfer:

tftp> connect sigma
tftp> open sigma
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GET

Gets afile from the previously specified remote host. TFTP writesthelocal fileasaSTREAM _LF
formatted file.

Since TFTP does not authenticate the client, the server allows access only to files in the directory
and its subdirectories defined by the TCPWARE_TFTP_ROOT logical.

The server converts UNIX filenames with their directoriesinto VMS filenames asin Table 13-1.
The directory specification is dir and the filename specification with its extension is filename.ext.

Table13-1 TFTP UNIX-to-VMS Filename Conversions

UNIX Filename... IsConverted to VM S Filename...
dir/filename.ext [.dir]filename.ext
[dir/filename.ext [.dir]filename.ext

Format

GET remote-file [local-fil€]

Parameters
remote-file

Input file specification on the remote host.
local-file

Output file specification on the local host. If omitted, Client-TFTP uses the remote-file filename
and extension.

Examples

1 This command transfers the US-DOMAIN-INFO.TXT file from the previously specified host:
tftp> get us-donain-info.txt

2 Thiscommand transfersthe US-DOMAIN-INFO.TXT file from the previously specified host as
file LOCALSTUFETXT:

tftp> get us-domain-info.txt |ocalstuff.txt
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HELP
Displays a brief help message summarizing the commands.

Format
HEL P [ command]

Parameter
command

Optional command for which you want help.

Examples
This command provides help for the CONNECT and GET commands:
tftp> hel p connect
connect to renote tftpd

tftp> help get
receive file
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MODE

Setsthe file transfer mode to type; type may be either ASCII or BINARY. Theinitial typeis
ASCII.

Format
MODE type

Parameter
type
The mode type, either ASCII or BINARY.

Example
This command changes the transfer mode to BINARY ( Mbde: octet):

tftp> node binary

tftp> status

Connected to SIRIUS. nene.com

Mode:

octet Tracing: off

Rexnt-interval: 5 seconds, Max-tineout: 25 seconds
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PUT

Puts afile to the previously specified remote host.

Since TFTP does not authenticate the client, the server allows access only to files in the directory
and its subdirectories defined by the TCPWARE_TFTP_ROOT logical.

The server converts OpenVMS filenames with their directories into UNIX filenames asin
Table 13-2. The directory specification is dir and the filename specification with its extension is

filename.ext.

Table13-2 TFTP UNIX-to-VMS Filename Conversions

UNIX Filename... IsConverted to VM S Filename...
dir/filename.ext [.dir]filename.ext
/dir/filename.ext [.dir]filename.ext

Format

PUT local-file [remote-fil€]

Parameters
local-file

Input file specification on the local host.
remote-file

Output file specification on the remote host. If omitted, Client-TFTP uses the local-file filename
and extension.

Examples
1 This command transfers the US-DOMAIN-INFO.TXT file to the previously specified host:

tftp> put us-donmin-info.txt

2 This command transfers the US-DOMAIN-INFO.TXT file to the previously specified host as
file REMOTESTUFFTXT:

tftp> put us-donmain-info.txt renotestuff.txt
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QUIT
Exitsthe TFTP program. You can also use Ctrl/Z and EXIT to exit the program.

Format
QUIT

Synonyms
EXIT

Ctrl/z

Examples
Each of these equivalent commands exits from TFTP:

tftp> quit

tftp> exit
tftp> Crl/Zz
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REXMT

For

Par

Sets the retransmit timer, in seconds. Theinitial value is 5 seconds.

The value you enter for REXMT is also used together with the specified maximum timeout (set
using the TIMEOUT command) to determine the number of times to try and the actual maximum
timeout reported in a status request (STATUS).

If the default 5 seconds retransmit interval is used together with the default 25 seconds maximum
timeout, the number of timesto try is 5, according to the formula:
Max-timeout = Rexnt-interval x Tries

The REXMT value you enter is always reported (unchanged) on the Rexnt - i nt er val lineina
STATUS request. However, the maximum timeout may be recal culated before being reported as
Max-ti meout .

Seethe TIMEOUT command for details on Max-t i meout recaculation.

mat
REXMT [time]

ameter
time

The time value to set the retransmit timer. If omitted, the value is 5 seconds.

Example
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This command changes the retransmit timer (Rexnt - i nt er val ) to 10 seconds (and the
subsequent STATUS command shows the result). The Max- t i meout is set to five timesthe
Rexnt - i nt erval by default.

tftp> rexnm 10

tftp> status

Connected to SIRIUS. nene. com

Mode:

octet Tracing: off

Rexmt-interval: 10 seconds, Max-tineout: 50 seconds
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STATUS

Displays the current status and parameter settings.
The Max-t i meout reported is based on the following computation:

Max-timeout = Rexnmt-interval x Tries

The number of tries (Tri es) isinitially 5 unless adjustments are made to the Max- t i meout and
Rexnt - i nt er val values (see below for an example).

Note! The total retransmission period (Max- t i meout ) value displayed may be slightly different from
that set using the TIMEOUT command. (See the TIMEOUT command for an explanation.)

Format
STATUS

Examples

This command shows the connection status, file transfer mode (Mbde: ), packet trace flag status
(Traci ng: ), retransmit timer (Rexnt - i nt er val : ), and total retransmission period

(Max-ti meout : ) values over the period of a number of adjustments. (Seethe TIMEOUT
command for an explanation of the Max- t i neout recalculations.)

tftp> connect spica

tftp> stat

Connected to spica. nene. com

Mode: netascii Tracing: off

Rexnt-interval: 5 seconds, Max-tineout: 25 seconds
tftp> rexnt 4

tftp> stat

Connected to spica. nene.com

Mode: netascii Tracing: off

Rexnt-interval: 4 seconds, Max-tineout: 20 seconds
tftp> tineout 40

tftp> stat

Connected to spica. nene.com

Mode: netascii Tracing: on

Rexnt-interval: 4 seconds, Max-tineout: 40 seconds
tftp> tineout 30

tftp> stat

Connected to spica. nene.com

Mode: netascii Tracing: on

Rexnt-interval: 4 seconds, Max-tinmeout: 28 seconds
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TIMEOUT

Setsthe total retransmission period, in seconds. Theinitia valueis 25 seconds.

Note! Minor adjustments to the specified retransmission period as reported using STATUS can occur
based on concurrent changes made to the retransmit timer setting (REXMT). The
retransmission period is calculated based on the following formula:

Max-ti meout = Rexnt-interval x Tries

The Tries value must be an integer value. Thus, if the Max-timeout specified using the
TIMEOUT command forms a non-integer ratio with the Rexmt-interval value, the Max-timeout is
adjusted accordingly. (See the example.)

Format
TIMEOUT [time]

Parameter
time

Thetotal retransmission period, in seconds. If omitted, the value is 25 seconds.

Examples
Note the way in which the retransmission period is adjusted in this example:

tftp> connect spica

tftp> stat

Connected to spica. nene. com

Mode: netascii Tracing: off

Rexnt-interval: 5 seconds, Max-tinmeout: 25 seconds
tftp> rexnm 4

tftp> stat

Connected to spica. nene. com

Mode: netascii Tracing: off

Rexnt-interval: 4 seconds, Max-tinmeout: 20 seconds
tftp> tineout 40

tftp> stat

Connected to spica. nene. com

Mode: netascii Tracing: on

Rexnt-interval: 4 seconds, Max-tineout: 40 seconds
tftp> tineout 30

tftp> stat

Connected to spica. nene.com

Mode: netascii Tracing: on

Rexnt-interval: 4 seconds, Max-tineout: 28 seconds

* Theretransmit timer and number of tries are both set to 5 by default, so that initially the Max-
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ti meout is25.
With the retransmit timer (r exnt ) reset to 4, the Max- t i neout changesto 4 x 5= 20.
Doubling the maximum timeout (t i neout 40), recalcul ates the number of retriesto 40/ 4 = 10.

Changing the maximum timeout to 30 (with ther exnt still set to 4) recal culates the retriesto 7,
and adjuststhe Max-ti neout to4 x 7 = 28.
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TRACE
Toggles the packet trace flag.

Format
TRACE

Example

This command enables packet tracing. A GET operation shows a timeout on afile transfer read
request.

tftp> trace

Packet tracing on.

tftp> status

Connected to SIRIUS. nene. com

Mode: octet Tracing: on

Rexnt-interval: 10 seconds, Max-tinmeout: 60 seconds
tftp> get rfc999.txt pokertwo.txt

rgst sent RRQ <file=rfc999.txt, node=octet >
rgst sent RRQ <file=rfc999.txt, node=octet >
rgst sent RRQ <file=rfc999.txt, node=octet >
rgst sent RRQ <file=rfc999.txt, node=octet>
rgst sent RRQ <file=rfc999.txt, nopde=octet>
rgst sent RRQ <file=rfc999.txt, node=octet>
Recei ve request timed out
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Chapter 14

Token Authentication: Protecting Logins

Introduction

Token authentication allows you to set additional security restrictions on your FTP, TELNET,
RLOGIN, and SET HOST logins. You can set up token authentication through TCPware's Access
Control Encryption Client (ACE/Client) on the OpenV M S host, which communicates with Security
Dynamics ACE/Server on a UNIX or Windows NT host. The authentication takes place through a
physical SecurlD token "smart card” that you use to provide the ACE/Server with the necessary
login information.

This chapter explains the TCPware ACE/Client, its interaction with the ACE/Server, and how to
enter login information using the Securl D token.

What Is the ACE/Client?

Passwords have long been the front line of defense in protecting hosts and networks, and have
come under scrutiny because of well-publicized security breaches. Applications that require
passwords to access resources are especially vulnerable to these security breaches.

TCPware's token authentication, in collaboration with Security Dynamics Corporation’s Access
Control Encryption Server (ACE/Server), works with a two-factor password system to help solve
this security problem. Token authentication combines use of the regular login password with a
time-based code derived from atoken. The authentication system consists of a secure server and the
client connected to the devices that need to be protected.

Security Dynamics provides the ACE/Server and a backup server (Slave ACE/Server). TCPware
provides the ACE/Client. The ACE/Client handles the interaction between the client and the
ACE/Server software at the place where the client is responsible for gathering the authentication
data from the user.

The authentication "token" in this case is the Security Dynamics SecurlD "smart card,” a physical
card containing a microprocessor that generates a new, unpredictable code every 60 seconds on its
liquid crystal display (LCD). The Server synchronizes and checks this code, when entered, with the
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user's memorized personal identification number (PIN). These two codes together form the user’s
PASSCODE.

Token authentication is avail able for FTP-OpenVMS, TELNET-OpenVMS, RLOGIN, and the
OpenVMS SET HOST command.

The TCPware ACE/Client supports Security Dynamics' proprietary encryption (SDI Encryption).
The ACE/Server must also use SDI Encryption. The ACE/Server runs on a UNIX or Windows NT
machine. The ACE/Client must be registered with the ACE/Server.

Terms

Special terms used in this chapter include:

PIN Your personal identification number. The PIN consists of four to eight
alphanumeric characters. Depending on the policy set by your system manager,
either you create your PIN or your system manager creates your PIN.

Duress PIN Special PIN to useif you are being compromised during the login process.

PASSCODE | Combination of your PIN and the tokencode. If you have akey fob or a standard
card, you enter the full PASSCODE (your PIN immediately followed by the
current tokencode without a separating space) at the login password prompt. If
you have a PINPAD] card, you enter the PIN into your card and then enter the
PASSCODE given on the card at the login password prompt.

Tokencode Random number currently displayed on your Security Dynamics Securl D smart
card.

Identifying the SecurlD Token Type
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SecurlD tokens are small, hand-held devices containing microprocessors that calculate and display
unpredictable codes. The codes change at a specified interval, typically every 60 seconds.

As an authorized user on a protected system, you are assigned a SecurlD token to use when
accessing a protected resource. The code displayed on the token at the moment you attempt access
isone part of the user's SecurlD PASSCODE, which isrequired for positive authentication and
system access. The other part is your valid, memorized PIN.

There are currently three hardware types of SecurlD tokens:

Standard SecurlD Card | arectangular card with the tokencode displayed at the upper right
hand corner of the card.

SecurlD Key Fob an ablong key fob with a key holder with the tokencode displayed on
the center of the fob.




Token Authentication: Protecting Logins

SecurlD PINPAD card | arectangular card with the tokencode displayed at the upper right
hand corner and a digit keypad at the bottom from which to enter the
PIN.

See the Logging In with a SecurlD Token section.

Login Interfaces

The user interface to token authentication is through login screens for FTP, TELNET, RLOGIN,
and SET HOST that display the usual username prompt followed by:

For the usual password prompt at which to enter...

FTP the PASSCODE.

TELNET, RLOGIN, | your usual password, along with an Ent er PASSCODE: prompt at
and SET HOST which to enter the PASSCODE.

Note! For an FTP login, the token cannot be in Next Tokencode or New PIN mode.

Example 14-1 shows a sample FTP login sequence to host BART. The shaded areas show values
entered but not displayed on the screen. The PASSCODE is a combination of the PIN and the
tokencode when used with a Standard Card or Key Fob.

Example14-1 FTP Login Sequence Using Token Authentication

$ FTP BART

220 bart.nene.com (198. 168. 142.9) FTP- QpenVMs FTPD V5.5 (c¢) 2001
Process Software

331 Password required.

230 User | ogged in, proceed.

_Usernane [ MARGE]: MARGE
331 Password required.
_Password: 192837465

230 User | ogged in, proceed.
214 SITE +VNMS+ recogni zed.

Example 14-2 shows a sample TELNET login sequence to host BART. The shaded areas show
values entered but not displayed on the screen. The PASSCODE is a combination of the PIN and
the tokencode when used with a Standard Card or Key Fob.
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Example14-2 TELNET Login Sequence Using Token Authentication

$ TELNET BART

9 CPWARE_TELNET- | - TRYI NG tryi ng BART. nene. comt el net

(192.168. 142. 1, 23)

9 CPWARE_TELNET- | - ESCCHR, escape (attention) character is "M\"

Wel cone to OpenVMsS Al pha (TM Operating System Version V6.2

User nane: MARGE

Passwor d: MYPASSWORD

Ent er PASSCCDE: 192837465

PASSCODE Accept ed

(Bart) $

Logging In with a SecurlD Token

You may have been assigned one of the following SecurlD tokens:

Standard SecurlD Card

arectangular card with the tokencode displayed at the upper right
hand corner of the card.

SecurlD Key Fob

an oblong key fob with a key holder with the tokencode displayed on
the center of the fob.

SecurlD PINPAD card

arectangular card with the tokencode displayed at the upper right
hand corner and a digit keypad at the bottom from which to enter the
PIN.

To access the protected system, you must enter avalid SecurlD PASSCODE], which is made up of

two factors:

* Your secret, memorized personal identification number (PIN)
* Thetokencode currently displaying on your token

With aconventional security system, it is easy for someoneto learn your password and log in under
your identity. Requiring two factors ensures reliable identification and authentication.

User Responsibilities

Because this system creates an audit trail that cannot be repudiated, you may be held accountable
for activities recorded identifying you as the user. Avoid the unauthorized use of your identity and
privileges by protecting the secrecy of your PIN and the possession of your token.
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You are responsible for protecting the authentication factors entrusted to you. Keep your PIN secret
and protect your SecurlD token against loss and theft.

If an unauthorized person learns your PIN and obtains your token, this person can assume your
identity. Any action taken by this intruder will be attributed to you in the system’s security log.

For your own protection and that of the system, always take the following precautions:

* Never revea your PIN to anyone. Do not write it down.

¢ |f you think someone learned your PIN, notify the security administrator, who will clear the PIN
immediately. At your next login you will have to receive or create anew PIN.

* Exercise care not to lose your Securl D token or to allow it to be stolen. If your token ismissing,
tell an administrator immediately. The administrator will disable it so that it is uselessto
unauthorized users.

* Do not let anyone access the system under your identity—do not let them log in with your P
and a code from your SecurlD token.

* |tisessential to site security that you follow your system’s standard logoff procedures. Failureto
log off properly can create aroute into the system that is completely unprotected.

* Protect your Securl D token from physical abuse. Do not immerseit in liquids, do not exposeit to
extreme temperatures and do not put it under pressure or bend it. Each SecurlD token comes
with care instructions that you should read and follow.

Before You Begin

Have your ACE/Server security administrator fill in the following information before you attempt
tologinfor thefirst time:

The system will assign a PIN to you; you cannot create your own
(Seethe Receiving a System-Generated PIN section)

You can use a PIN that you make up yourself
(seethe Creating Your Own PIN section)

Your PIN can contain letters as well as digits
(Appliesto the Standard Card and Key Fob only)

All PINs on the system must be the same number of characters:
(Appliesto the Standard Card and Key Fob only)

All PINs on the system must be the same number of digits:
(Appliesto the PINPAD card only)

Your PIN can contain from through characters
(Appliesto the Standard Card and Key Fob only)

Your PIN can contain from through digits
(Appliesto the PINPAD card only)

You can use aduress PIN
(Seethe Using a Duress PIN section)
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Receiving a System-Generated PIN
The following steps allow you to use a system-generated PIN:

1 For PINPAD only: Clear PIN entries from your card. Press any number on the card, then press
the P on the lower right of the card. The display clears and a new tokencode shows after the last
of the countdown indicators disappears from the left of the LCD.

Note! For FTP logins, you must first log in on a terminal session such as TELNET or SET HOST to
receive your PIN before you can initiate an FTP session.

2 Initiate aterminal login session. After you respond to the usual prompt for your login name, the
system asks you to enter a PASSCODE.

3 If you never received aPIN before, enter the code that is currently displaying on your SecurlD
token at the Ent er PASSCCDE prompt.
If your token previously had a PIN and the administrator did not clear it when setting it in New
PIN mode:

¢ For Sandard Card and Key Fob only: Enter theold PIN and right after it, the code that is
currently displaying on your token. (Do not separate the two with a space.)

* For PINPAD only: Enter the old PIN into the card and press the diamond (u) near the
bottom of the card. Then at the Ent er PASSCODE prompt, enter the code displayed on the
card.

4 PressRet ur n. If you entered the code incorrectly, the system displays an Access deni ed
message. Try again. Once you enter avalid tokencode, the following message appears.
Press <Return> to generate a new PIN and display it on screen

or
<Ctrl d> to cancel the New PI N procedure:

5 If anyone else can see your screen, pressCt r | / D so that your secret PIN is not displayed on your
screen. The operation is canceled and your card or key fob is till in New PIN mode.

If no one else can see your screen, pressRet ur n to receive your new PIN. Your PIN isdisplayed
for 10 seconds or until you press Ret ur n.

6 Memorize your new PIN. Do not write it down.

7 You are now ready to log in. Wait for the next tokencode, then follow the instructionsin the
Login Seps section.

Creating Your Own PIN
The following steps alow you to create your own PIN:

1 If you are going to create your own PIN, first give some thought to what it will be. Do not pick
an obvious number like a birthday or phone number. See your checklist. You may be allowed
letters or digits, or just digits, and the length may be fixed somewhere between four and eight
characters, or you may be allowed any number of charactersin that range. For PINPAD only:
PINs cannot begin with a zero.
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2 For PINPAD only: Clear PIN entries from your card. Press any number on the card, then press
the P on the lower right of the card. The display clears and a new tokencode shows after the last
of the countdown indicators disappears from the left of the LCD.

Note! For FTP logins, you must first log in on a terminal session such as TELNET or SET HOST to
receive your PIN before you can initiate an FTP session.

3 Initiate aterminal login session. After you respond to the usual prompt for your login name, the
system asks you to enter a PASSCODE.

4 1f you never received a PIN before, enter the code that is currently displaying on your SecurlD
token at the Ent er PASSCCDE prompt.

If your token previously had a PIN and the administrator did not clear it when setting it in New
PIN mode:

* For Sandard Card and Key Fob only: Enter the old PIN and right after it, the code that is
currently displaying on your token. (Do not separate the two with a space.)

* For PINPAD only: Enter the old PIN into the card and press the diamond (u) near the
bottom of the card. Then at the Ent er PASSCODE prompt, enter the code displayed on the
card.

5 PressRet ur n. If you entered the code incorrectly, the system displays an Access deni ed
message. Try again. Once you enter a valid tokencode, you are prompted to perform the New
PIN operation.

6 If the prompt reads:

Enter your new PIN, containing 4 to 8 characters, or
Press <Return> to generate a new PIN and display it on screen
or <Crl d> to cancel the New PIN procedure:

do one the following and go to Step 8. Otherwise, go to Step 7 now.

* |If anyone else can see your screen, pressCt r | / Dto cancel the operation and leave your
token in New PIN mode.

¢ |f you want the system to generate a PIN for you and no one el se can see your screen, press
Ret ur n. Your PIN isdisplayed for 10 seconds or until you press Ret ur n.

* If you want to create your own PIN and no one else can see your screen, enter the PIN you
would like to use, again remembering the guidelinesin step 1.

7 If the prompt reads:

Enter your new PIN, containing 4 to 8 characters,
or Crl/D to cancel the New PIN procedure:

then you have to create your own PIN. You cannot have the system generate one for you. If
anyone else can see your screen, press Ct r | / Dto cancel the operation and leave your token in
New PIN mode. Otherwise, type in the PIN you would like to use, again remembering the
guidelinesin Step 1.

8 Memorize your new PIN. Do not write it down.
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9 You are now ready to log in. Wait for the next tokencode, then follow the instructionsin the
following Login Seps section.

Login Steps

Use the following two stepsto log in:

1 Initiate alogin session. After you respond to the usual prompt for your login name, you may get
your usual password prompt:

¢ |Ifyouareusing TELNET, RLOGIN, or SET HOST, enter your usual password at the
password prompt and press Ret ur n. Then go to Step 2.

* If youareusing FTP, the password prompt is your PASSCODE prompt. Enter your PIN
immediately followed by the code currently displaying on your token, without any
separating space and press Ret ur n.

2 AttheEnt er PASSCODE: prompt, enter your PIN immediately followed by the code currently
displaying on your token, without any separating space.

If you entered avalid PASSCODE, the system displays the message PASSCODE accept ed.

Once accepted, a Securl D PASSCODE cannot be used again. To log in again, you must wait for
anew tokencode to appear. The stack of countdown indicators on the left side of the LCD lets
you know how soon the code will be changing.

If the system displays the message Access deni ed instead, you may have typed in your
PASSCODE incorrectly. Try again. If you are repeatedly denied access even though you are
typing your PASSCODE correctly, contact your system administrator.

"Next Code" Prompt

On the third attempt to log in with avalid PIN but with an invalid tokencode, the system asks you
to enter the next code that appears:

Pl ease enter the next code from your token:

Wait until the stack of countdown indicators on the left side of the LCD tokencode goes down and
the code changes, then go ahead and carefully type the new one followed by Ret ur n.

If you are not granted access after correctly entering the next code, contact your system
administrator.

Using a Duress PIN
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If your system has the duress PIN option installed, you have two PINs: aregular PIN and a duress
PIN. Use your regular PIN for normal logins. Use the duress PIN if you are ever forced to log in by
an unauthorized person attempting to gain system access.

If you use your duress PIN, you are granted access and you will see no difference in operation.
However, the system notifies administrators that you were forced by an intruder to log in.



Token Authentication: Protecting Logins

Your duress PIN isyour regular PIN with 1 added to it but with no carrying. See Table 14-1 for

examples.

Table14-1 Sample Duress PINs

If your regular PINis.. | Thenyour duressPIN is... Appliesto...

243890 243891 All tokens

243899 243890 All tokens

ABCDEF ABCDEG Standard Card and Key Fab
ABCDEZ ABCDEA Standard Card and Key Fob
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Chapter 15

WHOIS: Username Directory Services

The WHOI S utility allows Internet usersto query the Network Information Center (NIC) username
directory services.

To invoke WHOIS, enter at the DCL prompt:

VHA S nane
name is the user's name or other search keyword.

The utility triesto connect to the NIC WHOIS server (ds. i nt er ni c. net ) and displays any
returned information.

The source code for this utility isin the
TCPWARE_COMMON:[TCPWARE.EXAMPLES]WHOIS.C file.
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Chapter 16

Accessing Remote Systems with the Secure
Shell (SSH) Utilities

This chapter describes how to configure and maintain the TCPware Secure Shell (SSH) client. This
isthe client side of the software that allows secure interactive connectionsto other computersin the
manner of rlogin/rshell/telnet.

Secure Shell Client (remote login program)

SSH (Secure Shell) is a program for logging into and executing commands on a remote system. It
supplements rlogin and rsh, and provides secure encrypted communications between two untrusted
hosts over an insecure network. X 11 connections and arbitrary TCP/IP ports can be forwarded over
the secure channel. SSH connects and logs into the specified hostname. The user must prove hisher
identity to the remote system using one of several methods.

First authentication method

If the system the user logsin from islisted in TCPWARE:HOSTS.EQUIV or
TCPWARE:SHOST.EQUIV file on the remote system and the usernames are the same on both
sides, the user is permitted to log in.

Second authentication method
If RHOSTS or SHOSTS existsin the user's LOGIN directory on the remote system and contains a
line containing the name of the client system and the name of the user on that system, the user is
permitted to log in.

This form of authentication alone is not allowed by the server because it is not secure. The second
(and primary) authentication method is the RHOSTS or HOSTS.EQUIV method combined with
RSA-based host authentication. It means that if the login would be permitted by .RHOSTS,
.SHOSTS, TCPWARE:HOSTS.EQUIV, or TCPWARE:SHOSTS.EQUIYV file, and if the client’s
host key can be verified (see SYS$DISK:[<login_dir>.SSHIKNOWN_HOSTS and
TCPWARE:SSH_KNOWN_HOSTS in the FILES section), only then is login permitted. This
authentication method closes security holes due to IP spoofing, DNS spoofing, and routing
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spoofing.

Note! To the administrator: TCPWARE:HOSTS.EQUIV, .RHOSTS, and the rlogin/rshell protocol are
inherently insecure and should be disabled if security is desired.

Third authentication method

SSH supports RSA-based authentication. The scheme is based on public-key cryptography. There
are cryptosystems where encryption and decryption are done using separate keys, and it is not
possible to derive the decryption key from the encryption key.

RSA isone such system. The ideais that each user creates a public/private key pair for
authentication purposes. The server knows the public key
(SYS$DISK:[<login_dir>.SSHIAUTHORIZED_KEY Sliststhe public keys permitted for logging
in), and only the user knows the private key.

When the user logsin:

1 The SSH program tells the server the key pair it would like to use for authentication.

2 The server checksif thiskey pair is permitted.
If it is permitted, the server sends the SSH program running on behalf of the user achallenge (a
random number) encrypted by the user’s public key. The challenge can only be decrypted using
the proper private key.

3 Theuser’'sclient then decrypts the challenge using the private key, proving that he/she knows the
private key but without disclosing it to the server.

4 SSH implements the RSA authentication protocol automatically.

The Key Identity files are created with SSHKEY GEN. To create the RSA key pair files with

TCPware:

1 Run SSHKEY GEN to create the RSA key pair: IDENTITY and IDENTITY.PUB.

Both of these files are stored in the user’s SYSLOGIN:[.S&Ftory). IDENTITY.; is the
private key; IDENTITY.PUB is the public key.

Once you have created your identity files:

1 Transfer the IDENTITY.PUB file to the remote machine.

2 Append the contents of the IDENTITY.PUB file to your AUTHORIZED_KEYS file on the
remote machine.

3 Update the AUTHORIZED_KEYS file on the remote machine by appending the contents of the
public key file to the SYS$LOGIN:[.SSHJAUTHORIZED_KEYS file on the remote host. The
format of the AUTHORIZED_KEYS file requires that each entry consists of a single long line.

After this, the user can log in without giving the password. RSA authentication is much more
secure than rhosts authentication. The most convenient way to use RSA authentication may be with
an authentication agent. S&HAgent (authentication agent) for more information.

An exanmpl e of the procedure of setting up TCPware SSH to enabl e

$ !
$ ! RSA-based authenticati on.
$ ! Using TCPware SSH client node to connect to a TCPware SSH server node.
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!
I On the client node
|

BB

$ NETCU SSHKEYGEN

Initializing random nunber generator...

Generati Ng Po .t ++ (di stance 662)
Generating gq: ... ++ (distance 370)

Conputing the keys...

Testing the keys...

Key generation conpl ete.

Enter file in which to save the key (D SK$SYS_LOG N: [ STEEL. ssh]i dent
ity.):

Ent er passphrase:

Your identification has been saved in

Dl SK$SYS_LOG N: [ STEEL. ssh]identity..

Your public key is:

1024 33 13428.......... 29361 STEEL@ ong. hair.com

Your public key has been saved in DI SK$SYS LOG N: [ STEEL. ssh]identity. pub
$ !

$ !

$ NETCU FTP N TROGEN / USER=STEEL/ PASSWORD=| NCl DENCES -

_$ PUT DI SK$SYS_LOG N: [ STEEL. ssh]identity. PUB -

_$ DI SK$SYS_LOA N: [ STEEL. ssh]i dentity. PUB

| ong. hai r.com TCPware FTP user process V4.3(119)

Connecti on opened (Assuming 8-bit connections)

<ni trogen. com TCPware FTP Server Process V4.3(16) at Thu 6-Jul -2001
3: 20PM EDT

[Attenpting to log in as steel]

<User STEEL |ogged into DI SK$SYS LOA N: [ STEEL] at Thu 6-Jul -2001 3: 21PM
EDT, job 20e00297.

<VMs Store of DI SK$SYS LOJ N: [ STEEL. SSH] | DENTI TY. PUB; started.
<Transfer conmpleted. 395 (8) bytes transferred.

<QUI'T command recei ved. Goodbye.

$

$ TELNET N TROGEN

Trying... Connected to N TROGEN. COM

Aut horized Users Only (TM VAX Operating System Version V7.1

User nane: STEEL
Passwor d:
Wel cone to OpenVMs (TM) VAX Qperating System Version V7.1 on node
NI TROGEN
Last interactive login on Thursday, 6-JUL-2001 08: 07
Last non-interactive |login on Thursday, 6-JUL-2001 15:20
Logged into NI TROGEN at 6-JUL-2001 15:22:43.68

$ !
$ ! For the first entry into the AUTHORI ZED KEYS file copy
$ ! (or renane) the file [.SSH I DENTITY. PUB to [.SSH] AUTHORI ZED KEYS.
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!
COPY [ . SSH] I DENTI TY. PUB [. SSH) AUTHORI ZED_KEYS.

I FOR SUBSEQUENT ENTRI ES use the APPEND conmmand
|

APPEND [. SSH] | DENTI TY. PUB [ . SSH] AUTHORI ZED_KEYS.

I A sanity check of the file protections shows
|

DI RECTORY/ PROTECTI ON [. SSH] *. *

LR R e R R T

Directory DI SK$SYS LOGQ N: [ STEEL. SSH|

AUTHORI ZED_KEYS. ; 1 ( RVE, RVED, RE, E)

| DENTI TY. ; 1 (RWD, RWD, , )
| DENTI TY. PUB; 1 ( RVE, RVED, RE, E)
KNOWN_HOSTS. ; 1 (RWD, RWD, , )
RANDOM SEED. ; 1 (RWD, RWD, , )

Total of 5 files.

$ !

$ DI RECTORY/ PROTECTI ON SSH. DI R
Directory DI SK$SYS LOGQ N: [ STEEL]
SSH DR 1 (RWD, RAD, , )

Total of 1 file.

Fourth authentication method
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If other authentication methods fail, SSH prompts the user for a password.

The password is sent to the remote host for checking. The password cannot be seen on the network
because all communications are encrypted. When the server accepts the user'sidentity it either
executes the given command or logs into the system and gives the user anormal shell on the remote
system. All communication with the remote command or shell will be encrypted automatically.

The session terminates when the command or shell on the remote system exits, or when the user
logs out of an interactive session, and all X11 and TCP/IP connections have been closed. The exit
status of the remote program is returned as the exit status of SSH. With X11 in use (that is, the
DECWS$DISPLAY logical nameis set), the connection to the X11 display forwards to the remote
side that any X11 programs started from the interactive session (or command) go through the
encrypted channel. Also, the connection to the real X server is made from the local system. The
user should not set DECWS$DISPLAY manually. Forwarding of X11 connections can be configured
on the command line or in configuration files.

The DECW$DISPLAY value set by SSH points to the server system with a display number greater
than zero. Thisis normal and happens because SSH creates a"proxy" X server on the server system
for forwarding the connections over the encrypted channel.
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SSH sets up “fake” Xauthority data on the OpenVMS server, as OpenVMS does not support
Xauthority currently. It generates a random authorization cookie, stores it in Xauthority on the
server, and verifies that any forwarded connections carry this cookie and replace it by the real
cookie when the connection is opened. The real authentication cookie is never sent to the sen
system (and no cookies are sent in the plain). If the user is using an authentication agent, the
connection to the agent is forwarded automatically to the remote side unless disabled on the
command line or in a configuration file. Forwarding of arbitrary TCP/IP connections over the
secure channel can be specified either on the command line or in a configuration file.

One application of TCP/IP forwarding is a secure connection to an electronic purse. Another i
going through firewalls. SSH maintains and checks a database containing RSA-based identific
tions for all hosts it has ever been used with. The database is stored in
SYS$DISK:[<login_dir>.SSHIKNOWN_HOSTS. Additionally, the file
TCPWARE:SSH_KNOWN_HOSTS is checked for known hosts. Any new hosts are added to t
user's file. If a host's identification ever changes, SSH warns about this and disables passwor
authentication to prevent a Trojan horse from getting the user's password. Another purpose of
mechanism is to prevent man-in-the-middle attacks that could be used to circumvent the
encryption. The StrictHostKey-Checking option (see below) can be used to prevent logins to a
system whose host key is not known or has changed.

SSH obtains configuration data from the following sources (in this order):

1 command line options
2 user's configuration file (SYS$DISK:[<login_dir>.SSH]CONFIG)
3 system-wide configuration file (TCPWARE:SSH_CONFIG)

For each parameter, the first obtained value is used. The configuration files contain sections
bracketed by "Host" specifications. That section applies only for hosts that match one of the
patterns given in the specification. The matched host name is the one given on the command
Since the first obtained value for each parameter is used, more host-specific declarations shot
given near the beginning of the file, and general defaults at the end.

Note! The qualifiers listed in Table 16-1 are position dependent. You must place the qualifier(s)
immediately after the SSH command. So the correct syntax is SSH / qual i fi er node
comrand.

Table16-1  SSH Command Options and Qualifiers

Qualifier Description

/ALLOW_REMOTE_CONNECT | Allows remote hosts to connect local port forwarding
ports. The default is only localhost. May connect to local
binded ports.

y
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Table16-1  SSH Command Options and Qualifiers (Continued)

Qualifier

Description

/CIPHER=

idea

des

3des

blowfish

arcfour

none

Selects the cipher to use for encrypting the session.
is used by default. It is believed to be secure.
is the data encryption standard.

is encrypt-decrypt-encrypt triple with three different keys.
It is more secure than DES. It is used as default if both
sites do not support IDEA.

isa 128 bit keys encryption algorithm invented by Bruce
Schneier.

is an algorithm published in the Usenet Newsin 1995.
This algorithm is believed to be equivalent with the RC4
cipher from RSA Data Security (RC4 is atrademark of
RSA Data Security). Thisisthe fastest algorithm
supported currently.

disables encryption entirely. It isintended for debugging
only. It renders the connection insecure.

/COMPRESSION

Requests compression of all data (including stdin, stdout,
stderr, and data for forwarded X11 and TCP/IP
connections). The compression algorithm is the same used
by gzip, and the "level" can be controlled by the
CompressionLevel option (see below). Compression is
desireable on modem lines and other slow connections,
but will only slow down things on fast networks. The
default value can be set on a host-by-host basisin the
configuration files.

/IDEBUG

Causes SSH to display debugging messages about its
progress. This helps in debugging connection,
authentication, and configuration problems. Verbose
mode.
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Table16-1  SSH Command Options and Qualifiers (Continued)

Qualifier

Description

/IESCAPE_CHARACTER=ch

Sets the escape character for sessions with avirtual
terminal (default: ~). The escape character is recognized
only at the beginning of aline. The escape character
followed by

* adot (.) — closes the connection
* a control-Z — suspends the connection
* jtself — sends the escape character once

Setting the character tmne disables any escapes and
makes the session transparent.

/IDENTITY_FILE=filename

Selects the file from which the identity (private key) for
RSA authentication is read. The default is
[.SSH]IDENTITY in the user's home directory. Identity
files may be specified only on a per-host basis in the
configuration file.

/LOCAL_FORWARD=
(port: host: hostport

port: host: hostport)

Causes the given port on the local (client) host to be
forwarded to the given host and port on the remote sid
The system to which SSH connects acts as the
intermediary between the two endpoint systems. Port
forwardings can be specified in the configuration file.
Only system can forward privileged ports.

See thePort Forwarding section for more details.

/LOG_FILE[= ogfilename]

Logs all terminal activity to the specified log file. Defaul
to SSH.LOG if 1odfilename” is not specified.

IS

INO_AGENT_FORWARDING

Disables forwarding of the authentication agent
connection. This may also be specified on a per-host b
in the configuration file.

asis

/OPTION=(‘option=value”)
/OPTION=(CompressionL evel=6)

Gives optionsin the format used in the configuration file.
Thisisuseful for specifying options for which thereis no
separate command-line flag. The option has the same
format asalineinthe configuration file, and are processed
prior to any keywords in the configuration file.

/PORT=n

I dentifies the port to connect to on the remote host. This
can be specified on aper-host basis in the configuration
file. The server on the remote host must be listening on the
same port for a connection to be established.
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Table16-1  SSH Command Options and Qualifiers (Continued)

Qualifier

Description

IQUIET

Quiet Mode. Causes all warning and diagnostic messages
to be suppressed. Only fatal errors display.

/REMOTE_FORWARD=
(port: host: hostport

port:host: hostport)

Causes the given port on the system to which SSH
connects to be forwarded to the given host and port or the
local side. The system on which the client is running
becomes the intermediary between the other two systems.
Port forwardings can be specified in the configuration file.

Privileged ports can be forwarded only when logging in as

system on the remote system.

See thePort Forwarding section for more details.

JUSE_NONPRIV_PORT

Uses a non-privileged port. With this you cannot use
rhosts or rsarhosts authentication, but it can be used to
bypass some firewalls that do not allow privileged source
ports to pass.

/USERNAME-=user Specifies the name to use to log in as on the remote
system. This may be specified on a per-host basis in the
configuration file.
/VERSION Prints the version number of the SSH server only and
exits.
The user can disconnect with the escape character “~.”. Adding the # or ? characters tells SSH what
to do. All forwarded connections can be listed with “~#". All available escapes can be listed with
“~?". A single tilde character can be sent as “~~" (or by following the tilde with a character other

than those described above). The escape character must always follow a carriage return to be

interpreted as special. The escape character “?” can be changed in configuration files or on the

command line.

Port Forwarding

Port forwarding is a mechanism whereby programs that use known TCP/IP ports can have
encrypted data forwarded over unsecure connections. This is known as "tunneling" also.

Note! Forwarded ports (tunnels) are only around as long as the SSH session that established them
exist; if the SSH session goes away, so do the forwardings.

/ LOCAL_FORWARD=( | ocal port:renotehost:renoteport)

This causesocal port on the system the client is running on to be forwarded to
r enot ehost : r enot eport . The system to which SSH connects acts as the intermediary
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between the two endpoint systems.

For example: Use port forwarding to allow asystem (i dsys) to encrypt and forward TELNET
sessions between itself (mysys) that’s outside a corporate firewall to a system (r enot esys) that
isinside a corporate firewall. Note that the use of port 2300 in the examplesis arbitrary.

==z== hinngl =====:
IIE,I?::::I - = . - - '2:":.!5 L] m ismolatyg
g ]
poit 2300 | it 23]

On the SSH command line from nmysys:

$ ssh mdsys /1 ocal _forward=(2300: renpt esys: 23)
With the SSH session to mi dsys now active, type in another window on nysys:

$ telnet |ocal host /port=2300
Note! The SSH session must remain active for port forwarding activity.

This causes a connectionto nysys: 2300. The SSH client has bound to this port, and will seethe
connection request. SSH sends an "open channel" request to m dsys, telling it there's a connect
request for port 23 onr enot esys. M dsys will connecttor enpt esys: 23, and send back the
port information to nysys. Mysys completes the connection request, and the TELNET session
between mysys andr enot esys isnow in place, using the tunnel just created through the
firewall between mysys and m dsys.

All traffic between nmysys and nmi dsys (through the firewall) is encrypted/decrypted by SSH on
mysys and SSHD on i dsys, and hence, is safe. TELNET does not know this, of course, and
does not care.
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Note that ports can also be forwarded from alocalhost to the remotehost that's running SSHD, as
illustrated in this figure.

cEzEEa el ==s=an

nYsys - - - - ramalasys
IS5SH F 5580
W
{por 2300 ipart 23}

In this example, port 2300 on mysys isbeing forwarded tor enot esys: 23. To do this, use SSH
onnmysys:
$ ssh renotesys /1 ocal _forward=(2300: renpt esys: 23)

Then, also onnysys, type:

$ telnet |ocal host /port=2300

When SSH and SSHD start their dialog, SSHD onr enpt esys connects back to itself, port 23,
and the TELNET session is established.

/| REMOTE_FORWARD=(r enpt eport 1: r enot ehost : renot eport 2)

This causesr enpt epor t 1 on the system to which SSH connects to be forwarded to
r enot ehost : r enot eport 2. In this case, the system on which the client is running becomes
the intermediary between the other two systems.

===== el =====;
sys1 - mysys sy
(SSHDY F {Z5H)
W
|
{port 40005 (part 23

For example, say | want to use nysys to create atunnel between sys1: 4000 and sys2: 23, so
that TELNET sessions that originate on sys1: 4000 get tunneled to sy s 2 through the firewall.
Oonnysys:

$ ssh sysl /renote_forward=(4000: sys2: 23)

16-10



Accessing Remote Systems with the Secure Shell (SSH) Utilities

Now, onsys1, auser could establisha TELNET session to sys1 by doing:

$ telnet |ocal host /port=4000

The mechanism used for making the TELNET connection (setting up the tunnel) is essentially the
same as described in the /LOCAL_FORWARD example above, except that the roles of SSH and

SSHD in the dialog are reversed.

CONFIGURATION FILES

The configuration file has the following format: empty lines and lines starting with '# are
comments. Otherwise, alineis of the format "keyword arguments® or "keyword =arguments'. The
possible keywords and their meanings are as follows:

Note! The configuration files are case-sensitive, but keywords are case-insensitive:

Table16-2  Configuration File Keywords

Keyword Description

BatchMaode Disables passphrase/password querying if set to "yes'. Usethis
option in scripts and other batch jobs where you have no user to
supply the password. The argument must be "yes" or "no". The
default is no.

Cipher Specifies the cipher to use for encrypting the session.

Currently, idea, des, 3des, blowfish, arcfour, and none are
supported. The default is"idea" (or "3des" if "ided" is not
supported by both hosts). Using "none" (no encryption) is
intended only for debugging and renders the connection
insecure.

ClearAllForwardings

Clears al forwardings after reading all config files and parsing
the command line. This disables forwardings in the config file
when you want to make a second connection to the host having
forwardingsin the config file.

Compression Specifies whether to use compression. The argument must be
"yes' or "no". The default is no.
CompressionLevel Specifies the compression level to use if compressionis

enabled. The argument must be an integer from 1 (fast) to 9
(slow, best). The default level is 6, which is good for most
applications. The meaning of the valuesisthe same asin GNU
GZIP.
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Table16-2  Configuration File Keywords (Continued)

Keyword Description

ConnectionAttempts Specifies the number of tries (one per second) to make before
falling back to rsh or exiting. The argument must be an integer.
Thismay be useful in scriptsif the connection sometimes fails.
The default is 4.

EscapeChar Sets the escape character (default: ~). The argument should be
asingle character, "~ followed by aletter, or "none” to disable
the escape character entirely (making the connection
transparent for binary data).

FallBackToRsh Specifiesthat if connecting via SSH fails due to a connection
refused error (thereis no SSHD listening on the remote host),
rsh should be used instead (after a suitable warning about the
session being unencrypted). The argument must be "yes" or
"no". The default is yes.

ForwardAgent Specifies whether the connection to the authentication agent (if
any) will be forwarded to the remote system. The argument
must be "yes" or "no". The default is yes.

ForwardX 11 Specifies whether X11 connections will be redirected over the
secure channel and DECW$DISPLAY set. The argument must
be "yes' or "no". The default is yes.

GatewayPorts Specifies that remote hosts may connect locally to forwarded
ports. The argument must be "yes" or "no".

Globa KnownHostsFile Specifies afile to use instead of
TCPWARE: SSH_KNOWN_HOSTS.

Host Restricts the following declarations (up to the next Host
keyword) to be only for those hosts that match one of the
patterns given after the keyword.

*’and '? can be wildcardsin the patterns. A single *’ asa
pattern can be used to provide global defaultsfor all hosts. The
host is the hostname argument given on the command line (that
is, the name is not converted to a fully-qualified host name
before matching).
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Table16-2  Configuration File Keywords (Continued)

Keyword

Description

IdentityFile

Specifies the file from which the user's RSA authentication
identity isread (the default being [.SSH]IDENTITY in the
user's home directory). Any identities represented by the
authentication agent are used for authentication. It is possible
to have multiple identity files specified in configuration files;
all these identities will be tried in sequence. The default is
Identity. in the user’s [.SSH] directory.

KeepAlives

Specifies whether the system should send keepalive mesg
to the other side. If they are sent, death of the connection @
crash of one of the systems will be noticed. This means
connections will die if the route is down temporarily. The
default is yes (to send keepalives), and the client will notice
the network goes down or the remote host dies. This is

important in scripts. To disable keepalives, the value shoul
set to "no" in both the server and the client configuration fil

LocalForward

Specifies that a TCP/IP port on the local system be forwat
over the secure channel to giviesst; port from the remote
system. The first argument must be a port number, and the
second must bieost: port. Multiple forwardings may be
specified, and additional forwardings can be given on the
command line. Only the system username can forward
privileged ports.

NumberOfPasswordPrompts

Specifies the number of password prompts before giving
The argument must be an integer.

Note! The server limits the number of attempts (currently 5).
Setting this number larger has no effect. The default
value is one.

The default is 1.

PasswordAuthentication

Specifies whether to use password authentication. The
argument to this keyword must be "yes" or "no". The defau
yes.

age
r

2 if

0 be
eS.

ded

J up

tis

PasswordPromptHost

Specifies whether to include the remote host name in the

password prompt. The argument to this keyword must be "y
or "no".

n}

es
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Table 16-2

Configuration File Keywords (Continued)

Keyword

Description

PasswordPromptL ogin

Specifies whether to include the remote login namein the
password prompt. The argument to this keyword must be "yes"
or "no". Thedefault isyes.

Port

Specifies the port number to connect on the remote host. The
default is 22.

ProxyCommand

Specifies the command to use to connect to the server. The
command string extends to the end of the line. In the command
string, %h is substituted by the host name to connect and %p is
substituted by the port. The command can be anything, and
should read from its stdin and write to its stdout. It should
connect an SSHD server running on some system. Host key
management will be done using the HostName of the host
being connected (defaulting to the name typed by the user).

RemoteForward

Specifiesthat a TCP/IP port on the remote system be forwarded
over the secure channel to given host: port from the local
system. The first argument must be a port number, and the
second must be host: port. Multiple forwardings may be
specified, and additional forwardings can be given on the
command line. Only the SY STEM username can forward
privileged ports.

RhostsAuthentication

Specifies whether to try rhosts-based authentication.

Note! This declaration affects the client side only and has no
effect on security.

Disabling rhosts authentication may reduce authentication time
on slow connections when rhosts authentication is not used.
Most servers do not permit RhostsAuthentication because it is
not secure (see RhostsRSA A uthenti cation). The argument must
be "yes' or "no". The default is no.

RhostsRSA A uthentication

Specifies whether to try rhosts-based authentication with RSA
host authentication. Thisis the primary authentication method
for most sites. The argument must be "yes' or "no". The default
isyes.

RSA Authentication

Specifies whether to try RSA authentication. The argument
must be "yes" or "no". RSA authentication will be attempted
only if the identity file exists, or an authentication agent is
running. The default isyes.

16-14




Accessing Remote Systems with the Secure Shell (SSH) Utilities

Table16-2  Configuration File Keywords (Continued)

Keyword

Description

StrictHostKeyChecking

If this is set to "yes", SSH will never add host keys to the
[.SSHIKNOWN_HOSTS file in SYS$LOGIN: automatically.
It refuses to connect hosts whose host key has changed al

SO.

This provides maximum protection against trojan horse attacks.

However, it can be somewhat annoying if you don't have g
TCPWARE: SSH_KNOWN_HOSTS files installed and frequently

connect new hosts. This option forces the user to add man
any new hosts. Normally, this option is set to "ask", and ne

0od

Lially
W

hosts will be added automatically to the known host files after

you have confirmed you want to do that. If this is set to "no
new host will be added to the known host files automaticall
The host keys of known hosts will be verified automatically

either case. The argument must be "yes",
default is ask.

no", or "ask". The

UsePrivilegedPort

Specifies whether to use privileged port when connecting
other end. The default is yes if rhosts or rsarhosts
authentications are enabled. The user specifies the user ta
in as. This can be useful if you have a different user name

fo th

09
pn

different systems. This saves the trouble of having to remembel

to give the user name on the command line. The default is

yes

UserKnownHostsFile

Specifies a file to use instead of [.SSHIKNOWN_HOSTS
SYS$LOGIN:.

in

—

UseRsh Specifies that rlogin/rshell should be used for this host. It
possible that the host does not support the SSH protocol. This
causes SSH to execute rsh. All other options (except Host-
Name) are ignored if this has been specified. The argumern
must be "yes" or "no".

Other Files

The following files are used by SSH. Note that these files reside generally in the [.SSH]

subdirectory from the user’s SYS$LOGIN directory. The [.SSH] subdirectory is created
automatically on your local system the first time SSH is executed, and on a remote OpenVMS
system the first time an SSH connection is made to that system. File protection for
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SY S$LOGIN:SSH.DIR should be (S:RWD, O:RWD, G:, W:).

Table16-3 SSH Files

Resides
File Name On Description
[.SSH]IAUTHORIZED_KEYS Server Liststhe RSA keys that can be used for
System | logging in asthisuser. The format isthe
same asthe IDENTITY.PUB files; that is,
each line contains the number of bitsin
modulus, public exponent, modulus, and
comment fields, separated by spaces. This
fileis not sensitive. The recommended
permissions are (S:RWD,0:RWD,G:,W:),
and it must be owned by the user.
[.SSH]CONFIG. Client Thisisthe per-user configuration file. This
System | fileisused by the SSH client. It does not
contain sensitive information. The
recommended file protection is
(S RWD,0O:RWD,G:,W:).
[.SSH]IDENTITY. Client Contains the RSA authentication identity of
System | theuser. Thisfileis generated by
SSHAGENT and contains sensitive data,
and MUST have afile protection of
(S:RWD,0:RWD,G:,W:), and it must be
owned by the user. It is possible to specify a
passphrase when generating the key. The
passphrase is used to encrypt the sensitive
part of thisfile using IDEA.
[.SSH]IDENTITY.PUB Client Contains the public key for authentication.
System | Thisisthe public part of the identity filein
and readable format. This file should be added
Server | to[.SSHJAUTHORIZED KEYSonall
System | systemswhere you want to log in using

RSA authentication. Thisfileis not
sensitive and can, but need not be, readable
by anyone. Thisfileis never used
automatically and is not necessary; it is
provided for the convenience of the user
only.
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Table16-3 SSH Files (Continued)

Resides
File Name On Description
[.SSHIKNOWN_HOSTS Client Records host keys for all hosts the user has
System | logged into that are not in
TCPWARE: SSH_KNOWN_HOSTS.
[.SSHIRANDOM_SEED. Client Seeds the random number generator. This
System | file contains sensitive dataand MUST have

aprotection of no less than

(S RWD,0:RWD,G:,W:), and it must be
owned by the user. Thisfileis created the
first time the program is run and is updated
automatically. The user should never need
to read or modify thisfile. On OpenVMS
systems, multiple versions of thisfile will
be created; however, al older versions of
the file may be safely purged.

Use the DCL command: SET FILE
/VERSION_LIMIT=nRANDOM _SEED to
set alimit on the maximum number of
versions of thisfile that may exist at any
given time.
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Table16-3 SSH Files (Continued)

File Name

Resides
On

Description

.RHOSTS

Server
System

Is used in rhosts authentication to list the
host/user pairs that are permitted to log in.

Note! This file is also used by rlogin and
rshell, which makes using this file
insecure.

Each line of the file contains ahost name (in
the fully-qualified form returned by name
servers), and then a user name on that host,
separated by a space. Thisfile must be
owned by the user, and must not have write
permissions for anyone else. The
recommended permission is read/write for
the user, and not accessible by others.

Note! By default SSHD is installed so that it
requires successful RSA host
authentication before permitting rhosts
authentication. If your server system
does not have the client’s host key in
the file TCPWARE: SSH_KNOWN_HOSTS,
you can store it in
SYS$LOA N: SSH_KNOMN_HOSTS. The
easiest way to do this is to connect back
to the client from the server system
using SSH; this will add the host key in
[.SSHIKNOWN_HOSTS in
SYSS$LOGIN: automatically.

.SHOSTS

Server
System

Is used the same way as .RHOSTS. The
purpose for having thisfileisto be ableto
use rhosts authentication with SSH without
permitting login with rlogin or rshell.

TCPWARE:HOSTS.EQUIV

Server
System

Is used during .rhosts authentication. It
contains fully-qualified hosts names, one
per line. If the client host is found in this
file, loginis permitted provided client and
server user names are the same.
Additionally, successful RSA host
authentication is required. Thisfile should
only be writeable by SY STEM.
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Table16-3 SSH Files (Continued)

Resides
File Name On Description
TCPWARE:SHOSTS.EQUIV Server Is processed exactly as
System | TCPWARE: HOSTS. EQUI V. Thisfile may be
useful to permit logins using SSH but not
using rshell/rlogin.
TCPWARE:SSH_CONFIG Client Thisis a system-wide configuration file.
System | Thisfile provides defaults for those values
that are not specified in the user’s
configuration file, and for those who do not
have a configuration file. This file must be
world-readable.
TCPWARE:SSH_KNOWN_HOSTS| Server| Is a system-wide list of known host keys.
System | This file should be prepared by the systern

administrator to contain the public host ke
of all systems in the organization. It shoul
be world-readable and contain public key
one per line, in the following format fields

o< D
(72}

separated by spaces: system name, number

of bits in modulus, public exponent,
modulus, and optional comment field.

When different names are used for the same

system, all such names should be listed,
separated by commas. The fully-qualified
system name (as returned by name serve
is used by SSHD to verify the client host

when logging in. Other names are needed

because SSHD does not convert the use
supplied name to a fully-qualified name

rs)

before checking the key, because someone
with access to the name servers would then

be able to fool host authentication.
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SSHAgent (authentication agent)

sshagent conmand

DESCRIPTION

SSHAGENT is aprogram that holds authentication private keys. The SSHAGENT is started in the
beginning of an X-session or alogin session, and all other windows or programs are started as
children of the SSHAGENT program. The command normally starts X or is the user shell.

Programs started under the agent inherit a connection to the agent. The agent is used for RSA
authentication when logging to other systems using SSH. The command sets the
SSH_AUTH_SOCK and SSH_AGENT _PID logical names. The command sets the
SSH_AGENT _username_MBX and SSH_AGENT _username_PID logical names.

The agent does not have any private keysinitially. Keys are added using SSHADD. When executed
without arguments, SSHADD adds the [.SSH]IDENTITY file from SY SSLOGIN:. If the identity
has a passphrase, SSHADD asks for the passphrase. It then sends the identity to the agent. Several
identities can be stored in the agent; the agent can use any of these identities automatically.
SSHADD - displays the identities currently held by the agent. Theideais that the agent isrunin
the user's workstation. However, it can be run on a shared system as well.

Authentication data need not be stored on any other system. Authentication passphrases never go
over the network. The connection to the agent is forwarded over SSH remote logins. The user can
use the privileges given by the identities anywhere in the network in a secure way.

A connection to the agent is available to all programs run by the user. The names of the mailboxes
used are stored inthe SSH_TO_AGENT username-MBX and SSH_FROM_AGENT username-
MBX AUTH_SOCK environment variable. The mailboxes are accessible only to the current user.
This method is easily abused by SY STEM or by another instance of the same user.

FILES

[.SSH]IDENTITY | Containsthe RSA authentication identity of the user. This file should not
in SY S$LOGIN: be readable by anyone but the user. It is possible to specify a passphrase
when generating the key. That passphrase is used to encrypt the private
part of thisfile. Thisfileis not used by SSHAGENT, but is added to the
agent using SSHADD at login.
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SSHADD

Adds identities for the authentication agent.

sshadd [/LIST] [/DELETE] [/PURGE] [file...]

DESCRIPTION

SSHADD addsidentities to SSHAGENT, the authentication agent. When run without arguments,
SSHADD adds the contents of the [.SSH]IDENTITY file from SY SSLOGIN:. Alternativefile
names can be given on the command line. If any file requires a passphrase, SSHADD asks for the
passphrase from the user.

The authentication agent must be running and must have been executed by the user for SSHADD to
work.

OPTIONS

/IDELETE | Instead of adding the identity, removes the identity from the agent.

/PURGE Deletes al identities from the agent.

/LIST Lists all identities currently represented by the agent.

RETURN STATUS

SSHADD returns one of the following exit statuses. These may be useful in scripts.
0—The requested operation was performed successfully.

1—No connection could be made to the authentication agent. Presumably there is no
authentication agent active in the execution environment of SSHADD.

2—The user did not supply a required passphrase.
3—An identify file could not be found, was not readable, or was in bad format.
4—The agent does not have the requested identity.

5—An unspecified error has occurred; this is a catch-all for errors not listed above.
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FILES

[.SSH]IDENTITY | Containsthe RSA authentication identity of the user. Thisfile should not
in SYS$LOGIN: be readable by anyone but the user. It is possible to specify a passphrase
when generating the key. That passphrase is used to encrypt the private
part of thisfile. Thisisthe default file added by SSHADD when no other
files have been specified.

If SSHADD needs a passphrase, it reads the passphrase from the current
terminal if it was run from aterminal. If SSHADD does not have a
terminal associated with it but DECW$DISPLAY is set, it opensan X11
window to read the passphrase.

SSHKEYGEN

Generates authentication key pairing.

NETCU sshkeygen [/ Bl TS=n] [/ DENTI TY_FI LE=fi |l €]
[ / PASSPHRASE=passphrase] [/ COMVENT=comment ]
NETCU sshkeygen / CHANGE PASSPHRASE [/ PASSPHRASE=0l d_passphr ase]
[ / NEW PASSPHRASE=new_passphr ase]

NETCU sshkeygen / CHANGE _COMMVENT [/ PASSPHRASE=passphr ase]

[/ COMMVENT=conmment ]
NETCU sshkeygen / CHANGE _ClI PHER [/ 1 DENTI TY_FI LE=fi | €]

[ / PASSPHRASE=passphr ase]

NETCU sshkeygen [/ HOST] [/ Bl TS=n] [ / COMMENT=conment ]

DESCRIPTION

SSHKEY GEN generates and manages authentication keys for SSH. Each user wanting to use SSH
with RSA authentication runs SSHKEY GEN once to create the authentication key in
SYS$LOGIN:[.SSH]IDENTITY. The system administrator may use thisto generate host keys. This
program generates the key and asks for afile in which to store the private key. The public key is
stored in afile with the same name but ".pub” appended. The program asks for a passphrase. The
passphrase may be empty to indicate no passphrase (host keys must have empty passphrase), or it
may be a string of arbitrary length. Good passphrases are 10-30 characters long and are not simple
sentences or otherwise easily guessable. The passphrase can be changed later by using the
/ICHANGE_PASSPHRASE option.

There is no way to recover alost passphrase. If the passphrase islost or forgotten, you need to
generate a new key and copy the corresponding public key to other systems.

Thereis also acomment field in the key file that is only for convenience to the user to help identify
the key. The comment can tell what the key isfor, or whatever isuseful. The comment isinitialized
to user@host when the key is created, but can be changed using the/CHANGE_CIPHER option.
Using the/CHANGE_CIPHER option, keys encrypted in any supported cipher can be updated to
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use the default cipher which is 3DES.

Note! When the /HOST qualifer is used, the /IDENTITY_FILE=file.nam is ignored.

OPTIONS

/BITS=n

Specifies the number of bitsin the key to create.
Minimum is 512 bits. Generally 1024 bitsis considered
sufficient, and key sizes above that no longer improve
security but make things slower. The default is 1024 bits.

/CHANGE_CIPHER

Requests that the key's cipher is changed to the current
default cipher (determined at compile-time — currentl
3DES).

/ICHANGE_COMMENT

Requests changing the comment in the private and p
key files. The program prompts for the file containing
the private keys, for the passphrase if the key has on
and for the new comment.

Liblic

SH

/ICHANGE_PASSPHRASE

Requests changing the passphrase of a private key|
instead of creating a new private key. The program
prompts for the file containing the private key, for the g
passphrase, and twice for the new passphrase.

file

d

/COMMENT=comment

Provides a comment.

/HOST

Specifies that the host key is being generated. When
option is specified, there is no prompt for passphrase
and the key file defaults to

TCPWARE, ROOT: [ TCPWARE] SSH_HOST_KEY.

thi:

1Y

/IDENTITY_FILE=file

Specifies the file name in which to load/store the key,

INEW_PASSPHRASEpassphrase

Provides the new passphrase.

/PASSPHRASEpassphrase

Provides the current passphrase. If you are generatir]
key file for use as a host key file without using the
/HOST option, do not include a passphrase; the serv
will not start if it encounters one.

ga

eI
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FILES

Thesefiles exist in SY S$LOGIN:

[.SSH]IDENTITY.

Contains the RSA authentication identity of the user. Thisfile
should not be readable by anyone but the user. It is possible to
specify a passphrase when generating the key; that passphrase will
be used to encrypt the private part of thisfile using 3DES. Thisfile
is not accessed automatically by SSHKEY GEN, but it is offered as
the default file for the private key.

[.SSH]IDENTITY.PUB

Contains the public key for authentication. The contents of thisfile
should be added to [.SSH]JAUTHORIZED_KEY S on al systems
where you want to log in using RSA authentication. Thereis no
need to keep the contents of this file secret.

[.SSHIRANDOM_SEED

Seeds the random number generator. This file should not be
readabl e by anyone but the user. Thisfileis created the first timethe
programisrun, and is updated every time SSHKEY GEN is run.

Error Messages

These error messages will appear on your terminal screen as aresult of an error you made. For
example, you specified an invalid host name to connect to.

SSH Errors

Facility: Warning: identity file does not exist.

Meaning: The identity file specified using /IDENTITY _FILE cannot be found.

Action:  Correct the spelling of the identity file, or use SSHKEY GEN to create it.

Facility: Too many identity files specified (max 100).

Action:  Specify amaximum of 100 identity files.

Facility: Bad escape character character

Action: Using /[ESCAPE_CHARACTER, specify the escape character to be one of 'A-Z’, 'a-Z,

‘@M {}H
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Facility:

Action:

Facility:
Action:

Facility:

Unknown cipher type cipher

Using /CIPHER, specify the cipher to be one of 'non€’, ‘idea, 'des’, '3des), "arcfour’,
‘blowfish’.

Bad port portnumber
Using /PORT, specify the portnumber to be between 1 and 65535.

Bad forwarding specification forwarding

M eaning: The specified port forwarding has in incorrect syntax.

Facility:

configfile line number: missing file name

Meaning: A filename was expected in the configuration line in the specified configuration file.

Action:

Correct and restart your session.

SSHADD errors

Facility:

Bad key file filename: reason

M eaning: The identity file specified cannot be verified as availd key file.

Action:

Facility:

Specify avalid key file, or regenerate the key file, as this one may be corrupt.

Could not open a connectoin to your authentication agent”

Meaning: The SSHAGENT for this user is not active.

Action:

Facility:

Start SSHAGENT before using SSHADD.

Could not remove identity: filename

M eaning: The specified identity could not be removed by SSHAGENT because

Facility:

a it was never loaded in the agent, or
b it has been deleted from the agent.

Failed to remove al identities.

Meaning: The identities |oaded in the agent could not be del eted.

Action:

Restart SSHAGENT asthisislikely aninternal error in SSHAGENT.
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Facility:
M eaning:
Action:
Facility:

Action:

Could not add identity: filename

The specified identity could not be added by the agent.

Restart SHSAGENT asthisislikely aninternal error in SSHAGENT.
No user found with uid value

Report this error to Process Software. Thisisan internal error in SSHADD.

SSHKEYGEN errors

Facility:
M eaning:
Action:
Facility:
M eaning:
Facility:
M eaning:
Facility:
Action:
Facility:

M eaning:
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filenameis not avalid key file.

Theidentity file specified cannot be verified asavaild key file.

Specify avalid key file, or regenerate the key file, as this one may be corrupt.
Bad passphrase

The passhprase used to access the identity file is incorrect.

Saving the key failed: keyfile: reason.

The specified key file could not be saved. The reason text will explain why.
Bits has bad value.

The specified value for /BITS was not between 512 and 32768.

Invalid file name filename - do not specify an extension.

You cannot specify an extension when specifying akey file name. SSH identifies the

public key by appending ".PUB" to the filename used for the private key. For example,
"IDENTITY." and "IDENTITY.PUB".



Appendix A

References

Introduction

This appendix lists documentation to which you can refer for additional details about TCPware for
OpenVMS, TCP/IP protocol suite, networking concepts, and related subjects.

TCPware for OpenVMS Documentation

Be sure you have the following additional TCPware for OpenVM S documents available for
reference:

Installation & Configuration Guide
Management Guide
Network Control Utility (NETCU) Command Reference

Programmer’s Guide

Requests for Comments (RFCs)

Requests for Comments (RFCs) documents contain the specifications for all internet protocols.
Unless specifically noted otherwise on the RFC itself, all RFCs are for unlimited distribution.

You can obtain RFCsby FTPto ds. i nt er ni c. net, logging in asanonynous, and using your
host domain name as a password. Then change directoriesto ther f ¢ directory, select the
appropriate RFC by filename, and transfer the file using COPY or GET.

You can also get batch access to the InterNIC Directory and Database Services by sending
electronic mail to mai | serv@is. i nt er ni ¢. net and including the HEL P command in the body
of the message. You can also use TELNET and GOPHER to view the RFCs.

For different ways of obtaining the RFCs from the InterNIC Directory and Database Services, go to

A-1



PART Il Appendixes

A-2

thei nt er ni c. i nf o directory and copy thei nt er ni c. i nf o fileto your system.

Table A-1 lists the RFCs containing the protocol specificationsimplemented by TCPware for

OpenVMS.

TableA-1 RFCsImplemented by TCPwarefor OpenVMS

Title RFC #
User Datagram Protocol (STD 6) 768
Internet Protocol: DARPA Internet Program Protocol Specification 791
Internet Control Message Protocol (see also RFC 950) 792
Transmission Control Protocol 793
Smple Mail Transfer Protocol (STD 10) 821
Sandard for the Format of Text Messages (STD 11) 822
An Ethernet Address Resolution Protocol 826
TELNET Protocol Specification (STD 8) 854
TELNET Option Specification (STD 8) 855
TELNET Binary Transmission (STD 27) 856
TELNET Echo Option (STD 28) 857
TELNET Suppress Go Ahead Option (STD 29) 858
Echo Protocol (STD 20) 862
Discard Protocol (STD 21) 863
Character Generator Protocol (STD 22) 864
Quote of the Day Protocol 865
Daytime Protocol (STD 25) 867
Time Protocol (STD 26) 868
TELNET End of Record Option 885
Trailer Encapsulations 893
A Standard for the Transmission of 1P Datagrams over Ethernet Networks 894
Reverse Address Resol ution Protocol 903
Broadcasting Internet Datagrams (STD 5) 919
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TableA-1 RFCsImplemented by TCPwarefor OpenVM S (Continued)

Title RFC #
Broadcasting Internet Datagrams in the Presence of Subnets (STD 5) 922
Internet Sandard Subnetting Procedures (STD 5) 950
Bootstrap Protocol (BOOTP) 951
File Transfer Protocol (STD 9) 959
Mail Routing and the Domain System (STD 14) 974
XDR: External Data Representation Standard 1014
Domain Administrators Guide 1032
Domain Administrators Operations Guide 1033
Domain Names. Concepts and Facilities 1034
A Standard for the Transmission of 1P Datagrams over |EEE 802 Networks 1042
Internet Protocol on Network Systems HY PERchannel Protocol Specification 1044
A Nonstandard for Transmission of |P Datagrams over Serial Lines; SLIP 1055
RPC: Remote Procedure Call Protocol Specification, Version 2 1057
TELNET Window Size Option 1073
TELNET Terminal Speed Option 1079
TELNET Terminal-Type Option 1091
NFS: Network File System Protocol Specification 1094
TELNET X Display Location Option 1096
DNS Encoding of Network Names and Other Types 1101
U.S. Department of Defense Security Options for the Internet Protocol 1108
Host Extensions for IP Multicasting (STD 5) 1112
Compressing TCP/IP Headers for Low-Speed Serial Links 1144
Sructure and Identification of Management Information...(STD 17) 1155
A Smple Network Management Protocol (SNMP) (STD 15) 1157
Line Printer Daemon Protocol 1179
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TableA-1 RFCsImplemented by TCPware for OpenVM S (Continued)

Title RFC #
New DNS RR Definitions 1183
Path MTU Discovery 1191
Management Information Base for Network Management... 1213
Tunneling IPX Traffic through IP Networks 1234
BSD Rlogin 1282
The Finger User Information Protocol 1288
Network Time Protocol (Version 3) Specification, Implementation & Analysis 1305
TCP Extension for High Performance 1323
DNSNSAPRRs 1348
Type of Service in the Internet Protocol Suite 1349
The TFTP Protocol (Revision 2) (STD 33) 1350
Multiprotocol Interconnect on X.25 and ISDN in the Packet Mode 1356
TELNET Remote Flow Control Option 1372
Transmission of IP and ARP over FDDI Network (STD 36) 1390
IP Multicast over Token-Ring Local Area Networks 1469
Encoding Header Field for Internet M essages 1505
Applicability Statement for the Implementation of CIDR 1517
An Architecture for |P Address Allocation with DICR 1518
Classless Inter-Domain Routing (CIDR):...Strategy 1519
Dynamic Host Configuration Protocol 1541
Classical IPand ARP over ATM 1577
The Point-to-Point Protocol (PPP) (STD 51) 1661
Assigned Numbers (STD 2) 1700
Post Office Protocal - Version 3 (STD 53) 1939
Internet Message Access Protocol - Version 4revl 2060
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TableA-1 RFCsImplemented by TCPwarefor OpenVMS (Continued)

Title RFC #
Dynamic Host Configuration Protocol 2131
DHCP Options and BOOTPD Vendor Extensions 2132
Dynamic Updates in the Domain Name System (DNS Update) 2136
Secure Domain Name System Dynamic Update 2137
Agent Extensibility (AgentX) Protocol Version 1 2741
Definitions of Managed Objects for Extensible SNMP Agents 2742

Internet, TCP/IP Protocol Suite, and Related Subjects
The following RFCs are also available on more general Internet, TCP/IP, and related subjects:
RFC 1118, The Hitchhikers Guide to the Internet
RFC 1359, Connecting to the Internet: What Connecting I nstitutions Should Anticipate
RFC 1392, Internet Users Glossary
RFC 1432, Recent Internet Books
RFC 1462, FYI on "What isthe Internet?"

RFC 1463, FYI on Introducing the Internet—A Short Bibliography of Introductory Internetworking
Readings for the Network Novice

RFC 2151, A Primer on Internet and TCP/IP Tools and Utilities
The following books are particul arly useful references:

Comer, Douglas E. [1995], Internetworking with TCP/IP, Volume I: Principles, Protocols, and
Architecture,Third edition, Prentice-Hall.

Comer, Douglas E. & David L. Stevens [1994], Internetworking with TCP/IP, Volume II: Design,
Implementation, and InternalSecond edition, Prentice-Hall.

Comer, Douglas E. & David L. Stevens[1996], Internetworking with TCP/IP, Volume llI: Client-
Server Programming and Applications for the BSD Socket VeiSéoand edition, Prentice-Hall.

Frey, Donnalyn, Rick Adams[1989], A Directory of Electronic Mail, Addressing and Networks,
O'Rellly & Associates, Inc.

LaQuey, Tracy L. (editor) [1990], The User's Directory of Computer Netwgr&empaq Press.
Perlman, Radia [1992], Interconnections: Bridges and Routefg]dison-Wesley.
Quarterman, John S. [1990], The Matrix: Computer Networks and Conferencing Systems
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Worldwide, Compag Press.

Santifaller, Michael [1991], TCP/IP and NFS: Internetworking in a UNIX Environment, translated
by Stephen S. Wilson, Addison-Wesley.

Stallings, William [1991], Data and Computer Communications, Third edition, MacMillan.
Stevens, W. Richard [1990], UNIX Network Programming, Prentice-Hall.
Tanenbaum, Andrew S. [1996], Computer Networks, Third edition, Prentice-Hall.

Tolhurst, William A. et a. [1994],

Using the Internet, Special Edition, Que Corp.

Table A-2 lists documentation to which you can refer for details on specific topics.

Table A-2  Additional Documentation

For Detailson...

Process Software’s home pag
on the World Wide Web

eFor information about Process Software, its products, and
services, enter the following Universal Resource Locator
(URL) from your World Wide Web browser:

http://www.process.com/

its

VAX WAN

VAX WAN Device Drivers Specifications available from
Compaqg Computer Corporation for details on the device
drivers TCPware for OpenVMS supports (DSV11, DSB32,
and DST32).

DECwindows

VMS DECwindows User's Guidad the VMS DECwindows
Motif User’s Guideavailable from Compag Computer
Corporation.

Domain Name Services (DNS)

Albitz, Paul & Cricket Liu, DNS and BindQ'Reilly
Associates.

Dynamic Host Configuration
Protocol (DHCP)

Droms, Ralph and Ted LemoHe DHCP Handbook:
Under standing, Deploying, and Managing Automated
Configuration Services,

1999 Macmillan Technical Publishing,

201 West 103rd Street, Indianapolis, IN 46290
ISBN 1-57870-137-6

Ethernet

Ethernet Data Link Layer and Physical Layer Specifications
available from Compaq Computer Corporation or from you
Ethernet controller’s hardware documentation.

=

FDDI

APrimer on FDDI: Fiber Distributed Data I nterface available
from Compaq Computer Corporation for details about the
features, topologies, and components of the FDDI local ar

ea

network standard.
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Table A-2  Additional Documentation (Continued)

For Detailson... See...

Gateway Routing Daemon On the World Wide Web, use URL

(GATED) http://ww. gat ed. or g/

HY PERchannel H269 (Rel. 1.2) Network Adapter Driver for DEC VAX VMS
(HYPERchannel H269 driver | Installation Manual and User’s Guidwailable from Network
hardware) Systems Corporation, Minneapolis, MN.

ONC RPC Programmer’s Guiddor details about TCPware’s

implementation of ONC RPC.

proNET (Proteon’s token ring) Operation and Maintenance Manual for the proNET Local
Network System available from Proteon Inc., Westborough,
MA

Remote magnetic tape service Maintenance Commands section of theéunOS Reference
(rmt) Manual available from Sun Microsystems.

Setting up print queues and | Compaq Computer Corporati@uide to Maintaining a VMS
initiating print commands on | System. OpenVMS users can also see WS DCL

the OpenVMS host Dictionary, or theDECprint Printing Services User’s Guide
X.25 VAX P.S.I. documentation from Compag Computer
Corporation.

Compag Computer Corporation Documentation

For details on the OpenVMS operating systems, system services, and utilities, see the appropriate
Compagq Computer Corporation documentation.

The Telecommunications and Networks Publications document (order number ED-01019) lists
networking documentation available from Compag Computer Corporation.
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Appendix B

TCPware Logicals
Table B-1 lists the TCPware logicals in aphabetical order:

TableB-1 TCPwareLogicals

FTP_STARTUP
Defines FTP_STARTUP to point to the FTP_STARTUR.COM file.

$ DEFI NE / SYSTEM / EXECUTI VE FTP_STARTUP SYS$MANAGER: FTP_STARTUP. COM

Client users can override this startup file by creating their own. Including the command
DEFINE /PROCESS FTP_STARTUP in auser's LOGIN.COM file overrides any
DEFINE /SY STEM /EXEC command in the SY SSMANAGER:SY STARTUP_V5.COM file.

NETCU_STARTUP
Defines NETCU_STARTUP to point to the NETCUSTART.COM file.

For example, you can include the following in your LOGIN.COM file:

ASSI GN SYS$LOG N: NETCUSTART. COM NETCU_STARTUP

When you start NETCU, NETCU_STARTUP points to the specified file
(SYS$LOGIN:NETCUSTART.COM for example) and processes al the commands.

Note! The system ignores all commands following an EXIT or QUIT command in the file. NETCU
ignores any "commented-out" command lines in files (such as SERVICES.COM) that are
used as input to NETCU. The commented-out line in the file should begin with the !, the #, or
the ; character. NETCU does not execute the command line until you remove the character.

SSH_CONTROL.COM
Thisisthefile used to configure/start/stop SSH.
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TableB-1 TCPwareLogicals (Continued)

SSH_DIR

Points to the directory where SSH’s configuration, master server log file, and host key files are kept.
Normally, thisis TCPWARE_COMMON_ROOT: [ TCPWARE] .

It is defined through @TCPWARE:CNFNET SSH. The configuration procedure should write these
to the common configuration file and check the values at start up and delete them at shutdown.

SSH_EXE

Points to the directory where SSH executables are kept. Normally, thisis

TCPWARE_COMVON_ROOT: [ TCPWARE] . It is defined through @TCPWARE:CNFNET SSH. The
configuration procedure should write these to the common configuration file and check the values at
start up and delete them at shutdown.

SSH_LOG

Points to the directory where the log files are kept. Normally, thisis

TCPWARE_COMMON_ROOT: [ TCPWARE.

LOgF . It isdefined through @TCPWARE:CNFNET SSH. The configuration procedure should write
these to the common configuration file and check the values at start up and delete them at shutdown.

SSH_MAX_SESSIONS

Set thisto the maximum number of concurrent SSH sessions you want to allow on the server system.
If SSH_MAX_SESSIONS s not defined, the default is 9999. Setting SSH_MAX_SESSIONS to zero
(O) will cause an error. The value must be between 1 and 9999. It is defined through
@TCPWARE:CNFNET SSH. The configuration procedure should write these to the common
configuration file and check the values at start up and del ete them at shutdown.

SSH_TERM_MBX

Mailbox used by SSHD MASTER to receive termination messages from SSHD daemon processes.
Do not change thislogical name. Thisis created by the SSHD MASTER process.

TCPWARE_ACECLIENT_CL
Points to the shareable image activated by LOGINOUT when login is performed.

TCPWARE_ACECLIENT_DATA_DIRECTORY

Pointsto the directory that contains ACE/Client datafiles. Set by theEnt er di rectory where
the TCPware ACE/Client data file resides: promptin CNFNET.

TCPWARE_ACECLIENT_ENABLE

Indicates that authentication by the TCPware ACE/Client is enabled when set to 1. Set by the Do
you want to use the TCPware ACE/ CLI ENT to authenticate user |ogin?:
prompt in CNFNET.

B-2




TCPware Logicals

TableB-1 TCPwareLogicals (Continued)

TCPWARE_ACECLIENT_NETWORK

Indicates that authentication is performed on logins over network terminals when set to 1. For
example, NT physical devices created if using TELNET. Set by theDo you want to
aut henti cate user network | ogi ns? promptin CNFNET.

TCPWARE_ACECLIENT_PASSCODE_TIME

Definesthe number of seconds allowed for the user to input the PASSCODE. Set by theEnt er t he
PASSCODE i nput timeout time: promptin CNFNET.

TCPWARE_ACECLIENT_REMO

Indicates that authentication is performed on logins over remote terminals when set to 1. For
example, _RT physical devices are created if using SET HOST. Set by theDo you want to
aut henti cate user renote | ogi ns?: promptin CNFNET.

TCPWARE_ACECLIENT_SHR
Points to the ACE/Client API.

TCPWARE_DOMAINLIST

Allows you to set up to six domainsin a search list, as well as the minimum number of dots to
recognizein ahost name to make it fully qualified. The client reads thisinformation from this logical
through CNFNET.

TCPWARE_DOMAINNAME

Specifiesthe internet addresses of up to three name servers the client can query. The client reads this
information from thislogical through CNFNET.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_220 REPLY

Defines a message displayed when a user connects to the server and can log in. This message
replaces the default message.

For example, you can define the welcome text equivalence string as follows:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_220_REPLY -
_$ "**AUTHORI ZED USE ONLY **", -

_$ "bart.nene.com (192. 168. 34.56)", -

_$ "FTP-OpenVMS FTPD V5.5 (c) 2000 Process Software"

Alternately, you can include the last three equivalence stringsin an FTP_WELCOME.TXT file and
definethelogical asfollows:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_220_REPLY -
$ " @BYSSMANAGER: FTP_WELCOME. TXT"

In either case, when a user connectsto a host, the message appears as follows:

220-** AUTHORI ZED USE ONLY **

220-bart. nene. com (192. 168. 34. 56)

220 FTP- QpenVMs FTPD V5.5 (c) 2000 Process Software
_Usernane []:

TCPWARE_FTP_221 REPLY

Defines amessage to appear when a user ends the FTP session. If not defined, TCPware uses the
default message. You can define atext string or file.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_221 REPLY -

_$ "Connection to FTP server has been cl osed"

Now, when the user closes the FTP connection, the following message appears:

221 Connection to FTP server has been cl osed

TCPWARE_FTP_230 REPLY

Defines a message to appear when a user successfully logsin. If not defined, TCPware uses the
default message. You can define atext string or file. For example:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_230_REPLY "Logi n successful "
Now, when the user logsin using FTP, the following message appears:

230 Logi n successful
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_421 REPLY

Defines amessage sent when a user connects to the server but should not log in. After sending the
message, the connection closes. For example, you can define this logical to prevent FTP access for a
short time period. Be sure to deassign the logical after this period to allow FTP access again. You can
define atext string or file.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_421_ REPLY-

_$ "System mai ntenance in progress until 17:30"

Now, when the user connects to the host through FTP, the foll owing message appears and then the
connection closes:

421 System mai ntenance in progress until 17:30

TCPWARE_FTP_421 REPLY has precedence over TCPWARE_FTP_220 REPLY.

TCPWARE_FTP_ALL_VERSIONS

Requests the NLST and LIST commands to display all versions of the specified files. If
TCPWARE_FTP_ALL_VERSIONS s defined, TCPWARE_FTP_STRIP_VERSION has no effect.

TCPWARE_FTP_ALL_VERSIONS isignored if the FTP server isin UNIX emulation mode.

TCPWARE_FTP_ALLOWCAPTIVE

By default, the FTP server does not alow file transfers for CAPTIVE accounts. Defining thislogical
allows CAPTIVE accounts to use all FTP commands except SITE SPAWN.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_ALLOWCAPTI VE " "

You must modify the CAPTIVE account procedure to allow the FTP server to start the data transfer
process. The procedure can check if the logical "TT" is equal to
"TCPWARE:FTPSERVER_DTP.COM" and exit out of the login procedure:

$! Check if this is the TCPware FTP data transfer process:

$ IF FSLOG CAL("TT") .EQS. "TCPWARE: FTPSERVER _DTP. COM' THEN EXI T
$! Refuse other network connections (such as DECnet):

$ | F FSMODE() .EQS. "NETWORK" THEN LOGOUT

$! (or allow by using "...THEN EXIT" above)
$! Remai nder of CAPTIVE procedure follows:
$.. ..
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_ANONYMOUS 230 REPLY
Defines amessage to appear when an ANONY MOUS user successfully logsin. If not defined,
TCPware uses the default message. You can define atext string or file.

$ DEFI NE/ SYSTEM EXECUTI VE TCPWARE_FTP_ANONYMOUS_230_REPLY-
_$ "ANONYMOUS | ogi n successful "
Now, when auser logsin using the ANONY MOUS account, the following message appears:

230 ANONYMOUS | ogi n successf ul

TCPWARE_FTP_ANONYMOUS RIGHTS

Defines write, rename, and del ete access rights for the ANONYMOUS FTP user in addition to read
access.

$ DEFI NE/ SYS/ EXEC/ NOLOG TCPWARE_FTP_ANONYMOUS_RI GHTS "WRI TE, RENAME, DELETE"

TCPWARE_FTP_ANONYMOUS ROOT

Defines access restrictions for users logged in as ANONYMOUS. For example, you can set access
restrictions for userslogged in as ANONYMOUS to allow accessto just the ANONY MOUSSUSER
directory and its subdirectories:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_ANONYMOUS_ROOT ANONYMOUS$USER:

If not set, the FTP server defaults to the setting in TCPWARE_FTP_ROQT if it exists.

TCPWARE_FTP_DISALLOW_UNIX_STYLE

Controls whether UNIX style filename parsing is done. If not defined, it defaults to TRUE (UNIX-
style life specifications are not allowed). Defining to FALSE allows file specifications with the
character in them to be treated as UNIX file specification.

$ DEFI NE / SYSTEM NOLOG / EXECUTI VE TCPWARE_FTP_DI SALLOW UNI X_STYLE ?

i/H

TCPWARE_FTP_DONT_REPORT_FILESIZE

If this logical is defined, the reporting of the estimate of the number of bytes to be transferred
150 response line is suppressed. Some FTP clients expect this number to be exact. The FTP
unable to determine an exact count without processing the entire file, so an estimate of the nu
bytes used to store the file is returned. The inaccuracy comes from the differences in the way
OpenVMS records and line breaks are handled. The ? in the logical represents where defineg

go.
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_DONT_REPORT_FI LESI ZE ?

in the
server is
mber of

1 values
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_EXTENSION_QUANTITY

Defines the default allocation/extention quantity for new files and appends. The ?in the logical
represents where defined values go. Defined values must be numeric.

$ DEFI NE / SYSTEM NOLOG / EXECUTI VE TCPWARE_FTP_EXTENSI ON_QUANTI TY ?

TCPWARE_FTP_GETHOST _MAX_TIME

When anew connection arrives at the FTP server it attempts to resolve the name of the host that
originated the connection. If this process takesalong time, it can stall al other connections, both
active and new. To adjust how long the FTP server is allowed to take to look up the host name, set
thelogical TCPWARE_FTP_GETHOST_MAX_TIME to the VMS deltatime that can elapse before
it gives up. The default value 10 seconds (0 0:0:10).

TCPWARE_FTP_IDLE_TIMEOUT

Changes the timeout for FTP connection attempts to something other than the default of 10 minutes.
The FTP server checks the timeout when you enter and complete acommand. You can set thislogical
any time, and it effectively changes the idle timeout for open, non-idling connections as well as for
any future ones. Make sure to use deltatime for the time syntax.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_I| DLE _TI MEQUT "0 00: 20: 00"

This example changes the idle timeout to 20 minutes. The default is 10 minutesif notimeis
specified. Setting the value to 0 disables idle timeout.

TCPWARE_FTP_KEEP DIR_EXT

Sometimesthe FTP server stripsthe .DIR extension from the file name of adirectory whenthe NLST
function is requested. The FTP server looks for TCPWARE_FTPD_KEEP DIR_EXT and, if
defined, does not remove the .DIR extension.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTPD_KEEP DI R_EXT TRUE

To return to the default behavior, remove thislogical.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_LOGFILE

Defines a specific name of alog file. Use thisif you suspect break-insto the FTP server.

$ DEFI NE / SYSTEM / EXEC TCPWARE_FTP_LOGFI LE SYS$COMMON: [ SYSMER] FTPLOG N. LOG

Thislogical must be defined before TCPware FTP is started (or FTP must be restarted after defining
itin order for it to take effect).

If thislogical exists, the FTP server writes a record to the specified file each time a user attempts to
log in. Each record includes the date and time, the remote host’s internet address, and whether the
login succeeded.

Specifies the name of the file to which ALL commands and responsesto ANONYMOUS FTP
services are logged. If TCPWARE_FTP_LOG_ALL_USERS s also defined, then commands and
responses for all users are logged.

TCPWARE_FTP_LOG_ALL_USERS

Thislogical causes all commands and responses to be logged to the file defined by
TCPWARE_FTP_LOGFILE. The default (when thislogical is not defined) isto just log the
commands and responses for anonymous users.

$ DEFI NE TCPWARE_FTP_LOG ALL_USERS

TCPWARE_FTP_MAX_SERVERS
Allows the maximum number of servers to be set. The default is 10000.
$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_MAX_SERVERS " 1500"

TCPWARE_FTP_MAXREC

The FTP client and the FTP server check the record size of an ASCI| transfer and disallow more than
8192 byte records. Definethislogical to override the default of 8192. The definition of thislogical is
commented out but defined in the FTP_CONTROL.COM file as follows:

$ ! DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_MAXREC 8192

TCPWARE_FTP_MESSAGE_FILE

Defines the message file the FTP user sees when connecting to the server or moving between
directories. The definition of thislogical is commented out but defined in the FTP_CONTROL.COM
fileasfollows:

$ ! DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_MESSAGE_FI LE ". MESSAGE"
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_ONLY_BREAK_ON_CRLF

If thislogical isset and an ASCII fileistransferred, anew lineis created in the file upon receipt of a
carriage return/line feed sequence.

If thislogical isnot set and an ASCII fileistransferred, anew lineis created upon receipt of either a
carriage return/line feed sequence or aline feed.

TCPWARE_FTP_PASSWORD_WARNING_MESSAGE

Thelogical TCPWARE_FTP_PASSWORD_WARNING_MESSAGE defines the message that the
FTP server displays when the user’s password is going to expire within the warning time. If the
amount of time before the password expires is to be displayed, use a %sin the logical.

$ DEFI NE/ SYSTEM EXEC TCPWARE _FTP_PASSWORD WARNI NG MESSAGE " %"
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_PASSWORD WARNI NG_MESSACGE "nessage t ext
string"

TCPWARE_FTP_PASSWORD_WARNING_TIME

Thelogical TCPWARE_FTP_PASSWORD_WARNING_TIME usesthe VMS delta time to specify

the minimum remaining lifetime for the user’'s password. If the remaining lifetime is greater than the
VMS deltatime then no message is displayed. It is necessary to define this value to enable checking
for the remaining lifetime of a password.

$ DEFINE/SYSTEM/EXEC @TCPWARE_FTP_PASSWORD_WARNING_TIME “dddd hh:mm:ss.hh”

TCPWARE_FTP_RECEIVE_THRESHOLD

Specifies the amount of buffer space that can be used to buffer transmitted data on the data socket.
The default value if 6144. If thislogical is defined and it beginswith a/, then it specifies the fraction
of the window size; if only afraction is specified, then it indicates the number of bytes to be used.
The ?inthelogica represents where defined values go. Defined values can be either alpha or
numeric.

$ DEFINE TCPWARE_FTP_RECEIVE_THRESHOLD ?

TCPWARE_FTP_RECODE_NONVMS FILE_NAMES

If thislogical isdefined, and the FTP server is not operating in UNIX mode, it recodes filenames that
are not legal OpenV M S file namesin the same manner that it would normally recode filenames when
operating in UNIX mode. Thisis useful for handling filenames with multiple dots (.), spaces, and
other characters that VM S does not allow in filenames while retaining the OpenVMS directory
syntax.

$ DEFINE TCPWARE_FTP_RECODE_NONVMS_FILE_NAMES/ enane

B-9




PART Il Appendixes

TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_ROOT

Defines the system-wide default directory access restrictions for client users. For example, you can
restrict al userslogged in via FTP to the COMMONS$USER directory and its subdirectories:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_FTP_ROOT COMVONSUSER:

The default directory is not set to the value of thislogical or to the value of
TCPWARE_FTP_<username> ROOT.

TCPWARE_FTP_username ROOT

The TCPWARE_FTP_username_ROOT (system level, executive mode) logical defines access
restrictions for an FTP client logging in as username. For example, you can restrict user CLARK to
the COMMONSUSER:[CLARK] directory and its subdirectories, as follows:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_CLARK_ROOT COMMON$USER: [ CLARK]

Because the FTP server restricts access by default to the directory setting in the
TCPWARE_FTP_ROOT logical (described earlier), if it exists, you may want to use the special
wildcard (*) setting with the TCPWARE_FTP_username_ROQT logical to bypass the default for
username. For example, to restrict the bulk of usersto DISK$SYS_LOGIN, restrict users KATE and
PAUL to ENG$DISK, but allow SY STEM full access to locations covered by its account, define the
following logicals:

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_ROOT DI SK$SYS LOG N ! defaul t

$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_KATE _ROOT ENGSDI SK ! limts KATE
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_PAUL_ROOT ENG$DISK ! limts PAUL
$ DEFI NE/ SYSTEM EXEC TCPWARE_FTP_SYSTEM ROOT * I full SYSTEM

ANONY MOUS user access restrictions are described under
TCPWARE_FTP_ANONYMOUS ROOT.

The user is not placed automatically in this directory upon successful login.

TCPWARE_FTP_SEMANTICS FIXED_IGNORE_CC

If thislogical is defined to TRUE, then GET operations of fixed lengths record files will not have a
carriage return/line feed added to the end of each record. The ?in the logical represents where
defined values go. Defined values can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_SEMANTI CS_FI XED | GNORE_CC ?
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_FTP_SEMANTICS VARIABLE_IGNORE_CC

When thislogical is defined to TRUE, files with variable length records and carriage return carriage
control will NOT have a new line character inserted after each line when the fileis transferred in
image (binary) mode. The default is TRUE and is defined in FTPSERVER_DTR.COM.

$ DEFI NE TCPWARE_FTP_SEMANTI CS_VARI ABLE_| GNORE_CC FALSE

Users can change this value by defining it in their LOGIN.COM file, or it can be defined on a
system-wide basisif thisis desired for all users.

TCPWARE_FTP_SERVER_DATA_PORT_RANGE

Specifies the upper and lower port boundaries that are to be used in passive data connections. The
string should contain two numbers separated by a space. The ?in thelogical represents where defined
values go.

$ DEFI NE TCPWARE_FTP_SERVER DATA PORT_RANGE ?

TCPWARE_FTP_SERVER_LOG_LIMIT

By setting thislogical in the LOGIN.COM file, you can specify that log files be retained. Set the
logical name to adash (-) to retain all log files, or specify a number in the range of 1 to 32000.

Directory sizerestrictions limit the number of potential filesthat can be created. If you do not specify
anumber or value, onelog fileis created or overwritten for each FTP session. Use the DCL PURGE
command to delete unneeded | og files. The following example specifies that 42 log files be retained:

$ DEFI NE TCPWARE_FTP_SERVER LOG LIM T 42

TCPWARE_FTP_SERVER_RELAXED_PORT_COMMAND

The server compares the | P network address value specified in the PORT command with the IP
network address of the |P addressit is receiving commands from. If these are not in agreement, the
PORT command is not accepted. Some multi-homed clients, and clients that can do third party
transfers, send values that do not match. Defining thislogical allows the PORT command to be
accepted for these clients by disabling this check. The ? in the logical represents where defined
values go. Defined values can be either alpha or numeric.

$ DEFI NE TCPWARE_FTP_SERVER RELAXED PORT_COMVAND ?

TCPWARE_FTP_STRIP_VERSION

Causes VM S mode output to have no versions. The ? in the logical represents where defined values
go. Defined values can be either alpha or numeric.

$ DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_STRI P_VERSI ON ?
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TableB-1 TCPware Logicals (Continued)

TCPWARE_FTP_SYST_BANNER

When thislogical is defined the SY STem banner is not displayed in response to the STATUS
command. When thislogical is not defined the format of the banner varies depending upon whether
the FTP_SERVER is operating in UNIX mode or VM S mode.

$ DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_SYST_BANNER

TCPWARE_FTP_UNIX_STYLE_BY_DEFAULT

Starts the FTP server in UNIX emulation mode. The ?in the logical represents where defined values
go. Defined values can be either alpha or numeric.

$ DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_UNI X_STYLE_BY_DEFAULT ?
When sending the command from a non-OpenVMS client, a space is required between the file

specification and the qualifier.
$ GET filenanme /LOG
To disable this requirement:

$ DEFINE /SYSTEM /EXECUTIVE_MODE TCPWARE_FTPD_NOUNIX_SYNTAX “TRUE”
Thislogical has no effect if TCPWARE_FTP_DISALLOW_UNIX_STYLE isnot set to FALSE.

TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE

Allows UNIX style filename handling to be case insensitive. The ?in the logical represents where
defined values go. Defined values can be either alpha or numeric.

$ DEFINE /SYSTEM /NOLOG /EXEC TCPWARE_FTP_UNIX_STYLE_CASE_INSENSITIVE ?

TCPWARE_FTP_WINDOW
The FTP client and the FTP server set the TCP window size of the data connection to either:

* Thevalue of thislogical if you defineit (minimum is 512 bytes; maximum is 1,048,576 bytes)
* Thelarger of 32,768 bytes and the default TCP window size

The ?in the logical represents where defined values go. Defined val ue should be numeric.
$ DEFI NE / SYSTEM / NOLOG / EXECUTI VE TCPWARE_FTP_W NDOW ?

TCPWARE_KERBV4 MAXAGE

Sets the maximum age of the Kerberos database.

TCPWARE_KERBV4 PRIMARY

Sets the primary Kerberos server name.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_KERBV4 REALM

Sets the realm name of the Kerberos server.

TCPWARE_KERBV4 RLOGIN
Determines if the RLOGIN server mandates, accepts, or disallows any Kerberos request.

TCPWARE_KERBV4 RSHELL
Determines if the RSH server mandates, accepts, or disallows any Kerberos request.

TCPWARE_KERBV4 SRVTYP
Sets the type of server (primary or applications only).

TCPWARE_KERBV4 TELNET
Determines if the TELNET server mandates, accepts, or disallows any Kerberos request.

TCPWARE_KERBV4 TKFILE
Sets the location of the user’s ticket file.

TCPWARE_LPD_DEFAULT_USER

Defines adefault OpenVM S username for remote users connecting to the local LPD server. Used
only when you define aremote host in the LPD access file and the remote username is not mapped to
a specific OpenVMS username.

TCPWARE_LPD_OPTIONS

Determines if the server handles batch queues.

TCPWARE_LPD_gname *_FORM
Defines the form used for print jobs. Thisis similar to TCPWARE_LPD_gname PARAMETER.
Use TCPWARE_LPD_* FORM to define the form for all queues.

Note! A specific queue setting overrides the global setting for that queue.

TCPWARE_LPD_gname OPTION
Specifies additional PRINT command qualifiers to pass to the specified print queue:

/BURST, /FEED, /FLAG, /FORM, /HEADER, /[LOWERCASE, /PASSALL, /PRIORITY,
/RESTART, /SPACE, /TRAILER

Use TCPWARE_LPD * OPTION to define the option for all queues.

Note! A specific queue setting overrides the global setting for that queue.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_LPD_gname * PARAMETER

Defines the specified parameters when the remote user submits a print request to the OpenVMS print
system (gname is the queue name).

Thefirst equivalence string for the logical (if defined) isthe first parameter; the second is the second
parameter; and so on, up to eight parameters.

Use TCPWARE _LPD * PARAMETER to define the parameter for all queues.

Note! A specific queue setting overrides the global setting for that queue.

TCPWARE_LPD_gname * QUEUE

Defines the print queues for an alias queue name (gname). Supports clients that may not allow
standard OpenV M S queue names as the remote printer (such as IBM’s Al X, which restricts remote
printer names to seven characters).

TCPWARE_LPD_SPOOL
Points to the work directory for the LPD server. This directory holds temporary files.

TCPWARE_LPR_PRINTER

Defines the default remote printer for the LPR, LPRM, and L PQ commands. Define your own
TCPWARE_LPR_PRINTER logical inaLOGIN.COM file.

TCPWARE_LPR_gname PRINTER
TCPWARE_LPR_gname PRINTER_DEFAULT

Defines the absolute printer for the PRINT command. You cannot override thislogical when
submitting a print job. Useto restrict printing to one printer per queue.

TCPWARE_LPR_QUEUES

Liststhe names of all TCPware print symbiont queues. Defined only if you defined one or more print
queues.

TCPWARE_LPR_SPOOL
Points to the work directory for the PRINT command. This directory holds temporary files.
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TableB-1 TCPware Logicals (Continued)

TCPWARE_LPRSM

The TCPWARE_LPRSMB print symbiont provides similar retry interval and timeout tuning logicals
asthose for TCPWARE_VMSLPRSMB. The TCPWARE_LPRSMB logicals are:

e TCPWARE_LPRSMB_* RETRY_ INTERVAL

* TCPWARE_LPRSMB_gname RETRY_INTERVAL
e TCPWARE_LPRSMB_* TIMEOUT

* TCPWARE_LPRSMB_gname TIMEOUT

e TCPWARE_LPRSM_gname PRECONN

TCPWARE_NAMED_MAX_CACHE_TTL

NAMED checksthe SYSTEM EXECUTIVE logical table for thislogical value and sets the
maximum cache time (in seconds) to be that value. Use thislogical to override the default one week
(604800 seconds) to a maximum cache time more appropriate for your system.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_NAMED NMAX_CACHE_TTL 86400

The server reads thislogical the next time it starts. If you do not want to wait for the server to start,
you can make the change to the running server by using the NETCU SET NAMED MAX_TTL
command. Any data now written to the cache remains there for 86400 seconds (one day).

TCPWARE_NAMESERVERS

When an application needsto resolve ahost name or internet address, the client queriesthe first name
server thislogical defines. The client continues to query the other name serverson itslist until it
receives an answer or thelist is exhausted.

TCPWARE_NFS ACCESS_IDENTIFIER

Specifies the name of arightsidentifier you want assigned to all NFS users. You can then modify the
access control lists (ACLSs) of filesto grant or deny access to holders of the rights identifier. The
default is null (no rights identifier).

OpenVM S files protected by ACL s should have the UIC-based protection mask set to allow file
access and the ACL set to deny access.

TCPWARE_NFS DFLT_GID
TCPWARE_NFS DFLT_UID

Specifies the default UID and GID. The server uses these defaults in the following cases:

* Receivesarequest from auser without aPROXY mapping and who is also the superuser (UID=0,
and any GID). The server replaces the superuser UID and GID with the default UID and GID.

* Processesaget attributes request and cannot find afile's owner UIC in the PROXY
database. The server uses the default UID and GID instead.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_NFS DIRLIFE_TIMER

Sets when to delete internal directory cache data structures. Specify the interval as OpenVMS delta
time. The default is 3 minutes.

TCPWARE_NFS DIRREAD_LIMIT

Sets the maximum size in bytes for each file read while processing aget attri but es request. If
the estimated file size exceeds this value, TCPware does not read the file to determine its exact size
and returns an estimated size instead. The estimated file size is always larger than the exact size. The
- 1 default turns off file size estimation.

This parameter applies only to filesystems exported with the /CONVERT option (the default). A
value of 0 disables TCPware from determining exact file sizes on requests.

This parameter may provide the NFS Client with inexact file sizes. Thisis not a problem, but may
affect some applications.

TCPWARE_NFS DIRTIME_TIMER

Setsatimeinterval that determines when the server updates the directory access time between NFS
operations. Specify theinterval as an OpenVMS delta time. The default is 30 seconds.

TCPWARE_NFS DYNAMIC_EXPORT

Rel oads updates to the shared database on the cluster automatically when you set thislogical to
CLUSTER:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_NFS_DYNAM C_EXPORT CLUSTER

The server uses locks to communicate changesto all the servers on the cluster. The defaultis LOCAL
(not to use locks).

TCPWARE_NFS DYNAMIC_PROXY
Enables dynamic PROXY database rel oading.

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_NFS_DYNAM C_PROXY keywor d[, keywor d]
The keywords are

® CLIENT -- enables Client reloading

¢ SERVER -- enables Server reloading

* NOCLIENT and NOSERVER -- when used with the ADD PROXY or REMOVE PROXY
commands overrides the logical setting

TCPWARE_NFS_FILE_CACHE_SIZE

Determines the maximum number of files allowed to have attributes in cache at any onetime. The
number must be larger than the SY SGEN parameter CHANNELCNT. The value must aso be larger
than the number of combined TCP and UDP threads.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_NFS_LOG_CLASS

Enables the type of information written to the log file TCPWARE:NFSSERVER.LOG. This
parameter is a bit mask value (in decimal).

TCPWARE_NFS_ NOCHECKSUM

Enables or disables checksum generation for UDP datagrams. This parameter is a boolean value.
When the valueis 0 (false), the server generates checksums for outgoing datagrams. When the value
is1 (true), the server does not generate checksums. Enabling checksums maintains data integrity, and
isthe default.

Note! Disabling checksums may increase system performance but could have an adverse affect on
certain NFS clients.

TCPWARE_NFS OPENFILE_TIMER

Setsatimeinterval (in deltatime) afile remains open after you last accessed it. You do not need to
open and close it for each request. The default is six seconds.

TCPWARE_NFS PCNFSD_DFLTPRTOPT

Specifies the default print options when submitting a spooled print job for printing. The logical for
NFS_PCNFSD_DFLPRTOPT is TCPWARE_PCNFSD_DFLTPRTOPT.

TCPWARE_NFS_PCNFSD_ENABLE

Enables (value of 1) or disables (value of 0) the PCNFSD services support. A value of 3 enables print
spooling of files on the server without enabling PCNFSD authentication. The logical for
NFS_PCNFSD_ENABLE is TCPWARE_PCNFSD_ENABLE.

TCPWARE_NFS_PCNFSD_JOB_LIMIT

Specifies the maximum packet size of the information displaying the queued print jobs. Some
systems require this limitation.

Note! If the actual queued job information exceeds the byte limit set by this parameter, TCPware
truncates the information.

Thelogical namefor NFS_ PCNFSD_JOB_LIMIT isTCPWARE_PCNFSD_JOB_LIMIT. If this
logical is not defined, TCPware determines the size of the packet at run-time.

TCPWARE_NFS PCNFSD_PRINTER

Specifies the print queue you want used if the NFS client does not specify a printer. Thisis an
optional parameter and the default is SY SSPRINT when the client does not specify a printer (most
clients specify the printer). The logical for NFS PCNFSD_PRINTER is
TCPWARE_PCNFSD_PRINTER.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_NFS_PCNFSD_PRINTER_LIMIT

Specifies the maximum packet size of the information displaying the printers known on the server.
Some systems require this limitation.

Note! If the actual printer information exceeds the byte limit set by this parameter, TCPware
truncates the information.

Thelogical for NFS_PCNFSD_PRINTER_LIMIT is TCPWARE_PCNFSD_PRINTER_LIMIT. If
thislogical is not defined, TCPware determines the size of the packet at run-time.

TCPWARE_NFS_PCNFSD_SPOOL

Specifies the name of the PCNFSD print spool directory asa UNIX style pathname. The directory
must be an exported directory. Thisis, the directory must be an entry in the EXPORT database, or a
subdirectory of an exported directory. The logical for NFS_ PCNFSD_SPOOL is
TCPWARE_PCNFSD_SPOOL.

Because you export different OpenVMS directories to different clients with the same path, itis
possible for the NFS_PCNFSD_SPOOL parameter to refer to different OpenVMS directories
depending on which PCNFSD client requests the print spooling services.

TCPWARE_NFS_PORT
Sets the TCP and UDP port through which the NFS, MOUNT, and PCNFSD protocols receive data.

TCPWARE_NFS SECURITY

Enables various security features. This parameter is a decimal bit mask value.
Caution!Do not use bits 0 and 1 for PC clients using PCNFS.

If you use PC-NFS printing with mask value=2, add an entry to the EXPORT database
for each client subdirectory (not just a single entry for the spool directory.) The pathname
listed in the EXPORT database should be the NFS_PCNFSD_SPOOL parameter value
concatenated with the name of the client subdirectory.

If you set bit 5, PC-NFS users can print to batch queues. This may present a security
risk, since users could submit batch jobs under a privileged (or another) user by forcing
the UID/GID values of their choice.

Disabling use of the intrusion database for PCNFSD, by setting bit 6, affects all exports.

A bit mask 8 value of 128 disables PCNFSD deletion of printed files from the spool
directory.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_NFS_TCP_THREADS

Controls the number of simultaneously serviced requests received over TCP connections the server
can support. The server requires athread for each TCP request it receives. Thisthread is active for the
amount of time it takes the server to receive the request, perform the operation, and send areply to
the client.

The more threads the server supports, the better the performance.

Note! The number of threads has no impact on the number of TCP connections the server
supports.

TCPWARE_NFS UDP_THREADS
Thisissimilar to the NFS_TCP_THREADS parameter but relates to UDP threads.

TCPWARE_NFS_XID_CACHE_SIZE

Sets the maximum number of XID cache entries. The XID cache prevents the system from
transmitting false error messages for operations such as delete, create, rename, and set attributes.

Set the NFS_XID_CACHE_SIZE parameter to at least twice (2 times) the largest of the number of:

* NFSclients using the NFS Server
¢ UDPthreads (as set by the NFS_ UDP_THREADS parameter)
* TCPthreads (as set by the NFS_TCP_THREADS parameter)

The parameter sets the size of both the UDP and TCP XID caches (each protocol has a separate X1D
cache).

TCPWARE_PCNFSD_DFLTPRTOPT

Specifies the default print options when submitting a spooled print job for printing. The logical for
NFS_PCNFSD_DFLPRTOPT is TCPWARE_PCNFSD_DFLTPRTOPT.

TCPWARE_PPPD_DEBUG_LEVEL

When you specify the DEBUG (or -D) option, it debugs at level 5 (display up to warning and
significant events). For more informational and debugging information, raise the debug level to 7.

TCPWARE_PPPD_OPCOM_LEVEL

For a detached process, raise the message level for OPCOM messages. By default, it is set to 4 to
report fatal and error messages. Raiseit to 5 to monitor the significant eventsin PPPD, or even higher
for more detail.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_QUOTE

Defines the quote for the server. Thislogical can be either a string or afilename that includes the
guote text. Prefix afilename with the @sign and enclose the definition or filename in quotation
marks.

You need SY SNAM or SY SPRV privileges to define the system-wide logical.

$ DEFI NE/ SYSTEM EXECUTI VE TCPWARE_QUOTE " Quot e- of - t he- day"

$ DEFI NE/ SYSTEM EXECUTI VE TCPWARE_QUOTE " @YS$SMANAGER: QUOTE. TXT"
$ DEFI NE/ SYSTEM EXECUTI VE TCPWARE_QUOTE "Today’ s quote is", -

_$ " @YS$SMANAGER: QUOTE. TXT"

TCPWARE_RCMD_FLAGS

Set thislogical to 1 (default = 0) to disable user-specified SYSSLOG N: . RHOSTS files (and use the
HOSTS. EQUI V file only).

TCPWARE_RCMD_OUTPUT

Setsup alog file for incoming R Services such as RCP and RSH to log messagesin the RCMD.LOG
file:

$ DEFI NE / SYSTEM / EXECUTI VE TCPWARE_RCMD_OUTPUT RCMD. LOG

TCPWARE_RES OPTIONS ndots ndots

Sets up to six domainsin asearch list, as well as the minimum number of dots to recognizein a host
name to make it fully qualified. The client reads thisinformation from two logicals you set through
CNFNET.

TCPWARE_SLIP n

The START/IP command line-specific-information parameter provides the OpenVMS device name
for the SLIPline. If you omit this parameter, TCPware assumes that the TCPWARE_SLIP_n system
logical (where nisthe controller number) defines the device.

TCPWARE_LOCALDOMAIN

Specifies the default local domain name to be used when building To: addresses on outgoing
messages.
For example, to have messages sent to SMTP%"Joe@construction” to be delivered to

SMTP%"Joe@construction.bedrock.com”, TCPWARE_LOCALDOMAIN would be defined as
“bedrock.com”.

TCPWARE_NAMESERVERS

List of IP addresses for DNS lookups.
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TCPWARE_SMTP_A1 NAME

Used in forming the username portion of return addresses for ALL-IN-1 users.

TCPWARE_SMTP_ACCEPT_UNIX_LF

Tellsthe SMTP agents to accept lines sent by some UNIX systemsthat are terminated with alinefeed
only (instead of the proper carriage-return, linefeed combination).

TCPWARE_SMTP_ALLOW_USER_FROM

Allows users to override their From: address on outgoing mail by specifying /FROM=xxx@yyy as
thefirst line of outgoing mail messages.

TCPWARE_SMTP_ALLOW_VIRTUAL_DOMAIN

Allows the use of virtual domainsin TCPware SMTP environment. Without thislogical defined,
incoming aliases are assumed to be local addresses only. If your system supports multiple virtual
domains and usesin the alias file to reroute traffic based on those domains, you must define this
logical.

TCPWARE_SMTP_AM_DOMAIN

Domain name used when forming return addresses for ALL-IN-1 users.

TCPWARE_SMTP_AM_NAME

Used in forming the username portion of return addresses for ALL-IN-1 users.

TCPWARE_SMTP_APPEND_FORWARDER_TO_MX

Specifies that the default SMTP forwarder, if defined, is appended to the end of an M X list for a
target host when delivering outgoing mail.

TCPWARE_SMTP_BATCH_QUEUE
Points to the TCPware SMTP queue.

TCPWARE_SMTP_DECNET_DOMAIN

Specifies a DECnet name used in the creation of return addresses.

TCPWARE_SMTP_DELIVERY_RECEIPTS
Enables or disables delivery receipts (value is TRUE or FALSE).

TCPWARE_SMTP_DISABLE_DELIVERY_RECEIPT_DISCLAIMER

When deliver receipts are enabled, a disclaimer isincluded in all such receipts telling the sender that
the message has been delivered, but not necessarily read. Defining thislogical prevents the
disclaimer from being included.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_SMTP_DISABLE_FOLDER_DELIVERY

Disables TCPware SMTP's ability to deliver messages to user-defined foldersin their VMS Mail
files.

TCPWARE_SMTP_DISABLE_PSIMAIL
If defined, causes mail sent to PSI% users to be returned with NOSUCHUSER.

TCPWARE_SMTP_ENVELOPE_FROM_HOST

Specifies the host name to be used in the SMTP envelope MAIL FROM: line. If not defined, the
default system host name is used.

TCPWARE_SMTP_FORWARDER

Specifies the domain name of the system to which all outgoing mail is forwarded for further delivery.

TCPWARE_SMTP_FROM_HOST

Specifiesthe local host name used when forming From: address on outgoing messages. If thislogical
is not defined, the system host name is used.

TCPWARE_SMTP_HEADER_ORG

Specifies the text for an Organization: header in outgoing mail.

TCPWARE_SMTP_HEADER_RETURN_RECEIPT_TO

Generates a Return-Receipt-To: header in outgoing mail. Requires the
TCPWARE_SMTP_RETURN_RECEIPT_TO_HEADER_ENABLE logical to be defined.

TCPWARE_SMTP_HEADER_SYS
Specifies the text for a System: header in outgoing mail.

TCPWARE_SMTP_HOST_ALIAS FILE

Points to the file containing alist of all the host names that should be considered local for this node
for incoming mail delivery.

TCPWARE_SMTP_HOST_NAME

Specifies all thelocal host names for this node. Used to specify all virtual domains handled by this
node. Alternatively, the node names can be stored in the file TCPWARE:SMTP_HOST_ALIASES.

TCPWARE_SMTP_LOG

Specifies the output filename. If not defined, the name defaultsto
TCPWARE:TCPWARE_SMTP_L OG.queuename.
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TCPWARE_SMTP_MAXIMUM_822 TO_LENGTH

Sets the maximum length of the RFC822 To: header line when delivering incoming mail to VMS
Mail users.

TCPWARE_SMTP_MRGATE_NAME
Specifies the name of the Message Router gateway.

TCPWARE_SMTP_NON_LOCAL_FORWARDER

Specifies the name of aforwarder system for non-local outgoing mail.

TCPWARE_SMTP_NO_USER_REPLY_TO
Disallows the use of user-defined Reply-To: headers in outgoing mail.

TCPWARE_SMTP_POSTMASTER
Specifies the address of the system-wide postmaster.

TCPWARE_SMTP_REJECT_INVALID_DOMAINS

Tellsthe SMTP server to rgject mail from domains whose names and addresses cannot be resolved in
areverse lookup.

TCPWARE_SMTP_REPLY_TO
Specifies an address for a Reply-To: header in outgoing mail.

TCPWARE_SMTP_RESENT_HEADERS

Causes the inclusion of "Resent-*" headers in mail forwarded from aVMS Mail account using SET
FORWARD in VMS Mail.

TCPWARE_SMTP_RETRY_INTERVAL

Specifiestheretry interval for messages waiting for an attempted redelivery. Thetimeis specified as
adeltatime.

TCPWARE_SMTP_RETURN_INTERVAL

Specifies the amount of time a given message delivery should be retried before giving up and
bouncing the message back to the sender. The timeis specified as a deltatime.

TCPWARE_SMTP_RETURN_MSG

Specifies an input filename for the return message SM TP sends when amail message bounces.

TCPWARE_SMTP_RETURN_RECEIPT_TO_HEADER_ENABLE

Enables the Return-Receipt-To: header if the TCPWARE_SMTP_HEADER_RETURN_
RECEIPT_TO logical is also defined.
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TableB-1 TCPwareLogicals (Continued)

TCPWARE_SMTP_SEND_CLASS
Specifiesthe VMS broadcast class for "New mail" notifications. The default is USER16.

TCPWARE_SMTP_SERVER_DISABLE_VRFYEXPN

Disables the VRFY and EXPN commands in bitmask format to the SMTP server.
Bit 0 = VRFY; Bit 1 = EXPN.

TCPWARE_SMTP_SERVER_LOG
Enables debug logs for the SMTP server.

TCPWARE_SMTP_SERVER_RCPT_CHECK_HOST
The host name to be used in checking for local host when passing messages through the reject rules.

TCPWARE_SMTP_SERVER_REJECT_FILE

Points to the file containing the rejection rules.

TCPWARE_SMTP_SERVER_REJECT_INFO

Specifiesthe level of OPCOM messages generated by the rejection rules for incoming SMTP mail. I
not defined, no messages are generated.

TCPWARE_SMTP_SUPPRESS VENDOR

Suppresses the vendor name in the SMTP server welcome banner. Define thislogical to hide the fact
that the system isaVMS system running TCPware.

TCPWARE_SMTP_SYMBIONT_LOG
Enables debug logs for the SMTP symbiont.

TCPWARE_SMTP_SYMBIONT_PURGWS_TIMER

Specifies how often the SMTP symbiont purges its working set to free up unneeded memory. The
timeis specified as a deltatime.

TCPWARE_SMTP_WINDOW_SIZE

Specifies the window size used in TCP connections when delivering mail.

TCPWARE_SSH_ALLOW_EXPIRED_PW

Allows logging in to an account when the account’s password has expired due to pwdlifetime
elapsing. This appliesto all users and circumvents normal VM S expired-password checking, and
therefore should be used with caution. An entry is made into the SSH_L OG:SSHD.LOG file when
accessis alowed using this logical name.
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TCPWARE_SSH_ALLOW_PREEXPIRED_PW

Allows logging in to an account when the password has been pre-expired. This appliesto all users
and circumvents normal VM expired-password checking, and therefore should be used with
caution. An entry is made into the SSH_L OG:SSHD.LOG file when accessis allowed using this
logical name.

TCPWARE_SSH_KEYGEN_MIN_PW_LEN

Defines the minimum passphrase length when one isto be set in SSHKEY GEN. If not defined,
defaults to zero.

TCPWARE_SSH_PARAMETERS n

These parameters are used to start SSHD_MASTER. They are parameters set by
@TCPWARE:CNFNET SSH.

TCPWARE_SSH_USE_SYSGEN_LGlI

If defined, causes SSHD to use the VMS SY SGEN value of LGI_PWD_TMO to set the login grace
time, overriding anything specified in the command line or the configuration file.

TCPWARE_VMSMAIL_HEADER_CONTROL

Specifies how many RFC822 headers are included in mail delivered to VM S Mail users. Values can
be ALL, MAJOR, and NONE.

TCPWARE_VMSMAIL_LOCASE_USERNAME

L owercases the username portion of outgoing addresses.

TCPWARE_VMSMAIL_NO_EXQUOTA
Deliversincoming mail to local VM S Mail users without using EXQUOTA.

TCPWARE_VMSMAIL_REPLY_CONTROL
Specifies which header to use to determine the sender of a message ("Reply-To:" or "From:").

TCPWARE_VMSMAIL_USE_RFC822 TO_HEADER

Sets the maximum length of the RFC822 To: header line when sending outgoing mail. The default is
1024. The range can be set from 256 to 65535.

TCPWARE_SNMP_DEBUG

Usethislogical to set certain debug masks in the SNMP subagent. The value should be a
hexadecimal number (0x).

$ DEFI NE TCPWARE_SNVP_DEBUG nask
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TCPWARE_SVCORDER
Contains the list of services used in the order specified.

Usethevalues" bi nd, | ocal " (the default if thelogical is not defined) and " | ocal , bi nd" (uses
DNSiif the Hosts database |ookup fails).

TCPWARE_TCLB_BIAS

Define thislogical with amultiplier and an addend as two values of thelogical. Both are real
numbers.

You can use these values to bias aload offered to the host. For example, the following command
doubles the observed load and adds 1.5 users:
$ DEFI NE / SYSTEM TCPWARE_TCLB BIAS "2.0","1.5"

TCPware re-translates this logical before it sends each response. This means that some other process
can change it dynamically or you can set it statically.

TCPWARE_TELNET_WINDOW

Specifiesthe window size that the TELNET server offersto the peer. The default value is 4096. If the
valueislessthan 512, TELNET uses 4096.

TCPWARE_TELNETD_DEFCHAR

Sets up the default terminal characteristicsfor TELNET sessions. You can avoid having to change the
SYSGEN TTY_DEFCHAR and TTY_DEFCHAR?Z fields system-wide. Thislogical forces the
hangup bit set. To prevent the forcing of the hangup bit set, use the
TCPWARE_TELNETD_NO_FORCED_HANGUP logical.

TCPWARE_TELNETD_FLAGS

Setting either bit 0 or 1 canimprove server performance and reduce system processing overhead. The
default valueis 1.

Note! Doing so means you are not adhering to the TELNET protocol.

TCPWARE_TELNETD_INTRO_MSG

Defines aspecial message that appears whenever auser attempts access to the host through TELNET.
Usethislogical to issue warnings such as "Authorized Use Only" for remote logins.

If the TCPware ACE/Client is enabled and the user is designated for Token Authentication, the user
isaso prompted for the PASSCODE in addition to the username and password.

K erberos password protection is also available for the TELNET service.

TCPWARE_TIMED_EXCLUDE

Determines the networks excluded from clock synchronization, either in network addresses or names.
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TCPWARE_TIMED_INCLUDE

Determines the networks included in clock synchronization, either in network addresses or names.

TCPWARE_TIMED _MODE
Determines if the current host isaMASTER, FIXED MASTER, or SLAVE.

* MASTER (primary) -- broadcasts time synchronization requests, calculates the time differences
and averages, and sends "adjust time" messages.

* FIXED MASTER (fixed primary) -- provides absol ute time stamps to newly started dependent
TIMED hosts.

* S AVE (dependent) -- isthe recipient of primary "adjust time" messages.

TCPWARE_TIMEZONE

Thislogical can have two equivalence strings:

* +hhmmss
hh arethehours mmarethe minutes ss are the seconds offset from the universal time
(Um).
+ isfor east of the central meridian, - isfor west. For example: +04: 00: 00 isfour hours
east of the central meridian at Greenwich.
Another example: eastern standard time (EST) isfive hourswest of UT, so the offset is -
0500.

* name an optional name for the time zone. For example: EDT for Eastern Daylight time. Can be
one of the following:

Universal Time--UT, UTC, or GMT

North American Time--EST, EDT, CST, CDT, MST, MDT, PST, PDT

Military Time--Any single uppercase letter A through Z except J (this format is not
recommended)

Any other character sequence

The name s not validated and may be used by applications to report the local time zone.

TCPWARE_TSSYM_gname

Defines the parameters normally set with the /ON qualifier. Since you cannot use
/AUTOSTART_ON together with the /ON qualifier to initialize aterminal server print queue, you
need to define TCPWARE_TSSY M _gname for this purpose.

$ DEFI NE / SYSTEM TCPWARE_TSSYM gnane " host, port[,option...]"

TCPWARE_TSSYM_* RETRY_INTERVAL

Defines the interval at which the symbiont retries to make a connection to a printer after an attempt
fails. The default is 0::15 (15 seconds delta time).
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TCPWARE_TSSYM_* TIMEOUT

Defines the time it takes for a print job to abort if the connection to the printer is never established.
The default timeout isinfinite (it never times out).

TCPWARE_TSSYM_gname RETRY_INTERVAL

Same as TCPWARE_TSSYM_* RETRY_INTERVAL, but for a specific queue only, and overrides
TCPWARE_TSSYM_*_ RETRY_INTERVAL.

TCPWARE_TSSYM_gname TIMEOUT

Same as TCPWARE_TSSYM_*_TIMEOUT, but for a specific queue only, and overrides
TCPWARE_TSSYM_*_TIMEOUT.

TCPWARE_VMSLPRSMB_ gname_PRECONN

Makes the connection to the printer before processing the file. Normal behavior isto make the
connection to the printer after processing thefile.

TCPWARE_VMSLPRSMB_gname RETRY_INTERVAL

Same as TCPWARE_VMSLPRSMB_* RETRY_INTERVAL, but for a specific queue only, and
overrides TCPWARE_VMSLPRSMB_* RETRY_INTERVAL.

TCPWARE_VMSLPRSMB_gname TIMEOUT

Same as TCPWARE_VMSLPRSMB_*_TIMEOUT, but for a specific queue only, and overrides
TCPWARE_VMSLPRSMB_*_TIMEOUT.

TCPWARE_VMSLPRSMB_*_RETRY_INTERVAL

Defines the interval at which the symbiont retries to make a connection to a printer after an attempt
fails. The default value for aretry interval is 2 minutes (:2 in deltatime).

Note! A connection failure can take 1.5 minutes to time out, which is not included in this interval
value.

TCPWARE_VMSLPRSMB_*_TIMEOUT

Defines the time it takes for a print job to abort if the connection to the printer is never established.
The default timeout isinfinite (it never times out).

UCX$DEVICE
Defined asBG  (the name of the UCX device drive).

UCX$INET_HOST
Defined to be the host name (the same setting as TCPWARE_DOMAINNAME).
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UCX$IPC_SHR
Provides the linkage to the TCPware version of the UCX$IPC_SHR Run-Time library.
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Introduction

Glossary

This chapter provides a glossary of terms found throughout the TCPware for OpenVMS

documentation set.

Glossary of Terms

access control list (ACL)

OpenVMS list containing access rights for users.

access restrictions

Restrictions on a TCP application’s usage, either incoming or
outgoing.

active open

Actively opens a connection. TCPDRIV ER sends segmentsto
establish a connection to the destination host and port number for
an active open reguest. To establish a connection, a passive open
must usually be pending on the destination host.

Address Resolution
Protocol (ARP)

Protocol used to map internet addresses to physical hardware
addresses used on Ethernet and FDDI. See Fiber Distributed Data
Interface and Reverse Address Resol ution Protocol.

Ancillary control process
(ACP)

A process that acts as an interface between user software and an
[/O driver. An ACP provides functions supplemental to those
performed in the driver, such asfile and directory management.

application program

Programming interface to an application, such asthe TCPware

interface (API) SNMP Extendible Agent MIB API, ACE/Client API for Token
Authentication, or the interface between aterminal emulation
program and the TES Client software.

ARPANET First entity to implement TCP/IP. ARPANET isthe DARPA
internet that served as the backbone for TCP/IP research. TCP/IP
was so successful in the ARPANET that DARPA designated
TCP/IP as a networking standard.

Asynchronous Transfer See Classical 1P over ATM.

Mode (ATM)

attributes data file (ADF)

Special filein the NFS Client that maintains the attributes for an
OpenVMS datafile. These files appear on the server as
. $ADF$f i | enane, athough the client system cannot see them.
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authenticator

The Kerberos protocol uses authenticators to prevent
eavesdroppers from stealing aticket. The client sends a new
authenticator with each request for service from aserver. An
authenticator consists of the client's name, client’s |P address, and a
timestamp showing the current time.

automounting

Automatic and transparent mount in NFS that mounts a filesystem
when accessing it.

Autonomous System
(AS)

Set of routers under a single technical administration, using an
internal protocol and common metrics to route packets within the
AS, and an externa protocol to route packets to other ASs. The
NIC assigns AS numbers.

background mount

Attempts to mount afilesystem on the NFS client made at least
once at varying intervals and specified number of retries. See
multicasting.

big-endian

Format for storage of binary data where the most-significant byte
comes first. The Internet’s standard byte order is big-endian. See
little-endian and network byte order.

Border Gateway Protocol
(BGP)

Exterior routing protocol used to exchange routing information
between multiple transit Autonomous Systems (ASs) as well as
between transit and stub ASs.

broadcasting

Packet delivery system that provides a copy of agiven packet to all
hosts attached to the network. For example: Ethernet and FDDI.
See multicasting.

Classical IP over
Asynchronous Transfer
Mode (CLIP)

A way of sending I P datagrams over ATM protocol lines.

Classless Inter Domain
Routing (CIDR)

Protocol developed in 1992 by the Internet Engineering Steering
Group that eliminates address class distinctions and depends on
address masks that fall on bit instead of byte boundaries. The
strategy assigns blocks of Class C addressesto Internet providers
and has the providers "subnet mask” the addresses in further units
to organizations. This also sharply reduces the growth in routing
tablesin Internet routers beyond their manageable capacity.

client-server model

Concept used to describe the application layer protocols. The
process that initiates a serviceis the client (or user). The process
that provides the service is the server. A client and a server can be
on different hosts or on the same host.
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cluster alias failover

System whereby anode in aVM Scluster (the "alias"') can accept
incoming connection requests for a server if the servicing node
goes down. Used primarily with the Network File System (NFS).

Compressed SLIP
(CSLIP)

See Seridl Line IP (SLIP).

connectionless service

Servicethat presents data complete with a destination address, and
the network delivers it on a best-effort basis, independent of other
data exchanged between the same pair of users. Examplesinclude
IPand UDP.

connection-oriented
service

Servicethat implements a connection-setup procedure beforeit can
exchange data between two users. Connection-oriented services or
protocols provide data transfer that isreliable, ordered, full-duplex,
and flow-controlled. TCP is a connection-oriented service.

data circuit-terminating
equipment (DCE)

Term the X.25 protocol standards use that applies to switching
equipment that forms a packet switched network to distinguish it
from the computers or terminals that connect to the network.

datagram

Single message unit | P uses over an internet and consisting of
protocol headers and data.

dataterminal equipment
(DTE)

Term X.25 protocol standards use that appliesto computers and/or
terminalss, to distinguish them from the packet switching network
to which they connect.

deltatime

The deltatime syntax is:
dddd hh:mm:ss.cc

* ddddisthe number of days (0-9999); if less than one day, specify
zero (0); follow with a blank space.

* hhisthe number of hours (0-23).
» mmis the number of minutes (0-59) preceded by a colon (:).
* ssisthe number of seconds (0-59) preceded by acolon (:).

» ccisthe number of hundredths of a second (0-99) preceded by a
period (.).

You can truncate a delta time on the right. You can omit fieldsin
the time format as long as you include the punctuation that
separates the fields. You must specify the days field even if you
omit al timefields.
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domain namespace

Naming hierarchy. A domain name consists of a sequence of
names (labels) separated by periods (.). The following are
examples of domain names:

NS.NASA.GOV C.NYSER.NET BBN.COM

Domain Name System
(DNS)

System that allows access to a distributed, hierarchical database of
internet addresses, hostnames, and other information throughout
the Internet.

duress PIN Specia PIN to useif you are being compromised during the login
process. Used with the token authentication system.
Dynamic Host Protocol that centralizes and automates TCP/IP network

Configuration Protocol
(DHCP)

configuration. The DHCP Server dynamically allocates |IP
addresses for hosts on the network from an available pool of
addresses. In this way, new hosts or hosts that are frequently
relocated can automatically get new | P addressesfor acertain lease
period. DHCP is an extension of the Internet Bootstrap Protocol
(BOQOTP).

dynamic routing

See Gateway Routing Daemon.

encryption Transformation of plain text into unintelligible text.

EXPORT database Database on the NFS server system that controls which filesystems
the server is able to export to aclient.

exporting Making a network filesystem available to mount on a client system

by listing it in the "export" database.

Exterior Gateway
Protocol (EGP)

Exterior routing protocol that moves routing information between
Autonomous Systems (A Ss).

External Data
Representation (XDR)
Protocol

Standard that resolves differences of data representation between
different operating systems and hardware architectures.

Fiber Distributed Data
Interface (FDDI)

Set of ANSI/ISO standards that define a high-bandwidth

(100 Mb/s) general-purpose LAN. It provides synchronous and
asynchronous services between computers and peripheral
equipment in a timed-token passing, dual ring of trees
configuration.

File Sharing Services
(FS9)

NetWare service that lets you access OpenVMS directories, files,
and printers using DOS facilities.

File Transfer Protocol
(FTP)

Application level protocol that allows auser on aclient host to log
into aserver host and perform file functions.
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filename mapping

Process in NFS of mapping filenames between OpenVMS and
UNIX so asto preserve the respective systems' filenaming
conventions.

filesystem Method for recording, cataloging, and accessing fileson aclient or
server system.
flat namespace In flat namespace naming, a system selects object names from a

single set of strings rather than a hierarchical organization of
strings. The following hostnames are examples:

ALPHA RESEARCH TULIP

Gateway Routing
Daemon (GateD)

Manages multiple routing protocoals, including the Routing
Information Protocol (RIP), Local Network Protocol (HELLO),
Router Discovery Protocol, Open Shortest Path First (OSPF)
protocol, Exterior Gateway Protocol (EGP), and Border Gateway
Protocol (BGP).

gateway

Device used to connect two or more networks to form an internet.
A gateway also has an internet address for each connected
network, and performs routing functions.

GROUP database

Database on the NFS Client that authorizes a client’s group access
to the remote host’s filesystems. The database contains the group
number and the VM S group identifier corresponding to the remote
group identifier in the UNIX / et ¢/ gr oup file.

group ID (GID)

Group identification on the UNIX NFS host.

HELLO Also called the Local Network Protocoal, it is an interior protocol
that uses delay as the deciding factor when selecting the best route.
Delay is the round-trip time between source and destination.
HELLO isnot currently widely in use.

host Unique, addressable entity that is part of an internet. A multiuser

minicomputer and aterminal server are examples of hosts.

host byte order

Standard a host uses for storage and transmission of integers that
specifies that either the least significant byte or most significant
byte appearsfirst. Sending machines must translate from their host
or local machine integer representation to network byte order.
Receiving machines must translate from network byte order to the
local host or local machine representation. See big-endian and
little-endian.
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host equivalence files

Security access files on a Berkeley R Commands server host used
to authorize accessto services by other hosts or users. Thefileslist
hostnames (and, optionally, usernames) and indicate which remote
hosts and users have equivalent access as local users. These
include RHOSTS. and HOSTS. EQUI V files.

hostname

Name assigned to a host. These names are for user convenience
and a system maps it to an internet address. Host names may either
be from aflat namespace or the domain namespace.

A hosthame is a mnemonic given to a host for the purpose of
identifying it. Because the TCP/IP protocols only understand
internet address, they must "translate” these hostnames into
internet addresses. TCPware supports two means for translating a
hosthame into an internet address (or vice versa); the HOSTS. file
and Domain Name System (DNS).

The HOSTS. file supports any naming conventions you wish to
use. Typically, use of aHOSTS. file involves using aflat
namespace. For larger networks and the Internet, systems now
more commonly use the Domain Name System (DNS).

idempotency

Remote Procedure Call (RPC) jargon for performing an operation
more than once with identical results and without causing any
harm.

For example, an NFS server receives a delete file request from a
client, deletes the file, and sends a success reply, but the network
loses the reply before it reaches the client. Because the client does
not receive areply, it sends the delete file request again. Rather
then process the request again and send a false error message
stating that the file does not exist, the server simply retransmitsthe

original reply.

instance

In Kerberos authentication, identifies an instantiation of a principal
name, such as the name of the system running a server.

internet

Network formed by connecting dissimilar hosts and networks with
TCP/IP protocols. When capitalized (Internet), this term refersto
the ARPANET, the DARPA internet that forms the backbone of
internet research.
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internet address

Unique 32-bit value assigned to each host in an internet. All
internet communications with a particular host use its internet
address. TCPDRIVER, UDPDRIVER, IPDRIVER,
INETDRIVER, and BGDRIVER use internet addresses to identify
a host on the network. Each host on the network assumes a unique
internet address. Internet addresses are 32-hit values. Internet
addresses are in reverse VAX byte order (the most significant byte
of the internet addressisin the least significant byte of the
longword value).

Internet Control Message
Protocol (ICMP)

Performs a function of 1P by providing a communications facility
for gateways and hosts.

Internet Message Access
Protocol (IMAP)

Allows IMAP-compliant mail programs to access messages stored
remotely asif the storage were local.

Internet Protocol (IP)

Basis of TCP/IP, providing the network interface and message
routing services for the higher level protocols.

IP routing Mechanism provided by IP to deliver datagrams from the source to
the destination.

IP Security Option U.S. Department of Defense standard for protecting datagrams

(IPSO) over the network.

Kerberos Authentication system for open systems and networks. Kerberos

uses a set of encrypted keys and tickets for authentication.
Kerberos provides network security by regulating user access to
networking services.

Key Distribution Center
(KDC)

An aternate name for the Kerberos Server.

layer The TCP/IP protocol suite consists of three layers of services that
rest on alayer of hardware.

little-endian Format for storage of binary datain which theleast significant byte
comes first. The VAX and Alpha byte order islittle-endian. See
also big-endian.

load balancing Also known as TCP/IP load balancing. The system whereby the

server changesthe preferred order of accessto systemsinaTCP/IP
cluster in response to their observed load.

local area network (LAN)

Two or more hosts connected by the same communications
medium. The hosts typically span a small geographic area such as
asingleroom or building.
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Base (MIB-11)

Management I nformation

Most recent MIB version for the SNMP protocol. A collection of
data residing on the SNMP agent host and organized into groups.
Each piece of datawithin agroup is a management object.

mask, address or network

32-bit internet address, where the network number is set to al bits
one and the host number is set to all bits zero. Hosts and gateways
use the network mask to route internet packets by extracting the
network number of an internet address, and comparing the network
number with their own routing information to determine if the
packet is bound for alocal address.

master file directory

"Root" directory (J000000]) in OpenVMS that is the default mount

(MFD) point for an NFS filesystem.

mount NFS protocol that providesfile handles for server access and keeps
track of mounts.

mount point Point on the remote NFS directory tree that you are interested in
mounting or the point on the local directory tree where the remote
filesystem is "attached.”

mounting Processin NFS of "attaching" a server filesystem to thefile
structure of a client to make it accessible using the client’s normal
operating facilities.

multicasting Special form of broadcasting that delivers copies of the packet to
only asubset of all possible destinations. See broadcasting.

multiplexing smission of a number of different messages simultaneously over a
single circuit.

multithreading Ability to service transactions from many clients simultaneously.

network Element of an internet in which two or more hosts are connected

with the same communications medium. A LAN is an example of
an internet network element.

network byte order

Internet standard for transmission of integers that specifies most
significant byte appears first. Sending machines must translate
from the local integer representation to network byte order, and
receiving machines must translate from network byte order to the
local machine representation. Equivalent to big-endian. See little-
endian.

(NETCU)

Network Control Utility

TCPware's utility program system managers and operators use to
configure and control networks that run TCPware.
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Network File System
(NFS)

Application layer protocol developed by Sun Microsystems, Inc.
that provides access to aremote computer’sfiles as if they were
locdl files.

Network Information
Center (NIC)

Central organization of a network with the authority to create
network names and addresses. NIC.DDN.MIL isthe specific
Internet NIC that holds the authority to create root servers.

Network Lock Manager
(NLM) and Status
Monitor (NSM)

The way in which the Network File System (NFS) supportsfile
locking. Many NFS client systems support filelocking, even on the
record and byte level, aslong as the byte ranges do not overlap.
File locking on the Server is multithreaded, where the Server can
satisfy more than one lock request at atime. The NSM cooperates
with other status monitors on the network to notify the NLM of any
changes in system status (such as when a crash occurs).

Network Print Services
(NPS)

NetWare service that lets OpenVMS users print their files on any
printer connected to NetWare LANS.

Network Time Protocol
(NTP)

Protocol that synchronizes timekeeping among a set of distributed
time servers and clients.

NSLOOKUP

Utility that queries information from DNS servers, based on RFCs
1034 and 1035.

occluded mount

Action in NFS where afilesystem mounts on a subdirectory of an
existing mount point so that previously visible subdirectories and
files of the original mount are no longer visible.

ONC RPC Services Software development tool with which programmers can build
distributed applications on VAX computers.
Open Shortest Path First Interior gateway protocol that distributes routing information

(OSPF) Protocaol

between routers in a single Autonomous System (AS). OSPF
chooses the least cost path as the best path.

overmounting

Action in NFS where afilesystem mounts on top of an existing
mount point.

packet

Single message as it appears to the physical network.

packet filtering

Restricts the datagrams that an interface can receive.

Packet Switching Data
Network (PSDN) and
packet switching
exchange (PSE)

A PSDN consists of widely separated packet switching exchanges
(PSESs). PSEs connect through public or private telephone
networks or leased lines. PSEs contain data circuit-terminating
equipment (DCE).
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Passcode

Combination of your PIN and the tokencode. Used with the token
authentication system.

passive open

Passive open "listens" and waits for arequest from aremote host to
establish a connection. You can fully or partially specify passive
opens. Use partially specified opens when you do not know the
requesting host. Note that a passive open does not send requests to
establish a connection until the system receives a request from
another host.

pathname

Directory path in aremote NFS filesystem.

PCNFSD

NFS authentication server to allow remote printing over NFS.

PC-peer

Synchronized host in the Network Time Protocol (NTP), whichis
either atime server or client and isidentified by arelative NTP
strata number.

PIN

Your personal identification number and part of the token
authentication system. The PIN consists of four to eight
alphanumeric characters.

PING

Packet InterNet Groper, a utility that tells you whether ahost is up
and whether you can reach it. The PING utility usesthe ICMP
echo and echo reply messages.

Point-to-Point Protocol
(PPP)

Protocol whereby you can send | P datagrams over serial links,
including LAT or modem connections. PPP is an enhancement to
the nonstandard Serial Line IP (SLIP) interface, providing self-
contained error detection and automatically negotiated header
compression. It also provides authentication through the Password
Authentication Protocol (PAP) or Challenge Handshake
Authentication Protocol (CHAP).

port and port number

Abstract point through which a datagram passes from the host
layer to the application layer protocols. Port number is a number
the network drivers use to name the ends of logical connections.
Port numbers are 16-bit values. Some standard server port numbers
are 21 for FTR, 23 for TELNET, and 25 for SMTP. Servers
generally use the port numbers from 0 to 255. User port numbers
start at 1024. Specify port numbersin normal VAX byte order,
unlessindicated otherwise.

Post Office Protocol
Version 3 (POP3)

Multithreaded server that can handle up to 31 simultaneous client
connections. POP3 does not perform any mail delivery functions
but simply allows clients (mostly PCs) to retrieve new mail from
local inboxes.
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principal

Kerberos client and server names in the format

nane. i nst ance@ eal m For clients, name isthe user'slogin
name; for servers, name is the service name. See instance and
realm.

print symbiont

Privileged process used to manage aqueue of jobs sent to alocal or
remote printer.

Product Authorization
Key (PAK)

Compag Computer Corporation’s product licensing mechanism.

protocol

Standard that defines how computers on a network communicate
with each other.

PROXY database

Database on the NFS client or server system that authorizes a
client’s access to the remote host’s filesystems. The database
contains the UNIX identity of its client, consisting of a UID and
GID.

Quote-of-the-Day service
(QUOTED)

TCP-based character generator service that listens for TCP
connections on TCP port 17. Once you establish a connection, the
service sends a short message. The service then throws away any
datait receives and closes the connection.

ream

In Kerberos authentication, the name of a group of machines, such
asthose on aLAN, identifying the Kerberos administrative
domain.

Record Management
Services (RMS)

Set of operating system procedures called by programs to process
files and records within files. Defines rules about how to store
recordsin files.

Remote Compact Disk
(RCD)

Utility that provides access to CD-ROM drives on remote TCP/IP
systems.

Remote Copy Program
(RCP)

UNIX-like command with which you can copy files over the
network.

Remote Login Protocol

See TELNET.

Remote Magnetic Tape Utility that provides access to magnetic tape drives on remote
(RMT) TCP/IP systems.

Remote Procedure Call Set of protocols developed by Sun Microsystems, Inc. These
(RPC) protocols allow programs to invoke procedures on remote hosts as

if the procedures were local. See ONC RPC Services.
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Request for Comments Documents submitted to the Internet governing board to define

(RFC) Internet standards.

resolver A Domain Name System (DNS) client that communicates with a
DNS server to resolve a host name and internet address. The client
does not maintain a database. The client only sends queries; it does
not answer them.

resource record Entry in aDomain Name System (DNS) database files.

Reverse Address Protocol used to map the physical hardware addresses to the IP

Resolution Protocol
(RARP)

address (used on Ethernet and FDDI). Diskless machines use this
protocol to find their | P addresses from the server.

rlogin

Remote login; aBerkeley UNIX system service that allows users
of one machine to connect to other UNIX machines across the
Internet and interacts asif their terminals were directly connected
to the machines. The software passes information about the user’s
environment, such asterminal type, to the remote machine.

Router Discovery
Protocol

|ETF standard protocol used to inform hosts of the existence of
routers without having hosts wiretap routing protocols such as RIP.
Used in place of, or in addition to statically configured default
routesin hosts.

Routing Information
Protocol (RIP)

Distance-vector protocol for distributing routing information at the
local network level of the Internet. In distance-vector routing, each
router transmits destination addresses and costs to its neighbors.

Serial Line P (SLIP)

A point-to-point protocol used when you need to route TCP/IP
traffic over aseria line instead of an Ethernet cable. You most
commonly use SLIP to connect systems on two Ethernet networks
some distance apart. Compressed SLIP (CSLIP) isused to
compress the TCP/IP headers only (and not the data) over the SLIP
line.

server

Host providing aservicein arelationship between two cooperating
processes.

Simple Mail Transfer
Protocol (SMTP)

Application layer protocol that provides an electronic mail facility
to an internet.

Simple Network
Management Protocol
(SNMP)

Allows network management stations to obtain timely information
about the network activities of OpenVMS server hosts. The
information describes such things as routing, line status, the
volume of network traffic, and error conditions.
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sliding window

Characteristic of protocolsthat allow the sender to transmit upton
packets before an acknowledgment arrives. After the system
receives an acknowledgment for the first packet, the sending
protocol slides the packet window along the stream and sends
another packet.

socket

Abstraction first provided by Berkeley BSD UNIX that allows a
process to have access to the Internet. A process opens a socket,
specifies the desired service (reliable stream delivery, datagram
delivery, IP) connects the socket to a specified destination, and
then sends or receives data.

Socket Library

Collection of VAX C (on VAX machines) and DEC C (on Alpha
machines) subroutines that closely emulates the UNIX socket
functions.

SSH

Abbreviation for Secure Shell. See Accessing Remote Systems
with the Secure Shell (SSH) Utilities.

statel essness

Ability not to have to maintain information from a previous request
to process anew one. The Network File System (NFS) isan
example of a stateless operation.

Stratum

Number for a peer in the Network Time Protocol (NTP) that
identifies the relative hierarchy of the peer. Lower strata peers act
astime serverswhile higher strata peers are clientswho adjust their
time clocks according to these servers. An Internet Time Server
(ITS) on the network is assigned stratum 1 because it has radio-
clock-generated time based on Universal Coordinated Time
(UTC).

stream service

TCP service that transfers datain a continuous flow, without the
use of markers to show the beginning or end of messages.

STREAM-LFfile

Record structure OpenVMS uses where it views the fil€'s records
as a continuous stream of bytes delimited by aline feed (LF)
character.

subnetwork (subnet) Subdivision of a network used to provide a meansto logically
group hosts within alarge network.

subnet mask Thirty-two-bit internet address created by taking bits from the host
number and using them to extend the network mask. Hosts and
gateways local to a subnet use the subnet mask for local routing.

superuser UNIX or NFS user having amost unlimited privileges. The

superuser usualy hasa User ID (UID) of 0.
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symbiont Process that transfers record-oriented data to or from adevice. For
example, an output symbiont transfers data from disksto line
printers. See print symbiont.

TALK Utility that allows users to exchange messages they typein their
terminal windows with other local or remote users.

TELNET Application layer protocol that allows a user at a client host to log

into aserver host. The user’s terminal at the client host appears to
the server as a directly connected terminal.

Terminal Emulation
Services

Transport protocol that provides NetWare workstations access to
any OpenVMS systems.

Terminal Server Print
Services

Provides an efficient way for OpenVMS users to send print
requests to printers attached to TCP/IP-based terminal servers.
Users on the host can easily gain access to printers attached to a
terminal server asif they were any other OpenVMS printer.

ticket

Kerberos authentication entity that allows a user to prove his
identity to an application server by way of athird-party (Kerberos)
server.

Time Synchronization
Protocol (TSP), or
TIMED

Protocol that synchronizes the clocks of the various hostsin a
LAN. Also know ast i med.

TN3270

Modeused in TELNET to communicate with IBM 3278-n terminal
models.

token authentication

An authentication system that allows you to set additional security
restrictions on your FTP, TELNET, RLOGIN, and SET HOST
logins. Authentication takes place through a physical SecurlD
token "smart card" that you use to provide the token authentication
server (ACE/Server) with the necessary login information. You can
set up token authentication through TCPware’s Access Control
Encryption Client (ACE/Client) on the OpenVMS host, which
communicates with Security Dynamics ACE/Server on aUNIX or
Windows NT host.

tokencode

Random number currently displayed on your Security Dynamics
Securl D smart card. Used with the token authentication system.

transaction service

Method of data transport provided by UDP that treats each
datagram as a separate entity.
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Transmission Control
Protocol (TCP)

Host layer protocol that provides areliable datatransport serviceto
the application layer protocols. TCP is stream-oriented. It ensures
that the system delivers datain order and without duplication.

transparency Level at which auser need not be aware of the process involved
but only in the results of an operation.
trap Unsolicited message the SNM P agent sends to a management

station to inform it that a change in the network occurred. See also
Simple Network Management Protocol (SNMP).

UNIX or ULTRIX
filesystem

Set of files organized as atree with asingle root node (r oot )
indicated asaslash (/).

User Datagram Protocol
(UDP)

Host layer protocol that provides transaction oriented data
transport. UDP does not provide data reliability, but does provide
data transport with very little overhead.

user ID (UID)

User identification on the UNIX Network File System (NFS) host.

User Identification Code
(UIC)

User identification on the OpenVMS host in the format
user nane or [gr oup, nenber].

VAX byte order

VAX standard for storage and transmission of integers that
specifies that the least significant byte appearsfirst. VAX byte
order islittle-endian. VAX byte order sending machines must
translate from the local integer representation to network byte
order, and receiving machines must translate from network byte
order to the local machine representation.

virtual circuit

Facility in a packet-switched communication network in which
packets passing between apair of terminals stay in sequence. Since
thisis aproperty of acircuit, avirtual circuit connects the two
terminals. It can be a permanent virtual circuit or avirtual call.

virtual directory

Temporary directory created by the NFS client that is closer to the
root in the file structure than the mount point. The virtual directory
disappears once you dismount a filesystem.

virtual network

Network in which all connected hosts are able to communicate to
each other asif they were all on the same local network. Users
view an internet as avirtual network.

Virtual Terminal Protocol

See TELNET.

VMSINSTAL

OpenVMS installation procedure used to install TCPware
products.
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well-known port

Any of aset of pratocol port numbers preassigned for specific uses
by transport level protocols (TCP and UDP). Servers follow the
well-know port assignments so clients can locate them. Examples
of well-known port numbers include ports assigned to the remote
login (TELNET) service and thefile transfer (FTP) servers.

whitespace

Space, tab, or newline character.

WHOIS

Utility that allows Internet usersto query the Network Information
Center (NIC) username directory services.

wide area network (WAN)

Network element of an internet in which hosts connect over large
geographic distances.

X.25

Set of networking recommendations that define the network/user
interface in a Packet Switching Data Network (PSDN). X.25
provides a common set of protocols for computer systemsto
follow when interconnecting over a PSDN.

XQP

Extended QIO processor. See ancillary control process (ACP).
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My additional comments or suggestions for improving this
guide:
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